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Definition

An architectural solution templatis a subkset of the building blocks of the EIRA, which focuses on t
most salient building blocks neededhtaild an interoperable solution addressing a particular

he

interoperability need.

Benefits

A An architectural solution template provides solution architects with a common and unambigchus

approach to cope with a specific interoperability challenge.

A Asolution architect can easily create a solution architecture by mapping existing solution building

blocks (developed in his/her organisation or discovered throughrt8 Cartographyo an
architectural solution template.

A When a user creates an architectural solution template, he/she can recommend specific solut
building blocks (e.g. a particular application or data model) for its implementation. This allows
faster implementation of therchitectural solution template when it is shared with other parties.

on
a

A An architectural solution template can be created within and across the different views of the [EIF

A solution template can then support architects specialised in different architecture domains
(organisational/business architecture, application architecture, data/semantic architecture,
technology architecture)
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Introduction
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Example ofarchitectural solutiontemplate application

A new policy is developed at EU level, which requires public administrations to implement a new
interoperable IT system in the near future. The implementation of the policy can imply significant
changes in the IT landscape of the impacted public administrations.

Anarchitectural solutiotemplate, focused on the building blocks needed to implement that specific
policy, can providéhe involved parties with a common approach to be compliant with the new legal
requirement, thus reducing the architecture design effort and maximising the share arskref
solutions among the involved public administrations.
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Creation of an architectural solution template

This flow specifies the stepy-step design process of a new architectural solution template.

Step 1: Identify The user consults the views of the EIRA to define the scope of the architecture to be designed, by
needed EIRA BBs identifying the architectural building blocks that are needed to address the interoperability need.

Step 2:Create Based on the identified architectural building blodkes user can design an architectusallution
blueprint of solution template (e.g. imrchimateformat). The solution template includes the needed ssdt of architectural
template building blocks of the EIRA

Step 3(optional ): If needed, per each building block, the user adds a set of additional interoperability requirements

INGLR oo ey - @re needed to address the specific interoperability need (e.g. specific protocols to be used by an

requirements and application). Solution building blocks might be recommended for the implementation of the
solution BBs architecture building bocks of the solution template

Step 4:Share The architectural solution template is shared with the involgeakeholders (e.g. by sharing or
solution template uploading thearchimatediagram of the solution template).

DO NOT DISTRIBUTE FURTHER 10



Approach
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Usage of an architectural solution template

This flow specifies the stepy-step process for using an existing architectural solution template.

Sl el S tileey| e user consults the architectural solutimplate, via the Cartography tool, relatéd the particular

)Nt el o e Interoperability need he/she wants to address.

The user maps the solution building blocks of its current IT landscape to the template. For each

building block (BB) in the solution template

A1t an existing solution of the wuser’'s | T |
of the BB, the user maps the solution with the BB.

A ifno existing solutions are compliant with the interoperability requirements of the BB, the user

Step 2:Mapping with searches in th€artographyfor a reusable solution. If a solution is found, the user maps the

existing solutions discovered solution to the BB.

A ifno compliant solutions are found on ti@&artographythe user initiates a project to develop a
new solution BB compliant with the interoperability requirements. The user maps the solution
be developed to the BB.

Step 3-Desi uti The user includes the solution building blocks identified in the prewsteys(i.e. step2) n t he
tep 3:Design solutiongeies architecture, in order to address initial interoperability need.

11
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Architectural Solution templates

A Administrative Cooperation through InformatiorExchange
A InteroperableEuropean billingsystem
A InteroperableEuropean User Authentication system



The three architectural solution templates describedin this section have

been developedduring the current phase of the EIA action The three
architecturalsolution templatesmust be consideredasa first version,and

will be improvedin the future.
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Architectural Solutiontemplate 1:
Administrative Cooperation through Information Exchange



Administrative Cooperation

through Information Exchange
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Goal

This architectural solution template addresses the need of administrative cooperation between two
more European public administrations. Téehitectural solutiontemplate focuses on supporting

interoperable information exchange, by highlighting the most relevant building blocks of the EIRA
needed to fulfil this need.

Comments

Theinformation exchange mechanismfexused:

A At organisational level, on providers and users of information, on the agreements between paftie
and on the supporting business processes;

A At semantic level, on the structure of the data which need to be exchanged:;

A At technical level, on the applications needed to transform, translate and exchange data, on the
interfaces needed to exchange data, and on the supporting infrastructure and security services.

DO NOT DISTRIBUTE FURTHER 15
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Narrative of the

Organisational view

European
Commission

Administrative cooperation, cross -sector and cross-border, is realised by
[Organisations] on [EU / national / sub -national level] in the role of Service
Providers by supplying information exchange interoperable [Public Services]
to [ Public Administrations] and/or [Businesses] and/or [Citizens] in the role

of users according to a [Service Delivery Model]. Organisations collaborating
on the development of the information exchange public service, can sign an
[Interoperability Collaboration Agreement]. With the aim of delivering the
information exchange public service, the service provider proposes andthe
user accepts an [interoperability service agreement]. [Service providers] can
sign an [Interoperability supplier agreement] to agree on how to deliver the
public service to their users.

The delivery of these services is realised through [BusinessProcesses] that
contain [Business Information exchange], which enclose [Business
Transactions] of defined [Business Information Entities] (i.e. the subject of
the information exchange). Business processes and business information
entities are subject to [Business Rules ].
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Narrative of the Semantic _4//

view

European
Commission

[Data] to be exchanged, which is grouped in [data sets], is represented using
a specific [representation] format . [Business rules], applying to data, are
also subject to a representation . [Metadata], composed of [Data models]
and [Reference data], provide the structure for the exchanged data
[representation] . The reference data include [ldentifier Schemas] (e.g.
structure of the ID of the parties involved in information exchange),
[Controlled Vocabularies], and/or [Code lists] (e.g. code lists of EU

countries) .
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Narrative of the Technical

view ¢ Application

An information exchange [Interoperable European System (IES)] implements
the information exchange [Public Services]. The IES can be accessedthrough
[Presentation and Access enablers]. The IESis documented through
[documentation enablers] and is tested through the use of [test enablers].
Information can be exchanged cross-sector and cross-borders with the support
of [mediation enablers ]. The system can execute the information exchange
businessprocesses through [workflow enablers ].

Access control is managed through the services offered by [access management
components].
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Narrative of the Technical

view ¢ Infrastructure

An information exchange [Interoperable European System(IES] can make
use of [infrastructure security enablers] to manage the security of the
exchanged information (e.g. e -Signature on documents or authentication of
the systems/users accessing information) and of [machine translation
services] to translate information in an automated way when it is exchanged
cross-border.
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Interoperable European
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Goal

This architectural solution template addresses the interoperability challenges that need to be ove
when implement a billing process (e.glrerocing at European level. This architectural solution
template highlightgahe most salient building blockseeded to aligrine existing solutionsr to develop
new solutionghat enable the implementation of aimteroperable cros$order billing process.

[CC

Comments

This solution template takes into account:

A At legal level, the relevant EU and national policies/legislation impacting the-Earapean billing
process

A At organisational level, the billing business procesbBasare driving thesolutions, the parties
involved in the billing systemndthe relevantinteroperabilityagreements

A At semantic level, thstructure of the data which needs to Isent (e.g. electronic invoices and
electronic receipts

A At technical levelthe applications that areeeded toexchange and validate information

DO NOT DISTRIBUTE FURTHER 25
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Narrative of the Legal view J

European
Commission

A [public policy ] in the field of e -Procurement or Internal Market, at[EU
level, National level or Sub -national level] can have an impact on or
mandate the implementation of an Interoperable European billing system.
The policy is implemented through policy instruments, which can be [binding
/ non -binding] [legal requirements or constraints], or operational enablers,
in the form of [financial resources] and [implementing guidelines].
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Organisational view

European

Commission
I

OrganisationaView

Organisational Enablers |

Interoperability

Organisations|

signs

European

National

signs
Business Public
Administration

[—J L

SubNational

Interoperabili

[=1)
signs

111

ServiceProvider

consumes

0

Service Delive

o
PublicService (]

AN
T
i
i
i
i
i
i
i

[=)
Aggregated Public Servic

Y o)

Basic Public Service

Citizen
is a source of is a source of

_______________________________ \:
]
1
1
1
1
1
1
1
|
1

]
Business Process
~
documents
applies to
~~ .
Business Rule

&

applies to

Business Process

Business Information Exchange

Business Transaction

Business Information

DO NOT DISTRIBUTE FURTHER

28




Narrative of the

Organisational view

European
Commission

[Organisations] on [EU / national / sub -national level] in the role of Service
Providers supply interoperable billing [Public Services] to [Public
Administrations] and/or [Businesses] and/or [Citizens] in the role of users
according to a [Service Delivery Model]. Organisations which are
collaborating on the development of the billing system, can sign an
[Interoperability Collaboration Agreement]. With the aim of delivering the
billing public service, the service provider proposes andthe user accepts an
[interoperability service agreement]. [Service providers] can sign an
[Interoperability supplier agreement] to agree on how to deliver the billing
service to their users.

The delivery of these services is realised through billing [Business Processes]
that follow a [Business Process Model]. Business processes contain [Business
Information exchange], which enclose [Business Transactions] of defined
[Business Information Entities] (e.g. invoices). Business processes and
business information entities are subject to [Business Rules] originating from
the [public policy].
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Narrative of the Semantic _4//

view

European
Commission

Billing [Data], which is grouped in [data sets], is represented using a specific
[representation] format . [Businessrules] and billing [business process models]
are also subject to a representation . [Metadata], composed of [Data models]
and [Reference data], provide the structure for a [representation] . The
reference data include [ldentifier Schemas](e.g. structure of the ID of a

supplier), [Controlled Vocabularies], and/or [Code lists] (e.g. code lists of EU
countries) .

DO NOT DISTRIBUTE FURTHER

31



European
Commission
I

Technical View Application

InteroperableEuropean Sysfe

o

Public Service

DocumentatiorEnablers

Presentation and Access Enabldrs

Data

Application SecuritEnablers

o)

Human Interface

Machine to

Processing Enablerh

- T e
Test Enabler: Discovery 3 Workflow Enablers| Collaboration En: $
. o (en) O (en)
) © Choreography Orchestration M ing Servi Audiovisual
Test Service Service Service essaging Servic Service
Ay
T
Test Component

Mediation Enablers|

—_—

Decision Support Enablel

Data Routing Servide

C
— Data Routing
omp n

(=)
DataTransformatior]
Service

Data
Transformation

Data Validation
Service

% Data Validation

(en)
Data Exchange
Service

Data Source Enablerh

[Administration Enablerd

(en)
Access Managemefit
Service

Access
Management

(en)
Audit
Service

(=)
Logging ServiceJ

7 =

Audit and Log
on n

DO NOT DISTRIBUTE FURTHER

32




Narrative of the Technical

view ¢ Application

A billing [Interoperable European System (IES)] implements the billing [Public
Services] and supports or implements one or multiple [Public Policies]. The IES
can be accessed by [Users], which can be [humans] or [systems], through
[Presentation and Access enablers]. The IESis documented through
[documentation enablers] and is tested through the use of [test enablers].
Billing information can be exchangedcross-border with the support of
[mediation enablers ]. The system can execute the billing business processes
through [workflow enablers ].

Access control and data security are managed through the services offered by
[application security enablers], involving [access management components]
and [audit and logging components |.
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Narrative of the Technical

view ¢ Infrastructure

A billing [Interoperable European System (IES] can make use of
[infrastructure security enablers] to manage the security of the exchange
billing information (e.g. e -Signature on billing documents).
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Architectural Solutiontemplate 3:
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Interoperable EuropeartJser g
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Goal

This architectural solution templates addresses the interoperability aspects that need to be taken
account when developing of an interoperable European User Authentication system. The archite
solution template focuses on the building blocks of the EIRA dealing with security at all interoper
levels.

N
>tu
bi

Comments

This solution template takes into account:

A At legal level, the relevant Biblicies that need to be taken in the field of information and systen
security;

A At organisationalevel the user and providers of the authentication services, and the underlying
security processes;

A At semantic levethe format of the information relevant for user authentication (e.g. user
credentials);

A At technical level, the applications that asapporting the implementation of the authentication
mechanisms, and the network through which authentication data is transported.

DO NOT DISTRIBUTE FURTHER 37



Legalview

European
Commission
I

LegalView

Public Policy Development Enablers |

Public Policy Implementation Instruments |

Legal Reqwrements

[ Legal Constraints |

Operational Enablers_|

DO NOT DISTRIBUTE FURTHER

38




Narrative of the Legal view J

European
Commission

A [public policy ] in the field of information security, at [EU level, National
level or Sub-national level] can have an impact on or mandate the
implementation of an Interoperable European User Authentication System .
The policy is implemented through policy instruments, which can be [binding
/ non -binding] [legal requirements or constraints], or operational enablers,

in the form of [financial resources] and [implementing guidelines].
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Narrative of the

Organisational view

[Organisations] on [EU / national / sub -national level] in the role of Service
Providers supply interoperable user authentication [Public Services] to [Public
Administrations] and/or [Businesses] and/or [Citizens] in the role of users
according to a [Service Delivery Model].

The delivery of these services is realised through [BusinessProcesse$ (e.g.
provisioning, authentication). Business processes contain [Business Information
exchange], which enclose [Business Transactions] of defined [Business
Information Entities] (e.g. user credentials).
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Narrative of the Semantic _4//

view

European
Commission

Authentication [Data] is represented using a specific [representation] format .
[Data entities] provide the structure for the [representation ]. Security data
are treated and managed according to specific [Data policies], including
[Security and Privacy policies] and [Licensing and Charging Policies].
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Narrative of the Technical
view ¢ Application

A user authentication [Interoperable European System (IES] implements the
authentication [Public Service] and supports or implements one or multiple
[Public Policies]. The IES canbe accessed by [Users], which can be [humans] or
[systems], through [Presentation and Access enablers].
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Narrative of the Technical
view ¢ Infrastructure

A user authentication [Interoperable European System (IES] uses
infrastructure security services like the [identity management service]. It has

to ensure secure exchange of information through [public networks] or
[private networks].
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Cartography took Architectu’r__gj
solution templates

European
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Thearchitecturalsolutiontemplatesare integratedas active elementsin the graphicaluserinterface
of the Cartographytool. The building blocksof the architecturalsolution template can be used(i.e.
clickable)to retrieve additional information on the correspondingsolutionsand related attributes
(e.g. the reusability of the solution) Below an exampleof the implementation of an architectural
solutiontemplatein the Cartographytool.

EIRA Crverview Organisational View Semantic Wiew Technical View - Infrastructure Technical View - Application Legal Wiew Details & l Attribute Metrics l Aftribute Wiew m
Archimate modelling notation legend: | active structure element | ] behaviour slement | W motivation extensions
Current Selections -
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ELDRANET -

RASCHEM
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TRIS TRIS - Dats Transformanitan Companent
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Annex 1

Architectural Solution template 1:
Administrative Cooperation through Information Exchange

Example: IMI



Example case IMI

European
Commission
I

Why this case?

A The InternaMarket Information System (IMI) is one of the TES solutions that is involved in the|El
action,which supports Administrative Cooperation between Member States.

A IMI provides a secure online accessible application which supports the communication of natipn.
regional and local administrations with their equivalent instances in other countries

52
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Annex 2

Architectural Solutiontemplate 2:
Interoperable Europearilling system

Example: ePrior



Example case e-Prior

European
Commission
I

Why this case?

A e-Prior is the eProcurement system developed by DIGIT to receive electronic invoices by supg
of the European Commission. It also suppef@mlering, eCatalogues and-Bequests.

A e-Prior is compliant with the CEN/Blardard and uses the UBL data model

A e-Priorprovides a supplier portal that is accessible from anywhere through the web. It allows the
suppliers to process all electronic service requestRégquest) and it enables the electronic
exchange oinvocingdocuments (envoicing.

A An open source version ofRRIOR has been developed by DIGIT, to be downloaded and
i mpl emented by Member States’ public admi i

ie
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Annex 3

Architectural Solutiontemplate 3:
Interoperable EuropeatJser Authenticationsystem

Example: ECAS



Example case ECAS

European

Commission
I

Why this case?

informatic environnementof the Commission It is the system for logging on to a whole range of|w
sites and online services run by the CommissfDAS can be used by the EC staff and by exter
users that need to access EC applications.

ECAS is one of the TES system that has &e&lysedoy the TES action ¢BA

In the future, ECAS will be integrated with STORK (European Commission Authentication Seyvi
integrated with Secur&denTityacrOsdoRderdinked t o compl ement t he |
authorisationinformation assigned by Member States, such as a user position in a public
administration on behalf of which the user is entitled to act.

A The European Commission Authentication Service (ECAS) is the security gate to enter into t}ie

al

T> T
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Contact us

Marco Fichera Lead Architect
+ 32 487 43 08 37 Europeaninteroperability Reference Architecture

7| beeia@DELOITTE.com

Cartography tool é"

For more information

EIA project collaborative space  https://webgate.ec.europa.eu/ClTnet/confluence/display/EIA/EIA+Home

ISA website http://ec.europa.eu/isa/index en.htm

ISA FAQ http://ec.europa.eu/isa/fag/fag_en.htm
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