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1. Access point configuration

The PEPPOL Access Point of Open e-PRIOR (hereunder "the Access Point") is able to
receive and send messages through the PEPPOL infrastructure according to the BusDox
specifications.

It needs a few steps of configuration to make it work correctly inside the PEPPOL
infrastructure.

After downloading the Open e-PRIOR release from OSOR, please follow the instructions
described in the next sections.

1.1 Certificates

A PEPPOL Access Point uses X.509 V3 certificates to identify senders/receivers and to
calculate message signatures.

Open e-PRIOR users are responsible for obtaining from PEPPOL a valid production X.509
certificate and the PEPPOL Certificate Authority root certificates, in order to operate the
Access Point inside the PEPPOL infrastructure.

X.509 certificates are usually stored into key stores and trust stores. The key store contains
the certificate used by the Access Point when sending outgoing messages, while the trust store
contains the list of trusted certificates used to validate incoming messages. In the Open e
PRIOR PEPPOL Access Point distribution, you can find the two stores at the following paths:

<JBOSS _HOVE>\ server\ def aul t\ conf\ keyst or es\ keystore. j ks
<JBOSS HOVE>\ server\defaul t\conf\keystores\truststore.jks

Test certificates are already present inside the two keystores, which can be used only for
testing of the Access Point. In order to make the Access Point work inside the infrastructure,
please:

load the production certificate obtained from PEPPOL in the key store
load the PEPPOL Certificate Authority root certificates in the trust store

1.2 Configuration of SMP URL

The Access Point can be configured to enable/disable the lookup into a Service Metadata
Publisher (SMP) when receiving a message. Please note that, if the lookup is disabled:

All incoming messages will be treated as "local" messages and sent directly to Open
e-PRIOR (even if the recipient participant ID is not a back-office connected to Open
e-PRIOR).

The Access Point will only be able to receive messages, and not to send. Indeed, in
case of outgoing messages, the address of the recipient Access Point must be
discovered using the SMP.

The above setting, and the URL of the SMP domain which must be used by the Access Point,
have to be set in the following configuration file:

<JBCSS HOVE>\ server\defaul t\conf\config. properties
For the enable/disable flag please use the line:
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or g. busdox. transport . nmet adat apubl i sher . enabl eLookup=<true/fal se>

For the url, please set the value in the following line:

or g. busdox. transport. net adat apubl i sher. url =<snp_addr ess>
where <smp_address> has to be replaced with the actual SMP domain.
Please contact PEPPOL in order to latter information.

1.3 Configuration of participant IDs

In order to make the Access Point available to receive messages from other Access Points on
the network, the participant 1Ds of the back-offices connected to Open e-PRIOR should be
registered into an SMP.

Please contact your SMP provider to know how to register your participant 1Ds.

1.4 Configuration of incoming messages

Since PEPPOL transport infrastructure uses certificates to validate the messages during the
document exchange, user names are not used in the PEPPOL message headers for
authentication/authorization purposes.

However, a user name has to be associated with every supplier which has to be configured to
use the Access Point, in order to identify the correct supplier agreement when receiving the
message. For this purpose, use the following script:

| NSERT | NTO PAP_TB_SUPPLI ER VALUES (<supplierl D>, <usernane>);
where <supplierlD> is the GLN of the supplier which wants to connect to Open e-PRIOR

through the Access Point, and <username> is the user name, or one of the user names, linked
to the supplier in the Open e-PRIOR database through the Supplier Agreement.

Please refer to the eePRIOR User Activation Procedure for an explanation of the above
mentioned values.

1.5 Configuration of outgoing messages

Outgoing messages (from back-offices to suppliers) can be configured to be sent to suppliers
via the Access Point. For every Interchange Agreement, the user can decide whether or not
the Access Point has to be used. A flag must be set in the Open e-PRIOR database for this
purpose, using the script below:

UPDATE EPR_TB_| NTERCHANGEAGR SET | CA_PEPPOL_FLAG='Y' WHERE | CA AGR ID =
<supplierAgreenent> AND ICA IDP_ID = <Internal Departnment> AND | CA PRF_ID =
<profile>;

where <supplierAgreement>, <internal Department> and <profile> are respectively the IDs of
the Supplier Agreement, the Internal Department and of the Profile for which the PEPPOL
Access Point isto be used.

Please refer to the eePRIOR User Activation Procedure for an explanation of the above
mentioned values.

1.6 Proxy settings

If your JBoss Server lies behind a proxy, the Access Point must be configured to access the
Internet. A propertiesfile, whose path is:

<JBCSS HOVE>\ server\def aul t\ conf\ proxy. properties
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has to be configured for this purpose.

2. Access point testing

The Access Point distribution comes with a Java testing tool, based on PEPPOL Reference
Implementation Busdox client. It can be found under the Peppol TestClient directory on
OSOR SVN.

Thetool allows the user to send an XML document to the Access Point.

To configure the client, use the TestClient.properties file under the previous directory. Here
are the most important properties to configure:

e XMLDocumentFile: full path of the document to send.

e Proxy settings. use these settings if you need to pass through a proxy to access the
Internet

e senderBusiness| D and recipientBusiness| D: replace these two IDs with the ones you
have received from PEPPOL by using the registration form.

e documentlD: the document type (Invoice, Credit Note, etc.) being sent to the Access
Point. Some predefined document types are aready present in the properties file itself.
Choose the one you need by uncommenting the related line.

e processiD: ID of the BII profile which the document is participating in. Some
predefined process IDs are already present into the properties file itself. Choose the
one you need by uncommenting the related line.

To sign outgoing messages and to check responses, the test client uses a keystore and a
truststore which is contained under the Peppol TestClient/keystores directory. Here are the
paths of the two files:

Peppol Test d i ent\ keystores\client-keystore.jks

Peppol Testd i ent\keystores\client-truststore.jks

After sending a document via the PEPPOL Test Client, the actua processing by Open e-
PRIOR can be verified using the synchronous services (StatusRequest, QueryRequest).
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