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A person’s digital identity can be defined as the collection of all digital information about or related 
to the person. Social interaction, shopping, entertainment, Government services – are all increasingly 
performed through digital means, and all depend on, create and use digital identity information. 
Requirements for identity information range from unique identification of a real identity with high 
certainty to full anonymity.

While identity information is definitely the property of the individual, the information is increasingly 
shared across social networks, commercial services and Government, with or without the individual’s 
consent. How can we, as individuals, survive in the digital identity world while still being able to 
utilise our identity information as an asset to our own advantage in a controlled way? How can 
society - through legal measures, culture and technology - contribute to an environment where 
privacy and ownership to personal information are respected?

Although the term ‘claim’ is not necessarily used in the papers in this ePractice Journal issue, a 
claims-based approach is actually the foundation for many of them. Any piece of identity information 
is released to relying parties as a claim, supported by evidence of certain strength, i.e. assurance 
level. The relying party must assess the assurance level and determine whether or not this is sufficient 
to accept the claim. In this interaction, a fundamental property should be that only the necessary 
information is released; enough to serve the purpose of the individual but not more. These principles 
should be at the core of the future Single European Digital Identity Community1.

At the ‘unique identification of a real identity with high certainty’ end of the identity management 
scale, we have the paper by Ali al-Khouri, ‘PKI in Government Digital Identity Management 
Systems’. The paper describes the governmental eID approach of the United Arab Emirates. The 
Government issues smart cards featuring physical ID, electronic (PKI-based) eID and biometrics with 
mandatory enrolment of the entire population in conjunction with an identity management system 
for Government services. This creates a clear foundation for trust and security of eGovernment 
services. The paper also reminds us that Europe and European countries are not the only ones leading 
the way in the eID area.

Arne Tauber, Thomas Zefferer and Bernd Zwattendorfer, in their paper ‘Approaching the Challenge 
of eID Interoperability – An Austrian Perspective’, further contribute to the Government eID story by 
describing the Austrian eID scheme, which is also based on Government issued eID but allows several 
eID ‘tokens’ to be used as long as solutions meet defined requirements for security and functionality. 
An identity management system including privacy enhancement by use of different identifiers for 
different Government sectors is a central part of this architecture. Furthermore, this paper extends 
the scope of eGovernment across borders by showing how the Austrian system is smoothly integrated 
with the pan-European interoperability system piloted by the STORK2 large scale pilot project. 

1 The SSEDIC thematic network, a platform for all the stakeholders of electronic identity to work together and 
collaborate to prepare the agenda for a future Single European Digital Identity Community project under the CIP ICT 
PSP programme of the EU, has supported the publication of the current issue of the ePractice Journal.

2 STORK (Secure idenTity acrOss boRders linKed) and STORK2 share the website: http://www.eid-stork.eu

Jon Ølnes

Guest Editor
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Another approach at identity management for both eGovernment and other application areas is 
presented by Jon Shamah’s paper ‘3rd Generation eID – Digital Identity for Widespread National 
Use and the Opportunities for Revenues’. The paper suggests a ‘3rd generation scheme’ consisting 
of ecosystems of public and private eID solutions. In this approach, hubs act as ‘identity brokers’ 
between eID providers (issuers) and service providers. All connected services can be accessed by 
users of all connected eIDs as long as the assurance level of the eID matches the requirements of 
the service.

Linking on to the issue of assurance levels, Maurizio Talamo and Christian Schunck contribute 
the paper ‘Re-thinking the Evaluation of eID Credentials to Simplify Interoperability’. In an eID 
ecosystem, different credentials must be made interoperable, if necessary by linking them together. 
The paper describes the conditions to achieve this, such as linking unique identifiers, compatible 
semantics of attributes and determination of assurance levels for credentials and attributes.

Along the same lines, Tachmasib Dadashev and Moudrick Dadashov, in their paper ‘The Mathematical 
Model for Classification and Control of Digital Identity Data’, show directions through formal 
(mathematical) reasoning for combining attributes and creating the basis for a decision on whether 
or not an ‘identity’ (consisting of a set of properties) belongs in a certain domain or not. Events 
(desired or undesired, such as a security incident) in a domain, can then involve the members of the 
domain. An ‘identity’ can be anything from a unique identifier linked to a person, to an anonymous, 
in principle, set of attributes.

This scale of ‘identity’ from unique identification of a person to anonymity suggests that the link 
between human and digital identity may not always be needed. Libor Neumann, in his paper ‘Cyber 
Identity is NOT Human Identity – A System Weakness Analysis of Current eID Technologies’ argues that 
human and digital (cyber) identities are fundamentally disparate and that they shall be connected 
only when absolutely necessary. The case of the paper is remote authentication and access control 
to computer systems, which may only need a cyber-identity with no need of knowing the human 
identity. The arguments can however be extended to other use cases.

Identity information may be said to have no value on its own. The value comes from the use; 
what is enabled by good identity schemes. The paper by Daniel Medimorec, ‘SPOCS: Interoperable 
eGovernment Services in the Context of the Services Directive’, presents the SPOCS3 large-scale pilot 
project. Electronic procedures in support of the EU Services Directive by default must be carried 
out across borders and must encompass use of signed documents, trusted document transfer and 
storage. Part of the SPOCS approach is the interconnection of existing eDelivery and eSafe solutions 
to exchange documents across borders.

A clearly related use case is presented by Aitor Orobengoa, Xabier Sabalza and Iñaki Suarez in their 
paper ‘The Growing Relevance of Electronic Safe Boxes and Electronic Post Boxes as Real Citizen-
Centric High Impact eGovernment Services’. The paper shows how document centric communication 
can be enabled in general. A post box is an endpoint of an eDelivery system (to use the SPOCS term) 
while a safe box is essentially the same as a SPOCS eSafe. Electronic post boxes will allow people to 
receive documents (in a wide definition of this term) in a secure and reliable way. Safe boxes, which 
may be combined with post boxes, will enable people to store and manage their digital documents 
in a secure and reliable way. These services themselves may be regarded as high-impact services but 
the main value lies in the enablement of other trustworthy services from governmental as well as 
private actors.

The content of this ePractice Journal issue spans from practical use cases and experiences, 
from solutions that are in daily use to papers presenting new theoretical approaches to identity 
management. All together they contribute interesting reading and good knowledge in the direction 
of the future single European digital identity community.

3 Simple Procedures On-line for Cross-border Services: http://www.eu-spocs.eu
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Despite significant investments in eGovernment, reported 
experiences show limited and struggling success cases. In the 
last 15 years, Governments’ efforts have been scattered, as 
agencies were mainly concerned with the development of 
informational portals and some basic online services resulting 
from the automation of a few traditional transactions.

In fact, Governments have been cautious in terms of their 
preferred eGovernment approaches and strategies. A large 
number of Governments’ services are still provided over the 
counter and requires the physical presence of citizens. This 
is in principle due to the fact that existing eGovernment 
environments lack effective methods through which they can 
establish trust and avail services over digital networks.

This article discusses the need for trust establishment to 
advance eGovernment in light of the existing and emerging 
realities. It looks at the evolving forms of identities, namely 
digital identities and the role of PKI technology in enabling 
such requirements. 

The key contribution of this article is that it provides an overview 
of a large scale national PKI program which was deployed as 
part of a government identity management infrastructure 
development scheme in the United Arab Emirates. It provides 
an insight into the architecture and features of the PKI 
deployment. It presents how the UAE government planned 
and set up a national identity validation gateway to support 
both online and traditional transactions. It also includes some 
reflections on key management considerations and attempts 
to make reference to some European initiatives to highlight 
similarities and differences with the UAE and GCC projects.

PKI in Government Digital Identity Management Systems

Keywords
eGovernment, eService, PKI, identity 
management, ID card.

PKI technology, while 
becoming a critical 
infrastructure component 
in modern identity 
management systems and 
supporting the progress and 
evolution of eGovernment, 
also raises the need to share 
learning experiences from 
practitioners with the aim 
to understand associated 
challenges and critical 
success factors that should 
in turn contributing towards 
successful implementations.

Dr. Ali M. Al-Khouri 

Director General,
Emirates Identity
Authority, UAE
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1. Introduction 
The 24-hour authority is now a much sought after objective for many national Government development 
programs (Bicking et al., 2006). Delivery models of Government services over digital networks are 
seen to enhance access and overall governance (Ebbers et al., 2008). In fact, other Governments 
see this as an opportunity to address three major challenges of the modern age, namely; economic 

The ‘24-hour authority’ allows citizens and other stakeholders like commercial organisations, 
companies etc., to contact different authorities anytime and anywhere, regardless of their 
geographical distances. Many Governments worldwide have released regulatory bylaws to guide and 
reinforce the development of user driven portals and services with 24x7-availability. This is a strong 
assertion of the 24-hour authority endorsement by different Governments on different levels i.e., 
local, regional, national, international, etc.

Having said that, it is well noted in various publications that the majority of citizens still show a 
stronger preference for traditional access channels of OTC (Over the Counter) interactions with 
Government and private organisations (Ebbers et al., 2008; Streib & Navarro, 2006). This shows that 
there is a clear gap in the services channels that Governments provide but also the preferences of 
citizens and Government agencies. Nonetheless, the 24-hour interaction with the Government for 
service delivery remains a desirable feature for both citizens and Governments (Becker et al., 2011).

Generally, the interactions of citizens with their Governments can be either informational or 
transactional
Governments.

Figure 1: Citizens Interactions with Government Services

itself is the Identity Establishment of the service applicant and the service recipient. Governments 
have put for a long time considerable effort and struggle, to some extent, in providing and ensuring 

devised their own identity mechanisms in receiving service requests and service deliveries. 
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and might carry more unscrupulous consequences. In one of our earlier publications we pointed to 
the fact that eGovernment initiatives around the world have not succeeded in going through the 
third and fourth phases of eGovernment development (Al-Khouri & Bal, 2007a; Al-Khouri & Bal, 
2007b). See also Figure 2. 

Figure 2: Four Phases of eGovernment – (Baum & Maio, 2000)

In our studies, we highlighted the need for fundamental infrastructure development in order to 
expand outreach and accelerate eGovernment diffusion (Basu, 2004; Baum and Maio, 2000; Schedler 
and Summermatter, 2003).

The purpose of this article is to provide an overview of the UAE Government PKI program which 
was implemented as part of a national identity management infrastructure development initiative. 
It explains the major components of the system and how the government intends to support 
eGovernment progress in the country. More pragmatically, we seek to make a contribution to the 
available research literature on the implementation of PKI in national identity management systems. 

light of the existing and emerging validation methods. The next two sections look at the evolving 
forms of identities, namely digital identities and the role of PKI technology in enabling such 
requirements. Next, a brief highlight is provided around eGovernment and identity management 
initiatives from around the world. Then in the following two sections, we introduce the UAE national 
identity management infrastructure, describe the UAE PKI program and bring to light its major 
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to make reference to some European initiatives to highlight similarities and differences with the UAE 
project is made before the paper is concluded.

2. Trust Establishment by Identity
Trust establishment in a traditional or eGovernment environment is required by the fact that a citizen 
is largely anonymous among the mass multitude of population. Yet the government is expected to 
reach out to the citizen and provide its services on a personalised level (Heeks, 2006). The following 
table provides an overview of the types of trust establishment needed for different service types.

Table 1: Trust establishment and validation methods

Service Type Application Method

Informational
Public Information Simple Identification – no need of 
identity verification

Physical entry of name or ID

Informational
Private Information- ID Required to be entered as data 
for information retrieval

Manual Entry of ID

Documents to prove ID of intended 
service recipient

Transactional
Service Request submission: ID Required to be entered 
as data- OTC (Over The Counter)

Manual Entry of ID

Documents to prove ID of intended 
service recipient

Transactional
Service to be delivered OTC (Over the Counter)- Ensure 
that it is being delivered to the correct person

Documents to prove ID of intended 
service recipient

Transactional

Service to be delivered OTC (Over the Counter)- Ensure 
that it is being delivered to the correct person and 
require confirmation of service delivery (signature of 
service beneficiary)

Documents to prove ID of intended 
service recipient

Transactional Service Being Requested Remotely
Manual Entry of ID + Documents to 
prove ID of intended service recipient

Transactional
Service to be delivered remotely- ensure it is 
being delivered to the correct person and require 
confirmation of service delivery

Auto ID/ Digital ID Verification

For each interaction, the trust establishment varies to the extent of the service being requested and 
delivered. This is depicted in the trust matrix illustrated below.
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Figure 3: Trust matrix

This is a simple trust matrix to illustrate the basic needs of the citizen interactions with their 
Government. For each type of interaction, the trust requirements vary depending on the nature and 
criticality of the service being sought and being delivered.  The higher the criticality, the higher and 
more complex the trust requirement.

Trust is established by a set of credentials that need to be presented by the service seeker. Whether 
the service is being sought or delivered over the counter or over remote service channels trust 
establishment is constructed based on the presented credentials. These credentials thus are 
considered essential constituents of the  that needs to be presented to prove both 
the identity of the service seeker as well as the service provider. 

There are a number of conventional credentials that citizens are used to provide to establish their 

serve as legal documents to establish an identity. These are the basis on which Governments seek to 

In the current complex digital world where a person can assume different identities, such documents 
fall woefully short of trust establishment needs. Many Governments around the world have recently 
stepped in to precisely address this critical requirement and provide digital identities to their 
citizens (Al-Khouri, 2011). The digital identity

authenticate them by a trust chain setup by the government itself. One of the approaches in this 
path is the development and integration of a Government identity management system with Public 
Key Infrastructure (PKI) technology. The following section will elaborate further on this.
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3. Digital Identities

For any Government transaction, citizens need a ‘recognised’ ID.  This recognition is well accorded 
when it is issued by the Government itself. Government issued IDs are no new phenomenon. However, 
paper based IDs that were long issued (like passports, social security IDs, etc.) are no longer adequate. 

Governments, in the last ten years have re-engineered their citizen identity systems to meet the 
challenges and needs of the eWorld and its new economy (Broster, 2011; Stavrou, 2005). In fact, the 
last few years have witnessed the evolution of the digital identities or so called eIdentities by various 
Governments across the world (Griffin, et al., 2007; Seifert, 2003). 

Driving factors for issuing digital identities have been varying for different Governments. However, 
the underlying need for digital identity has remained the same around the globe. Strengthening 
primary identification issuance process, enhancing border security, supporting social security, and 
improving social benefits delivery are some of the key drivers for digital identity evolution. The 
need of Government entities to become 24-hour authorities has also been a major contributor in this 
regard. All this together has played a major role in the development and deployment of different 
national identity management initiatives and frameworks in different parts of the world to develop 
digital identities (Al-Khouri and Bechlaghem, 2011).

As mentioned earlier, digital identity is not just a number but a set of parameters that constitute 
a profile of the identity holder. The scenarios in an eGovernment environment can be much more 
complex as the identity holder may play different and simultaneous roles. The Government, as the 
identity issuer, needs to provide a generic identity and yet meet the demands of effective identity 
management including security and privacy. This is the paradox of identity management.

It is the role of the Government to associate digital identities to specific persons who will be authorised 
to perform certain actions in physical or digital forms. This association is facilitated through creation 
of an identity profile consisting of name, ID number, biometric information, digital certificates and 
digital signatures that altogether construct a strong digital identity (Al-Khouri, 2011; Wilson, 2005). 

Many Governments have considered PKI technology to establish and implement this binding. In basic 
terms, PKI attaches identities to digital certificates for the purpose of assured, verifiable, and secure 
digital communications.

4. Public Key Infrastructure (PKI)
Public key infrastructure, commonly referred to as PKI, is an Information Communication Technology 
(ICT) infrastructure, a term used to describe the laws, policies, procedures, standards, and software 
that regulate and control secure operations of information exchange, based on public and private 
keys cryptography (Brands, 2000). Table 2 summarises the primary elements that make up the PKI 
components. The term PKI is used in this article to refer to the comprehensive set of measures 
needed to enable the verification and authentication of the validity of each party involved in an 
electronic transaction.
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Table 2: Basic PKI Components (The Open Group- Architecture for PKI)

Component Description

Electronic credentials, consisting of public keys which are used to sign and 

are used, they are typically arranged carefully prescribed order and perform 

Statements

(CRL)/ OCSP

PKI offers high levels of authentication for online users. It also provides advanced functions such as 
encryption and digital signature, to provide higher levels of protection of elevated echelons of data 

contributions a PKI has to offer is non-repudiation. Non-repudiation guarantees that the parties 
involved in a transaction or communication cannot later on deny their participation. The importance 
of PKI is captured in the citizen service model shown below in Figure 4.

Figure 4: Citizen Service Model 2.3 Increasing social demand

transaction.  or  over digital networks depends on the 
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Figure 5: Identity Requirements

Complemented with other methods, PKI enables users to securely communicate on an insecure 
public network providing public keys and bindings to user identities. The following sections attempt 
to provide an overview of Government identity management systems from around the world and 
the subsequent sections will present the UAE government efforts to integrate PKI technology to 

5. eGovernment and Identity Management Initiatives around the 
World

States of America (UN, 2010). Western Europe follows closely behind.

Over the last decade, Belgium, Finland, Norway led the Digital revolution. These countries have 
transformed their Government transactions and enabled many secure G2C internet-based service 

The Middle East has taken a cautious approach and it seems to seek to learn from existing 
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implementations to avoid the pitfalls of early adopters and adopt successfully tested technologies 
in field of identity management. The 2010 United Nations eGovernment Survey (UN, 2010) and the 
2010 Global Information Technology Report (Dutta, S. and Mia, 2011) amply validate this statement.

The United States, UK and most of European countries have implemented biometric identification 
systems to identify visitors and transform border control mechanisms. South Korea, on the other 
hand, has issued smart card based national IDs to all its citizens and residents and enabled eID-based 
transactions, with identity validated and verified by the Government. UAE, Oman, Bahrain, Qatar, 
and many other countries in the Middle East have also launched multiple large scale biometric-based 
identity programs providing secure and modern identity documents to their citizens and residents.

Overall, Governments in the last decade have spent tremendous efforts and substantial financial 
expenditure in modernising their identity systems with the aim to develop compelling Identity Profiles 
to strengthen security systems and protocols used across Government agencies. The next section will 
provide an overview of one of the very successful government initiatives to develop a sophisticated 
and modern identity management system.

6. UAE Identity Management Infrastructure
UAE has been at the forefront of adopting advanced identification technologies in the Middle East 
region and among all Arab countries. It is ranked as one of the leading countries in the region in 
facilitating eGovernment services, and the highest in terms of its network infrastructure coverage 
(Dutta, S. and Mia, 2011; UN, 2010). Backed by a state of art ICT infrastructure and network 
connectivity, electronic collaboration and integration is facilitated between different Government 
departments to share data which in turn enable many forms of eGovernment service models; i.e., 
G2C, G2G, G2B.

UAE embarked on an ambitious national identity program in 2003 and have successfully enrolled 99 
% of citizens and nearly 70 % of the entire population. The program which is being implemented by 
a federal Government entity named Emirates Identity Authority (also referred to as Emirates ID), 
envisages enrolling all the population (estimated around 9 million) by 2013. Each individual above 
the age of 15 is required to visit an identity registration centre for his/her biometrics and photo to 
be captured. Those who are below this age will only be registered with biographical data, linked, 
however to their parents in the database. 

Each individual in the population is issued a smart ID card. The UAE ID card is one of the most 
technologically advanced and secure smart cards in the world. It contains a unique identity number, 
basic biographical data, biometric information (for those above 15), and digital certificates of the 
card holder. 

Cardholders can digitally sign transactions thus enabling eCommerce. The national PKI validation 
gateway enables real time verification and validation of digital transactions and strong user 
authentication capabilities. The government is working on a 5-year PKI-enabled services rollout 
implementation model to integrate the card with public sector services and social benefits delivery 
and enable PKI-based transactions.

It is also worth mentioning that the UAE have recently concluded (and successfully so) the national 
elections for the Federal National Council where the national ID card (including the use of digital 
certificates) served as the only identification method in order to cast votes electronically. This 
enabled country wide elections to be held and results declared all within one day.
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The UAE card has many capabilities. Firstly it is related to the ePurse functionality, planned for 
2013, which will enable service providers to offer micro payments for all cardholders with their 
identities validated, verified and authenticated by the national Government validation gateway. 
Another capability is related to signing documents and notarisation. Of specific interest would be 
the digital signature capability of the UAE national ID card. For example, electronic documents can 
be digitally signed using the certificates provided in the national ID card. These signatures can be 
represented on physical prints of the documents as QR codes that carry the digital signature. Thus 
digital signatures can be physically available on paper documents which can also be verified. A smart 
phone can read the QR1 code on a digitally signed paper document and refer it to the OCSP2 or the 
CRL3 for verification. Verification of the signature can then be carried out in real time.

7. The UAE PKI Program
When the UAE ID card program was launched in 2003, the Government deliberately decided to 
integrate PKI to create digital identity credentials for its population and as an essential component 
of its identity management infrastructure. At the time, to determine the PKI requirements and to 
specify the features and functions of the proposed infrastructure was considered a massive exercise. 
Back in 2003, there were not too many references or precedents available that boasted of a successful 
PKI implementation. Our worldwide PKI implementation study revealed that barring Belgium and to a 
certain extent South Korea, no other country had a proven track record of the architecture required. 
It was then left to the project team to define the needs of the PKI (See also section 8).

Considering a long term support requirements and operational requirements, the team chose to go 
with a commercial product available and customise it to the Government’s specific needs. Having 
decided on the solution platform, the next crucial decision was that of the architecture of the PKI 
itself. The primary design element for the architecture development was the process to provide 
credentials to all population in the country and address eGovernment requirements.

The UAE PKI project aimed to develop a comprehensive and intergraded security infrastructure to 
enable a primary service of confirmed digital identities of UAE ID cardholders on digital networks; 
primarily on the Internet. The program has two strategic objectives: (1) to enable verification of 
the cardholder’s digital identity; (authentication services) by verifying PIN Code, biometric, and 
signature certificate, and (2) to provide credibility (validation services) through the development of 
a Central Certification Authority. See also Figure 6 below.

1 QR code: an abbreviation for Quick Response code; is a type of 2D bar code that is used to provide fast readability and 
large storage capacity of information through a smart phone. It has wide use in the United Kingdom and the United 
States; and is growing fastest in Canada and Hong Kong.

2 OCSP (Online Certificate Status Protocol) is one of two common schemes for maintaining the security of a server and 
other network resources.

3 CRL (certificate revocation list) is a list of certificates that have been revoked before their scheduled expiration date.
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Figure 6: UAE PKI project primary objectives

Public Key Infrastructure in the UAE. The high level UAE PKI architecture depicted in Figure 7 will 

Figure 7: UAE PKI Architecture

The PKI architecture was designed to support two operational models for the implementation of a 

the required software and hardware infrastructure. It will rely on the same PKI infrastructure to 

Authority for the Government. From a technical and interoperability stand point, it made perfect 
sense that we may have two or more different CAs that function under one Root CA.

The second option assumes that a given eGovernment authority CA is setup as part of the same PKI 
infrastructure.  A virtual partition is implemented on the Population CA.  The eGovernment CA will 



  
 

European Journal of ePractice · www.epracticejournal.eu
Nº 14 · January/February 2012 · ISSN: 1988-625X 15

be initialised and configured on this new virtual partition. A virtual key container is created on the 
HSMs so that the Sub CA key pair and corresponding certificates are separated completely from the 
Root keys.  The solution of this second option is illustrated in the Figure 8 below.

Figure 8: UAE PKI Architecture

Thus a Root CA was setup, and a Population CA underneath it, to issue digital certificates to the 
population. The government priority was to ensure that the population be empowered with the 
Government issued credentials and to package and store these credentials into a smart card. It was 
decided to have a modular design approach in place that would enable the roll out of other CAs 
under the Root CA on demand.

7.2 Online Users Authentication

The above architecture enabled us to meet our strategic objectives of providing digital identity and 
verifiable credentials to the population of citizens and residents in the country. Verification of the 
digital certificates was the next function that needed to be addressed. This was achieved in three 
complementing steps:

1. Issuance of a smart card with the digital profile in a secure encrypted format:

The smart card itself is an advanced 144K combi card that combines the power of contact and 
contact-less technology for card reading functions. The Java OS used in the card is encrypted with 
keys from the PKI that allow exchange of keys between the card and the card reader using advanced 
secure access module (SAM) cards or hardware security module (HSM).

2. Development and distribution of a toolkit that enabled service providers to integrate smart 
card readers with the ability to read the tamper proof encrypted data in the card:

The developed toolkit allows service providers to integrate the UAE ID card reading, verification and 
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authentication capabilities with their own legacy applications. Distribution of these toolkits meant 
that many Government departments could now securely establish the identity of the cardholder and 
deliver critical services to the citizens and residents in lesser time.

3.

The CRL is published diligently on a secure portal on daily basis providing the revocation list. In 

of cards in circulation. In addition to the CRL, the PKI is provided with an OCSP service to enable 
online real time transactions.

The following diagram provides an overview of the overall UAE PKI Architecture.

Figure 9:  UAE PKI Deployment Overview

infrastructure. The portal ties in eServices of nearly 45 local authorities. Most of the G2C services are 
tied with the UAE ID card some of which require strong user authentication like ID card, biometrics, 
and chip-based PIN. See also Figure 10.
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There are six other local and one federal eGovernment authority that are planned to get connected to 
this infrastructure by 2013. The UAE central bank is another entity that is envisaged to be connected 

The UAE national PKI program is still in its evolution stages and will mature with time. It is expected 
that by the end of 2013, many objectives of the PKI program will be met with G2G, G2C and G2B 

ID card.

Following the example set by UAE, more countries in the Middle East are moving towards implementing 
their own national PKI solutions. Moves are afoot in the region to ensure that there is interoperability 

4. Similar to the 
European initiative GCC, countries are working on developing a common eIdentity infrastructure 
that will enable the authentication of GCC citizens by any service provider at a member state e.g., 
border control, public services, etc (Al-Khouri and Bechlaghem, 2011). 

Having said this, the following section highlights some of the lessons learned and management 
considerations from the UAE program.

8. Managing the Implementation
The UAE PKI deployment was fraught with issues and challenges. Dynamic scope change that kept 
changing the project objective was the most serious issue. Functional requirements changed with 
time as Government service providers became more involved during the implementation phases.

More serious was the issue of the project team taking a technical implementation approach rather 
than a business driven requirement development approach. It took several executive steering 

4 GCC is the acronym for Gulf Cooperation Council, also referred to as the Cooperation Council for the Arab States of 

Emirates. The  number of GCC population is estimated to be around 40 million people.
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meetings to ensure that the technical implementations morph into business deployments. This was 
a key lesson learned from our PKI implementation. 

Though PKI is a technical platform implementation, it is of no consequence if the technology 
implemented does not meet the business requirement. Project teams led by technical leaders 
complicated the implementation and a strong management resolve ensured that the business 
requirements are kept in sight. 

One key business requirement was to ensure that a digital certificate is generated from a request 
coming from the population register. This meant that the population enrolment and registration 
process had to be integrated into the technical process of certificate generation. 

Another example is related to the perspectives of the different government stakeholders. We had 
to involve potential Government service providers to ensure that there is a smooth on boarding 
process that would enable these service providers to integrate the ID card into their processes for 
ID verification. We realised that those government departments did not fully understand integration 
mechanisms until the later phases of implementation, which impacted and delayed deployment plans. 
This involved more of a business process integration challenge than technical process integration. 
Change requests were largely led by technical considerations leading to complex deployment 
architectures.

9. GCC and UAE PKI Program in reference to European leaders
The UAE PKI Program fundamentally served the same purpose as those implemented elsewhere in the 
world. Being part of the national identity management program, the UAE PKI program is serving more 
objectives than one. The PKI is an integral part of the personal profile which includes biometrics 
stored in the ID card. This proffers major advantages to the service providers to work with multi 
factor authentication making service delivery across multiple channels easily possible. 

On a different note, in UAE the Government has taken the lead to develop and distribute the toolkit 
for the ID card integration. In Europe, Malaysia and South Korea, that are major users of national ID 
cards and PKI, the toolkit and ID card integration is left to the service and solution providers.

In Europe the national ID cards do not generally contain the biometric data, as transactions rely 
solely on the digital certificates and reduce the service channels to the web. This also affects the 
authentication mechanism that can be used. PKI for all that it can be, is not an authentication 
mechanism. Authentication is accorded through the use of biometrics. This marks a major difference 
in the UAE ID program.

On a different level, the GCC identity interoperability project underway draws many parallels with 
the European Interoperability Framework which looks at specifying how administrations, businesses 
and citizens communicate with each other within and across Member States’ borders. Several EU 
Member States have rolled out smartcard based electronic ID (eID) solutions for their citizens. There 
are good references of national ID card equipped with PKI digital certificates being deployed in 
Europe with Belgium, Estonia, and Germany, as leading examples.

In general, GCC countries have been evaluating interoperability architecture guidelines and standards 
issued by the EU, and they still seem to have no single approach to a possible architecture. However, 
GCC countries have defined a few waves of implementation to facilitate services and identity 
verification between Member States (see also Al-Khouri and Bechlaghem, 2011).
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10. Conclusion
Governments around the world have made substantial investments in eGovernment initiatives with 
the aim to provide better public services to both citizens and businesses. To us, eGovernment involves 
innovation and transformation of business operating models, to provide significant added value in 
terms of efficiency and effectiveness of operations.

Nonetheless, Governments efforts have been scattered and were mainly concerned with the 
development of informational portals and the automation of some of the traditional interactive 
and transactional services. All this did not support Governments in moving through the advanced 
transformational stages of eGovernment due to multiple reasons ranging from technical and 
economical to political. In fact, one of the key barriers to eGovernment progress is lack of effective 
methods through which trust can be established over digital networks.

We attempted in this article to highlight the role of PKI and advanced identity management systems 
in addressing this requirement. Public Key Infrastructure has proven itself invaluable in eGovernment 
and eCommerce environments despite the complexity and associated risks with its large scale 
deployments. However, the literature does not include sizeable and qualitative reported experiences 
of  PKI implementations in the Government sector.

We attempted in this article to present the case of one of the large scale government PKI deployments 
in the United Arab Emirates which was implemented as part of a national identity management 
infrastructure development scheme. The national PKI implementation was based on the need to 
establish binding digital profiles of all population in the country. Combined with the recently issued 
biometric-based smart ID cards for all population, PKI technology offers advanced capabilities to 
secure digital transactions and offer multi-factor authentication of online users. The application of 
PKI is envisioned by the Government of the UAE to strengthen security and public confidence and 
ultimately ensure the protection of digital identities.

The national identity validation gateway set up in the UAE, is envisaged to support the progress and 
evolution of eGovernment in the country. The gateway will provide identity verification services to 
all public sector organisations and Government agencies as well as the private sector. This is likely 
to enable the development of more complex forms of G2C eGovernment and eCommerce business 
models in the country.

In conclusion, it is our belief that the UAE PKI case presented in this article may constitute a 
significant lesson for European and other Governments. However, further examples of ongoing 
projects elsewhere in the world are necessary to stimulate a comprehensive understanding and to 
identify possible viable alternatives and adjustments to be made for the European context as well as 
to deepen  the understanding of the full range of costs and benefits in financial, political and social 
terms.
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and user-friendly governmental procedures. Electronic 
identities (eID) are crucial for any eGovernment infrastructure 

online processes. Most EU Member States have already 
rolled out eIDs for their citizens on a national level. Due to 

existing national eID solutions are usually not interoperable. 
In a converging European society, cross-border applicability of 
eID based services is of increasing importance. To overcome 
existing limitations, the European Commission has launched 
the large scale pilot STORK, which aims to establish an eID 
interoperability layer based on existing national solutions. 
Integration of this interoperability layer into existing national 
eID infrastructures raises various challenges on a technical, 
organisational and legal level. In this article we focus on the 
Austrian situation and show how the faced challenges have 
been overcome. We discuss both the Austrian national eID 
infrastructure and the STORK interoperability layer and show 
how these two components have been smoothly combined 
in order to open the Austrian eGovernment landscape for 
European citizens.
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1. Introduction
Inspired by the private sector and its customer-oriented philosophy, national governments endeavour 
to improve administrative and governmental processes in terms of efficiency and usability. 
Nowadays, Information and Communication Technologies (ICT) represent key enablers of these 
efforts and facilitate the mapping of paper based administrative procedures to the digital world. 
eGovernment – the incorporation of ICT into governmental processes – allows public authorities 
to reduce bureaucracy and enables citizens to carry out administrative procedures conveniently 
over the Internet. As such procedures usually comprise privacy sensitive data, the application of 
appropriate security mechanisms is a crucial requirement for eGovernment services. The reliable 
identification and secure authentication of remote users is one important pillar, which the overall 
security of eGovernment services is based on. An elaborated infrastructure for electronic identities 
(eID) is therefore crucial for any eGovernment service requiring secure user authentication.

During the past years, national governments and public administrations have met this demand by 
setting up national eID infrastructures. In most cases, national eIDs are nowadays based on smart 
cards being issued to citizens. Due to country-specific legal, social, and technical requirements and 
because of varying historical evolutions, Europe is currently facing a heterogeneous ecosystem of 
isolated eID infrastructures and solutions. 

In a converging European society, the importance of national borders decreases while cross-border 
applicability of online services is an increasing issue. This is also manifested by the Digital Agenda 
for Europe (European Commission, 2010) and the related eGovernment Action Plan (European 
Commission, 2010a), explicitly emphasising the importance of electronic means to increase the 
mobility of citizens and businesses within the Community and to ensure the four freedoms towards 
a Digital Single Market: free movement of goods, capital, services and people. Unfortunately, the 
lack of interoperability between different national solutions renders the development of eID based 
cross-border applications difficult. To leverage interoperability efforts, the European Commission has 
launched several large scale pilots (LSP). These pan-European projects aim to achieve interoperability 
of eGovernment services in different fields of application such as eHealth or eProcurement. The 
corresponding LSPs are epSOS 1 (eHealth) and PEPPOL 2 (eProcurement). The topic eID interoperability 
is considered by the LSP Secure Identity Across Borders Linked 3 (STORK). The fundamental goal of 
STORK is to achieve interoperability between country-specific eID infrastructures and to facilitate 
the development and adoption of eID based cross-border applications.

Given the existing heterogeneous ecosystem of national eID solutions, STORK does not try to re-
invent the wheel by proposing a common eID solution for all European countries that would replace 
established approaches. Instead, STORK aims to establish an interoperability layer that is based upon 
existing country-specific eID solutions. This way, existing approaches that usually perfectly satisfy 
given national requirements can be maintained while at the same time interoperability with foreign 
eID infrastructures is assured. Needless to say this approach requires national eID infrastructures to 
implement an interface to the STORK interoperability layer to support cross-border identification 
and authentication. Due to national specifics, achieving compatibility between national eID solutions 
and the STORK interoperability layer can be difficult. Challenges in both the technical and the legal 
domain have to be overcome in order to integrate existing eID infrastructures into STORK.

In this paper we elaborate on this issue by providing a more detailed insight into the Austrian situation. 
We discuss the Austrian national eID infrastructure and show which challenges had to be overcome 

1 http://www.epsos.eu-
2 http://www.peppol.eu
3 https://www.eid-stork.eu
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to achieve compatibility with the STORK interoperability framework. We start our explanations by 
introducing the Austrian national eID concept and key components of the underlying infrastructure in 
Section 2. Section 3 emphasises on the STORK project and introduces core features of the developed 
interoperability framework. Details on the integration of STORK functionality into the Austrian eID 
infrastructure are discussed in Section 5. Finally, conclusions are drawn in Section 6.

2. The Austrian eID Concept
Reliable identification of citizens is a crucial factor of governmental or administrative procedures. 
In the traditional scenario, in which citizens personally show up at administrative offices, identity 
is usually proven by showing an identity card, passport, or similar identity documents. In the digital 
world things are more complicated as citizens interact with public administrations remotely over 
the Internet. An elaborate eID and authentication concept is therefore crucial for any interactive 
eGovernment service that requires certainty on users’ identities. In this section we discuss the Austrian 
eID concept and introduce core components of the Austrian eID and eGovernment infrastructure.

The Austrian Citizen Card (Leitold et al., 2002) represents the key component of the Austrian eID 
concept. The Citizen Card is an abstract definition of an eID token that belongs to the user and 
provides the following functionalities:

• Identification and secure authentication

• Creation of electronic signatures

• Storage of additional identity-related information

To allow for the creation of electronic signatures, the Citizen Card concept foresees the secure 
storage of private signature keys and corresponding public signature certificates. The Austrian Citizen 
Card concept fulfils the requirements of Directive 1999/93/EC of the European Parliament and of 
the Council on a Community framework for electronic signatures (Signature Directive) (Council of 
the European Union, 2000). Due to the equivalence to traditional ID documents and handwritten 
signatures, citizen cards rely on qualified certificates and Secure Signature Creation Devices (SSCD) 
as defined by the Signature Directive.

Secure authentication is achieved by requesting the citizen to apply an electronic signature over 
given identification data. The identification data is stored on the Citizen Card within a special XML-
based data structure called Identity Link. This data structure links the citizen’s unique identity to 
the previously mentioned signature certificates that are also stored on the Citizen Card. The citizen’s 
identity is represented by a unique identifier, first and last name, as well as the citizen’s date of 
birth. All this data is encapsulated in the Identity Link data structure. The unique identifier is called 
sourcePIN and is derived from the user’s unique national identification number that is available 
in Austria’s Central Residents Register (CRR). The derivation is based on a 3DES encryption and 
carried out by the Austrian SourcePIN Register Authority, which is part of the Austrian Data Protection 
Commission 4. The SourcePIN Register Authority is in sole possession of the required secret derivation 
key and therefore the only party in the Austrian eGovernment infrastructure that is able to compute 
citizen-specific sourcePINs. 

Due to existing privacy legislations, neither public nor private sector applications are allowed to store 
citizens’ sourcePINs directly. Hence, the Austrian eID concept follows a sector-specific identification 
approach. In the public domain, there are for instance predefined sectors for health, finance, 

4 http://www.dsk.gv.at/DesktopDefault.aspx?alias=dsken
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justice, education and research, agriculture and employment. If the national eID concept is used in 
the private domain, each company represents an own sector. For each sector in the public or private 
domain, a unique sector-specific ID is derived from the user’s personal sourcePIN. This is achieved 
by applying a non-invertible hash function over the concatenation of the user’s sourcePIN and the 
particular sector. This way, user activities cannot be traced across different sectors. This enhances 
the preservation of users’ privacy. Figure 1 illustrates the most important steps of the eID derivation 
process and shows involved parties and components.

Figure 1: Derivation of electronic IDs

As the entire eID concept relies on the unique identifier stored in Austria’s CRR, this solution is 
basically restricted to citizens listed in this register. In general, this applies only to citizens having 
their residence in Austria. To overcome this limitation, the Austrian eID concept foresees an additional 
register, the so called Supplementary Register (SR). Persons not listed in the CRR (e.g. foreign citizens 
or Austrian citizens currently residing in a foreign country) can register at the SR to become part of 
the Austrian eID infrastructure. The integration of persons over the SR is also shown in Figure 1.

The Austrian Citizen Card concept is technology neutral. Although its name might suggest the 
usage of smart cards, the concept is not limited to this technology at all as stated in the Austrian 
eGovernment Act (Republik Österreich, 2004). In general, Citizen Cards can be implemented by any 
technology that is able to meet the predefined requirements regarding security and functionality. 
Currently, Austrian citizens can use smart cards such as their health insurance card, bank cards, or 
mobile phones to carry out eGovernment procedures.



  
 

European Journal of ePractice · www.epracticejournal.eu
Nº 14 · January/February 2012 · ISSN: 1988-625X 26

Figure 2: Security Layer concept

To facilitate the integration of the Citizen-Card functionality into eGovernment applications, the 
Austrian eID concept defines an abstract access layer called Security Layer (Leitold et al., 2002). 
Figure 2 illustrates the basic concept of the Security Layer Interface. This interface is implemented 
by the Citizen Card Software (CCS), which on the one side handles access to different Citizen Card 
implementations (e.g. smart cards) and on the other side provides their functionality to eGovernment 
services and applications through an abstract XML based interface. Hence, eGovernment services 
can use a standardised interface to access Citizen Card functionality irrespective of the underlying 
Citizen Card implementation. 

Since the Security Layer specifications are open, various CCS implementations from different vendors 
are already available 5. Most implementations follow a client-side approach, which requires users 
to install the CCS on their local computer. As mandatory software installation and maintenance 
tasks may harm usability, a minimal footprint solution has also been introduced in Austria. The 
MOCCA Online CCS (Centner et al., 2009) follows a Java Applet-based approach and does only require 
minimal local software installations. Since experience has shown that smart cards are a general 
barrier in terms of usability, an appropriate mobile-phone based alternative is also available in 
Austria. The A-Trust Mobile Phone Signature6 combines a central hardware security module (HSM) 
and the citizen’s mobile phone to provide means for secure user authentication and the creation 
of electronic signatures according to the Austrian Citizen Card and Security Layer specifications. 
Architecture and security features of this approach have been discussed in detail by Orthacker et 
al. (2010).

5 http://www.buergerkarte.at/index.en.php
6 https://www.handy-signatur.at
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Figure 3: Austrian eID based user authentication process

Although the Security Layer concept facilitates access to Citizen Card functionality, the development 
of Citizen Card based applications is still a challenging task. To further ease the integration of 
Citizen Card functionality into eGovernment applications, the Austrian eGovernment infrastructure 
provides several basic open source modules that encapsulate frequently used Citizen Card functions. 
For instance, the module MOA-ID7 implements all required functionality for a Citizen Card based 
secure user identification and authentication and offers this functionality to external eGovernment 
applications through a web-service based interface. Hence, eGovernment applications can employ 
MOA-ID to securely authenticate citizens instead of implementing interaction with the Security Layer 
interface and underlying eID tokens on their own. Figure 3 illustrates the interaction of the different 
components. Citizens interact with MOA-ID in order to authenticate and to gain access to online 
applications. During the authentication process, MOA-ID interacts with the Citizen Card Software 
through the standardised Security Layer interface in order to access the citizens’ eID tokens. In 
subsequent sections we will show how this basic set-up has been extended in order to achieve 
compatibility with the STORK interoperability framework. 

The MOA-ID module encapsulates most functionalities that are required for the secure eID based 
authentication of citizens. However, authentication is not the only key feature in eGovernment. 
Hence, similar to MOA-ID additional modules exist which facilitate the creation and verification of 
electronic signatures (MOA-SP/SS6) or the secure delivery of electronic documents with the quality 
of certified electronic mail (MOA-ZS6).

The Austrian eGovernment strategy foresees various sophisticated concepts that assure both security 
and privacy preservation within eGovernment. Various publicly available open source components 
facilitate the integration of eID and eSignature functionality in public and private sector applications. 
While the Austrian eID and eGovernment infrastructure has already proven to perfectly meet national 
requirements, the growing demand for cross-border applicability raises various new issues. Key 
challenges and requirements of eID interoperability will be discussed in the following section.

7 http://egovlabs.gv.at/
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3. The EU Large Scale Pilot STORK

3.1 The STORK Background

Electronic identification has become a natural part of our digital life. People are used to authenticating 
themselves at online shops, mail providers, social networks, or public sector applications. In some 
cases a high-quality eID is necessary to prevent identity theft or digital twins. This is particularly 
true in the case of eGovernment applications. Therefore, in the last years, several governmental 
eID projects have been launched within Europe. Popular examples are the Finish eID card (FINEID) 
(December 1999), the Estonian eID card (January 2002), the Austrian Citizen Card (2003, mass-
rollouts in 2005), the Italian Carta d’Identitá Elettronica (CIE) and Carta Nazionale dei Serivizi (CNS) 
cards (2003), and the Belgian eID card (2nd half of 2003). All these solutions evolved as national 
islands and are heterogeneous in various dimensions on a technical, operational and legal level. On 
technical level many different solutions are used for authentication. These range from username/
password and software certificates to mobile eIDs or smart cards based on the use of qualified 
electronic certificates. From an operational point of view, many different issuers can be found. 
eID tokens may be issued by the public sector or the private sector, at federated, local or regional 
level. Legal issues often concern the inclusion and application of unique national identifiers in a flat, 
sectoral or combined manner.

With vanishing borders and the evolvement of the Internal Market, citizen’s mobility within the EU 
is steadily increasing. This asks for cross-border qualified authentication and identification in equal 
measure. Some examples are migrant workers, exchange students, social security cases, moving 
house, eHealth for medical treatments abroad, or even eJustice in cross-border legal proceedings. 
For this purpose, the European Commission (EC) has launched the European LSP STORK with the 
aim to provide a technical framework for the cross-border mutual recognition of eIDs. The STORK 
consortium consists of 32 partners from 17 EU/EEA MS. The project has a total budget of 26.5 million 
Euro (50% co-financed by the EC), started in May 2008 and runs until December 2011.

Since STORK is a pan-European interoperability project and thus follows the guidelines of the 
European Interoperability Framework (EIF) (European Commission, 2010b), it respects the European 
Union principle of subsidiarity and does not change the situation in participating Member States (MS). 
In contrast, it rather aims at providing an interoperability framework for cross-border recognition 
of eIDs on top of existing solutions. Naturally, such an ambitious target bears several challenges. 
First, a consensus between the participating MS is needed on the applied common authentication 
and identification framework. Existing solutions are quite heterogeneous in their technical nature. 
Some MS have decentralised or user-centric authentication models, others have centralised models. 
Solutions also differ in their authentication quality (username/password, software certificates, 
smart cards, etc.). Second, legal issues may be an obstacle in terms of limiting the use of national 
identifiers abroad or preventing other cross-border transactions due to different national data 
privacy regulations. Third, other questions arise concerning liability and trust. Who is responsible if 
a cross-border data transfer goes wrong or according to what policy can identity sources be trusted? 
Those are questions and issues that had to be tackled by STORK.

3.2 The STORK Methodology

Regarding eID interoperability, STORK was not faced with a green-field situation. In the course of 
the IDABC 8 programme, several projects and studies already worked on eID and interoperability. 

8 IDABC = Interoperable Delivery of European eGovernment Services to public Administrations, Businesses and Citizens
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Examples are the study on eID interoperability (European Commission, 2009), MODINIS 9, FIDIS 10 or 
the Porvoo Group 11.

Figure 4: STORK Methodology

Figure 4 illustrates the STORK approach of developing an eID interoperability framework for the 
participating countries. Each phase is tightly related to a STORK work package (WP). STORK has seven 
work packages. WP1 deals with project management and WP7 with dissemination, respectively. 
WP2-6 are technical work packages.

All these work packages contributed to the production of the STORK common specifications and 
their deployment and demonstrations in the single pilots. WP2 investigated the legal situation in 
each partner MS and defined a framework mapping of technical and organisational issues to a quality 
scheme. A survey on state-of-the-art eID and Identity Management (IdM)-related technologies was 
made by WP3. WP4 sketched the basic process flows of all interoperability model combinations for 
all by STORK identified use cases: authentication, attribute transfer and certificate validation. The 
input of WP2 was particularly important to validate whether the process flows were compatible with 
data protection restrictions in each country. Based on the input of WP3 and WP4, WP5 was in charge 
of generating the STORK common specifications, main building blocks and architectural models. To 
validate, demonstrate, and evaluate the developed concepts and components, WP6 has established 
an interoperability framework across the participating countries and integrated its cross-border 
authentication components into several operational services. The STORK piloting phase started in 
summer 2010 with 21 service provider applications.

3.3 The STORK Architecture

A first project milestone – especially carried out by WP2 - was the development of the Quality 
Authentication Assurance (QAA) framework (Hulsebosch et al., 2009). eIDs in different MS are based 
on different technologies and have different security levels. This leads to the necessity of a common 
understanding and standardised way to deal with authentication across the participating countries. A 
harmonised classification into four well-defined QAA levels allows MS to map national authentication 

9  The MODINIS programme was launched in the course of the eEurope 2005 Action Plan and has been continued in the 
i2010 initiative. Further details are available at http://ec.europa.eu/information_society/eeurope/i2010/archive/
modinis/index_en.htm .

10 FIDIS (Future of Identity in the Information Society) was a five-year project in the 6th Framework Programme (FP 6) 
dealing with Identity Management (IdM) in the European Information Society.

11 The Porvoo Group is a forum for discussion to promote eID interoperability. The group also meets twice a year. 
Information about the group is available at http://ec.europa.eu/idabc/en/document/4491/5584.html .
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levels to the common STORK QAA levels and vice versa. In this way, authentication levels of different 
MS can implicitly be mapped between each other via the defined QAA scheme. A QAA level integrates 
several aspects of authentication: registration, credential issue, authentication quality and strength.

Besides the QAA levels, STORK has defined three basic use cases, which built the fundamental basis 
for the further development of the interoperability model architecture. Those use cases are:

1. Authentication - This use case constitutes the cross-border authentication process at service 
providers in other countries.

2. Attribute Transfer - STORK supports the attribute transfer of personal identification attributes 
(national ID number, name, date of birth, qualification, etc.). These are either retrieved from 
the eID credential or - if necessary - from an attribute provider (governmental source).

3. Certificate Verification - Defines the secure and reliable verification process of electronic 
signatures.

STORK investigated two interoperability models (Leitold & Zwattendorfer, 2010; Koulolias et al., 
2011; Leitold, 2011). The first is the so-called Middleware (MW) model, which provides a user-centric 
approach for authentication. The second is the so-called Pan-European Proxy Services (PEPS) model, 
which uses a federated identity approach to delegate the authentication process to the respective 
national infrastructure. Both models and their combinations are discussed in more detail in the 
following sections.

3.3.1 MW Model

Figure 5: MW Model

Figure 5 illustrates the so-called Middleware (MW) model. This authentication model is user-centric 
and the identity data is usually stored on or accessed with tokens being in the sole possession of 
the user, for example a smart card or a mobile phone. The communication with the token is usually 
provided through a client MW allowing the user to confirm the authentication process with a Personal 
Identification Number (PIN) or Transaction Number (TAN). In the MW model, service providers aiming 
to integrate cross-border authentication support must set up a server MW within their operational 
environment. This software is in charge of handling the authentication process with the user and 
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the client MW. Therefore, the server-side MW must integrate the authentication mechanisms for all 
token types it supports, e.g. for different countries.

3.3.2 PEPS Model

Figure 6: STORK logical PEPS model

In contrast to the user-centric MW model, the PEPS interoperability model uses a federated and proxy-
based approach. According to Majava & Graux (2007), any European interoperability framework has 
to perform a number of basic functions. These include the identification of a local identity provider, 
the retrieval of identity attributes and the transport of these attributes to a trusted service provider 
across countries. A service implementing these functionalities is called Pan-European Proxy Services 
(PEPS). A PEPS can be seen as a single gateway, which on the one side hides national infrastructural 
complexities and on the other side implements the protocol for cross-border communication. Figure 
6 illustrates the cross-border PEPS authentication process from a logical point of view. In detail, the 
data flow between the involved entities actually runs through the user’s browser as bearer. Hence, 
the STORK authentication protocol has been designed in such a way that identity data between 
different entities is exchanged and forwarded using HTTPs POSTs conducted by the user’s browser. 

Consider the scenario where a user from MS A wants to authenticate at a service provider residing in 
MS B. Both MS host a national single PEPS instance. The PEPS instance of MS A is called C-PEPS (PEPS 
residing in the citizen’s home country) and the PEPS instance of MS B is called S-PEPS (PEPS in the 
service provider country). Both the C-PEPS and the S-PEPS have a trust relationship with each other. 
The same holds for the S-PEPS and the service provider. The authentication process is as follows. If a 
user wants to access a protected resource of the service provider (1), the service provider delegates 
the authentication process to its corresponding S-PEPS (2), which delegates the process to the C-PEPS 
of the user’s home country (2). The actual authentication is carried out at the C-PEPS or another 
national identity provider behind it (3). The C-PEPS may also retrieve additional identity information 
from an attribute provider (4). The authentication and identity information are transferred from 
the C-PEPS back to the S-PEPS (5), which finally transfers it to the authentication requesting service 
provider (5). The user is now granted access to the requested resource (6). According to Majava & 
Graux (2007), this decentralised model can also be compared with a generalised MW approach where
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[. . . ] a fully decentralised PEPS model can essentially be implemented as a so-called middleware 
approach, where the PEPS basically functions as a middleware emulator that presents a commonly 
understood middleware to all SPs, regardless of the authentication method being used.

3.3.3 Comparison of Both Models

When comparing the MW and the PEPS model, several differences become evident. In the MW 
model, authenticating foreign users directly communicate with the service provider. There are no 
intermediaries between the user and the service provider, which allows for end-to-end security. 
Since the authentication data is retrieved from the user’s eID, the user remains the data owner; the 
service provider is the data controller. This authentication model is thus user-centric. Even if this 
model has a high degree of privacy and security, the major drawback is the dependency on eID token 
maintenance.

In contrast to the MW model, the PEPS model involves third parties. Since PEPS instances act as 
intermediary between the user’s identity data source and the service provider, a PEPS inevitably 
becomes an identity data processor and controller. In contrast with the MW model, there is a liability 
shift from the service provider to the PEPS. Moreover, the MW end-to-end security is replaced with 
segmented trust relationships in the PEPS model. Even if this model provides a good way to hide 
complexities of the national authentication infrastructures, the degree of privacy and security is not 
the same as for the MW model.

Nevertheless, preserving privacy is a major aspect in both models. To be compliant with the EU Data 
Protection Directive (Council of the European Union, 1995) in both models users must give their 
consent that their data is used abroad.

3.3.4 Combining Both Models – The V-IDP

Figure 7: STORK Virtual identity provider

In the discussions above only two scenarios have been sketched. The MW-MW and PEPS-PEPS cross-
border scenario. This means that a user from a MW country can only authenticate at a service 
provider having a server-side middleware installed. In turn, a user coming from a PEPS country can 
only authenticate at a service provider of a PEPS country. Even if the two interoperability models are 
quite different, STORK aims for a common interoperability architecture which combines both models 
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in order to support all possible scenarios. This means

• A user from a MW country can authenticate at a service provider located in another MW country.

• A user from a MW country can authenticate at a service provider located in a PEPS country.

• A user from a PEPS country can authenticate at a service provider located in a MW country.

• A user from a PEPS country can authenticate at a service provider located in another PEPS country.

Even though MW and PEPS have completely different operational models, they can be combined with 
the concept of a V-IDP, which is illustrated in Figure 7. A V-IDP is a server MW with a PEPS interface 
so that both instances can communicate with each other. The STORK common specifications have 
been designed in such a way that major components operate on the same protocols, irrespective of 
the model or its combinations.

According to Figure 7, a PEPS country may install the V-IDP in the S-PEPS environment so that users 
from PEPS countries are delegated to their national PEPS and users from middleware countries can 
directly be authenticated at the V-IDP. The authentication data is then returned back to the service 
provider over the same interface. In a middleware country a service provider may install the V-IDP 
so that users from PEPS countries are delegated to their national PEPS and users from middleware 
countries can directly be authenticated at the V-IDP. In this way both the MW-PEPS and PEPS-MW 
scenarios can be realised.

4. Implementation and Integration Considerations
The main aim of the STORK project was the provision of an interoperability framework for secure 
cross-border identification and authentication based upon the various national eID solutions of the 
participating countries. As previously described, this was not a trivial task as the eID landscape in 
Europe is very heterogeneous. Having a look at the STORK architecture in Section 4, on the one side 
the STORK framework had to deal with the implementation of the cross-border identification and 
authentication protocol for cross-border data exchange and, on the other side, it had to provide 
appropriate interfaces for integrating different national eID models and concepts. The first challenge 
had been overcome by implementing the common specification developed by WP5. For the second 
challenge – the integration of national eID concepts into the STORK framework – no common solution 
could be provided for all individual national concepts. However, the STORK framework provided 
well-defined interfaces for integration in both the PEPS and the MW model. This section describes 
the challenges as well as implementation and integration considerations of the Austrian eID concept 
into the STORK architecture. As the Austrian eID infrastructure relies on the middleware approach 
because of liability and privacy reasons, we focus on the middleware model in the remainder of this 
section.

Although the STORK framework already provided interfaces for the integration of the national 
infrastructure there were still a lot of challenges that had to be overcome on technical, legal, and 
organisational level. During integration of STORK functionality into the Austrian eID infrastructure, 
two different use cases had to be considered. The first use case covers the identification and 
authentication of Austrian citizens in foreign Member States, while the second use case concerns 
the acceptance of foreign citizens at Austrian online applications. On a technical level, for both use 
cases the approved Austrian eID module MOA-ID, which has been introduced in Section 2, built the 
fundamental technical basis. This module had been further enhanced to meet the requirements for 
achieving cross-border interoperability for the Austrian eID concept.
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The main challenges that had to be faced during the integration of the Austrian eID concept were as 
follows:

• Technical integration of the Austrian eID concept into the STORK framework

• Mapping between national and common STORK attributes

• Treatment of electronic identifiers

• Authentication Levels

• Privacy Preservation

• User Consent

• Legacy Support

The next two subsections describe in more detail how these challenges were met, distinguishing 
between the two different use cases on user identification and authentication.

4.1 Authentication of Austrian citizens in foreign Member States

The Austrian eID concept follows a middleware approach. Hence, for this use case the STORK 
interoperability framework foresees the installation and deployment of a common server-side 
middleware (Virtual Identity Provider – V-IDP) in the foreign country. Depending on the national 
interoperability model to be used the V-IDP is either directly installed in the service provider domain 
(if the MW approach is followed) or in the PEPS domain (if the foreign country relies on the PEPS 
approach). However, in both scenarios the V-IDP is responsible for the communication with the 
Austrian eID modules and manages the integration of the Austrian national eID solution.

Figure 8: Authentication of Austrian citizens in foreign Member States

In general, the V-IDP defines a server-side middleware solution developed together by Austria and 
Germany (Leitold & Zwattendorfer, 2010). The V-IDP is set up on a modular architecture and defines 



  
 

European Journal of ePractice · www.epracticejournal.eu
Nº 14 · January/February 2012 · ISSN: 1988-625X 35

lightweight interfaces for easy integration of national eID modules. Austria has implemented these 
interfaces by connecting the V-IDP to the Austrian open-source middleware module MOA-ID. In this 
case, core components of MOA-ID remained unchanged while only the interfaces to the V-IDP needed to 
be implemented. The implementation of these interfaces on the one hand triggers the authentication 
process with MOA-ID and on the other hand receives the identification and authentication data from 
this Austrian module after successful authentication. Figure 8 illustrates the sample scenario of 
authenticating an Austrian citizen (Middleware country) at a service provider in a foreign country 
such as Spain (PEPS country). In this example, an Austrian citizen wants to access a protected 
resource at a Spanish service provider. It is assumed that the user hasn’t been authenticated before 
and thus is redirected to the corresponding national Spanish S-PEPS. After providing information 
on the respective home country, the user is redirected to the installed V-IDP as Austria follows the 
MW approach. The V-IDP is responsible for triggering the authentication process at MOA-ID and the 
user runs through the same authentication process as used when authenticating at Austrian service 
providers. After having received the identity and authentication information from MOA-ID, the V-IDP 
returns this information back to the requesting S-PEPS and service provider respectively. 

Moreover, after having received the data from MOA-ID the VIDP is responsible for mapping the national 
Austrian eID attributes (national identifier, first and last name, date of birth) to the according STORK 
attributes. The exact mapping has been already specified in the design phase. However, as STORK 
follows the minimal data disclosure principal according to the European Data Protection Directive, 
only requested attributes are transmitted. Although a user may have consented to the transmission 
of all his/her identity data only required attributes are transferred to the requesting service provider 
by the V-IDP. At this point it is important to mention that the user gives his/her consent for the 
transmission of identity attributes by providing a qualified digital signature. This behaviour is 
completely equal to a traditional authentication process when authenticating at an Austrian service 
provider.

A special attribute acts as the user’s national electronic identifier which allows unique identification 
of Austrian citizens in foreign countries. As described in Section 2, each Austrian citizen is assigned 
a unique identification number (sourcePIN) which is stored on the Austrian Citizen Card. Preserving 
privacy equally to the domestic Austrian requirements also across borders, this unique identifier must 
not be transferred to service providers of foreign countries. Therefore, MOA-ID can be configured in 
such a way that the unique identifier is specifically derived for one single country only by using one-
way hash functions. This derived identifier remains unique per country and can be further derived or 
used regarding the needs and requirements of the destination country. Within the European Union 
there are no common legal agreements or regulations on how citizen identifiers are treated in a 
cross-border context. STORK tried to take up this gap and had defined ways and possibilities on 
how identifiers are used in cross-border scenarios. However, although STORK had provided common 
recommendations on identifier treatment and usage the national regulations are so heterogeneous 
that it was decided to leave the responsibility of identifier usage to each Member State.

Another challenge STORK had to tackle was the quantification of the various existing national 
authentication possibilities. Therefore, WP2 has defined four different authentication levels to get a 
common understanding on security for the various authentication mechanisms used across countries. 
The Austrian eID concept is based on qualified electronic signatures and thus allows secure and 
reliable authentication with the highest authentication level of four in the STORK context.
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4.2 Acceptance of foreign citizens in Austria

The acceptance of foreign citizens at online applications using an enhanced Austrian eID framework 
defines the second relevant cross-border use case. Austria is currently the only country out of the 
17 Member States participating in STORK that has a nation-wide legal basis for the acceptance of 
foreign citizens at domestic governmental applications. Correct interpretation and implementation 
of these legal requirements is the main challenge to bear in mind when technically implementing the 
communication with the STORK framework on a national level. 

Since the Austrian eID concept is based on qualified electronic signatures, for identification and 
authentication of foreign citizens, the same level of security is required for granting foreigners 
access to domestic applications. To achieve this, the create-signature functionality of the STORK 
protocol is used. By using this functionality, foreign users are requested to give their consent for 
accessing an online application by creating a qualified electronic signature. Taking the V-IDP - PEPS 
interoperability model as an example, the V-IDP located in the service provider environment initiates 
the signature-creation process within the authentication request being sent to the desired C-PEPS. 
The C-PEPS is responsible for users’ signature creation and further returns the created signature 
to the requesting service provider or V-IDP, respectively. In this scenario, the V-IDP constitutes the 
module MOA-ID enhanced by STORK functionality. This enhancement includes the implementation of 
the STORK protocol as well as specifics for foreign citizen treatment according to the Austrian law 
defined in the Austrian Republic (Republik Österreich, 2010). According to this regulation, European 
citizens can be equally treated as Austrian citizens in governmental as well as commercial online 
processes. To achieve this, foreign citizens must be registered in the Austrian supplementary register 
as described in Section 2. The registration is based on foreign citizens’ consent expressed by a 
qualified electronic signature. The identity data to be used for registration covers the foreign unique 
identifier, first and last name of the citizen, and the date of birth if present in the citizen’s qualified 
certificate. However, in order to protect privacy, the foreign unique identifier himself  is stored 
but a special derivation of it. Due to that, foreign users experience the same privacy protection as 
Austrian citizens. Even if foreign citizens want to access certain services of different sectors, the 
unique identifier stored in the supplementary register is uniquely derived for every target sector as 
it is currently done for all Austrian citizens.

Figure 9 illustrates the implemented architecture for accessing the STORK framework. In this sample 
scenario, a Spanish citizen wants to access certain protected resources at an Austrian service provider. 
The online application of the service provider is protected by the STORK-enabled version of MOA-ID 
(V-IDP) which enables cross-border authentication. In our example, via a country selection template, 
the user can select his/her original nationality and hence is redirected through the enhanced MOA-
ID module to the Spanish C-PEPS. The authentication request also contains a signature creation 
request as Austrian governmental service providers require a qualified signature for authentication. 
The Spanish C-PEPS manages the complete authentication and identification process. There may be 
other national specific services involved in this process but these details have been omitted for the 
sake of clarity. However, the C-PEPS is also responsible for creating a qualified electronic signature 
of the citizen. If successfully authenticated, the C-PEPS transmits a message including identification, 
authentication as well as citizen signature data back to the requesting V-IDP. The V-IDP verifies this 
message and registers the foreign user in the supplementary register based on the data received. 
The registration takes place completely on the fly, no further user interaction is required. If the user 
has successfully been registered, identification and authentication data is transferred to the online 
application and access to the protected resource is granted.
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Figure 9: Acceptance of foreign citizens in Austria

To support foreign citizen identification and authentication, MOA-ID was amended by the integration 
of connectors to the STORK framework. However, STORK also defines its own communication 
possibilities for service providers to start an authentication process. One main requirement before 
enhancing the MOA-ID module was the support for legacy applications. Therefore, MOA-ID implements 
a mapping between the national authentication protocol and the STORK protocol. Due to that, 
existing applications can remain untouched but still can experience the features of cross-border 
authentication possibilities.

5. Conclusions
Information and Communication Technologies penetrate more and more our daily life. This also 
holds for the governmental sector as eGovernment aims to improve efficiency, usability and cost 
reductions. The advantages of transforming traditional, paper-based processes into fully-fletched 
electronic processes apply to all involved parties, pertaining public authorities, citizens, and 
businesses. As such online services become more and more sophisticated and due to the processing 
of sensitive data, security and privacy are important topics to be concerned about when designing 
and developing eGovernment applications. Therefore, secure identification and authentication of 
citizens play a major role in such online applications.

Although username/password authentication schemes currently still represent the dominant 
authentication approach on the Internet, several weaknesses are known to this mechanism. Thus 
this approach cannot provide the high level of security required in governmental applications when 
processing sensitive data. Because of that, several Member States have already rolled-out national 
eID solutions relying on stronger two-factor authentication mechanisms (e.g. based on smart-cards 
or mobile phones) which provide a higher level of security. Austria was an early adopter in this field 
and has already introduced its Citizen Card concept in 2002. However, many other countries have 
secure and established eID solutions in place too.

Nevertheless, all of these eID concepts have been mostly designed and developed to satisfy domestic 
needs only. Therefore, a very heterogeneous eID landscape can be found across Europe on a technical, 
legal and organisational level. All these solutions usually lack on cross-border applicability, which 
makes it impossible for citizens to authenticate themselves at online applications of foreign countries 
using their own national eIDs. STORK tried to fill this gap by developing and implementing an eID 
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interoperability framework for secure identification and authentication of citizens across EU Member 
States. STORK depicts one of the four EU large scale pilot projects co-funded by the European 
Commission and aims to achieve interoperability between the various eID infrastructures that are 
currently in place across Europe. In other words, with the help of STORK, acceptance of foreign 
citizens at domestic online applications becomes possible.

Although STORK produced precise specifications and architectural descriptions for the cross-border 
interoperability framework, integration and connection of national eID infrastructures was an open 
issue. Austria took this challenge by enhancing well-approved and widely deployed national eID 
modules such as MOA-ID to achieve STORK compatibility. Nevertheless, as Austria is currently the 
only country having a legal basis for acceptance of foreign eIDs in online processes, several national 
legal requirements had to be taken into account during the integration of the STORK functionality. 
Respecting the Austrian law, foreign citizens are registered in the so-called supplementary register 
by the means of qualified certificates and are treated equally like local residents.

STORK has already demonstrated its functionality and applicability in several pilot applications.  Due 
to its acceptance in the European scientific and business communities, the STORK project can be seen 
as a success. However, there are still some open questions, which require further investigations and 
discussions. Examples are the missing legal framework for EU cross-border scenarios, the unregulated 
treatment of foreign identifiers or liability and accountability issues. The project STORK ended in the 
year 2011. However, the successor project “STORK 2” is already in the starting blocks and will try to 
tackle these issues left open.
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EJ CONSULTANTS

The drive towards a Single European Digital Market  has 
brought the inconsistencies in the performances and models of 
digital identity across the EU Member States into focus. A new 
consensus between early adopters and those yet to deploy 
fully digital identity schemes has led to a convergence in the 
understanding of what can be successful and embraced by 
the Citizen. 

This convergence of understanding takes the key components 
and best–practice from the existing models and combines them 
into a new environment. Crucially, existing investments are 
not sacrificed and are re-used making evolution much more 
politically acceptable. Another feature is the incorporation of 
privately operated schemes as well as the recent concept of 
Attribute Providers to extend the use of digital identities to 
fully transactional information exchanges, which are in the 
control of the citizen rather than the Service Provider. This 
involves a shift in the way of thinking by Governments, but 
one which has already started to take place. This new model is 
able to be federated across Member States and is able to move 
towards achieving the Single European Digital Market goal. 

This paper presents a very high levelled view as to how this 
new model is formed, can evolve from existing schemes and 
might be successfully exploited within a revenue-generating 
business model.

3rd Generation EID: Digital Identity for Widespread National 
Use and the Opportunities for Revenues
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to a convergence in the 
understanding of what can 
be successful and embraced 
by the Citizen.
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1. Introduction
Digital Identity has matured over the last 10 years with the majority of developed countries having 
introduced identity-cards incorporating smartcard chip technology as part of their strategy of 
reducing Citizen-to-Government costs of communications, providing an electronic travel document 
and occasionally providing capability to legally sign documents electronically.

However, these smart identity cards have not been highly successful and their uptake by the general 
population has not been as high as expected and hoped. There have been some fundamental errors 
in this ‘1st Generation’ of eIDs, which have led to this failure and that  need to be understood and 
addressed before a successful ‘Digital Identity Revolution’ occurs. Moreover, the potential roles of 
the Private Sector, and especially the Telco Operators and Carriers must be clearly understood before 
the full benefits of the venture are realised.

2. The Issue of Ownership - The Differences between Digital Identity 
Using National EID Cards and eID’s
National eID Cards are not strictly eIDs, and there has been considerable confusion by both 
Governments and Citizens as to the very nature of National eIdentity Cards.

National eID Cards tend to be funded by Governments. They are intended to act as an internal 
analogue to the Passport, providing a trusted form of visual identification for law-enforcement 
agencies, border control and other interactions between the citizen and the Government. These 
cards typically have an electronic passport component as proscribed by the International Civil 
Aviation Organisation (ICAO) (International Civil Aviation Organisation (ICAO),2010),  and have, when 
inspected visually, the same details of the card holder printed on the surface of the card as the ones 
contained in the normal passport.   

An eID, on the other hand, is not necessarily smartcard based and has an entirely different purpose 
and function. 

The eID is usually not owned by Government. It is a purely online identity and has the primary 
purpose of projecting an individual (not always a citizen) into the digital world. As such, the benefits 
of such eIDs are limited and cannot fulfil the role of passport or that of visual identification.

This confusion has led to a lack of enthusiasm of citizens to embrace the concept of digital identity 
and in extreme cases, such as in the UK, has led to the absolute failure of National eID programs 
and significant political costs. In this case, the confusion was propagated by incoherent and mixed 
messages regarding usage and benefits of National eIDs.

3. 1st Generation EID
National eID Cards can be considered as the ‘1st Generation eIDs’ and were originally conceived 
amidst the confusion described above.
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Figure 1: 1st Generation eID Architecture

They typically consist of a standard smartcard with a ‘T1’ form factor (International Civil Aviation 
Organisation (ICAO), 2010) (a passport booklet is ‘T3’) with printed information (Face Biometrics, 

processor chip. These are accessed via a contact interface to provide digital signing capability. When 
an ICAO electronic passport application is included, a proximity interface is needed to be included 
as well as a Machine Readable Zone (MRZ).

Typical Key Features of 1st Generation eIDs

eGovernment access

ICAO travel document

Authentication for private applications with limited or no liability

fraud in these interactions and to provide the capability to automate the transactions either across 
the internet or as part of a face-to-face transaction. In most cases, the total number of these 
interactions per person is small 1

Government.

4. 2nd Generation EID
Pure digital identities, existing only electronically can be considered as ‘2nd Generation eID’ schemes. 
These credentials are intended solely for use on the Internet and only serve the function of projecting 
an individual into the digital domain. As such, they do not require an ID card or any other carrier, but 
can and should make use of some physical authentication mechanism such as a One-Time Password2.

1 For example on average in Austria, typically 2-3 uses per year per citizen.

sent via a different communication channel (i.e. mobile phone or custom device) or a number are pre-generated and 
issued in advance and randomly selected for use.
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Figure 2: 2nd Generation eID Architecture

the 1st Generation eIDs such as simplicity in use and a much lower cost for production, distribution 
and support. 

These credentials are based on centrally managed PKI credentials released by the individual owner 
using a one-time password or another authentication mechanism. The main implementations of 
these eIDs are in Nordic countries where the banking system is responsible for the eID schemes - 
sometimes independently or in conjunction with the Government - but in both cases taking advantage 

documents on the individual’s desktop using the credential as the keys are located on the server. 

Typical Key Features of 2nd Generation eIDs

Online use only

Mainly bank or private sector owned

Private keys stored centrally

Released by a one-time password device

Multiple authentication methods with ‘platform-less’ client

Not a travel document

Cannot be used for ad-hoc digital signing (only server form signing)

Desktop encryption is not possible using the credential 

2nd Generation eIDs in Norway and Denmark, operated by the Nordic banking consortia, NETS 3, and 
a similar system operated by Swedish banks, are highly successful. In those countries, eID usage 

3 NETS Norway AS http://www.nets.eu
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exceeds 10 million transactions per week which averages at approximately 2 transactions per citizen 
per week. This is significantly higher per citizen than in any other country and their use is already 
firmly embedded in society.

5. 3rd Generation EID - The Best of Both Worlds
It is unrealistic to expect governments who have invested large sums of money and political will to 
change tracks and withdraw a national identity credential in favour of a new technology. However, 
emulating the success of 2nd Generation eID schemes, especially in Nordic countries, is attractive to 
all governments who have experienced only marginal success with their own programs.

5.1 Identity Providers

3rd Generation eID addresses this problem and extends the concept. It is essentially an ecosystem of 
multiple identity providers providing credentials for use both within the public and private sector, 
but critically utilising and relying on Government eID Cards as initial ‘breeder’4 documents assuring 
the enrolment is ’tethered’ to the existing national identity. These new credentials will essentially 
build on both 1st and 2nd Generation eID techniques and benefits but will be able to be issued by a 
wide range of identity providers utilising the quality of the breeder documents. The National eID 
Card will still be the credential used for law enforcement and border control, but the eID will be 
used for digital transactions.

This combination also addresses Governments’ reluctance to share a credential with any private 
sector application and conversely the hesitation of any private sector application to be associated 
with any governmental organisation, especially considering public perceptions of privacy etc.

5.2 Hubs 

The large number of private sector Identity Providers presents some unique problems and opportunities.

• a large variation in quality may be expected;

• integration between the many identity providers and applications will be complex;

• general privacy and security issues;

• many identity providers can operate in the same scheme (‘federation’) and may be differentiated, 
not only by quality of enrolment but also via brand confidence. In fact, the brand reputation may 
well be the deciding factor in the individual’s choice or ID Provider.

4 A breeder document is a Trusted source document that underpins the identity of the applicant for enrolment. It is 
typically a government issued document or one that has been issued by a government certified entity.
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Figure 3: Hubs

Therefore there is a need for intermediary hubs, (sometimes called ‘identity brokers’) between the 
many identity providers and applications providing common interfaces and standards in a form of 
3-tier architecture. 

Hubs have a critical role to play in this architecture. They form the basis of imposing the scheme’s 
governance and standards as well as mediating between assurance levels and liabilities from within 
the scheme and externally from sources such as STORK 5 (Secure Identity Across Borders Linked).

The Hubs must be independent of both application providers and identity providers but do need to 
be highly regulated with strong Service Level Agreements, governance and integrity in order to act 
as truly Trusted Third Parties as well as pathways for linking to other eID schemes cross-border.

5.2.1 Attributes 

Role of Hubs in 3rd Generation Architecture

• Maintain standards-based interfaces for all components of the architecture

• Preserve data integrity, security and privacy both up and down tiers

• Mediate between Assurance Levels

• Perform auditing and logging at request of the relying application and agreement of individual 

• Provide anti-fraud protection similar to credit-card transaction monitoring 

• Provide assurance to individuals that data is only retained for agreed lengths of time 

• Accept routing interfaces and trust paths for inter-hub and cross-border requests from sources 
such as STORK

One of the benefits of a strong identity ecosystem is the ability to securely present additional 
attributes of the individual to an application provider. These could range from the applications 
provider’s internal reference number – if a relationship has already been established – or preferences 
and characteristics which are essential for the completion of a transaction. An example could be: 
Preferences for car-hire, together with driving licence and payment details.

5 STORK (Secure Identity Across Borders Linked), www.eid-stork.eu
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The management of attributes, their authentication and certification is beyond the scope of this 
document, but their application in 3rd Generation eID schemes can be achieved using technologies 
already in development such as IBM’s IDEMIX (IBM Switzerland, 2012) and Microsoft’s U-Prove 
(Microsoft, 2012).   Attribute Providers must remain separate from other service providers, conform 
to minimum disclosure best practices and user-centric control of distribution.

5.3 Early Implementations of 3rd Generations EIDs

3rd Generation eIDs schemes are beginning to be implemented by the earlier eID adopters as they 
realise the costs and timelines regarding their existing National eID Card deployments. Both Estonia 
and Austria, amongst the earliest adopters of eIDs, have begun to offer server-centric eIDs to citizens 
in conjunction with existing card-based eIDs and using those as breeders for the enrolment. Other 
countries are looking to telcos and banks to provide mobile-based eIDs as alternatives to the existing 
national eID cards.

6. EU Cross-Border Operations 
As described earlier, the Hub provides a Trusted Third-Party middle layer for mediating between 
Identity Providers and Applications. An identity provider may not even need to be located within the 
same country as the eID scheme, but nonetheless must conform to, and meet the standards in force 
of the eID scheme in which it wishes to participate. 

Scalable models for achieving this and providing conformance to appropriate Data Protection 
legislation can be based on Large Scale Pilots already under test in the EU under STORK. These STORK 
protocols could easily be integrated within the 3rd Generation tier architecture.

At present, STORK provides a technical structure for the interoperability of eIDs across Member State 
boundaries typically via a series of proxies, and ensures the citizen permissions, the transfer of data 
and the authentication. This methodology can also be used to bridge different eID schemes between 
hubs. The hubs could then mediate between Levels of Assurance.

7. International Programs and Collaboration
The concept of 3rd Generation eIDs within the Seamless European Digital Market being linked to non 
EU schemes, such as NSTIC (The White House, 2009). in the USA is now being actively considered and 
investigated in the European Commission’s SSEDIC 6 Thematic Consultation Network. 

8. Opportunities for Profits in 3rd Generation EIDs
How can organisations address opportunities in this market?

Opportunities arising from 3rd Generation eIDs derive from delivering capacity, services or applications. 
Given the fact that functionality is clearly delineated within each tier of the architecture, it is 
possible to visualise potential roles with greater clarity.

1. Identity Provider

6 SSEDIC: Scoping the Single European Digital Identity Community. www.eid-ssedic.eu
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2. Application Provider

3. Attribute Provider

4. Hub Operator

8.1 Identity Provider

It is clear that mobile telecommunication providers have strong customer loyalty and brand strength 
from a high level of market penetration. Other sectors that might have competitive positions are 
banks and retail brands, although new entrants such as social media and other organisations may be 
able to enter this market via the white-labelling of services from the primary providers.

Indirect benefits include adding long term added value to existing clients and attracting new clients 
to the brand.

8.2 Application Provider

Organisations that depend on eID Application Providers will probably be operating in existing business 
sectors or eGovernment and will be able to reduce costs and improve added value services through 
the use of identities that are trusted and do not need to be established for each and every instance 
of use. 

These savings and added value services will generate the revenues needed to fuel the eID architecture. 
Savings can be substantial in a fully developed 3rd Generation eID scheme.

8.3 Attribute Provider

Attribute providers may well grow up as a completely new business sector, with roots in existing 
financial information aggregators such as Experian 7 but now being controlled by the end user rather 
than traditionally by business clients . However their role will require very high levels of trust and 
governance.

8.4 Hub Operators

Hubs form the core components of the 3rd Generation eID scheme and impose the governance and 
standards for the scheme to operate correctly. Operation of hubs could be undertaken by government 
or industry institutions.

7 Experian: www.experian.com
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Figure 4: Revenue Flows

9. Example of Revenue Opportunity
A single example of the savings possible using a 3rd Generation eID scheme is that of the granting of 
a bank loan application using the ‘TrustSolutions’ signing service from NETS.

In this case there are a number of documents required to complete the application:

• Application

• Guarantor

• Contract

• Terms and conditions

Additionally there are a number of different signatures needed:

• Applicant

• Bank Advisor

• Bank Manager

• Guarantor

These signatures need to be applied in a certain order and from different individuals who may have 
to have their identities validated for compliance. 
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Table 1: Signature & document example for loan application

Application Guarantee Contract Terms & Conditions

Applicant χ χ χ

Advisor χ χ χ

Manager χ χ χ

Guarantor χ χ χ

This process can take over one month in time to complete and require over 70 sheets of paper, much 
of which will be needed to be posted.  In this case real examples have shown savings in excess of €50 
per application and each large bank may process many thousands of applications per week. For the 
case of 10 000 applications per month, the equivalent annual saving is approx. €6 million. With a 50 
% savings split, this would generate an annual revenue to the Identity Provider of €3 million.

10. Conclusions
3rd Generation eID is a natural evolution from the early and current schemes seen throughout Europe. 
As early adopters are realising the advantages, more eID schemes will evolve to the new paradigm, 
maintaining and using the existing investments as part of the advanced solution.  

Revenues can be realised from existing improvements in process and new added value services. 
Additional organisations will emerge providing identity and attribute services to the individual as 
well as Trusted Third Party infrastructure and operations. 

It is likely that early movers, will establish strong footholds in the market and organisations in the 
sectors that have a natural fit to the opportunities stand not only to gain financially but to enhance 
their position within the community as a whole, making ’sticky’ and loyal customers.
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Today the most commonly used electronic identity (eID) 
credentials offer low assurance, while the strongest and 
most reliable credentials are associated with the most 
rigid electronic identity management (eIDM) systems and 
are therefore rarely used outside of the framework defined 
by the credential issuing organisation. In an ecosystem for 
digital identities as envisaged for the future, all these types 
of credentials are supposed to become interoperable though 
at different levels of assurance. In this work we argue that 
achieving such credential interoperability requires the 
rethinking of the way that credentials should be evaluated in 
such an ecosystem. We also point out several steps on how to 
achieve this in a bottom-up approach as required in rapidly 
changing technological environments and slowly changing and 
underdeveloped regulatory environments. 
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Interoperability 
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1. Introduction
The need for trusted digital identities in information societies continues to increase. In digital identity 
ecosystems as envisaged for example in the US National Strategy for Trusted Identities in Cyberspace 
(NSTIC) (The White House, 2011) many different types of credentials from a potentially high number 
of independent credential issuers will be used. More importantly, many of the credentials will not 
be issued by government agencies but by private companies and independent non-governmental 
organisations. 

One of the most important consequences of the above fact is that the user attributes will by no means 
be limited to the standard ones, well known from passports and identity cards (name, surname, date 
of birth etc.).  Attributes may relate to a user’s health (e.g. blood group, allergies, vaccinations), 
school and university degrees (Bachelor, Master, Ph.D), professional occupations, memberships in 
organisations, hobbies, financial data (credit scores, status of bank accounts), behavioral attributes 
(star rating on eCommerce sites, advertisement preferences, travel preferences) and many more. 

This huge variety of attributes certified by credentials based on various technologies and issuing 
procedures requires a re-thinking in order to simplify credential use. More particularly, quality 
assurance schemes as currently defined are applicable mostly with regard to the certification of 
standard attributes used for eGovernment applications (passport/identity card attributes). Apart 
from not being applicable to most other types of attributes, these schemes are based on top-down 
approaches and require governance frameworks that are either not in place or too difficult to enforce 
in particular in international, cross-border applications. Overall, the suggested approaches are too 
rigid to be applicable to digital identity ecosystems as envisaged for the future.

What is actually required is a flexible bottom-up approach that allows comparing and assessing 
the strength of credentials in rapidly changing environments in terms of both technologies and 
applications. It should be easy to ‘design’ credentials and to check the ‘interoperability’ of a 
credential with other credentials a priori. Simplifying the use and interoperability of eID credentials 
in this way requires looking at the credentials from a new point of view.

Furthermore, it is important to ensure that users are asked to release their personal attribute values 
or derived data (e.g. attribute is ‘age’, attribute value is ‘54’, derived data/claims could be ‘over 
18’ or ‘below 65’) only if there is no remaining ambiguity that this information and its assurance is 
exactly what is needed by the relying party.

In this paper we present a view that will help detangle several issues, which are currently quite 
complicated in standard schemes to assess credentials and hinder rather than facilitate credential 
interoperability. The discussion below is not technical but rather focuses on conceptual and procedural 
aspects.

2. Unique Identifiers
Unique identifiers play a central role in eIDM systems as well as for all types of eID credentials 
or assertions. Managing unique identifiers appropriately is therefore the basis for any type of 
interoperability in eID ecosystems. Unique identifiers are also at the root of eID related privacy 
concerns: used inappropriately, unique identifiers allow tracing users and tracking user behaviour. 
Therefore it is very important to clarify the meaning of ‘unique’.

Consider the following example: imagine you have an account with an email provider like youremail@
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youremailprovider.com. In this case the username ‘youremail’ is a unique identifier in the eIDM 
management system of ‘youremailprovider.com’ and only in this context. In order to use ‘youremail’ 
as an identifier with a third party service provider one does need to provide the identifier of the 
email service  provider ‘youremailprovider.com’ as well (which in this case becomes an identity 
provider as well). Of course this discussion implies that the identifier ‘youremailprovider’ is unique 
within the ‘.com’ domain and that  ‘.com’ is unique within the ICANN environment. 

In other words ‘unique’ always implies a context and only how identifiers are used within a given 
context will allow a determination of whether this use is appropriate or not. Therefore it is very 
important both with regard to interoperability but also for privacy considerations to keep the 
relevance of the ‘context’ in mind.

There are many possible types of unique identifiers:

• Unique identifiers can specify a user-specific communication channel (phone numbers, email).

• Unique identifiers can encode or be based on user-specific data.

• Unique identifiers can be pseudo-random and not reveal any user-specific data (pseudonym).

‘Unique identifiers’ in an eIDM system can have several purposes. The most important ones are (see 
also figure 1):

• Uniquely identify a user-specific record within an eIDM system.

• Uniquely identify an identity assertion/credential to be used with a third party (relying party).

In the second case it is assumed that the credential/assertion issuer is recognised as unique by the 
relying party. It is very important to realise that in this case the unique identifier of the identity 
assertion/credential does not need to establish a direct link to a user-specific record maintained by 
the eIDM system of the assertion/credential issuer (identity provider).

Figure 1: Unique Identifiers
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3. Interoperability of ‘Basic’ Credentials
In this section we define an electronic identity (eID) as a pair of a credential (C) and of a structured set 
of attributes (A), in short <C, A>. At the most basic level an eID links a user to a credential identifier 
and the structured set of attributes is empty (see figures 2 and 3). In this sense the credential 
identifier must be unique in the eIDM system of the credential issuer1. In principle a credential 
identifier can be a perfect pseudonym, for example a one-time-use pseudo random number, and thus 
carry no information about the user at all. In practice, identifiers are used today for all credentials: 
usernames or email addresses serve as identifiers in many eIDM systems; the document number on 
government issued electronic identity documents is a unique identifier; the public key of electronic 
certificates also constitutes an identifier2.

Figure 2: Link of user to credential identifier (1)

In an interaction with a relying party the user demonstrates that a credential with a given identifier 
has been issued to him/her (this usually involves the user’s knowledge of a secret). A common 
verification mechanism is for example that the user receives a special URL in an email from the 
service provider and then the user accesses this URL, an action which is registered by the service 
provider: in this way the user shows that he/she is able to access the email account associated 
with an email address (the identifier) which implies that the user has knowledge of the password 
protecting the email account (the secret). Another example is using the PIN (secret) of a smartcard 
to access the private key stored on the smartcard to cipher a message provided by the service 
provider. In this case the identifier is the associated public key which the service provider can use to 
decrypt the ciphered message.

We argue that establishing a link between the user and the credential identifier is the most basic 
function for which eID credentials are designed. Importantly, the assurance a credential may provide 
cannot be stronger than the assurance associated with this link: its strength and protection directly 
impact the assurance that the user presenting a credential is the same user to whom the credential 
has been originally issued. Consequently, no attribute could possibly be certified by the credential at 
a higher level of assurance than the assurance that is associated with the link between the user and 
the credential identifier: the overall assurance can at best be as high and is possibly lower.

Therefore the first element that should be evaluated for the purpose of credential interoperability 
is simply the assurance associated with the link between user and the credential identifier. Already 

1  This is the case even in scenarios where the credential issuer does not know the exact value of the credential 
identifier. In such cases the identifier is derived in part using a more persistent identifier in the eIDM system of the 
credential issuer.

2 The use of identifiers is the source for many privacy concerns mostly regarding traceability and linkability. Therefore 
proper procedures and technical mechanisms to ensure the user’s privacy are required (although not always put in 
place). 



  
 

European Journal of ePractice · www.epracticejournal.eu
Nº 14 · January/February 2012 · ISSN: 1988-625X 55

at this stage relying parties can exclude many credentials that can not meet their assurance 
requirements3. The relying party may also verify if the link between user and credential identifier 
is valid at the time when the user presents the credential without obtaining any further information 
about the user. In the two examples given above this would entail that the relying party sends an 
email with a special URL and verifying that the user accesses this URL (which implies that the email 
address is current) or checks whether the public key associated with the private key on the user’s 
smartcard has been revoked.

The strength of this approach lies in the fact that this evaluation does involve neither user attributes 
nor evaluation of the assurance regarding other user data (attributes or derived information) 
associated with the credential. Therefore at this stage of the evaluation it is not at all relevant 
how any data item about the user may have been recorded and consequently how a user might have 
‘identified’ him/herself to the credential issuer. This is particularly important if many different types 
of attributes are certified via credentials. The primary evaluation can be based purely on technical 
and procedural criteria including technical measures of credential protection, the credential issuing 
procedure and credential revocation.

Establishing interoperability and assurance levels for such ‘basic’ credentials is therefore a 
fundamental requirement for any eID ecosystem. If interoperability cannot be achieved at this basic 
level, it is likely that it cannot be achieved at all. Once interoperability has been established for 
‘basic’ credentials any other entity issuing a credential will be able to check a priori the maximum 
level of assurance it at which it will be interoperable. 

As mentioned above, an electronic identity is a couple of a credential and a structured set of 
attributes (here we implicitly include claims and mandates that are inferred from a given value of a 
user attribute).

At the most basic level, the structured set of attributes is empty: the absolute minimum information 
a relying party may require in order to give a user access to its systems or services is that a record 
regarding this user exists in the eIDM system of the credential issuer (otherwise a credential is not 
required at all). Such an access can in principle be based on ‘basic’ credentials with a one-time use 
pseudo-random number as the credential identifier.

Figure 3: Link of user to credential identifier (2)

3  If the level of assurance required by a relying party for a particular data item certified by the credential is higher than 
the level of assurance associated with the link between credential user and the identifier the credential simply cannot 
be used.
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At the next level a relying party may need to recognise a user over several interactions. In this 
case the credential identifiers must be linkable for the relying party (the simplest implementation 
are pseudo-random but service provider specific credential identifiers). In the case in question the 
relying party can observe how the user interacts repeatedly with the provided systems and services 
(including his interactions with other users), collect user-specific behavioral attributes and allow the 
user to build a reputation.

On more advanced levels, the structured set of attributes is non-empty, for example it could contain 
just a claim or mandate derived from the value of an attribute. The attribute can be provided to 
the relying party combined with a one-time use or recognisable credential identifier depending on 
the application. At this stage attribute interoperability becomes important which will be discussed 
in the next section.

4. Formal Compatibility of User Attributes
Effective credential interoperability will require a very thought-through approach to deal with user 
attributes4. This is particularly important for attributes that are usually not part of the standard set 
of attributes given in passports and other government issued identity documents. Attributes5 must 
therefore have a clear semantic and logical structure which implies the existence of one or more 
ontologies. This is an important requirement to enable ‘automatic negotiation’ between a relying 
party and the eIDM system of a credential issuer. Without referring to concrete attribute values the 
relying party must be able to check with the credential issuer whether the attributes it requests 
(with matching semantics and structure) can in fact be provided fully or in part by the credential 
issuer. To protect the user’s privacy any possible ambiguities must be detected at this stage before a 
value of an attribute is released to the relying party.

These requirements become even more essential if instead of attribute values, information derived 
from the value of an attribute, for example claims (user’s age is above 65 years rather than the 
data of birth) or even mandates, are certified by a credential. If the semantics and structure of 
the attributes, from which the information is inferred, are not well defined misinterpretations 
with potentially severe consequences can occur. Examples can be found in eHealth applications 
and the certification of behavioral attributes. In both cases misinterpretations could have severe 
consequences either for the user’s health or economical standing.

4 In this paper we do not consider biometric attributes.
5 Following we use the term attribute to define a certain category of data. The attribute value is the actual value 

associated with an attribute for a specific user.
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Figure 4: Structured Set of Attributes

We would like to point out the importance of structural aspects. Consider for example a residential 
address: in certain circumstances a street name may be unique if the city has been specified (say 
within a given country) but in other cases the specification of a city is not sufficient as either the 
same street name is used for different streets in the same city or another city and street with the 
same names exist in a different region of the country. In this case further information (like a postal 
code, designation of a region) maybe required for an unambiguous specification.

Therefore the structural representation of the attributes related to ‘address’ must be compatible 
between credential issuer and relying party (both need to contain an attribute ‘region’ or ‘postal 
code’) even if one of these attributes is rarely or never used by one of the parties. Again these 
aspects become even more important if information derived from attributes values (like claims) is 
certified. In this case the relying party can only accept this information if it can be sure that possible 
dependencies between attributes have been taken accurately into account.
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Figure 5: The residential address example

Finally the technical format in which an attribute value is communicated needs to be agreed between 
the parties (e.g. for a date: day-month-year vs. month-day-year).

These requirements, though very important, just ensure that relying party and credential issuer do 
not involuntarily compare ‘apples with oranges’.

5. Assurance assessment
To assess the assurance of an attribute value, additional steps need to be taken:

1. Determine the assurance of the link between the user attributes and the credential identifier6 
(i.e. the assurance that no attributes have been added, or deleted, or modified since the credential 
was issued).

2. Determine the assurance that an attribute value (or derived claim) is correct as certified by the 
credential. This may involve in particular the following tasks: 

2.1. Obtain information about when a certified attribute value was validated by the credential issuer 
for the last time. This is of particular importance if mandates are tied to a particular value of an 
attribute.

6 For some credentials this assurance may be equal to the assurance attributed to the link between credential user and 
the identifier but in general this does not need to be the case.
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2.2. Obtain information about whether the credential issuer is the source of an attribute value. If 
the attribute value is obtained from a third party, additional considerations have to be made that 
are detailed in the following section: “linking credentials”.

Again, it is important that these aspects are assessed separately from each other as well as 
from the assurance of the basic credential for reasons of transparency and in order to facilitate 
interoperability. One important consequence of the assurance assessment according to point 2 is 
that not all attributes certified by a credential need to be certified at the same level of assurance. 
This will greatly facilitate the issuing of credentials by the private sector. For example a bank 
might have very accurate up-to-date knowledge of the financial data of a customer and can issue a 
credential certifying that a customer can meet certain financial requirements. The same credential 
may include attributes related to the address of a user (which has been recorded by the bank 
and indirectly verified at some point in time but might have recently changed) at a lower level of 
assurance. In this case a relying party is assured that the timeliness and correctness of the financial 
information can be trusted (this is at the core of the bank’s business) even if the address information 
was outdated.

6. Linking Credentials
Linking credentials is one of the most complex tasks in the eID ecosystem. Most importantly the 
trust which is implied when credentials are linked is in general not transitive. Consider the following 
example: imagine that we have a three credential issuers labeled 1, 2 and 3 that issue credentials 
labeled <C1, A1>,  <C2, A2>  and <C3, A3>. Credential issuer 1 may decide to link credentials from 
issuers 2 and 3 with his credential and so to create a combined credential {<C1, A1>,  <C2, A2> , <C3, 
A3>} . Now imagine there is a fourth credential issuer labeled 4 and credential <C4, A4>.  Credential 
issuer 1 can decide to accept also the credential <C4, A4> from 4 and then obtains a linked credential 
{<C1, A1>, <C2, A2>, <C3, A3>, <C4, A4> }. However, credential issuer 4 may not simply use the 
combined credential {<C1, A1>,  <C2, A2> , <C3, A3>} from credential issuer 1 to create the same 
credential {<C1, A1>, <C2, A2>, <C3, A3>, <C4, A4> }. At a first glance this might be surprising as the 
result is the same. However, credential issuer 4 has in general no knowledge about credential issuers 
2 and 3 and may not simply rely on the fact that credential issuer 1 has made a ‘good’ decision in 
combining the credentials <C1, A1>,  <C2, A2> , and <C3, A3> in order to form credential {<C1, A1>,  
<C2, A2> , <C3, A3>}. Therefore if credentials are combined it must be made transparent how the 
credentials have been combined and who made the decision in each step of the process.

This said let us return to the problem mentioned in point 2.2 of the previous section. Be A a credential 
issuer, that certifies the value of a certain attribute without being the source of the attribute value. 
For example A has obtained the attribute value from a credential issued by credential issuer B 
(i.e. a third party). One of the most common cases in which this situation occurs is when some 
attributes have been obtained ‘offline’ from government issued photo IDs. For example a bank might 
have obtained a customer’s date of birth from his/her passport but knows his financial information 
like account balances from its own records. Of course the third party credential could also be an 
electronic one. The criteria 1 and 2 for credential assessment we have discussed in the previous 
section apply to both cases, except that in the offline situation the use of biometric features (like a 
photo) replaces the use of a secret. 

To facilitate the kind of cross-certification described two tasks need to be accomplished:

In a first step it must become transparent how the credential identifier of the credential issued by B 
has been linked to the identifier of the credential issued by A (i.e. the technologies and procedures 
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with which A has verified that the user knows the secret related to the credential issued by B) 
and what is the associated assurance. Note, that only the user can establish the link between the 
identifiers without a priori consideration of user attributes. The concept of the basic credential is 
very useful as it helps to assess the assurance focusing only on the procedural and technological 
measures. 

In a second step it might be important to know whether certain attribute values have been consistent 
between the credential issued by B and the attribute values maintained by A. Consider the following 
example: a user is registered at some credential issuer A and would like to add an attribute associated 
with a university degree he obtained using the online credential B issued by the University. In this 
case one might not only want to check that the user knows the secret associated with the University 
credential but also the consistency of some other basic attribute values (like last name, date of 
birth, etc.) between the University issued credential and the already existing record in A.

Determining the assurance of ‘third source’ attribute values is therefore the most complex of the 
described tasks: not only the assurance of the third party credential needs to be considered but also 
the assurance of the ‘link’ between the third party credential and the final credential issued to the 
user.

We are developing models to formalise and compute the overall assurance of an attribute value 
certified by a credential based on the assurance assessments presented here for different credential 
types. A discussion of these technical aspects is beyond the scope of this paper.

To summarise we will state the credential evaluation process from the point of view developed in 
this paper in the next section.

7. Credential Evaluation Process
If an identity credential is presented by a user to the relying party the following evaluation should 
take place:

1. EVALUATION OF BASIC CREDENTIAL

1.1 Check that the assurance of the link between the credential user and the identifier is 
sufficiently strong for the relying party (this is the maximum assurance the credential can provide 
for any user attribute or derived information).

1.2 Check that the credential was supposed to be valid at the time it is presented at the date it 
was issued.

1.3 Check that the credential is actually valid at the time it is presented (i.e. it has not been 
revoked or has expired).

2. FORMAL ATTRIBUTE PROPERTIES EVALUATION

2.1 Check that the assurance of the link between the user attributes and the identifier of the 
user is sufficiently strong for the relying party (this may reduce the assurance the credential can 
provide for any user attribute or derived information from the maximum assurance determined 
in step 1.1).

2.2 Determine the minimum set of attributes that needs to be provided to the relying party (based 
on the requirements of the relying party, the legal/regulatory requirements and the principle of 
minimum disclosure). For these attributes:
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2.2.1 Check that these attributes can be certified by the credential.

2.2.2 Check that these attributes are compatible in terms of semantics, structure and format.

2.2.3 Determine if the assurance that a certified attribute value will be correct is sufficient 
(this may further reduce the assurance and may lead to different assurance levels for different 
attributes). This may require assessing:

2.2.3.1 when an attribute value was validated by the credential issuer for the last time.

2.2.3.2 which of the attributes values have been obtained by the credential issuer from 
third parties and how this affects its assurance.

Only once these steps have successfully been completed the user should be informed which attribute 
values (or derived data) he must provide (by law or regulations) to access the services and systems 
of the relying party and what additional attributes, if any, the relying party would like the user to 
provide. Only at this stage the user is asked to give its informed consent so that the attribute values 
(or derived information) can be released to the relying party.

8. Conclusion
Survival in the digital identity world will only be possible if this world will be designed to be sufficiently 
simple and transparent: simple tasks must be clearly separated from and not be entangled with 
more complex ones. Here we have presented directions that will allow assessing very heterogeneous 
credentials in a step-by step process. This process is designed to be simple and transparent for all 
participating parties. Several open problems remain and deserve further study. These include further 
formalising the ideas presented and detailing the processes described so that they can be technically 
implemented and fully automated.
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1. Introduction
Nowadays an interaction between an individual and the society, whether for the purposes of receipt 
of commercial or that of Government services, is more often than not implemented by means of 
digital communication services. The term ‘digital identity’, therefore, denotes a data set that is 
directly or indirectly associated with a given user. The information about one’s digital identity can 
be domain-specific (in other words, it may depend significantly on the type of the domain where 
it is used) but it may also be useful for use in other domains. Generally speaking, such digital 
identity can be mapped onto a continuum starting a unique identifier associated with a given person 
(with a high level of confidence), on one end of the spectrum, to a full anonymity associated with 
a given user, on the other end of the spectrum. Of note, the research strategy of the European 
Commission on Information Technology and Communication dated March 2009, specifically focused 
on the development of the infrastructure of the electronic identity (eID) as the innovation focus 
starting in 2013.

Our aim is to build a model of a virtual domain, in which digital identities can interact with each other 
in order to achieve certain goals. The term ‘interaction’ is meant to denote a whole range of actions 
and /or interactions between various entities, individuals and organisations. The plurality of actions 
executed within a given domain can include inter alia identification (determination of the digital 
identity), authentication (mutual recognition), and authorisation (determination of authority). Since 
these actions are universal and can be applicable to any domain of use, irrespective of its nature, 
we aim to propose a mathematical model for executing such actions. 

The main drivers behind the development and implementation of such a mathematical model, which 
allows a consistent approach to implementing a digital identity system, lie in the high cost associated 
with developing and implementing traditional identity management systems. A further goal of this 
paper is to identify the obstacles that may prevent the use of such a model for achieving various 
business goals and objectives in a given domain, for example, due to the fact that digital identity 
information may not accurate or may be incomplete.

2. The Basic Concepts
First, we shall define the basic terms associated to a virtual environment, where subjects (such as 
individuals or domains) interact there between and authorise each other for an interaction. 

An Individual is an entity which has a list of certain tasks for execution in its environment. The 
individual can be embodied in a single individual human being or a number of individuals, grouped in 
accordance with a pre-defined criterion. 

Each individual can be said to be associated with a collection of properties. Such properties can be 
broadly categorised as inherent or acquired. 

The inherent properties include biometrics of an individual (such as fingerprints, eye colour and the 
like), as well as family status and the like. 

Acquired properties are those properties of an individual that have been acquired by the individual 
as part of his/her interaction with the environment. Some examples of such acquired properties 
include educational level, professional affiliation, attainment of the age of majority or receipt of a 
legally recognisable status of a disabled person. 

Naturally, other types of individual properties are foreseeable, such as athletic ability of an individual, 
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professional achievements and the like. A person is, therefore, characterised by a set of properties, 
categories and interaction protocols associated with such individual within the environment where 
he/she operates. 

Generally speaking, each property of an individual can be interpreted as a semantic label, which 
defines a particular class of persons, such as entrepreneurs, sportsmen, cyber-criminals, bloggers 
etc. 

With this as foundation principle, one can define a relationship between different properties, as a 
whole. For example, one given category can be a subset of another category, or two given categories 
can be incompatible. 

As a matter of first approach, relationships between different categories can be tabulated, based on 
the empirical considerations.

3. Example 1

Table 1: Example 1

Category 1 Category 2 Relationship Interpretation

А В 0 Categories A and B are 
incompatible

С D 1 Categories C and D are 
loosely connected

… … … …

E F 5 Categories E and F are 
equivalent

… … … …

Χ Υ 10 Category Y contains 
Category X as a subset

The Virtual environment V is a multidimensional feature space, containing a set of properties of 
a local or a global network, where users exercise their goals. It should be noted that this set of 
properties includes the features and feasible actions in corresponding network.

The User environment is a defined space within the virtual environment. In other words, the defined 
space is associated with a list of goals, which are executed de facto by a user within the Virtual 
environment.

By definition, any task of an individual consists of a combination of logically related detectable 
actions in the User environment and any goal means an attainability of some task for him/her. In 
particular, a task may have its own structure: for instance, some task may be presented as a tree of 
actions in the User environment.

4. Example 2
The individual has the task to send an email invitation to person X if he affirms to visit the fair 
(action 1), otherwise the individual must look for new attendants (action 2) and send them related 
information (action3). 
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Examples of the user environments and associated properties (or limitations) include:

• the fact that a given individual can perform any online actions, as long as they don’t contravene 
current legislation. 

• the fact that a given individual can perform the tasks within defined time frame only, for example, 
based on economical, technical or any other restriction. 

• The fact that a given individual may not be able to execute certain actions due to the limitations 
of its authority level. 

The definition of a person, therefore, is closely linked with the concept of a domain. 

Domain Δ is a component of the Virtual environment V, which can be said to be the play ground 
where a given user can execute its tasks. 

It means that domain Δ comprises properties (i.e. the features and feasible actions) of the users 
belonging to some categories. If we consider V as complete set of features and feasible actions of all 
users  then Δ can be presented as set of vectors (*, *,…,*, yi1, …, yin, *, …,*)  where * denotes those 
coordinates of the space V, which are irrelevant for the definition of the domain Δ (i.e. those values 
of the coordinates that can be any acceptable value), and yi1, …, yin   are remaining properties 
of V. Domain Δ is also characterised by its collection of perceived features of a person yi1, …, yin, 
categories and interaction protocols.

5. Example 3 (domain)
Let us define Ω1, Ω2 ,Ω3 as  corresponding sets of the persons under 25 years old, having proper 
computer skills and employed on full-time basis. Then, the set  Ω4  comprising individuals of under 
25 years old, with proper computer skills OR not being employed on full-time basis, can be defined 
by a set-theoretical formula:

Ω4 = (Ω1∩ Ω2) U ∩Ω3 

where Ω1∩ Ω2 is the set of persons that jointly belong to the sets Ω1and Ω2

and ∩Ω3 is a complement of Ω3 (i.e. the set of persons not belonging to Ω3).

When we define a given domain, we can further define a set of variables yi1, …, yin , for example, 
we can define rules of their applicability to a certain multidimensional area: 

Ak > Fk (yi1, …, yin)  > Bk

where Ak, Bk – are certain constant values, defined for a given domain and Fk–specific  functions of  
the variables yi1, …, yin.

Also some logical restrictions on domain as above may be established (Dadashev, 2002).
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Figure 1: Person vs. Virtual environment

Using example 6, we are going to illustrate the selection of these values. 

A User Environment associated with a given user defines those domains within the Virtual environment, 
where the given user can execute a selection of objectively traceable actions. Put another way, since 
the given user’s actions are directed to achieving his/her specific goals, then such goals should, in 
a sense, define his/her chosen domain (or domains) and, hence, those properties (i.e. coordinates) 
of each of the domains the user interacts with. Conversely, if one were to have a goal of classifying 
users within a Virtual environment, then the so-defined domains should have means of determining 
and describing those tasks. 

Therefore, one needs to be able to analyse events within a given domain, which are associated with a 
given user. Firstly, one needs to make a chronology of factual events, which start with a registration 
of a user in a domain and then continue to include every event associated with the given user. Each 
event is recorded, classified and analysed. It is postulated that there exists an algorithmic means for 
detecting the list of goals, which are executed by the user because every action of the individual 
generates some detectable event(s) in the User environment and any goal means an attainability of 
a task for some user. Therefore our approach has practical foundation.

As part of such analysis, one can interpret not only discrete events, but also their chronological 
occurrence in time and interaction there between. Naturally, it is expected that the derived 
information can be used to correct information that is collected concerning users and the associated 
domain. In an abstract form, such information is constantly refining the properties of the user, his/
her state (appearance or disappearance) and the properties of specific domains.

Table 2: Interpretation of events

Events in a domain Interpretation and action items
Exceeding of the maximum number of contacts in the 
network between participants of some domains (where 
user’s network activity is tracked)

The user is black-listed with a subsequent interpretation 
of his/her goals.

Extraction of personal information of contacts (loss of 
control over the user’s inbox)

When a certain threshold is reached, the user is black-
listed with a subsequent analysis of his/her goals.

 

Person 

Identification and 
category features 

authentication 

authorisation 

Domain- 
depended 
operations 

DOMAIN  A 

Protocols 
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Events in a domain Interpretation and action items
Sale of personal information Transmittal of user information to the appropriate 

Government Officials. Deemed fraud.

Illegal operation using credit cards Transmittal of user information to the appropriate 
Government Officials.

Deemed fraud.

Fictitious romantic actions with an ill-intent No response, no action taken. Recommended to delete the 
letter. Deemed fraud.

The stated events are ‘negative’ for the network administrator, but they are part of the goals of the 
user. Of course, the network administrator’s goal might be that the events should be avoided.

In order to select the required totality of domains from the Virtual environment ₪, one can deploy 
the concept of the support sets (Dadashev, 1982). For each domain with a selected features  yi1, …, 
yin,  this support set  contains   binary vector N,  associated with coordinates i1, …, in  and equal to 
1, with all the remaining ones ( the coordinates marked with *) equal to 0.

6. Example 4
If the total number of properties of Virtual environment N = 5, then the system of support  sets can 
take the form of {(1,1,0,1,0), ( 0,0,1,1,0), (0,1,1,1,0)} for domains

Δ1 ={(x1, x2, *, x4, *)} ,  Δ2 = ={(*, *, x3, x4,*)} , Δ3 = {(*, x2, x3, x4, *)}..

Interaction between user and domain

Within the user environment of a given user, the features of the  user are used for his/her interaction 
with the domains in accordance with rules established for interaction between users and domains, 
their categories, as well as procedures for recognition and analysis of such features. Within the 
virtual environment, each subject (whether an individual or a domain), interacts there between and 
is faced with the authentication of each other, as well as the assignment of certain authorisation 
levels.

In the context of interaction between a person and a domain, the following functions can be executed: 

• identification,

• authentication,

• authorisation,

• other domain-dependent functions.

Identification – means determining a so-called ‘digital portrait’ associated with a given user. For 
example, this function can include confirmation that the person possesses a set of properties (such 
as full name, eye colour, other biometrics).

Authentication – means receipt from the given user of identification data and verification that a 
given person is indeed the person he/she claims to be. As a result of the authentication of the user, a 
new domain-dependent property can be assigned to such a person. For example, such newly assigned 
property can be an access password. The authentication function is only possible if the identification 
function has been completed.
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Authorisation – means determination of the level of authority of the given user within the given 
domain. The authorisation function can only be implemented, if the person has been authenticated, 
or in other words, where the person’s identity has been confirmed. 

These three fundamental functions are of particular interest, as they are present within the majority 
of domain interactions (i.e. they are not domain-specific). In addition, the three functions are inter-
connected in a hierarchical manner, in which they are listed above. Put a different way, a person 
must first and foremost be identified – which results in the person being assigned identification, after 
all the required identification actions have been completed. 

The eRecognition project

It may be useful to consider that user’s identification is implemented in a special identification 
domain, which can be thought of as a precursor of the existing certification authorities. The main 
function of such authorities is assignment to a given individual of the identification properties and 
the subsequent service of the domains.

The eRecognition project (van Buuren, 2011), which is currently being implemented can be used 
as an example. When an official (or designated) representative of an enterprise accesses a given 
website of a government agency, he/she uses an electronic identification (EID token), which has 
been issued for him/her by the appropriate EID-service provider. Such identification can include user 
name and password, a password string, bank card number, telephone number, one-time password, 
public key certificate etc.. 

At the same time and behind the scene, the functions of authentication and authorisation are being 
executed. These functions are performed in accordance with preset rules. An accredited broker 
of eRecognition has access to the authentication service and authorisation register. Such broker 
identifies the user (or the user’s organisation) based on the presented credentials and executes the 
authorisation for a given access instance. After the successful log in, the user can submit his/her 
request, while the Government Agency can be sure of the trusted identity of the accessing user. 

Depending on the specific nature of the Government Agency, eRecognition supports 4 levels of 
guarantees, which are based on STORK classification (ENISA, 2010). 

The eRecognition network defined domains as ‘cooperative’ and ‘competitive’. The cooperative 
domain is implemented as a certain set of agreements between various parties involved within an 
infrastructure for joint collaboration (such as an application or an enterprise). The competitive 
domain is part of the open market, where participants compete to provide services under a set of 
agreements established in the cooperative domain.  These services may possibly differ in cost and 
quality depending of country.

Accredited eID providers can perform one or more of the four predefined roles. The roles are defined 
as follows: 

• Broker. The Broker role is reserved for the Government Agency, in the sense of being an interface, 
through which the Government Agency interacts with eRecognition. 

• Mandate register. This role maintains records of identity authorisations in the name of a certain 
enterprise. Authorisation can be created and managed only by an authorised representative form 
an enterprise. 

• Authentication service. This role provides authentication tokens in real time. 
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• Τoken issuer. This role issues authentication tokens (text, certificates, name/password 
combinations, etc.) to enterprises and users. 

This four-faceted architecture interconnects existing means for authentication (such as cards, 
mobile devices, tokens, passwords) with eService providers. Once a user registers with the Mandate 
Register, the Authentication service executes a trusted and fast verification of the user. 

The ‘Token issuer’, ‘authorisation register’ and ‘authentication service’ roles can be implemented 
by distinct commercial enterprises that are interconnected. Therefore, a given enterprise or the 
Government Agency requiring the services can be connected with any service provider of their choice. 

Accordingly, within the framework of the eRecognition project, it is assumed that a user that has 
been assigned the eID token, has been identified, authenticated and authorised. 

However, there are situations when personal information may be inaccurate or incomplete or it was 
deliberately distorted in a fraudulent manner. We believe that a person who has got access to the 
domain can be further classified, if needed, by analysis of the actions that were performed in the 
domain. At this stage, it is possible to use a simple pattern recognition algorithm, e.g., the nearest 
neighbour algorithm (see below). As a result, the person can be assigned yet another identifier – 
authentication password. 

The need for authorisation occurs, when a given user is trying to access those operations that are 
associated with special access conditions (such as access restriction or pay-for-service access). If 
the user requesting the access possesses the required set of properties, access will be granted, 
otherwise, access will be denied. 

Each of the above described functions is based on a set of rules for verifying the user’s personal 
information. In addition to that, the authentication and authorisation functions are associated with 
further rules for classifying the person. Therefore, in the virtual environment, the user is defined by 
a selected collection of his/her identifiers (such as a retired person, Government Official etc.) within 
the different domains with which a given user interacts. 

In any given domain, one can define two types of person that try to access it – ‘native’ or ‘alien’. 
Within this framework, if the properties of a given user are accepted by the identification domain 
(i.e. this person is worthy of the assignment of the identifier / password), then the person is deemed 
as ‘native’. Otherwise, the person is deemed as an ‘alien’.  

It is foreseeable, of course, that a given individual may not possesses all properties required for 
access to a given domain. However, that individual’s association with a different domain may be an 
acceptable property by the given domain. 

For example, Russian company Yandex has implemented this idea in relation to the users of Facebook 
and Twitter, providing authorisation for its services through social networks.

If one has knowledge of the domains with which a given individual interacts, one can use the 
information for identification of the given individual by his/her properties in these domains. Having 
access to the description of the person in terms of his/her properties, one can determine if such 
description is acceptable for interaction with a given domain. 

Some of the main issues resolved at this stage may include the response to questions like: 
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Z1: Can a given individual interact with the given domain? 

Z2: What are the requirements of the given domain to allow interaction with a certain individual? 

Z3: Is the given individual capable of executing a given task within the given domain?

7. Example 5
We assume that a given individual with features yi1, …, yin is associated with a list of predefined 
tasks t1, …, tk in domain D. Let’s further assume that each task ti from the list is associated with 
an assigned number p(ti) – for example, the number can be assigned based on an importance or 
undesirability of the task. 

We also suppose that the individual has confidence index c(yi1, …, yin) in domain D based on his 
prehistory.

For each task ti we define Boolean parameter b(ti): it is equal to 1 if task ti  is successfully completed 
in domain D, otherwise b(ti) is equal to 0.

If we take F(yi1, …, yin) as  weighted sum

c(yi1, …, yin)( b(t1) p(t1) + …+ b(t1) p(t1))

and constants A, B as a lower and upper limits of the possible level of user’s authority within a given 
domain,

then condition

A > F(yi1, …, yin)  > B

can be used to find a solution of the issues Z1– Z3.

8. Example 6
Let’s consider the specific domain of amateur sports: rugby (1), basketball (2), volley ball (3).

Then the domain feature ‘Sport’ can only take the values 1. 2. 3.

In addition, restrictions can be specified on the attributes of domain users, for example, the feature 
‘Age’ can range from 15 to 45.

As another feature we can select the Boolean attribute ‘Participation in sportive online activities’ - 
for example, for ranking teams or individual athletes. 

So we have y1=Sport, y2=Age, y3= Participation in sportive online activities.

It is clear that in all cases we are dealing with logical conditions, or condition of the form

Ak > Fk (y1,…,yn)  > Bk,

by suitable choice of constants  Ak, Bk. 

In this case, Fk is just the same as the corresponding feature yk.
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9. Interaction protocols: detailed description of the authentication 
and authorisation functions
The term ‘interaction protocol’ within the context of Subject A and Subject B means a predefined set of 
algorithms for analysis and logical recognition (Dadashev, 1982). More precisely, the list of interaction 
protocols between an individual and the domain has to include an algorithm for determination and 
analysis of properties associated with the given individual and his/her interactions in the domain. 

We believe that the interaction protocols between the individual and the domain are best formed on 
the basis of clustering algorithms (Lance & Williams1967; Jain et al.,1999).

Let’s take a moment to review some of the fundamental principles of the clustering analysis. Let’s 
assume that X is a set of objects, which are to be divided into clusters (some subsets of X), Y is a set 
of types (labels) of classes. The set Y may be known a priori. However, in other instances, the goal 
may be to determine the optimal number of clusters, depending on the selected parameters for the 
clustering. 

Problem setting for clustering (learning without teacher): Let there be a training set Xℓ = {x1, . . 
. , xℓ} from a set of entities X and a distance function ρ(x, x′) between  pairs of objects x, x′ of X . 
We need to split Xℓ into non-crossing subsets (clusters), in such a manner that each cluster consists 
of entities that are similar within the context of parameter ρ (the distance function), and entities 
categorized in different clusters would be significantly dissimilar. 

It is assumed that every entity xi from Xℓ has some cluster label yi from Y assigned to it.

The clustering algorithm assigns to each entity x from the X a some cluster label y from Y. 

It is important to remember here that the clustering algorithm has a number of assumptions and 
limitations:

• there is no single best criterion for characterising quality of clustering;

• some algorithms are associated with a somewhat defined set of criteria, while other algorithms 
don’t have a well-defined criterion, but these algorithms nevertheless inherently render relatively 
good clustering. The results of these algorithms would be quite different; 

• the number of clusters, as a matter of general rule, is not a priori known and is established on a 
case-by-case basis in accordance with some subjective criterion; 

• the outcome of clustering is dependent on the distance function ρ which is selected subjectively 
by an expert.

The purposes involved in a clustering function can include, depending on the specific problem to be 
solved:

1. Definition of a structure of set Xℓ by dividing it into groups of similar entities. Then, in order to 
simplify the analysis and consequent decision making, revision each of the clusters on its own 
accord; 

2. If the size of set Xℓ, is large and it is desirable to minimise the amount of stored data, one may 
wish to select and store a single most representative member of each cluster;

3. One may decide to select atypical entities, i.e., entities which do not belong to any of the 
available clusters. This function is sometimes referred to as a ‘one-class classification’ or as 
‘novelty detection’.
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Considering the first purpose, one should aim to minimise the number of clusters. For the second 
purpose, what is more important is to ensure a higher degree of resemblance between objects in 
each of the clusters, while the number of clusters is more or less irrelevant. As for the third purpose, 
the most intriguing objects are those which do not fall within any of the available clusters.

In our specific case, we are talking about grouping individuals within a given domain, where 
classifications are deemed to be clusters. We have already mentioned the question of verification of 
person properties, which is done during the identification of a person within a domain.

For example, using the nearest neighbour algorithm, we can first form groups (for subsequent 
interactions), each group containing a single person only. Then, the so-defined groups can be merged 
based on the distance between closest neighbours. In other words, those groups with minimal 
distance there between get merged. Within this framework, the distance between groups can be 
determined, for example, on the basis of the distance between closest members of the group (see 
Appendix for further detail).

As a result, one ends up with a certain number of clusters, each of them being associated with some 
domain. Assuming now that a new person is trying to access the domain, the question of whether the 
person is classified as ‘native’ or ‘alien’ in a sense becomes the question of this particular person 
belonging to the given domain. In the third point above, the described approach can help identifying 
those individuals having malicious intent, as they will certainly have a set of properties different 
from other members of a certain domain.

In order to determine the distance between members of the domain, one can select a function from 
a range of functions including Euclid distance, Hamming distance and the like.

The Appendix provides a brief outline of the various algorithms for hierarchical clustering.

10. Conclusions
In order to determine practical applicability of the proposed model, one needs to run a number of 
tests based on pre-set rules of person to domain interaction. It is important to note that our model 
can determine clusters which are associated with individuals having malicious intent. 

It is also worthwhile to point out that based on the clusters, identified within a domain and being 
similar there between, one can develop a cluster of a higher level. The so-called ‘super-cluster’ can 
be deemed to be a formal description of a digital portrait of a given individual. This assumes that if 
such groupings within different domains are similar, then they can relate to the same subject.

11. Appendix: Description of the Cluster Forming Algorithms
Hierarchical clustering algorithms

Three main types of algorithms are in use for forming clusters:

• Agglomerative – a series of successive fusions of several entities into groups.

• Divisive – partition of complete set of the entities successively into finer partitions.

• Reclustering – successive relocation of entities between the sets of some initial partition.
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Hierarchical clustering algorithms do not construct any partition of more than one sample into 
disjoint classes, but a system of nested partitions. The result is usually represented as a taxonomic 
tree - dendrogram. Well-known example of such a tree is a hierarchical classification of plants and 
animals. Agglomerative Hierarchical algorithms can be implemented using the following algorithm of 
Lance and Williams (Lance and Williams, 1967).

Initially, each object is considered as separate cluster. Then on the pairs of singleton clusters a 
distance function

D ({x}, {x ‘}) = ρ (x, x’) is defined.

At the next step we start the cluster merging process. At each iteration, instead of a pair of the most 
closed clusters U and V a new cluster W = U U V will be formed, where U – set union operation. The 
distance from the new cluster W to any cluster S is calculated from the distances R (U, V), R (U, S) 
and R (V, S), which at this point should already be known:

R(U U V, S) = αU* R(U, S) + αV * R(V, S) + β * R(U, V ) + γ*|R(U, S) − R(V, S)|,

where αU, αV, β, γ – numerical parameters. As is known, this formula generalises almost all reasonable 
means to determine the distance between clusters.

In practice, the following methods are used for calculating the distance R(W, S) between the clusters 
of W and S. For each of them compliance with the formula Lance – Williams (with certain combinations 
of parameters) was proved.

Nearest neighbour distance:

RN(W, S) =   min ρ (w, s)    αU = αV = 0.5, β = 0, γ = -0.5.

                     w€W, s€S

Farthest neighbour distance:

RF(W, S) =   max ρ (w, s)    αU = αV = 0.5, β = 0, γ = 0.5.

                    w€W, s€S

Distance between cluster centres:

RC(W, S) =    ρ2 (∑ w/|W|, ∑ s/|S|)    αU = |U|/|W|, αV = |V|/|W|, β = -αUαV, γ = 0.

                      w€W, s€S

dij – distance between entities i and j;  

xik – value of k-th attribute of entity i; 
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xjk - value of k-th attribute of entity j; 

μ – total number of the attributes of considered entities:

Table 3: Distance between cluster centers

Euclid Distance

μ

Dij = (∑ wk(xik – xjk)2)1/2

K=1

Unstandardised weights wk = 1, K=1,… μ

Minkovsky Distance

μ

Dij = (∑ |xik – xjk|p)1/p

K=1

Hamming Distance

μ

Dij = ∑ |xik – xjk|

K=1

This distance usually used when the attributes have only 
two values, e.g. true and false.

Types of cluster structures

As first approximation a list of different types of cluster structures in practical problems can include 
clusters with clearly rendered centres and band clusters (Figure 2).

In a sense, they represent two opposite situations.

Figure. 2. The examples of cluster structures: а) clusters with distinctive centres, b) band clusters.

Clusters with distinctive centres may correspond to groups in a domain with very close interest in the 
case; however their personal data may vary within wide limits.
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Band clusters correspond to the cases when the selection of group is complicated due to lack of 
formal criteria, but it can be decided concerning the ‘similarity’ of individual pairs of entities in the 
domain-specific feature sets.

Distance functions may have following properties:

• Compatibility which affirm that measures calculated later steps of the analysis are of exactly 
the same kind as the initial inter-element measures; e.g., they have the same dimensions, or are 
subject to the same constraints; 

• Space-conserving property. The initial inter-element measures may be regarded as defining a 
space with known properties. 

When groups begin to form, it may not follow that the inter-group measures define a space with the 
original properties. 

However, sometimes the model may behave as if the space in the immediate vicinity of a group has 
been changed, e.g., contracted or dilated. 

In a space-contracting system a group will appear, on formation, to move nearer to some remaining 
elements; the chance that a newly element will be added to a pre-existing group rather than chosen 
as the nucleus of a new group is increased, and the system is said to ‘chain’. 

When cluster expands, distance from it to other clusters decreases, and it seems that the space 
around the cluster shrinks. 

Some distance functions by contrast, have the ability to stretch the distance. As the cluster grows, 
its distance from other clusters grows, as if the space around the cluster expands. Dilation property 
may be considered as desirable because it promotes a clearer separation of the clusters. On the 
other hand, too strong dilation property may cause stretching of the clusters where they originally 
were not. Individual elements not yet in groups are now more likely to form nuclei of new groups. 

Properties of contraction and dilation are determined by the ratio Rm/ρ(cU , cV), where Rm = R(U, 
V ) is the distance between the nearest clusters, grouped on the m-the step, cU и cV - the centres 
of these clusters. Also note that in certain combinations and under conditions on the parameters 
αU, αV, β, γ can be provided a number of desirable properties of the hierarchically formed clusters 
(Mirkin, 1996). 

It is worth noting that distance function RF has dilation property, but distance function RN is strongly 
contracting.

Lance and Williams (1967) distinguished between three types of measure: 

(i) measures, which define a property of a group, 

(i, j) measures, which define a resemblance or difference between two groups, and

(i, j, k)measures, which define some difference between two selected groups, considered jointly, 
and that formed by their fusion. 

In our example (i) measure would need to be interpreted as an identification of the category, which 
a given group can belong to. (i, j) measures are naturally interpreted by the Lance and Williams 
algorithm. As far as (i, j, k) measures are concerned, the following interpretation is possible:
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If the domain allows logical interdependence, as is the case in example 2, then this interdependence 
can be translated to the level of classification of individuals using Boolean algebra. In this case, one 
can achieve a solution of a trusted relationship between domains (when authentication executed in 
domain A, is accepted by domain B, without having to re-run the authentication process again) or a 
person’s trustee (when the identified person confirms identifiers of a different person). 

In this case, the trusted relationship between domains A, B, C can be established based on 
comparatively low level of trust between A, B, C; as long as trusted relationship exists between 
respective domains A, B and A, C.

The merits and disadvantages of agglomerative clustering algorithms

Each of the distances described above, comes with its limitation and may not be applicable in a given 
situation. 

The nearest neighbour algorithm is associated with the chain effect, whereby irrespective of the 
cluster form, it gets merged with near-the-border objects from other clusters. In some cases that 
can lead to a situation where cluster starts to grow tentacles. Depending on the specific issue at 
hand, these tentacles can be beneficial, or conversely, can be an obstacle. Overall, the nearest 
neighbour algorithm can be very useful for defining sequential clusters. 

The method of the farthest neighbour is not associated with the chain effect, but at early stages can 
group together clusters that are otherwise very dissimilar. 
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The paper addresses the area of authentication and authorisation 
to achieve remote access control for electronic services. 

The first part of the analysis consists of a description of the 
current state of the eID field. History, current results, trends 
and fixes are briefly described. 

The currently unsolved general challenges (end-user complexity, 
insufficient security, privacy threats and gradual erosion) are 
formulated as well.

The idea of distinguishing between two kinds of identity (Human 
Identity and Cyber Identity) is formulated and fundamental 
differences are described.

The real need of Human identity in ICT systems is analysed 
with maybe a surprising result: Human Identity is not needed 
for access control purposes in cyber space. Standard Human 
Identity is needed only for human decision processes.

Current strategies used in eID technology, in particular their 
basic system features reflecting the difference between Human 
and Cyber Identity are described to try to formulate cause of 
current weaknesses in global eID deployment.

The conclusion is: No strategy currently in use can be 
successful. Man cannot become a computer as man lacks the 
skills necessary for the secure management of Cyber Identity. 
Nor can a computer verify Human Identity remotely on a global 
scale.  We need another strategy. 

The possible new strategy example is also briefly described.

Cyber Identity is NOT Human Identity – A System Weaknesses 
Analysis of Current eID Technologies
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Cyber Identity, Human Identity, 
Privacy Protection, User Centric, 
Cyber Attack, Security

No strategy currently in use 
in eID technology can be 
successful on a global, long-
term scale.
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1. Introduction
The paper addresses the area of authentication and authorisation to achieve remote access control 
for electronic services. 

Information system access control relies on authentication security, which is a limiting factor of up-
to-date ICT system security used in all areas. Global ICT system security cannot be better than its 
authentication security. Authentication limits the capability of the system to distinguish between 
authorised users, and between users and attackers. 

The importance of this area is continually increasing and it has become a limiting factor in the progress 
of ICT. This applies to quality and quantity of electronic services as well as cost optimisation (e.g. 
through cloud computing). One cannot expect an acceptable level of security and wide utilisation 
of network services (including cloud computing) without large-scale, high-quality and secure multi-
sector and cross-border authentication. 

The conventional wisdom on eID can be interpreted as follows: “Advanced eID technology is here; 
the issues are in other areas.” But what is the reality? Why do these very old issues still remain 
unresolved? Why isn’t a global, widely acceptable solution being used, as in other areas? The most 
frequently used authentication technology (username/password) is significantly older than the 
Internet or mobile (cell) phones, and no newer eID technology has been able to replace it. It has 
been known for many years, after all, that the level of security provided is not acceptable. So why 
is it still so widely used?

2. Current state
The first part of the analysis consists of a global description of the current state of the eID field. The 
most significant facts can be described as follows:

• Legacy passwords remain by far the most-common authentication method (Allan, 2011).

• The typical level of widely deployed strong authentication technology use is about 5 % (i.e., only 
about 5 % of users use widely deployed smart cards such as eCitizen or similar cards in real life) 
(Billiaert, 2010).

• The number of successful large-impact cyber attacks is increasing (Gold, 2011; Rashid, 2011; 
Dalrymple, 2011; Seybold, 2011; Kirk, 2011).

• It is not expected that strong authentication technology will increase its market share (Allan, 
2011).

• No widely used, multi-sector strong authentication solution exists.

2.1 History and current results

Username/password technology was invented for the first minicomputers in the early 1970s (about 
40 years ago) to protect information in isolated multi-user computers used interactively. Since then, 
many attempts have been made to improve security when the technology has been used in networked 
environments (such as use of the hash function, challenge response authentication – e.g. CHAP (Lloyd 
and all, 1992), one-time passwords). Currently, new adaptive authentication technologies based 
on public data mining are being developed and used to decrease the risks of username/password 
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technology, e.g. knowledge-based authentication, risk-based authentication (RSA, 2011). 

Strong authentication technology is used in several EU countries as well as other countries in the 
form of large-scale projects supported by government. Usually, this involves eCitizen cards or 
eHealth insurance cards (identity documents with authentication and digital signature support). 
The technological background is generally X.509 PKI (Public Key Infrastructure). In addition, shared 
strong authentication tokens (shared PKI) are used by banks in some EU countries. It is a known fact, 
however, (supported by significant real-life experience) that current PKI is in general too complex, 
and not understandable for the general population. Usually only a very small portion of users are 
able to use it due to its complexity and the special skills it requires. 

STORK is a significant large-scale international project. It includes about half of all EU countries and 
is focused on the area of eGovernment service authentication. 

But is this really a representative deployment reflecting the real complexity of users’ needs? SSEDIC 
(SSEDIC, 2011) formulates 33 eID stakeholder sectors. eGovernment and eBanking are just a couple 
of them. 

If we suppose that eCitizen cards, bank eIDs and the like will be able to satisfy all the needs of 
eGovernment in half of all EU countries, it would only satisfy about 9 % of the eID needs in the EU, 
and the reality could be significantly worse.

Practically all super-user (administrator, root) accounts on all types of operating systems are 
protected by default by username/password authentication. Additional security measures disabling 
the standard super-user account or replacing username/password authentication with a strong one 
are not frequently used. It is practically impossible to use strong authentication in complex networked 
environments (like access from a remote workstation or from one server to another). Therefore, the 
increasing impact of successful attacks on various information systems is not surprising. It is a natural 
result of the current situation in the area of access control.

2.2 Trends and fixes

There are real-life examples in the EU where the technological weaknesses of eID (authentication) 
are fixed through legislation. One example is the responsibility of banks with regard to attacks on 
clients’ electronic bank accounts.

Banks are in a very complicated situation. If they force clients to use strong authentication, they risk 
losing customers due to the increased user complexity. On the other hand, continued use of weak 
authentication implies a great risk of security incidents. This is why they have opted to use complex 
adaptive data mining systems (RSA, 2011), e.g. collecting a large amount of personal data from 
various sources such as client workstations and social networks, etc. 

Another example is the establishment of third parties included in the eID ecosystem, e.g. a certification 
authority or identity provider. The idea is that the third party should simplify the situation for 
the end user or service provider. Real-life experience as well as topology analysis, however, shows 
that this cannot be implemented in real-life situations on a large scale. This is illustrated by the 
experience of PKI over the last 20 years and with various kinds of federative eID systems today. No 
real-life, large-scale, multi-domain, third-party-based eID system with acceptable security has been 
deployed and used thus far. 

The current trend is that end-user complexity is continuously increasing, while the level of security is 
decreasing. A consequence of the increasing number of accounts in use, usually username/password 
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based, is an increased burden of complexity for the user due to the need to memorise more and more 
passwords and to keep them all secret. The limitations of the human brain make this impossible, 
however, and thus the security of the password itself must necessarily decline (through use of 
various password managers, use of the same password for multiple accounts, use of simplifying 
systems for passwords to facilitate memorisation, reuse of one weak (and usually privacy intrusive) 
authentication mechanism across systems, such as for example Facebook login, etc.). 

A second factor is the long-term use of the same passwords. This creates an opportunity for hackers, 
which is proportional to the amount of time a constant password is used. 

The massive use of biometry and of PKI certificates with high-quality identity proofing augment 
threats to privacy. Any information transmitted over any digital public network (Internet, GSM) 
can be read or stored for future use by attackers. It is very hard for a digital system to protect the 
information it uses for authentication (when it is not known who the opposite side is). Therefore 
if personal data is used in authentication, one can only expect a continuous increase in threats to 
privacy.

3. Recognised Unresolved Issues
We can formulate the currently unsolved issues as follows:

• End-user complexity – the eID technology currently being used is not user-centric. The use of 
the technology often requires specific user skills and specific training, especially if the user needs 
access to dozens of ICT systems. User complexity is particularly significant if strong authentication 
technology is used.

• Insufficient security – the most frequently used eID technology (username/password) is weak 
authentication. There have been many successful attacks focused on the user (social attacks), 
and the threats and impacts are continually growing. Currently, the most prevalent strong 
authentication technology (PKI) is weak in other security areas, namely in the area of service 
accessibility (time-limited validity of the certificate, password-protected revocation).

• Privacy threats – privacy is directly and systematically threatened by certain eID technologies 
(e.g. through the transmission of open, signed and verified personal data in certificates), and 
indirect threats arise through weak authentication and access control to information systems 
containing personal data. These threats are continuously growing through increasing use of 
privacy-hazardous eID technologies and through the perpetuation of weakly protected systems 
connected to the network. 

• Gradual erosion – adding a single negligible triviality would seem to pose no problem (this could 
be one more password or one additional attribute in a certificate), but the long-term large-scale 
effects are unacceptable. A hundred passwords are a significantly different case than one or two 
passwords, and dozens of personal attributes in a certificate is qualitatively different from a few. 
A great number of passwords necessarily results in erosion of security due to humans’ limited 
skills and brain capacity, while many attributes in current certificates result in extremely complex 
processing with an unacceptable burden on the end user, as well as privacy threats.
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4. Difference between Human and Cyber Identity

4.1 Human and Cyber Identity

We should distinguish between two kinds of identity used in the area of eID: Human Identity and 
Cyber Identity.

• Human Identity is the standard identity used by people in social communication. Human Identity 
is based on knowledge (of a face, a name, behaviour, etc.) and the ability to compare this 
knowledge with reality. Identification (including verification of identity) is executed in personal 
contact between real persons. Identification tools such as identity documents (passports, identity 
cards, driving licences, etc.) or a third person can be used as well. ‘Resistance to falsification’ of 
identity is ‘built in’ (every real person is unique) or provided by specific security elements of the 
mechanism actually used (e.g. security elements of identity documents).

• Cyber Identity is an abstract artificial identity used in cyber space. It can work with digital 
information only, and there is no way to distinguish original information from copied information 
in cyber space. Only copied information is used in remote communication in cyber space, and 
generally an unlimited number of copies can exist. The only known method for resisting falsification 
is the use of secret information – information known only to the subject of identification. An 
approximation of the goal is a ‘shared secret’, where the secret information is known to two 
subjects; to the subject of identification and to the identity-verifying subject. 

We can summarise all the above as follows:

• Cyber Identity is based on provable ignorance of dynamic and easily faked information where 
identity verification should operate remotely.

• Human Identity is based on known, stable and hard-to-fake real-world features where identity can 
be verified only locally. 

We can see that the features of Cyber Identity are very different from those of Human Identity. 
The differences between Cyber Identity and Human Identity are illustrated in the following examples:

It is extremely difficult for someone (a ‘hacker’) to successfully fake the identity of a friend whom 
you have known for many years when you meet in person. There is practically no chance of success 
if, let’s say, an aged gentleman tries to impersonate a pretty young lady. If one is using some form 
of digital remote communication, however, such as a private TV circuit, chat, email, etc., and the 
hacker resolves the technology issue of how to replace data (the data from your camera, etc.), then 
he or she can impersonate any person – aged gentleman, pretty young lady, baby or no one at all.

4.2 Human Identity demand

Another issue is the need to verify Human Identity for eID target fulfilling, e.g. to enforce remote ICT 
system access control. There is an idea that Human identity has to be established (by a computer) 
before any access control decision by the target ICT system can be made, but is this really the case?

Reality in cyber space is different from that of the real world. An ICT system makes an access control 
decision exactly at the moment when someone requests a service. The system has to be able to 
make a decision (and to enforce it) for everyone, regardless of whether it is an approved user or an 
attacker. All attackers have to be refused access reliably. It is not reasonable to expect to have the 
approved Human Identity of an attacker, including the information that the subject of identification 
is an attacker. 
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The access rights of an approved user are defined by the access-right attributes of a corresponding 
reliably identified (authenticated) user. The system has to use these attributes to make the access 
control decision online, and to use the implemented security enforcing algorithm. 

The relationship between Human Identity and an access right decision made by a specific ICT system 
generally presents a very complex task, and is usually based on a human decision. It cannot be 
executed online by a computer (aside from a few trivial exceptions). 

Human Identity is necessary in human decision processes, but the process is executed at a different 
time from when the ICT system access-right decision is made and enforced. Cyber access control 
decisions and enforcement are usually executed many times more frequently than the decision 
processes for human access rights. For example, a human decision process is executed when a bank 
and a client sign an agreement on provision of eBanking services. The cyber decision process is 
executed every time anyone communicates with the bank’s ICT system.

It should be noted that the most frequently used eID technology (username/password) does not 
use any provable Human Identity in authentication, although Human Identity can be used in other 
systems and processes supporting access-attribute management. 

We can see that Human Identity (with features supporting secure authentication in cyber space) is 
not needed for access control purposes in cyber space. Standard Human Identity is needed only 
for human decision processes.

5. Known Strategies
Let us describe some current strategies used in eID technology, in particular their basic system 
features reflecting the difference between Human and Cyber Identity.

5.1 Forcing users to use Cyber Identity

The end user has to manage secret information and use it in authentication; this is a most frequently 
used strategy (username/password).

Human Identity is not used in this strategy. Access-right management is resolved separately from 
authentication. The link between Cyber Identity and the user (and his or her Human Identity) is 
usually resolved through linking the user to a username and assigning a password (e.g. through an 
‘access information’ delivery procedure).

This strategy presents two significant obstacles: 

• The limited amount of entropy of secret information.

• Keeping the information confidential while simultaneously using it for authentication.

It is unreasonable to expect that the total amount of all remembered password entropy in the human 
brain, particularly if dozens of passwords are involved, should enable the system to use sufficient 
entropy in every single authentication reflecting the required degree of security. 

It is unreasonable to expect that the user will be able to execute asymmetric cryptographic functions 
such as hash without the use of any tool to really protect the confidentiality of secret information 
and demonstrate knowledge of the information for purposes of authentication.
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We can observe an erosion of security and simplicity as the number of ICT systems used and the 
duration of their use increases.

5.2 Teaching computers to work with Human Identity

Two different groups of technologies currently use this strategy.

5.2.1 Direct Human Identity recognition

The first group of technologies are usually called biometric. The computer is equipped with a specific 
peripheral device and software to recognise individual persons by measuring physical quantities 
(such as facial image, fingerprint image, resistivity, etc.). The necessary access rights should be 
linked with ‘reference data’ used for recognition. It is impossible to include access-right information 
in authentication. 

This strategy presents the following significant obstacles:

• Human Identity does not include any secret (confidential information). It is easy for an attacker 
to record and replay any information if biometry is used remotely.

• Biometric information is considered to be private information.

• Biometric information can be misused in real life (e.g. artificial finger prints).

• There is no acceptable method of recovery once the information is compromised (it would be 
necessary to change the human body).

A biometric system cannot be designed assuming that biometrics are secret, thus this kind of 
technology cannot be used for secure remote authentication, although it should be useful for local 
human recognition. 

5.2.2 Projection of Human Identity into cyber space

The main idea of this group of technologies is to create artificial data objects (e.g. a digital certificate) 
in cyber space representing the human being. The data object should have features similar to those 
of Human Identity in the real world, such as resistance to falsification and singularity. Specific 
additional procedures have to be used (like certificate issuing or renewal) that are not known or 
needed in real-world Human Identity management. The link between the data object and Human 
Identity is resolved by third parties (e.g. by a certification authority) and related procedures. This 
process usually includes the access-right decision process in single-domain systems. 

Access-right management is not resolved in the case of multi-domain use of the technology. All 
necessary information should be verified and access-right decisions should be made before issuing the 
data object (before certificate signing) to support resistance to falsification. It requires extremely 
complex processes before the first use of authentication, and additional privacy protection issues 
arise from multiple pieces of personal information being processed, stored and transmitted together. 

X.509 PKI is the most frequently used technology of this group, and can satisfy all the needs of 
Cyber Identity (management and protection of secrets with high entropy). This is why this kind of 
technology can offer strong authentication. 

PKI should use specific tokens where the secret information should be placed and where specific 
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cryptographic algorithms can be executed in order to keep private keys secret and enable it to 
support strong authentication.

Additional procedures have to be executed by end users in order to start using the technology (e.g. 
the certificate issuing process) and to keep the technology working (e.g. renewal of the certificate).

Management of the data object representing Human Identity creates a significant blocking factor in 
the case of the technology’s multi-domain use, but Human Identity is not needed for access control 
decisions or enforcement in cyber space. 

6. Towards Solutions
No strategy currently in use can be successful. Man cannot become a computer as man lacks the skills 
necessary for the secure management of Cyber Identity. Nor can a computer verify Human Identity 
remotely on a global scale. 

Artificial Human Identity in cyber space is a useless complication. It requires additional specific 
organisational procedures that inconvenience the end user. It is not needed for attaining the goal of 
secure access control, and merely creates additional risks as well as opportunities for attackers. It 
can behave only as a blocker or an additional system weakness in the best case.

While additional organisational or technological measures are able to decrease the influence of 
certain features, moving them to another place or delaying the impact of their implications, cannot 
be a permanently sustainable solution. 

So what is the answer? Does the technology exist or not? 

We can see some very useful elements of advanced technology such as modern cryptography and 
its implementations (e.g. asymmetric cryptography and asymmetric mathematical functions) which 
enable the target to be reached, i.e. the existence of provable unique secret information and its 
protection. We have very positive worldwide experience with identifier management in cyber space 
(without authentication) on the internet (DHCP (Droms, 1997)). 

However, special eID technologies include significant system errors. They satisfy only some of the 
requirements and the rest are transferred to users, regardless of whether they can fulfil them and 
regardless of the consequences for global system functionality, security and other features. 

Current technologies force users to remember more and more passwords, and require users to 
simultaneously use them and keep them secret. These technologies do not reflect the real limitations 
of the human brain and the consequences of the real limitations of people and skills for global 
system features.

Individual security managers must concern themselves with the security of a specific system. They 
must therefore ask users to use specific characters (which can be unfamiliar to the user), to respect a 
minimum password length and to change their passwords frequently. They do this, however, without 
regard for the fact that each user must comply with rules imposed by dozens of different security 
managers. This is why security managers must either confront the issue of how to compel users to 
comply with necessary security rules and to persuade decision makers – including their bosses – to 
respect those rules, or give up and simply wait for a successful attack to occur. 

In the case of the most frequently used strong authentication technology, the user is forced to 
perform a seemingly meaningless activity – unfamiliar from real-life experience – to satisfy the 
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technology. These activities are not necessary in the real world and are unrelated to the user’s direct 
needs. 

Users must accept a situation where at any moment multiple applications can become inaccessible 
for reasons that are unclear. No one from the support staff can help them, and each user (including 
top managers) would be forced to travel in person to a certain location and be degradingly screened 
to process some mysterious IT operation. 

Programmers are forced to resolve special and complex issues related to the specific authentication 
technology used in each application separately. They have insufficient time, knowledge and resources 
to do this in a secure manner and supporting all real-life situations, as they need the time and 
resources to resolve issues of their own applications. Security managers must resolve issues of how to 
verify the real security of the authentication in the application, how to verify the security features 
and possibly also how to modify them.

Integration of trusted third parties (certification authorities, identity providers) including trust 
management into the security management system is a specific, highly sensitive and delicate (or 
insurmountable) challenge. It can be overcome successfully only in very specific circumstances. 

We can conclude that from a system point of view only isolated islands of more or less integrable 
technological nodes or subsystems exist in the area of eID. There is no system-designed technology 
reflecting all system requirements and limitations including people’s real skills and limitations, all 
real-life situations and the limitations of ICT in the real world. There is no system which reflects 
the needs of all user groups necessary for successful functionality and offers sufficient security for 
the whole eID ecosystem. There is no eID system which supports the whole life cycle of Human and 
Cyber Identity. 

6.1 The possible new strategy

Let us try to formulate another strategy which should have potential to be successful, based on the 
following idea: “Let people deal with Human Identity, and teach computers to deal with Cyber 
Identity.”

Cyber Identity should be managed separately from Human Identity, and the two should be linked 
together only when and where this is really necessary. 

Cyber Identity can and should be managed automatically (only by computers) and presented to users 
in a very simple and understandable form. 

The first implementation of this idea exists and works surprisingly well (ALUCID – Automatic, Liberal 
and User-Centric IDentity (Neumann, 2008; Neumann, 2011)). 

• The end user ‘owns’ all of his or her Cyber Identities represented by a token (called PEIG). It is 
created without any identity inside, and does not require any personification. All operations with 
Cyber Identity are executed automatically. 

• The programmer can use one stable object representing the user in the information system 
where all necessary information about the user can be stored (such as access-right attributes 
and/or information describing the user’s Human Identity). He need not be concerned about how 
authentication is performed. 
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• The security manager can use built-in security management to set up security rules for 
authentication which are imposed automatically and independently of other security manager 
decisions. 

• Methods and technological support for secure linking of Cyber Identity with Human Identity 
are included in the system, together with support for identity proofing processes. They can be 
executed by specific persons and integrated into standard business identity proofing processes. 

7. Conclusions
This paper highlights the unnecessary coupling of Human Identity and Cyber Identity for remote 
access control to electronic services. While Cyber Identity should be managed separately from 
Human Identity, and the two should be linked together only when and where this is really necessary, 
the situation today is that eID solutions link the two together, causing an unmanageable situation to 
the user and an unsatisfactory security situation.

A solution to this situation requires a user-centric approach and a separation of Human Identity from 
Cyber Identity.
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1. Introduction
Due to the European single market and a higher mobility of citizens and businesses within the 
European Union (EU), more and more public procedures must be carried out at a cross-border level. 
At the same time, Information and communication technologies (ICT) increase efficiency, availability, 
transparency and user-convenience. Therefore, based on the outcome of the Malmö Ministerial 
conference, the European Commission (EC) has declared interoperability and standardisation as one 
of the topmost goals in its Digital Agenda for Europe (European Commission, 2010a) in order to foster 
the creation of a European digital single market. The support of interoperability for an EU-wide 
implementation of cross-border services is also manifested in the recently published eGovernment 
Action Plan of the European Commission (2010b).

In 2007, the EC started the ICT-Competitiveness and Innovation Framework Programme (CIP) to 
foster the use of ICT technologies, particularly targeting small and medium-sized enterprises 
(SMEs). The EC has launched several European Large Scale Pilots (LSPs) under the ICT-CIP program 
to support the use of cross-border services. The main goal is to establish interoperability by bridging 
existing infrastructures and allowing administrations, citizens and businesses to use existing national 
eGovernment elements. The first LSP was PEPPOL , which is the abbreviation for Pan-European 
Public Procurement Online. The main objective of the project is to push the competitiveness 
within the EU by enabling the EU-wide public procurement online. This is achieved by coupling 
existing national public procurement systems through standards and an interoperability architecture 
covering the five main process elements of public procurement: eSignature, Virtual Company Dossier 
(VCD) as evidential documents, eCatalogue, eOrdering and eInvoicing. PEPPOL enables the easy, 
efficient and transparent communication between companies and governmental institutions across 
the EU, reduces costs and enables media-break-free processes for administrations. Besides public 
procurement, other interoperability concerns in Europe are authentication and identification, which 
are key enablers for services provided online. Use cases for qualified authentication can be found in 
eCommerce, eGovernment and eHealth applications. So far, we can find a heterogeneous ecosystem 
of electronic identities (eID) throughout Europe. Early initiatives started with the Finnish FinEID, 
the Belgian BelPIC, the Estonian eID and the Austrian citizen card. Recent developments also make 
use of mobile technologies like in the Estonian or Austrian case. The EC has recognised that eID 
interoperability across Member State boundaries is a major concern to support competitiveness in a 
single European Market. A second LSP, STORK  (Secure idenTity acrOss boRders linKed) was co-funded 
by the EC under the ICT-CIP program, which aims at providing a framework for the cross-border 
mutual recognition of eIDs. By using STORK technologies, citizens can authenticate themselves at 
foreign services using their national eID. This is realised by using a federated network of trusted 
authentication gateways, which assert citizens’ identities of their own Member State.

In order to increase the growth potential of the services market within the EU, the EU Service 
Directive (European Commission, 2006) was approved on 12 December 2006. The main goal of the 
‘Directive on services in the internal market’ is to establish a single market for services within 
the EU by removing legal and administrative barriers for businesses when they want to provide 
services abroad. The Services Directive asks Member States to simplify administrative procedures 
for service providers when they either want to establish a business in a foreign Member State or 
when they want to provide services abroad. For this purpose Member States must provide so-called 
points of single contact (PSC) acting as intermediaries between service providers and the national 
public administrations, the so-called competent authorities (CA), being in charge of handling the 
application and related procedures. PSCs are designed to allow businesses to gather all the necessary 
information and to complete all the relevant administrative procedures electronically, e.g. obtaining 
authorisations to start a new business.
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Current PSC implementations in different Member States mainly build on existing national 
infrastructures and custom solutions. Therefore, we can find heterogeneous national systems, which 
are far from being interoperable. Besides national eGovernment infrastructures, which cannot be 
used abroad, service providers are faced with further barriers like missing multi-linguistic support. 
SPOCS tackles this issue by building the next generation of PSCs for businesses across Europe. While 
some elements like eIDs and eSignatures are already covered by other LSPs like STORK and PEPPOL, 
SPOCS has a broader scope and will provide an interoperability framework for those elements that are 
required to conduct typical processes in the context of the Services Directive. Besides identification 
and authentication, SPOCS is going to address the cross-border areas of content syndication, 
recognition of electronic documents (eDocuments) and their authentication and validation, secure 
communication (eDelivery) and storage (eSafe) of documents and last but not least the look-up and 
recognition of eServices that are provided in different national service directories. We discuss the 
LSP SPOCS and its work packages, which provide an interoperability framework for the cross-border 
areas above, in the next sections. This paper is structured as follows. The SPOCS methodology is 
discussed in Section 2. It is the basis for a consistent approach of developing common specifications, 
their demonstrations and the sharing of the outcome with the environment. Section 3 gives a detailed 
overview on the LSP SPOCS and its interoperability framework. Single areas and the interoperability 
elements covered by each work package are discussed in detail in this section. The developed 
interoperability framework is going to be tested and demonstrated in a 12-month piloting phase by 
several PSCs of Member States being part of the SPOCS consortium. The aim and approach of the 
piloting phase are discussed in detail in Section 4. A successful project needs not only to provide a 
technical solution but collaborations with the industry, academic sector and standards organisations, 
as well as sustainability strategies, are also critical success factors. This aspect of SPOCS is discussed 
in Section 5. Finally, conclusions are drawn.

2. The SPOCS Methodology 

Figure 1: SPOCS Methodology

Figure 1 illustrates the SPOCS methodology. After the project start in June 2009, existing eGovernment 
infrastructures in the project partner Member States have been analysed. This was the first step 
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towards assessing the needed approach of achieving interoperability. By identifying commonalities 
and differences, a suitable interoperability strategy and approach could be chosen. Based on this 
assessment, SPOCS has created specifications for interoperable eGovernment infrastructures and 
elements. This work has been carried out by a collaboration of technical and strategic experts in 
order to create specifications, which integrate best-practice experiences and the design principles 
of the European Interoperability Framework (EIF – cf. European Commission, 2010c). The main design 
requirements were scalability, autonomy (subsidiarity), transparency, security and privacy, use of 
open standards and design reuse (from other projects, LSPs, etc.). To incorporate feedback from 
future implementers, operators and users, the specifications have been reviewed by partners from 
the industry, which are involved in or affiliated to the project. After having finalised the specifications, 
the SPOCS consortium has developed common modules for the interoperability framework, which are 
published under the European Union Public License (EUPL) and can be adopted by Member States and 
industry to set up or improve PSC functionalities. To show the applicability of the developed common 
modules and the interoperability framework, SPOCS is going to demonstrate the framework in a one-
year piloting phase, which ends in June 2012. Even if analysis, specification, implementation and 
piloting are consecutive phases, experiences and results from one phase are fed back to the previous 
phases for improvement.

3. The SPOCS LSP
Under its Competitiveness and Innovation Programme, the European Commission promotes the take-
up and diffusion of technologies and innovative services in the public sector. Joint actions by public 
and private organisations of the Member States are supported by instruments of different thematic 
scope, size and budget. A ‘Type A’ LSP is the biggest instrument having a duration of three years, at 
least three participating Member States and budgets between 10 and 15 million Euro, half of which 
are community contributions. 

SPOCS aims at improving the competitiveness of European businesses and particularly SMEs by 
enabling all businesses - national and European - to benefit from available, efficient and interoperable 
electronic procedures. SPOCS is expected to build next generation PSCs for businesses across Europe. 
This will be achieved through the provision of seamless electronic procedures by building cross-
border interoperability based on existing systems and solutions.

3.1 Project Structure

SPOCS is structured in so-called work packages (WP). Work packages 1 to 4 are the ‘technical’ work 
packages, which develop on the basis of a comprehensive assessment of national solutions common 
technical specifications for interoperable solutions and implement them as open source software 
modules. The main objectives of these work packages are as follows:

• WP1. Enable content syndication, related to glossaries and to multilingual reality.

• WP2. Enable understanding and recognition of electronic documents (eDocuments) as well as 
their authentication and validation.

• WP3. Enable understanding and recognition of eDelivery and eSafe systems in different Member 
States.

• WP4. Enable definition and description of services to form a better understanding and recognition 
of eServices that are provided in different national service directories.
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Based on the specifications and implementation provided by WP1-4, WP5 aims to demonstrate 
their applicability in real environments and under real conditions. Member States participating in 
this piloting phase integrate the open source modules in their national eGovernment systems and 
keep the solutions operational for at least twelve months1. WP6 and WP7 are the ‘organisational’ 
work packages and are in charge of raising awareness, engagement, dissemination, sustainability, 
management and administration.

The following sections discuss the work packages 1 to 4 in more detail. The piloting phase is 
subsequently reviewed in Chapter 4. A brief overview of the sustainability work of WP6 is then given 
in Chapter 5.

3.1.1 WP1 - Content Syndication

SPOCS has the vision to achieve a standard for enabling cross-border metadata searches. We expect 
a SPOCS enabled PSC to provide information directing a service provider to the place where he/
she needs to be and to find what she/he is looking for; no matter the country he/she is in, nor 
the country he/she intends to engage business with. This is a major contribution to the European 
eGovernment development. 

The definition of (Governmental) Syndication describes the mechanisms that are put in place to 
supply PSCs with all necessary metadata on:

• available licences

• procedures

• other relevant information available from competent authorities

The involved actors are:

• PSC: target for content or source for 3rd parties

• CA’s (competent authorities)

• 3rd party: also both source and target for content

• SP (service provider): entrepreneur and end user that the SPOCS vision is all about

Connection between WP1 and WP4

WP4 realises the directory to browse through. WP1 takes care of the mechanisms to supply the 
directory with relevant and actual content from the participating Member States. 

The expected results of WP1 are:

• Evaluation of national solutions for syndication

• Definition of specifications

• Definition of tools to support the implementation of syndication mechanisms

• Definition of possible tools for semantic mapping

• Validation modules for validating syndication feeds

1 In November 2010 SPOCS was enlarged by nine additional countries. Based on that, a second pilot phase takes place, 
which is running for at least 8 months.
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3.1.2 WP2 – eDocuments 

Electronic documents are used in nearly every transaction in a SPOCS process. As illustrated in 
Figure 2, eDocuments are used:

• in the communication between service providers and PSCs

• in the communication between service providers and competent authorities

• in the internal communication between affected competent authorities

• as ‘content to be stored’ in eSafe applications

• as ‘content to be delivered’ within eDelivery applications

This list does not claim to be complete, but highlights those paths where eDocuments are exchanged.

Figure 2: The Big-Picture – Secure document exchange between MS A and MS B

The assessment of the eDocuments landscape in European Member States showed that eDocuments 
may be of any kind of format and may be issued by various parties, e.g. public authorities, private 
organisations or service providers. To foster the interoperability between these affected entities, 
WP2 has specified an interoperability framework for cross-border exchange of eDocuments. A  short 
overview about this interoperability framework follows.

The main part of the framework is a specification which defines a concept for supporting cross-
border exchange of eDocuments as required by the EU Services Directive. However, the specification 
is not limited to the use cases of the Directive. It is a generic concept to enable the exchange 
of any electronic data on the basis of eDocuments. As a result, the specification defines a multi-
layered eDocuments exchange format – the so called Omnifarious Container for eDocuments (OCD). 
As discussed by Rössler and Tauber (2010) and described in the specification (Stranacher et al., 
2010), each OCD consists of the following three layers:

• Payload Layer
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• Metadata Layer

• Authentication Layer

The payload layer is able to hold any kind of electronic data. This ensures that every existing eDocument 
format can be transferred using an OCD container. So there is no limitation to certain formats such 
as Extensible Markup Language (XML) documents following various schemes, Portable Document 
Format (PDF) documents, scans of paper documents or open document formats. Additionally there is 
no restriction on signed or unsigned documents.

To support automatic processing and semantic interoperability of eDocuments, the OCD defines a so-
called metadata layer. This layer gives a unified description of the documents given in the payload 
layer. The layer provides a rich set of metadata attributes such as information about the issuer of 
documents, the sender and receiver of the OCD container or a simple subject of the OCD container. 
Ideally, the metadata layer gives a unified description of the content of documents by, for example, 
a list of identifiers indicating which information is given in the documents and, in best case, an 
extract of the values of the fields indicated by the identifiers. However, the degree of adaptation of 
this metadata depends on the availability of metadata.

Finally, the OCD container consists also of an authentication layer which enables the signing of the 
entire OCD container and all its affiliated elements. This signature has, per se, no legal meaning. Any 
legal meaning depends on the organisational and legal framework of the OCD issuer. However, the 
OCD container supports an authentication layer for the verification of the entire OCD.

All these three layers are specified in the core part of the OCD specification defining the logical 
structure of an OCD container. The core specification part further defines physical implementations 
for this logical structure. Currently, two physical OCD implementations are possible: one based on 
ZIP files and another based on PDF files. 

In the methods part of the OCD specification the main methods applicable to the OCD containers 
are specified. Here methods regarding the authenticity of eDocuments, verification of eDocuments 
and the handling of eDocuments in general are specified. In addition, WP2 is developing open source 
software modules to provide functionalities for the creation and verification of OCD containers. 
Finally, the profiles part in the OCD specification defines concrete profiles of OCD containers as they 
are used by WP5 in the SPOCS piloting scenarios.

3.1.3 WP3 – Interoperable eDelivery and eSafe Infrastructures

Besides eDocuments, eDelivery is a second area where SPOCS is going to provide an interoperability 
framework. From a security and usability perspective, it is very important that service providers and 
administrations receive documents in a reliable and evidential way. Evidential document delivery 
is crucial in the context of a tacit authorisation policy as defined in the Services Directive. Tacit 
authorisation means that any application not processed within a certain timeframe is deemed to be 
granted. For example, an evidential delivery of a final notification reliably documents the completion 
of an application process.

According to the SPOCS vision, a SPOCS enabled eDelivery (or eSafe) process should provide an 
eDelivery channel from the PSC’s Member State to the Member State of the service provider (in case 
of eSafe vice versa). One of the major goals of SPOCS is to achieve a technical concept enabling 
cross-border eDelivery and eSafe by using the domestic channels of the service provider’s Member 
State. The vision is that the service provider should not be required to create an additional eDelivery 
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or eSafe account in the country of the PSC. The service provider’s existing domestic eGovernment 
infrastructure should be used instead.

Many eDelivery and eSafe systems have been put in place on the Internet in recent years. Popular 
examples are the Austrian eJustice system called ERV (Ornetsmüller & Dreer, 2011) and Document 
Delivery System (DDS) for the public sector (Tauber, 2009), the German OSCI (Apitzsch, 2007), De-Mail 
(Dietrich & Keller-Herder, 2010) and E-Postbrief2, the Swiss Incamail3, the Italian Posta Elettronica 
Certificata (PEC) (Gennai et al., 2005), the Slovenian moja.posta.si or the Belgian CertiPost4. In 
contrast to standard mailing systems like eMail, the mentioned systems provide a certain quality 
level by means of a secure, reliable, evidential and fair message exchange, i.e. they provide the 
same quality as registered mail does in the paper world. The benefits provided are at hand:

• Confidentiality and integrity of messages

• Proof of submission

• Tracking of messages

• Reliable document delivery with legal value by means of non-repudiation services, i.e. evidence 
in terms of a proof of delivery or a proof of receipt

The mentioned eDelivery systems are tailored to national needs and legal specifics. By nature, 
these eDelivery systems are thus not interoperable. One of the major goals of SPOCS WP3 is to 
create an interoperability framework for eDelivery systems. In this matter WP3 is able to build upon 
preliminary work and results from other LSPs. STORK WP6.4 – the so called eDelivery pilot – has 
provided a concept for cross-border document exchange (Tauber, 2010). Even if the focus of STORK 
6.4 is on authentication and identification, the concept and its interoperability architecture have 
mainly influenced the approach of SPOCS WP3. The architecture follows the principles of PEGS - 
Pan-European eGovernment Services (Capgemini, 2004) and the EIF and provides an interoperability 
framework based on an interconnection network of so-called eDelivery gateways.

The transparent interconnection of different eDelivery solutions requires WP3 to tackle the following 
main challenges:

• Mapping of different message formats and transport protocols

To establish interoperability between e.g. SMTP- and SOAP-based approaches, an assessment of 
message structures (envelope and payload), transport metadata container, formats and semantics, 
addressing and authentication was necessary, which has been carried out in the first project 
phase. This assessment facilitates the creation of a common understanding to map different 
national approaches to generic abstract constructs.

• Cross-solution addressing and routing

A generic and suitable addressing scheme and routing model is necessary, which is capable to 
carry the addressing attributes and mechanisms of each solution.

• Trust establishment

Trust establishment must be transparent. Each national solution can be seen as an own circle of 
trust. Those circles of trust must be transparently connected with each other through intermediary 

2 http://www.epost.de
3 http://www.incamail.ch
4 http://www.certipost.be
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trust instances so that entities (e.g. eDelivery service providers, senders, recipients) of different 
systems can establish implicit trust relationships with each other.

• Authorisation and authentication

Each system usually has custom means for authentication and authorisation. An interoperability 
framework must also allow for secure cross-solution authorisation and authentication. This implies 
finding a common understanding of mechanisms for user registration and authentication with 
regard to the strength of identification (authentication level) and identity attributes.

Figure 3: WP3 gateway interconnection network

Figure 3 illustrates the WP3 interoperability architecture based on the gateway interconnection 
network to seamlessly exchange documents between systems of different Member States. The 
interoperability framework has been defined in detail by the WP3 common specifications (Apitzsch 
et al., 2010).

We briefly discuss the gateway approach and concept using a simple use case where a document is 
exchanged between two Member States. For simplicity and in order to discuss a concrete example, we 
assume MS A is Austria (SOAP based architecture) and MS B is Italy (SMTP/email based architecture):

1. The Austrian sending application (MS A) is required to send a document to the Italian account of 
the applicant (MS B). Therefore, the Austrian application sends the delivery request using the 
domestic Austrian protocol to an eDelivery service provider. On the basis of the recipient’s address 
the Austrian eDelivery system recognises that the request is targeted to a foreign eDelivery 
system. In this case, the request must be forwarded to the Austrian eDelivery gateway, which is 
a central instance. It depends on the national infrastructure whether the gateway functionality 
is loosely bound to sending applications (and provided by eDelivery service providers in this 
case), or if implemented as explicit (national) gateway service. 

2. The Austrian eDelivery gateway converts the Austrian delivery request to the common SPOCS 
Interconnect Protocol (ICP) and forwards it to the appropriate gateway of the addressed Italian 
domain (or national Italian eDelivery gateway). The recipient’s eDelivery domain gateway 
address is discoverable by means of secure and trusted mechanisms from a trusted source, 
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accessible by all gateways of the interconnect infrastructure. This is achieved by using the 
European Telecommunication Standards Institute (ETSI) Trust-service Status List (TSL) standard 
(ETSI, 2009).

3. The Italian eDelivery gateway converts the ICP request into the domestic Italian eDelivery 
format and forwards the request to the recipient’s Italian eDelivery service provider.

4. The recipient may retrieve the delivery following the established Italian procedure. As a result, 
the Italian eDelivery service provider sends the proof of receipt (i.e. the delivery confirmation) 
back to the Italian gateway using the Italian eDelivery protocol.

5. The Italian gateway converts the proof of receipt into the ICP protocol format and forwards it 
to the Austrian gateway.

6. The Austrian gateway converts the proof of receipt into the Austrian protocol format and 
forwards it to the affected Austrian sender.

This example shows how eDelivery interoperability can easily be realised by using an appropriate 
framework to seamlessly couple existing national solutions. The main use case of eDelivery in SPOCS 
is to send official documents, e.g. final notifications, certificates, etc. from a PSC or competent 
authority (CA) to the service provider abroad, i.e. the service provider is not required to register 
with the eDelivery system of the PSC or CA Member State.

3.1.4 WP4 - Interoperable eService Directories

A SPOCS enabled Services Directive application process is expected to provide information from 
foreign service catalogues and eService directories at distance and by electronic means. One of the 
major goals of SPOCS is to achieve a technical concept enabling cross-border service information 
exchange by using the domestic service catalogues and eService directories of the different Member 
States connected by a SPOCS WP4 interoperability layer. The SPOCS vision is that the point of single 
contact is integrating information from foreign Member States to increase the communication 
usability for service providers and to establish human-machine and machine-machine communication 
with eServices of different Member States for seamless and one-stop cross-border processes.

Vision for the WP4 Interoperability Layer

SPOCS WP4 aims to support the search for foreign information and to establish the communication 
between eServices of different Member States. Therefore, at least each participating Member 
State provides one service catalogue and one eService directory enabled with the SPOCS WP4 
interoperability layer (WP4IL). The WP4IL handles search requests and forwards requests to foreign 
service catalogues or eService directories. The answer contains information about the requested 
services and eServices in a common structure. Core scope of WP4 is to provide information about 
different eServices for establishing communication between them. As some eServices are directly 
related to service information and the service provider is directly dealing with services and not 
eServices, WP4 will handle also the information exchange and references of services. The PSC will 
provide relevant service information from different Member States and allows direct navigation to 
appropriate eServices and seamless transactions.

SPOCS WP4 has reviewed existing specifications and solutions (Fraunhofer FOKUS, 2010a), for 
example XML, the Web Services Description Language (WSDL), the Lightweight Directory Access 
Protocol (LDAP), etc. The WP4 interoperability approach is based on service oriented architectures 
(SOA), common network topologies and cloud computing. The results combined with the overall 
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requirements based on the SPOCS framework, use cases, piloting partners and ideas from liaison 
groups have been compiled to the common specifications for the WP4IL (Fraunhofer FOKUS, 2010b). 
This means that SPOCS is not defining the structure of national service catalogues or eService 
directories but a common exchange format based for existing approaches. SPOCS WP4 has also 
developed guidelines and open source modules, which are tested within the pilots based on the given 
specifications.

WP4IL has the following objectives:

• Search request handling

• Access to foreign service and eService information

• Structure for service information exchange (Service Catalogue)

• Structure for eService information exchange (eService Directory):

 ◦ Technical (eService Parameters) and

 ◦ Non-Technical (eService Characteristics)

• Guidelines for the mapping of common structure to national solutions

• Identification scheme for services and eServices (Service and eService IDs)

• Process integration / embedding (eService References)

• Management of WP4IL

The WP4IL follows some principles like ‘information is registered where it is generated’, ‘information 
is not duplicated but queried’, ‘mappings and exchange formats are commonly agreed’ and ‘key 
identifiers are unique’. SPOCS takes into account multilingualism and ontologies, but does not focus 
on these topics. The WP4IL accelerates the implementation of fully integrated processes between 
PSCs, competent authorities and service providers and builds the ground for efficient implementation 
of upcoming cross-border one-stop-shop applications.

The envisaged WP4 interoperability layer could work for eService directories as shown in Figure 16. 
eServices of Member State A are registered at the eService Directory of Member State A. Service 
providers or PSCs from Member State B or C can access the foreign eService Directory and get the 
information based on the common structure of the information exchange through the SPOCS WP4IL. 
Therefore information needs to be mapped from the national to the common SPOCS WP4 structure. 
The information can e.g. be used to address the foreign eDelivery system or online application form. 
Integration to the application process can be made in advance (for standard processes) or ad-hoc 
(for personalised packages).
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Figure 4: WP4 view on the SPOCS framework regarding eService Directories

An example regarding service information is shown in Figure 5. The service provider from Member 
State B is applying through the PSC in Member State A. For the application process three steps are 
necessary: business registration, tax registration and certificate of conduct provision. The first two 
steps are carried out by the PSC (competent authorities within Member State A); the third one is 
input for the first two steps. The service provider needs to attach the certificate of conduct provided 
by its regional competent authority in Member State B, but a certificate of conduct does not exist in 
Member State B.

Figure 5: WP4 SC and eSD dependency & service description extract

The communication usability is increased through integration of information about possible equivalent 
documents and procedures like criminal record documents, provision / compilation services and 
responsible competent authorities from Member State B into the portal / service description 
provided by the PSC. Final decisions about equivalence of documents can be made through the 
European Internal Market Information System5 (IMI) by the competent authority and experiences 
can be stored within the PSC knowledge base and service catalogues. Moreover the existing criminal 
record of the service provider can be attached from his/her eSafe defined as one possible eService 
for attaching documents to the application process. The following transaction becomes seamless 
and accelerated. The PSC becomes a professional public sector intermediary for the full package of 
information consultancy and transaction handling.

5 http://ec.europa.eu/internal_market/imi-net/index_en.html
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4. Piloting
The EU Services Directive requires the setting up of PSCs within each Member State. PSCs will 
enable a service provider, whether national or from any other Member State, to fulfil all formalities 
pertaining to its establishment and to the practice of its activity, either on the premises or from its 
country of origin, notably if chosen by electronic means. Moreover, the PSC will also provide easily 
accessible information.

The overall objective of WP5 is to experiment with the outcome of WP1-4 by providing PSC services 
related to at least three professions. As described in the previous sections, the pilot’s purpose is to 
create interoperability between Member States’ information systems to enable cross-verifications 
and mutual recognition. This assertion relies on setting up instruments, which will allow national 
administrations to interpret and deal with the information they will receive from other Member 
States, and, where necessary, to check their reliability and integrity permitting to process the 
application and make decisions within the timeframe allocated to do so.

The general principle relies upon the elaboration of common specifications and the adoption of 
interoperability rules which will enable different information systems to be compatible, without 
reconsidering the internal organisation for Member States. The specifications proposed will be 
examined on the basis of concrete service provider professions, in order to test the pertinence and 
the effectiveness of the suggested solutions. This will be achieved by experimentation with real 
cases focusing on three professions. 

The six professions selected for the SPOCS experimentation phase are:

• Travel Agents 

• Real Estate Agents

• Master Builder

• Tourism Animator

• Architects

• Restaurants & Catering

The candidate countries for these pilot professions are

• Austria

• Germany

• Greece

• Italy

• Poland

• Lithuania

• Portugal

• Slovenia

The Austrian piloting with professions will serve as an example. Austria pilots services for the 
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profession of master builder in the region of Styria and the city of Vienna. The pilot involves two CAs 
and two PSCs. The role of the latter is to provide basic information and guide the service provider 
to the authority that is competent for the application of the SP. What is specific for Austria is that 
the PSCs themselves are no public authorities. All competencies for administrative procedures lie 
with the competent authorities. This means that the SPOCS modules will be used in the services of 
the CAs of Vienna and Styria even though the applications will be accessed via the PSCs. The CAs 
do not necessarily need to integrate the modules themselves. Whenever possible, Austria follows 
its service-oriented approach by installing modules centrally and providing the functionalities as 
services. Styria does that because the country hosts the online application for the regional CAs. 
In Vienna the municipality hosts the application for the CAs as well. In this case the PSC, although 
legally a separate entity, is part of the CA from an organisational perspective. The pilot in Austria 
has two aspects expressed in use cases. First, information services are provided. In the pilot, this 
is achieved by involving the service portal for businesses . Secondly, transaction services of the 
competent authorities of Vienna and Styria are provided at regional level. 

The piloting with professions started in summer 2011 and runs for at least 12 months in all piloting 
countries. The next steps in the SPOCS project aim to build the 2nd generation of PSC for license 
applications, which every European country has now put in place, through the availability of high-
impact cross-border electronic procedures. SPOCS will provide seamless electronic procedures by 
building cross border solutions based on your country’s existing systems. For example, an Italian 
real estate agent wants to expand his business to Bremen, Germany. The information provided by 
the Bremen PSC does not specify the Italian documents required. Can he find this information from 
his office? Will the transaction be secure? Or a Greek master builder wants to expand his business to 
Vienna, Austria. The information provided by the Vienna PSC does not specify the Greek documents 
required. Can he find this information from his office? Will the transaction be secure?

The answer to these questions is simply yes. SPOCS will allow them to do all the administrative 
procedures online through the PSC.

5. What next?
SPOCS aims to enhance PSCs into the so-called ‘next generation’ PSCs in line with the Digital Agenda, 
as well as the scope and requirements of the Services Directive. PSCs are to become real eGovernment 
centres.

SPOCS will focus on improvements that facilitate the practical use of PSCs for businesses. This will 
be done by providing further technical solutions to improve the cross-border use of eProcedures 
(eDocuments, eID for legal persons) and helping administrations keep their PSCs up to date (work on 
content syndication; eDirectories). 

SPOCS will provide solutions in, among others, the following areas in order to allow:

• Information to be provided to the service provider combining information gathered by different 
Member States i.e. processes from one Member State related with documents of another Member 
State.

• Submission of electronic documents that can be easily checked for their validity and their 
suitability from different Member States.

• Automatic retrieval of documents from a source of authentic documents installed in another 
Member State.
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• Provision of a secure communication channel from the point of single contact of one Member 
State to the service provider of another Member State with all the acknowledgment receipts 
necessary by law.

• Availability of eServices from your own country’s online portal through the destination country’s 
portal.

SPOCS is continuing the active collaboration with other LSPs and other stakeholder groups such as 
standardisation bodies (e.g. ETSI6) resulting in hands-on collaboration on common interests and 
building blocks. Additionally, the collaboration with DG Internal Market on collecting information 
about the implementation of the Services Directive is carried on. Finally SPOCS is supporting the new 
Large Scale Pilot eCODEX7 addressing eJustice. The goal of the e-CODEX (eJustice Communication 
via Online Data Exchange) project is to improve the cross-border access of citizens and businesses 
to legal means in Europe as well as to improve the interoperability between legal authorities within 
the EU.

6. Conclusions
Ensuring that SPOCS products are acceptable to and adopted by all stakeholders is of utmost 
importance to SPOCS. SPOCS provides an interoperability framework for cross-border services and 
will contribute to the strengthening of the European single market. 

Currently the SPOCS pilots are running by using the developed open source software components and 
first results have been evaluated. These results show that SPOCS enables the seamless implementation 
of cross-border procedures involving numerous countries, platforms, electronic service and using 
existing national solutions. SPOCS enables the machine-based recognition of equivalent documents 
and uses an interoperable document format for secure cross-border transfers of electronic documents. 
Additionally SPOCS eases the accessibility of national services (e.g. eDelivery, eSafe, etc.) by using 
the TSL standard. Further results showed the cross-border functionality of eSafe for secure keeping 
of electronic documents to be used for cross-border services. Finally the pilot scenarios illustrate a 
verifiable delivery of online procedures by using of cross-border eDelivery.

Further details about SPOCS and the pilot phase can be found at: http://www.eu-spocs.eu/.
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A large number of digital services, designed to take on the same 
role in the electronic world as the traditional postal mailbox 
are currently in operation in Europe. The documents received 
by members of the public through these systems are the ones 
habitually received in a physical mailbox, namely, invoices, 
bank statements, receipts, payslips, notifications, etc.

In addition to the reception of documents, electronic safe box 
systems offer safe, permanent storage services of documents 
that are of great value to members of the public and businesses 
and which they want to store in their own personal space.

Although simple in principle, these systems open a broad range 
of opportunities for the reception and safe keeping of a variety 
of documents: personal documents, notices and notifications 
of a professional nature, government notices and notifications, 
electronic invoices, etc.

In addition to their intrinsic functions of reception and personal 
storage of messages and documents, these electronic post box/
safe box systems are playing a leading role in the dissemination 
and socialisation of key-enablers and eGovernment services.

It is highly likely that the link between post box/safe box 
systems and uses relating to the home and people may open 
up new prospects with a view to the development of electronic 
services in line with the targets set out in the Digital Agenda for 
Europe.  Likewise, it is no less certain that post box/safe box 
systems may become excellent platforms for the dissemination 
of specifications and regulations deriving from the best practice 
projects promoted by the European Union. 
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1. Introduction
A large number of digital services designed to assume the same role in the electronic world as the 
traditional postal mailbox are currently operational in Europe usually referred to as ‘electronic safe 
box’, ‘electronic post box’, or ‘certified email’. The documents received by the public through these 
systems are the ones habitually received in a physical mailbox, namely, invoices, bank statements, 
receipts, payslips, notifications, etc.

In addition to the reception of documents, these systems offer safe and permanent storage services 
of documents of great value to the public and businesses, documents which each user can store in 
his own personal space.

Over recent years, virtually every country in Europe has begun to operate public, private or mixed 
safe box systems. Some examples are the following:

• e-Boks, Denmark, probably the first and most widely accepted system of its kind in Europe.

• Mon.service.public.fr, France, the system with the highest number of users in Southern Europe.

• Netposti, Finland, an interesting step forward in the efforts of the Finnish Post Office to 
dematerialise postal services.

• PostaCertificat@, Italy, a system with increasing levels of acceptance among the public and Italian 
government authorities, also presenting interesting applications in health services.

• ViaCTT, Portugal, a service that is well adapted to the particular administrative and commercial 
conditions of the country in question.

• De-mail, Germany, an interesting federate system of certified emails.

• MijnOverheid, Netherlands, the secure mailbox for communications from the public sector 
offered by MyGovernment, the personalised eGovernment portal for Dutch citizens.

• Mojedatovaschranka, Czech Republic, the Czech data box system, which has delivered up to this 
date over 50 million messages.

• Metaposta, Spain, a system promoted by a private/public partnership, led by the regional 
government of the Basque Country.

These systems do not share a common origin or a set of common features.  However, in general, they 
can be summarised in four basic types:

• Type 1: ‘single contact point’ systems, ‘citizen portals’ or ‘personal websites’, developed by 
the Government, and all systems that allow the reception and storage of personal documents.  
Examples of this type include the Mon.service-public.fr in France and MijnOverheid in the 
Netherlands.

• Type 2: electronic post boxes that owe their origin to the digitisation of traditional postal company 
services.  This category refers exclusively to digital systems or hybrid postal distribution systems, 
such as PostaCertificat@ in Italy, ViaCTT in Portugal, Digiposte in France, De-mail in Germany, 
Netposti in Finland and Mojedatovaschranka in the Czech Republic.

• Type 3: purely Internet-based post box/safe box models, which include e-Boks in Denmark and 
Metaposta in Spain.
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• Type 4: certified email systems with document storage functions, such as De-mail in Germany.

Naturally, there are also mixed systems, which are the result of merging the aforementioned models.  
Likewise, there are sectoral applications in Europe that include electronic safe box functions.  The 
Belgian eHealthBox system is an example of the application of the electronic safe box concept to 
the field of health.

2. General use and features of electronic post box/safe box systems
Electronic post box/safe box systems can be used for many different purposes.  As Internet post 
boxes, they offer a unified, universal service for the delivery of correspondence of a commercial or 
administrative nature: bank statements, water/gas/electricity/telephone bills, payroll slips, etc. 

Moreover, they can be used as an electronic safe box since they allow documents of a personal 
importance to be stored in a permanent, personal and highly protected space, which can be used 
for keeping and sorting documents that are important in daily life (payrolls, receipts, certificates, 
medical analyses). They can also provide access to documents that might be required during travel 
(tickets, hotel vouchers, insurance policies) or even contribute to sharing documents with other 
persons.

Although simple in principle, these uses open a broad range of opportunities for the reception 
and safe keeping of a variety of documents: personal documents, notices and notifications of a 
professional nature, government notices and notifications, electronic invoices, etc.

The main characteristics of this kind of safe box are:

• They allow a binding electronic relationship and can be used as legal proof of the reception of 
electronic documents and notifications.

• They have permanent storage systems of unlimited volume, providing all the features of a long-
term electronic filing system.

• They are easy to use, simple and convenient: they allow users to display documents easily and 
anywhere, from a computer or mobile device.

• They allow individuals to organise their personal affairs and help them in the task of storing their 
personal documents.

• They are usually free for all users. The cost is borne by the entities that send messages and 
documents, who, in turn, obtain substantial reductions in the cost of sending correspondence.

3. Aims and major technical features of electronic post box/safe 
box systems
The main purpose for the creation of electronic post box/safe box systems as a result of private 
initiative may be to generate a new activity or source of business.  On the other hand, in the case 
of systems promoted by governmental institutions, although profitability is obviously one of the 
objectives, the main purpose is to create a project that will promote the development of Information 
Society and eGovernment.  In other words, governments may seek to generate a high impact service 
capable of fostering the use of the Internet, extend the use of electronic signatures, electronic 
notifications and secure electronic filing. 
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The aim of Internet-based post box/safe box systems is to secure their adoption by a broad cross-
section of society and, as a consequence, the systems must be developed according to criteria of 
openness, accessibility and omnipresence. As a result, it is necessary to take into consideration their 
use via any device connected to the Internet (PCs, PDAs, digital tablets), over the most common 
navigators and operating systems, as well as the use of different certification procedures of Electronic 
Identity (eID) and access management (IAM): electronic signature certificates, user-password and 
single-sign-on systems.

In view of the strict requirements imposed, electronic post box/safe box systems are often 
excellent shop windows of the most advanced know-how in the new information technologies 
and telecommunications. One of the most relevant aspects is redundancy and security in data 
transmission. All messages and documents must have a real origin. All messages or documents will 
necessarily indicate who sent them - they cannot be sent anonymously. Documents are sent encrypted, 
dialogues between systems are made via secure web services and data is transmitted via EDI systems 
or secure file transfer.

Secure storage is also a fundamental issue. The computer systems are placed in data processing 
centres that have the maximum levels of physical and electronic protection, and are equipped with 
intrusion detection and prevention units (IDS/IPS) that permanently monitor the networks with the 
aim of detecting and avoiding illegitimate access to the systems. 

The third critical issue from the operational viewpoint is the confidentiality of data. The systems 
must offer the highest levels of protection and all information is encrypted, as it may contain highly 
confidential, personal information. In this regard, it must be reminded that the safe box is the 
property of the user and only the user can have access to it. 

Moreover, great efforts are made to ensure the maximum availability and performance of safe boxes.  
In the case of Metaposta (Basque Country, Spain), the availability and performance tests carried out 
during the months prior to its launch allowed the certification and the simultaneous support of up 
to 450 concurrent users, with a 1.5 second refresh capacity of the websites, and the capacity to 
deal with 100 000 documents per hour, in other words, 2.4 million documents per day.  Such figures 
must be compared to the historic data available on the access to electronic banking services, which 
indicate that the theoretical concurrent access of the 2.1 million inhabitants of the Autonomous 
Community of the Basque Country would not exceed 80 concurrent users at the moment of greatest 
activity. On the other hand, in terms of processing volume, a capacity of 2.4 million documents per 
day is virtually equivalent to the production of the traditional postal services of the whole region.

4. Legal operating framework
One of the basic elements in the operation of electronic post box/safe box systems is that they must 
guarantee the absolute integrity, confidentiality and availability of the documents stored. Indeed, 
one of the most traditional marketing claims for this kind of services is that the safe box belongs to 
its user/owner and no one else can access his personal information. For this reason, the legal context 
of the use of an electronic safe box implies that the user, virtually without being aware of this, is in 
daily contact with the most relevant and sensitive legal elements of the eGovernment services:

• Electronic Identity (eID) and access management (IAM), which will regulate both the access to 
the system and the treatment of the different types of documents in accordance with the legal 
relevance of their contents. 
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• Conditions of use of digital services: rights, obligations and responsibility of the user and of the 
service provider.

• Reception and management of electronic notifications and eInvoices.

• Data protection and conditions of legal ownership of documents: expiry, permanence of document 
formats, legal attributes, types of access to documents, sharing possibilities, access of Courts and 
the Police to the contents of users’ safe boxes.

• Inheritance or transmission of the safe box in the case of the death of the owner. This is a very 
singular problem which will probably appear in the future in other areas of eGovernment and 
Information Society.

As a consequence, the regulation of the use of safe boxes must be done with great care and in great 
detail, taking into consideration a broad range of laws.

5. The relevance of electronic post box/safe box systems as high 
impact services
All governments seek high impact services linked to the real needs of citizens and businesses.  Thus, in 
its eGovernment Action Plan 2011-2015, the European Union emphasises the importance of pursuing 
high impact services to promote eGovernment and to create substantial demand for key enablers, 
such as electronic identification and interoperability.

In spite of the large number of surveys carried out, if we exclude those digital services that public 
administrations have decided to make obligatory by law, the list of high impact services usually 
referred to is, in reality, short: electronic public procurement services for businesses, taxation 
services or social security services.  Thus, in practice, identifying high impact services involves a 
certain amount of difficulty.

 On the other hand, in contrast to the aforementioned difficulty, one could say that electronic post 
box/safe box systems are actually becoming high impact services, due both to the large number of 
users who dispose them and to the frequency with which they are used on a daily basis. Thus, for 
example, the French service Mon.service.public has approximately 2 million users and the Danish 
e-Boks service has 3.3 million private users and 140 000 SME users out of a population of 5.5 million 
inhabitants.   Likewise, the figures provided by Mojedatovaschranka, the Czech data box system, are 
relevant as it has actually delivered over 50 million messages from 422 000 public authorities, legal 
professionals, citizens and entrepreneurs.

6. The role of electronic post box/safe box systems in the promotion 
of key- enablers and eGovernment services
In addition to their intrinsic functions of reception and storage of personal messages and documents, 
electronic post box/safe box systems play a leading role in the dissemination and socialisation of 
key-enablers and eGovernment services.

Firstly, in view of the relevance of the daily use of these Electronic Identity (eID) and access 
management (IAM) systems, these systems enable the frequent use of such key-enablers and also 
offer a new way for their dissemination among the public and the business community. A practical 
example is the fact that the Metaposta safe box forms an integrated part of the offer of the network 
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training courses of 276 free public training centres located in the Basque Country.  

Secondly, regarding electronic notifications, these can be received in virtually all electronic post 
box/safe box systems. This feature is of great use for promoting the extension of this procedure to 
private commercial transactions in business areas such as banking, insurance or utility companies, 
sectors in which this procedure was virtually unrelated to the public.

No less important is the growing role of electronic post box/safe box systems as instruments in 
compliance with the Services Directive (SD), which the European Commission has promoted with 
the purpose of creating a single market for services within the European Union. SD is the first legal 
instrument that sets binding requirements for EU governments to develop eGovernment services 
by 2009, through its point-of-single-contact clause in article 8 of the Directive: “…ensure that all 
procedures and formalities relating to access to a service activity and to the exercise thereof may be 
easily completed, at a distance and by electronic means, through the relevant point of single contact 
and with the relevant competent authorities.” 

Outstanding examples exist in the use of electronic post box/safe box systems as the means of 
sending/receiving messages to and from the Public Administration in line with the aforementioned 
directive, such as the ‘Documentbox & Easy-SMS’ functions supported by the e-Boks system of 
Denmark and the German De-Mail system.   It is likely that this tendency will be strengthened in the 
future in view of the difficulties that some levels of European public administration are finding in 
order to comply with the Services Directive.

7. Relevance in the area of collaborative production of digital 
services
The Malmö Ministerial Declaration on eGovernment stated “we will actively seek collaboration 
with third parties, for example businesses, civil society or individual citizens, in order to develop 
user-driven eGovernment services. Collaboration with third parties will stimulate the creation of 
innovative, flexible and personalised services, increase the overall effectiveness of services and 
maximise public value”.  

In line with this idea, a large proportion of electronic post box/safe box systems have successfully 
articulated a public/private collaboration, both in the launching of digital services as well as in their 
daily use. This collaborative nature has taken the form of a number of different practical forms, 
among which lies the creation of companies with public/private capital, seeking the highest level of 
involvement of economic and social sectors.  

A capital aspect in the collaborative production of digital services is the participation of a large 
number of companies and public institutions as users of the system. Electronic post box/safe box 
systems are probably one of the most prominent examples of the collaborative production of digital 
services.  Once again, the e-Boks system in Denmark is an outstanding example. It has more than 20 
000 senders from a broad spectrum of sectors of the Danish society: private companies, the public 
administration, the education and university system, etc.
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8. Growing emergence of sectoral applications supported on 
electronic post box/safe box systems
As it is widely known, one of the major difficulties in launching new digital services is the dissemination 
of their advantages among members of the public and the business community.  To achieve this, it is 
necessary to invest large sums of money in publicity, marketing and training.

It is for this reason that in some cases, electronic post box/safe box systems are being used as an aid 
to launch and provide support for sectoral applications.  For example, the Basque Government (Spain) 
will use the Metaposta safe box as support for certain health services and the Danish government uses 
the e-Boks system to provide support for the ‘Documentbox & Easy-SMS’ communications system.

This tendency to develop sectoral applications does not only correspond to a clear interest in 
generating inter-sectoral synergies (tourism, health, sports, education, etc.) and seeking a return on 
investment, but also to the generation of an economic model in which eGovernment systems become 
the driving force behind the development and activation of the economy and enable the creation of 
a market that favours the activities of specialised software companies in the rendering of integration 
services and the creation of new sectoral applications.

Thus, in the specific case of Metaposta, the above are translated into a number of sectoral applications 
designed for areas such as the management of technical warranties for household appliances, lifts 
and lifting equipment, the documentary management of school and amateur sports or the personal 
health dossier of the Basque Health System.

9. Potential functional advances and strategic technological 
developments for the future
Nowadays, most European electronic post box/safe box systems offer rather similar services. 
Their development in the integration of new services will be closely linked to the development of 
their business model and to the influence of general trends as these occur, both in marketing and 
technological terms.  In all cases, the importance of the following lines of work must be emphasised:

• Offer of communications and interface mechanisms of applications that enable the integration of 
safe boxes with the systems of SMEs. For this purpose, the development of a very simple document 
package reissuing mode is required, avoiding the use of large amounts of human resources and 
computer services.

• Harmonisation of eDelivery and its related standards across Europe.

• Generation of technical procedures that facilitate the contribution of information and documents 
from the electronic post box/safe box systems to third-party transactions and electronic services. 

• Generation of a practical and universal means of communication in accordance with the Services 
Directive in the Local Administration.

10. Conclusions
It is likely that this link between post box/safe box systems and uses relating to the home and 
individuals may open up new prospects with a view to the development of electronic services in line 
with the targets set out in the Digital Agenda for Europe.  Likewise, it is no less certain that post 
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box/safe box systems may become excellent platforms for the dissemination of specifications and 
regulations deriving from the best practices projects promoted by the European Union. In particular, 
the following may be of interest:  STORK (Secure Identity Across Borders Linked), the virtual company 
dossier of PEPPOL (Towards cross-border public eProcurement), SPOCS (Next generation Points 
of Single Contact) and FASTeTEN (a project to develop a bundle of services for secure document 
exchange across Europe).

It is obviously clear that the technological development of European safe boxes will be fundamentally 
influenced by the general advance in ICT. Apart from this, it is foreseen that European safe boxes will 
need to adopt the Pan-European recognition of electronic IDs as well as to the eDelivery standards 
derived from the best practice projects promoted by the European Union.   Finally, from the viewpoint 
of developing sector applications, the development of APIs, based on principles of interoperability 
and standardisation, will be a basic requirement.

With a view to the future of high impact services from a pan-European perspective, it would be 
interesting to harmonise the conditions of use of Internet-based electronic post box/safe box systems 
and to adopt the legal regulations that the European Union is developing with urgency within the 
context of the eGovernment Action Plan 2011-2015 and in the development of the Digital Agenda. 

In conclusion, in line with the announcements made in the Malmö Ministerial Declaration on 
eGovernment, the exchange of practices in this field and, perhaps, the development of common 
actions, is likely to provide knowledge of successful experiences regarding post box/safe box systems 
both in conventional usage and as a support for sectoral applications that might be used as the 
basis for the future launching of new, more advanced versions.  This would propitiate the increase 
in interoperability and the alignment with the indications and standards of the European Union in 
technical and legal aspects.
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