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Executive summary 

SEMIRAMIS stands for Secure Management of Information across multiple Stakeholders. It 
defines and deploys a pilot infrastructure that enables two scenarios: eDoc Services for Citizens 
and Roaming Student. All scenarios consist of several use cases [6] that can be reused by external 
companies to reduce the time to market and the difficulty associated with the deployment of an 
entire IdM and Privacy infrastructure, needed to offer services centred in secure and privacy issues. 
Moreover companies may easily integrate with one (or more) of the federations worked within the 
project, increasing the reuse and the acceptance of their one services.  

SEMIRAMIS overall architecture, that enables the scenarios worked out during the project and the 
reusable functionalities, follows a modular approach with five architectural components, which are 
Service Provider (SP), Attribute Provider (AttrP), Authentication Provider (AuthnP), Federation 
Proxy (FP) and Identity Aggregator (IA). The SP is the relying party; it provides services beneficial 
to end-users. Instead of one Identity Provider there are several asserting entities, which are 
AuthnP, AttrP and IA. This decomposition and especially the IA functionalities allow for use cases 
not possible with usual identity provider approaches - authentication can be performed using eID 
mechanisms, attributes can be asserted by different institutions, and those finally can be 
aggregated by the IA. 

To fulfil the project requirements three types of federations were defined: telco federations, 
academic federations and governmental federations which have differences in their purpose, 
structure and technologies used. As on other federated infrastructures the SEMIRAMIS 
architecture uses the relations “rely on / consume” and “assert / produce” which describe the flow 
of identity and document data. Trust relations between entities are necessary to build circles of 
trust. SEMIRAMIS introduces new trust relations that cross federation borders (peer-to-peer inter-
federation) and connect different types of federations. With such concepts the integration, 
delegation and reuse of functionalities will be simpler and provide extra gains to the organizations. 
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1 Introduction 

SEMIRAMIS defines a Pilot infrastructure to provide e-services focusing on security and privacy 
concerns. The project follows a user-centric approach where the final user is allowed to manage 
and control its private information. These security aspects encompass information protection, 
confidentiality, availability and integrity throughout the life cycle of the information in the different 
use cases. Information security management is not only a technical issue, but a business and 
governance challenge that involves adequate risk management, reporting and accountability. It 
comprises procedures and mechanisms to safeguard information. SEMIRAMIS provides a secure 
solution, in which the processes are secure, quick and convenient for the participants. 

SEMIRAMIS defined and implemented two different scenarios, addressing different domains - 
eDOC for Citizens and Roaming Student.  

The “eDOC for Citizens” scenario assumes a citizen that moved from one country to another and 
decides to stay longer in the foreign country than expected. To provide only a few problems 
amongst others, the citizen has to request official documents, such as certificate of residence, 
he/she needs access to telecommunication services and, if children are involved, public education 
is required as well. Within the “Roaming Student” scenario, a student is considered, who decides to 
study one or more semester abroad at a university in a foreign country. Thus, he/she has to 
matriculate and to apply for courses at the foreign university, whilst he/she may require 
telecommunication services and economic aid as well.  

The content of this document was written following the collaboration model used within the project. 
Although depending on the scenario that needs to be implemented and the role needed for each 
company, the methodology was straight forward and was based in three main vectors:  

i) requirements gathering from the scenario that will be implemented 

ii) check if the already existing components fulfil the needed requirements 

iii) if the already existing components implement the requirements, integrate with those 
components, if not, develop the needed components and/or interfaces. 

Each scenario, described previously, is composed by a set of functionalities that can be reused 
within different scenarios. Those functionalities are presented in detail in section 3 of this document 
and are the basis for companies to check if the requirements imposed by the scenarios are (or not) 
satisfied. We assume that, for a typical scenario of a organization that wants to perform the role of 
a Service Provider, the requirements are completely satisfied by the Id Provider functionalities 
SEMIRAMIS provides (i.e. authentication and attribute exchange). The same if the scenario 
obligates the use of company owned Id Provider functionalities, but need to extend the 
authentication process, for example, to one of the federations SEMIRAMIS focused on. With the 
description provided in this document it will be possible for a company to integrate, or reuse, their 
services with the different federations and components developed within the project. This will 
reduce the time to market and the difficulty associated with the deploying an entire infrastructure. 
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1.1 Objectives 

This document, as a result of task 6.2, describes the functional specification of the SEMIRAMIS 
architecture and data model transferred between different entities. The main objective for this 
model is describing the roadmap for any other company that will be interested in providing ID or e-
Services. At the same level of importance is the description of the functionalities that may be 
reused by companies to integrate (in different terms – authentication, attribute exchange, for 
example) with SEMIRAMIS components and easily work (reusing functionalities) with the three 
federations SEMIRAMIS focuses on. 

 

1.2 Structure of the document  

Section 2 presents the architecture and briefly describes each component and its role within the 
architecture. The architecture is composed by different functional components, which were 
designed generically in order to answer different requirements than the ones imposed by the 
scenarios SEMIRAMIS focused. Fundamental concepts about SEMIRAMIS are also presented, 
namely, how trust and assertions between entities are addressed and the set of federations in the 
projects’ spotlight. Finally a functionalities/architectural element matrix is presented. 

Section 3 presents the functionalities, of the modular and customizable architecture designed 
within the project, that other may reuse. Depending on the way the new functionalities are 
integrated, a different part of the infrastructure and existing functionalities can be reused. The 
stakeholders that may use SEMIRAMIS functionalities should guarantee that the requirements 
listed in Annex 1 are followed.  

The development of the SEMIRAMIS architecture has followed strict privacy preserving and 
security principles. Those, along with the cryptography layers used are depicted in section 4. 

Section 5 describes the data model followed within the project. A detailed description of the data 
transferred between elements is presented, in order to provide external companies the needed 
information that facilitates the integration with the architectural components and the reuse of the 
common functionalities, depicted in section 3. Moreover section 5.4 provides the SEMIRAMIS 
Policy Management approach available in most of the common components. Section 6 concludes 
this deliverable.  
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2 SEMIRAMIS Architecture  

2.1 Overview 

In real life there are several services in which European citizens need official documents. It does 
not matter if these documents are held by public or private organizations. SEMIRAMIS aims at 
providing secure electronic access to data across organizations. In this regard, SEMIRAMIS 
infrastructure guarantees: 

 Data privacy 

 Restricted data access 

In order to reach these goals, SEMIRAMIS has built a generic architecture where, different 
organizations (public or private), can easily join this infrastructure by plugging in their services. For 
this purpose the project specified three types of federations in this architecture: telco federations, 
academic federations and governmental federations which have differences in their purpose, 
structure and technologies used. As on other federated infrastructures the SEMIRAMIS 
architecture uses the relations “rely on / consume” and “assert / produce” which describe the flow 
of identity and document data. Trust relations between entities are necessary for building circles of 
trust. SEMIRAMIS introduces new trust relations that cross federation borders (peer-to-peer inter-
federation) and connect different types of federations.  

The SEMIRAMIS architecture has five architectural components, which are Service Provider (SP), 
Attribute Provider (AttrP), Authentication Provider (AuthnP), Federation Proxy and Identity 
Aggregator (IA). The SP is the relying party; it provides services beneficial to end-users. Instead of 
one Identity Provider there are several asserting entities, which are AuthnP, AttrP and IA. This 
decomposition and especially the IA functionalities allow for use cases not possible with usual 
identity provider approaches such as in Shibboleth – authentication can be performed using eID 
mechanisms, attributes can be asserted by different institutions, and those finally can be 
aggregated by the IA. The IA also allows for peer-to-peer inter-federation communication. The 
Federation Proxy corresponds to elements such as the Bridging element from eduGAIN [1] but 
also the PEPS from Stork [2], which serve as trusted intermediaries. 

SEMIRAMIS implements a set of requirements related with security, user’s notification, etc. a list of 
the more important requirements are listed in Annex 1. Those are the requirements that any 
external party that desires to reuse SEMIRAMIS functionalities should guarantee. 
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Figure 1 – SEMIRAMIS core architecture example, involving two federations 

 

2.1 Three Types of Federations 

There are three types of federations within SEMIRAMIS – European Government Federation, 
Telco Federation, and European University Federation. Each administrative domain has one 
Identity Aggregator (IA), which has links to one or more of Service Provider (SP), Authentication 
Provider (AuthnP) and Attribute Provider (AttrP). Not all of these have to be present within one 
domain (e.g. there could be no SP) and there may be several of one type (e.g. multiple AttrP). 

The Telco Federation has a flat structure; there is no hierarchy among telcos. Each domain 
corresponds to one telco, and has one IA with an adjacent FP. In a concrete deployment a single 
component could implement both the functionalities of IA as well as FP. 

The European Government Federation has a hierarchical structure, but without any single top-level 
entity. Depending on the country there are differences in this structure, as many entities can be 
mapped to political structures (country, region, state, city …) and those are very heterogeneous 
within the EU. Entities exist that would be obvious candidates for FPs which simplifies the mapping 
here. 

The European University Federation has certain heterogeneity but is converging, which provides 
opportunities for easier linking with other federations. Organisational entities (NRENs - national 
research and education networks [5]) exist which introduce an obvious hierarchy, and also provide 
possible points for linking not only domains but complete federations to entities within other 
federations. Additionally an infrastructure is being developed and tested that forms a confederation 
from the different national federations, while protocols and languages are being homogenised to a 
certain degree. 
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2.2 Relying and Asserting Entities 

Figure 2 shows the main components of the SEMIRAMIS architecture (except the FP) and their 
relations. In this figure only the dynamic relations are shown where authentication and 
authorization data is transferred, no trust relations. These exchanges are related to specific 
sessions of specific users; often have a different technical form as well as a much shorter lifetime 
than trust relations (see next section). 

On the left is the SP, which is the relying entity that requests authentication and attribute and 
consumes/receives authentication and attribute assertions. This is similar to the usual SAML [11] 
SP role.  

The SAML IdP role does not have one counterpart in the SEMIRAMIS architecture, but three. The 
IA is the entity talking to the SP, but it can receive authentication and attributes from multiple 
entities (locations). AuthnP issues authentication assertions, AttrP issues attribute assertions, and 
both can be consumed by the IA. For simplicity this figure does not show domain or federation 
borders, so there is only one IA. In a concrete instantiation there could probably be one IA per 
domain, e.g. one next to the SP, another one for AuthnP and maybe even a further one for AttrP.  

 

assert

attributes

assert

authentication

AuthnP

SP

AttrP

IA

rely on /

consume

assert authN

+ attributes

 

Figure 2 – Relying and Asserting Entities 

 

2.3 Trust Relations 

Figure 3 shows only the trust relations between components of the SEMIRAMIS architecture. For 
simplicity there is only one component, although there may be several in a domain, and one 
domain, although there will be multiple ones within a federation. 

Components within one domain or federation trust each other – such can be SP, AuthnP, AttrP (in 
the figure not distinguished) and IA. These all directly trust each other, by using the concept of 
“circle of trust” [12].  

The FP is special in that it does not need (but could) be part of a SEMIRAMIS domain, but it must 
be part of a federation. Only a trust relation between FP and IA is needed, but not between FP and 
any of the other entities (SP, AuthnP, AttrP). The trust relation between two FP crosses the 
federation border; this may use the same implementation of trust as within the federations, or 
another one.  
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SEMIRAMIS introduces two new inter-federation trust relations: 

(1) is between an IA in one federation and an IA in another federation. This is a direct link 
between two domains that previously did not have any trust link, neither direct nor transitive 
(not via any FP or else). 

(2) is an option that is possible only when at least one of the two federations has a hierarchical 
structure. In such a case an IA may establish a trust link to an entity that is higher in the 
federation hierarchy, thereby connecting not to one single other domain but multiple ones, 
all which are “children” of the trusted one. Such an entity could then consist of an FP (trust 
link towards multiple domains) and an IA (interface to the other IA). 

 

IA

FP

IA

IA

P2P Trust Relationship 

example (1)

P2P Trust Relationship 

example (2)

IA

FP + IA

 

Figure 3 – Trust Relations 

 

2.4 Functional elements 

2.4.1 Authentication Provider 

The Authentication Provider is the component in charge of validating the identity of the user by 
checking the credentials it presents to the system. This component may interact with the user in 
order to perform the validation. Once the user is validated, this component generates a specific 
statement that could be used by other elements to be sure that the user has been properly 
authenticated. 

In SEMIRAMIS, different authentication mechanisms are considered. Electronic ID validation, in 
which users are provided by eCards containing digital certificates, is one of the most commonly 
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used authentication methods. Web-authentication mechanisms like login and password are also 
employed, as well as telco specific mechanisms, in which user certificates are stored in SIM cards. 
SEMIRAMIS also can use the Stork [2] cross-border authentication using the user’s national e-id. 

Apart from these main authentication methods, any other mechanism can be integrated in 
SEMIRAMIS, by deploying an authentication provider component supporting the required 
authentication process. 

2.4.2 Service Provider 

This component is in charge of providing services of any nature to other requester entities. The 
term is often applied in communication systems referring to a business providing subscription or 
web services to other business or individuals. There are different types of service provider 
according to the functionality they offer.  

Moreover, in SEMIRAMIS context, a service provider can be seen as an entity that consumes 
particular pieces of user information regarding his identity in order to provide a service. Thus, for 
instance, an eDoc service is a service provider which, based on a set of user attributes, creates 
and stores a document that the user can use later to assert something. 

2.4.3 Attribute Provider 

The Attribute Provider component is in charge of managing information about identities. This 
information, which is usually referred as attributes, may be not only static data about identities such 
as address or birth date but also dynamic information such as location, presence or reputation. 

The Attribute provider has the responsibility of managing the whole attribute life-cycle, protecting 
the information and even managing the access control to the information it holds. Additionally, the 
attributes can be used as input in processes performed by other components such as, i.e. 
authorization, policy evaluation and management, etc... 

The Attribute Provider communication model accepts attribute requests from other components of 
the architecture (e.g. an Identity Aggregator) and replies by issuing attribute tokens by means of 
attribute assertion. That information is the foundation of an evaluation mechanism that enables 
business logic within the attribute requestors. 

2.4.4 Auditing Component 

The audit functionality is an assessment of the controls within an Information Technology 
infrastructure. The assessment of obtained data (e.g. generated operational logs) determines if the 
information systems are protecting assets, maintaining data integrity, and operating efficiently to 
accomplish the organization's objectives.  

In the SEMIRAMIS context, the auditing information is used as the base for two standard 
applications (one directed for the user and another for the administrator) and one alert (high 
number of authentication failures), however each organization is free to build other analysis 
systems that feed on the stored information. 

The auditing information generated by each component is stored on a central system. All events 
are digitally signed by the generator to prevent tampering, therefore this information should be 
usable for conflict resolution or proof on a court of law in most countries. 
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The audit component generates usage data that will allow users, system administrators, and 
managers to better use or make decisions about the administration of the SEMIRAMIS 
components. 

The end user is given access to a portal where he can review his past interactions with the system. 
What attributes were released, at what time, and to whom were they released. 

The administrator is given access to a portal containing all the audit metadata. This portal allows 
the administrator to create all kinds of custom searches in order to investigate occurrences. 

Automated alerts are built using the data generated by the audit system. The alerts can then be 
used by the administrators to take preventive actions, such as in the case of an attack. 

The generated information is stored in a format that can be mined by the hosting organization for 
business intelligence applications. 

2.4.5 Federation Proxy 

The federation proxy component is responsible for enabling the attributes and authentication The 
Federation Proxy component is responsible for enabling the attributes and authentication 
information exchange among domains belonging to different federations.. It is worth mentioning 
that these domains can be, at the same time, either, another lower level federation or a single 
administrative domain.  

The Federation Proxy allows the communication between service providers and identity providers 
(both authentication and attribute providers) of different domains/federations. When a Service 
Provider performs a request, it is forwarded to the Identity Aggregator which delivers it to the 
corresponding FP. Then the FP, using the trust relationships derived  by the federation agreements, 
contacts the corresponding FP outside its federation. This foreign FP forwards the incoming 
request to the appropriate IA inside its federation, which, in turn, will deliver it to the target Service 
or Identity Provider.  

The FP enables the user to choose the federation or domain –from those that have signed an 
agreement with the initial FP- to which an authentication or attribute request should be forwarded. 
If the request comes from an Identity Aggregator, the user is prompted to select the federation that 
can provide the requested information. On the other hand, if the request comes from a FP, the user 
may select from a list of domains in the federation. Thus, the FP is in charge of managing the trust 
link between domains according to the federation agreements. It should be noticed that FPs do not 
deal with those direct trust relationships between domains which are out of the federation 
agreements. The management of these kinds of relationships are out of scope of the FP 
responsibilities (they are managed directly by IAs). 

A complete interoperable scenario domain has to talk with other domains, even if they are 
technologically or semantically different. The Federation Proxy translates from a domain specific 
language to a common language understood by it and the other interacting FP, and is able to 
translate back from the common language to a domain-specific language. The FP is ready to 
support different technologies or protocols used by interacting federations by using a custom 
SAML library; SAML being the default high-level technology used in SEMIRAMIS for secure 
exchange of identity information. 

The FP also holds high level policies for establishing which attributes may be released from its 
federation (irrespective of the user, origin FP requesting the user information, and Identity Provider 
that would be requested to provide the user information). This is done through the integration with 
the Policy Management component. The decision made by the FP with regards to attribute release 
overrides the decisions made by the IA and the one made by the user at the Identity Provider. 
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2.4.6 Identity Aggregator  

The Identity Aggregator [3] is the component in charge of providing identity-related services in a 
particular domain. This service includes credential validation and attribute recovery processes. It 
also provides identity and attributes aggregation for information coming from different sources, 
discovery functions, and trusted communication with other Identity Aggregators of the federation. 
Moreover, in the case of direct inter-domain trust relationships between two domains belonging to 
different federations, this trust relationship can also be done between IAs. 

Telco operators may also offer this component to their users as a single identity service for them. 
This kind of identity aggregator may provide certain added value to the users and it would link with 
the real IAs containing the final user personal information (e.g. the IAs of the corresponding 
university and / or government). Identity Aggregators can be used to securely exchange and 
manage personal attributes in an inter-federation scenario or just inside a given domain. They play 
the role of controllers, acting as entry points of a domain which interacts with authentication and 
attribute providers located in it. 

The IA can handle the access control to the identity information and services provided by the 
domain the IA is managing. The access control management can be delegated to a trusted third 
party acting as Policy Decision Point (PDP) for this component.  

The identity aggregator is able to audit the access to the identity information and services provided 
by the domain the IA is managing. The auditing functionality can be managed locally by the IA or 
delegated to an external auditing service to enable entities to keep their auditing systems. 

IAs are able to request user consent before releasing any personal information to anyone. 

Identity Aggregators are able to deal with authentication, authorization and attribute SAML queries 
and responses. It includes authorization tokens used to speed-up identity-related services 
interactions. The IA protects user data exchanges establishing secure communications with other 
components providing integrity, confidentiality and privacy. Namely, it includes the signing and 
cyphering of SAML messages as well as the usage of HTTPS protocol for communications.  

2.5 Components and functionalities matrix 

Table 1 shows a summary of the functionalities provided by each component as described in 
previous sub-sections. For a more detailed explanation, please refer to the descriptions of the 
previous sections. 

 SP AttrP AuthnP FP IA 

Identification User group 
identification 

   User group 
identification 

Authentication    User identity 
validation 

  

Authorization  Access control to 
offered services  

Access control to 
managed attributes 

  Access control to 
domain information 
and services 

Auditing  Audit access to 
offered services  

Audit access to 
managed attributes  

Audit 
authentication 
requests 

 Audit access to 
domain  
information and 
services  
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 SP AttrP AuthnP FP IA 

Consent to 
release 
information  

 Request user 
consent to release 
attributes 

  Request user  
consent to release 
domain attributes 

Data protection  Protect client 
communications 

Protect 
communications 
between 
components 

Protect managed 
attributes  

Provide Integrity to 
the provided 
assertions 

Protect client 
communications 

Provide Integrity to 
the provided 
assertions 

Protect 
communications 
between 
components 

Protect 
communications 
between 
components 

Provide Integrity to 
the provided 
assertions 

Discovery  Find out the 
authentication/attri
bute providers of 
the user 

  Find out the 
corresponding 
foreign federation 
proxy 

Find out the 
authentication/attri
bute providers of 
the user 

Trust 
relationship  

   Manage trust 
relationship with 
other FPs 

Manage trust 
relationship 
between domains 

Non-repudiation   Non repudiation for 
attribute release 
consents 

Non repudiation for 
attribute release  
policies 

  Non repudiation for 
attribute release 
consents 

Non repudiation for 
attribute release  
policies 

Translation     Translation of 
attributes between 
FPs 

 

Translation of 
attributes between 
domains 

 

Policy 
management  

Manage access 
control policies for 
offered services 

Manage access 
control policies for 
managed attributes 

 Manage attribute 
release policies 
between 
federations 

Manage access 
control policies for 
domain attributes 
and services 

Notification   Notify access to 
managed attributes 

  Notify access to 
domain attributes 
and services 

Interoperability     Translation of 
protocols in the 
federation 

 

Signing  Sing to provide 
assertions integrity 

Sing for non-
repudiation 
functionality 

  Sing to provide 
assertions integrity 

Sing for non-
repudiation 
functionality 

Credential 
management  

  Manage user 
credentials 

  

Table 1 – Components and functionalities 
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3 Reusable functionalities  

The design of a modular and customizable architecture allows a new stakeholder to easily join 
SEMIRAMIS. There are two ways to join SEMIRAMIS infrastructure: providing ID or e-services, or 
consuming ID or e-services. Depending on the way the new functionalities are integrated, a 
different part of the infrastructure and existing functionalities can be reused. In general, with 
respect to the trust relations of SEMIRAMIS, depicted in Figure 3, two main cases can be 
described: reuse of an ID provider, and reuse of a Service Provider. Each of these cases implies 
different possible configurations, described in sections 0 and 3.1, and allows for the reuse of a 
different subset of SEMIRAMIS functionalities and components. Apart from these cases, both the 
Authentication and Attribute Exchange processes of SEMIRAMIS can be reused, as described in 
section 3.2.ID provider 

The functionalities provided by an Identity Provider in an existing SEMIRAMIS infrastructure can be 
reused by different Service Providers. Multiple Service Providers can, depending on the 
infrastructure configuration, be able to access the functionalities provided by the Identity Providers. 
Depending on the position where the Service Providers are located, different functionalities can be 
reused. Figure 4 shows a sample deployment of the SEMIRAMIS components. The picture shows 
two domains in the Federation A, each containing an authentication and one attribute provide 
service under their Identity Aggregators, and one domain in the Federation B, that includes the 
Service Provider under its Identity Aggregator. The two federations are bridged by means of two 
Federation Proxy services. 

 

 

 

Figure 4 - Sample Deployment 
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In case a new Service Provider is added to the infrastructure, the reuse of the Identity Provider 
functionalities depends on the place where the new Service Provider is attached. Following cases 
can be foreseen: 

In the first case the new Service Provider is added to a domain that is already part of the 
infrastructure, e.g. to domain B1 in Figure 4. In this case all the functionalities related to the 
interaction of the domain to the SEMIRAMIS infrastructure can be reused, and in particular all the 
functionalities provided by the IA in domain B1, as well as those provided by the Federation 
Proxies bridging federations A and B. A reconfiguration of intermediate components (IAs and FPs) 
could be needed to enable the exchange of the new attributes needed by the new Service Provider. 

In the second case the new Service Provider is added in a new domain to a federation that is 
already part of the infrastructure, e.g. to a domain B2 in the federation B in Figure 4 (not shown in 
figure). In this case all the functionalities related to the interaction of the federation A to B can be 
reused, but a new Identity Aggregator will need to be deployed to represent the new domain in 
Federation B. A reconfiguration of the Federation Proxy B is needed to enable the interaction with 
the new domain. Additionally, a reconfiguration of other intermediate components (IAs and FPs in 
Federation A) could be needed to enable the exchange of the new attributes needed by the new 
Service Provider. 

In the third case the new Service Provider is added as part of a new domain in a new Federation, 
e.g to a new domain C1 in a new Federation C (not shown in figure). In this case a new interaction 
must be set among Federations A and C and only the services that are part of federation A can be 
reused. A new deployment of the Federation Proxy for federation C as well as a new Identity 
Aggregator for domain C1 is needed. Additionally, a reconfiguration of the Federation Proxy A is 
needed to enable the interaction with the new federation. 

3.1 Service Provider 

The functionalities provided by a Service Provider in an existing SEMIRAMIS infrastructure can be 
reused by multiple Identity Providers. Depending on the infrastructure configuration, a number of 
Identity Providers be able to access the functionalities provided by the Service Provider. 
Depending on the position where the Identity Providers are located, different functionalities can be 
reused. With reference to Figure 4 in the previous section, an in analogy with the cases presented 
in section 0, following cases can be foreseen: 

In the first case the new Identity Provider is added to a domain that is already part of the 
infrastructure, e.g. to domain A1 in Figure 4. In this case all the functionalities related to the 
interaction of the domain to the SEMIRAMIS infrastructure can be reused, and in particular all the 
functionalities provided by the IA in domain A1, as well as those provided by the Federation 
Proxies bridging federations A and B. A reconfiguration of intermediate components (IAs and FPs) 
could be needed to enable the exchange of the new attributes needed by the new Identity Provider. 

In the second case the new Identity Provider is added in a new domain to a federation that is 
already part of the infrastructure, e.g. to a domain A3 in the federation A (not shown in Figure 4). In 
this case all the functionalities related to the interaction of the federation A to B can be reused, but 
a new Identity Aggregator will need to be deployed to represent the new domain in Federation A. A 
reconfiguration of the Federation Proxy A is needed to enable the interaction with the new domain. 
Additionally, a reconfiguration of other intermediate components (IAs and FPs in Federation B) 
could be needed to enable the exchange of the new attributes needed by the new Identity Provider. 

In the third case the new Identity Provider is added as part of a new domain in a new Federation, 
e.g to a new domain C1 in a new Federation C (not shown in figure). In this case a new interaction 
must be set among Federations B and C and only the Service Providers that are part of federation 



D6.2 
Id Provider Collaboration Model 

 FP7- 250453 

 

 

19/44 

B can be reused. A new deployment of the Federation Proxy for federation C as well as a new 
Identity Aggregator for domain C1 is needed. Additionally, a reconfiguration of the Federation 
Proxy B is needed to enable the interaction with the new federation. 

3.2 Common processes 

The two most common processes in SEMIRAMIS are the Authentication and the Attribute 
exchange. The next sections show how SEMIRAMIS used SAML to achieve a rich set of 
functionality, while preserving the user identity. The combination of these processes with a 
component based flexible architecture enables SEMIRAMIS to cater to a series of different 
scenarios. 

3.2.1 Authentication request 

An authentication request can be implicit or explicit. The implicit case occurs when the Service 
Provider asks for a set of attributes without including an authentication token in the request 
message. In this case the IA may take the initiative of requesting an authentication token from a 
trusted Authentication Provider. In the explicit Authentication request, the Service provider sends 
an authentication request to the Identity aggregator that will then route it to the appropriate 
Authenticator. Figure 5 shows the route that the Authentication Request follows. The 
Authentication response follows the inverse path and contains an authentication assertion. For 
readability, the security mechanism that encrypts the assertion was turned off for this capture. 

 

 

Figure 5 – Authentication Request 
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3.2.2 Attribute request 

The attribute request shown on Figure 6Error! Reference source not found. follows a path 
similar to the Authentication request. The message now contains the authentication assertion 
retrieved in the authentication step, and a list of requested attributes. The response contains the 
set of released attributes with its values encrypted with the Service provider Public Key, to keep 
information disclosure to a minimum. Attribute names are left as clear text as they may be 
translated by the federation proxy or the Identity Aggregator. 

 

 
Figure 6 – Attribute Request 
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4 Security and information minimization 

The development of the SEMIRAMIS architecture has followed strict privacy preserving and 
security principles. Multiple layers of cryptography are used to preserve the privacy and integrity of 
the data at various levels, ensuring that even the intermediary components that may need to 
rewrite the messages do not have access to the user identity information. 

When developing a new use case, a careful analysis of the exchanged attributes is always 
required, as the information sent to the service provider should be kept to the minimum necessary 
to achieve the desired use case goal. 

4.1 Channel security 

The SEMIRAMIS architecture imposes a strict SSL [13] policy for new components. All 
communications must take place via encrypted channels, using trusted certificates emitted by a 
trusted third party. This aims to avoid information snooping via simple network attacks. 

4.2 Component to component security 

The Listings shown in Appendix 2Error! Reference source not found. were captured with this 
feature turned off to enhance readability, but all SEMIRAMIS components are able to encrypt the 
issued assertion with the public key of the component that will receive it. In order to do so, each 
component must have its own RSA [14] certificate, that should be different from the one used for 
the SSL encryption. Each intermediary component that receives a message, decrypts its 
assertions, and re-encrypts them with the public key of the next message receiver. This layer of 
security aims at frustrating generic attacks directed at the SAML protocol, possible if one can grab 
the SAML conversation via a compromised browser or a complex network attack. 

4.3 End to end security 

When requesting an attribute, a service provider may include its public certificate in the attribute 
request. At the other end, the attribute provider should use that certificate to encrypt the value of 
each attribute value so that only the original information requestor is able to access the data. This 
will both protect the attribute values if for some reason the other two layers fail, and act as an 
information minimization factor. When using this feature, the only information accessible to the 
intermediary IA’s or FP’s is the list of the names of the requested attributes, which they must 
access in order perform any translation that may be required. 

4.4 Pseudonym system 

When an authentication assertion is requested, there is the possibility of leaking information while 
building the authentication assertion. The SEMIRAMIS IA may use a pseudonym system that will 
remove this risk, by providing a static random pseudonym or a dynamic session-only pseudonym 
for a given user. Session pseudonyms may be used to provide unlinkability with previous actions of 
the same user, while static pseudonyms just abstract organization specific user identification using 
a random identifier. 
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5 Data Transfer  

5.1 Introduction 

SEMIRAMIS infrastructure enables two or more e-services providers in different countries and 
federations to exchange the user’s attributes in order to provide a faster and safer service for a 
user living in a foreign country, in which his data is no present what inhibit the foreign service 
provider to offer the service for the citizen. 

Following is the list of requirements and data model needed to have successful communication 
with the SEMIRAMIS components. 

5.2 Communication Protocols 

All messages to be sent through SEMIRAMIS should comply with the SAML standard, Each 
component is deployed as a server that is able to create SAML requests and receive SAML 
responses. For this, a J2EE servlet mechanism is in place. SAML requests (and responses) must 
not be confused with the servlet ones: the servlet receives either a SAML request or response in 
the “request” parameter, and generates a servlet response which can also be a SAML request or 
response. 

 

5.3 Data model  

The SAML standard describes how certain SAML elements (including assertions) are packaged 
within SAML request and response elements, and gives the processing rules that SAML entities 
must follow when producing or consuming these elements. This applies to SEMIRAMIS entities 
such as Service Providers, Identity Aggregators, Attribute Providers and Federation Proxies. The 
most important type of SAML protocol request is called a query. There are three main of SAML 
queries, Authentication query, Attribute query and Authorization decision query. From the data 
exchange point of view, attribute query is perhaps the most important one (and still the object of 
much research). The result of an attribute query is a SAML response containing an assertion, 
which itself contains an attribute statement. Identity providers joining SEMIRAMIS must be 
compliant with this standard, and therefore, must be able to code and decode SAML messages 
detailed in this section. 

SAML is easily extendable to meet specific needs. To cope with SEMIRAMIS project requirements, 
SEMIRAMIS developed three main extensions over the SAML protocol. Thus, on one hand, this 
section provides an overview of the main SAML elements required to exchange data information in 
SEMIRMIS. And, on the other hand, it also gives details about the three deployed SAML 
extensions devised in SEMIRAMIS; that is: (i) certificate exchange for the implementation of the 
end-to-end encryption mechanism, (ii) the transmission of origin issuer as well as (iii) the inclusion 
of tokens as authentication statements to speed up attribute queries. 

It should be noticed that this section does not deal with particular attribute exchange formats 
adopted in SEMIRAMIS. For more information about that matter, section 3.3 of deliverable 3.2 [4]  
provides an overview of the state of the art for different information exchange models adopted in 
the three kinds of federation considered in SEMIRAMIS. Likewise, sections 3.4 and 3.5 of such 
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deliverable details which particular attributes are exchanged on each of the use cases of both 
scenarios eDoc for Citizens and Roaming Student. 

 

5.3.1 Attribute query  

In a common SEMIRAMIS flow, after a successful authentication stage, Service Providers ask for 
user attributes at user’s home Attribute Provider. In order to exchange this user related information 
each of the SEMIRAMIS entities uses the SAML 2.0 protocol. This protocol describes in an XML 
schema the different format and data models required to exchange attributes. The SAML 2.0 
schema namespace is “urn:oasis:names:tc:SAML:2.0:protocol”, The following figure depicts the 
attribute query schema definition with its XMLSchema Complex Types and Elements definitions.  
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Figure 7 - SAML attribute query model definition 

Service Providers and SEMIRAMIS intermediate entities such as Identity Aggregators and 
Federation Proxies are able to handle this kind of data structure and act accordingly, i.e. coding 
and decoding it. Notice that, as intermediate elements, Identity Aggregators and Federation 
proxies have to perform particular operations (like attribute translation) and make up, based on the 
incoming attribute queries, new SAML attribute queries to be sent to the following component in 
the workflow. 

As can be seen from the figure the Issuer is the SEMIRAMIS component which is the actual 
performing the query, the Signature is used to sign the message in order the receiver to verify it. 
The Extension is the ComplexType aimed to be extended by proprietary SAML users interested on 
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expanding default SAML functionality. Subject refers to the original user for which this query is 
being requested, that is, the user from whom personal attributes are requested. The attribute query 
is also composed of a list of Attribute which represents the particular attribute being requested from 
the target. 

5.3.2 Attribute response 

Once the attribute query reaches the Attribute Provider, it embeds the response within a SAML 
Response. This response contains SAML assertions, which itself contains Attribute Statement 
element. Nevertheless, a SAML Response can be employed not only as a reply to an attribute 
query, but also as a response to an authentication, or authorization, request. As can be seen from 
Figure 8, a SAML Response is composed of different elements. The Issuer of the response refers 
to the entity delivering the response. The Signature contains the signature of the message signed 
with the Issuer private key.  

An Assertion is composed of its own Issuer, Signature, Subject, Conditions and Advices. Moreover, 
the Assertion element contains statements like AuthnStatment, AuthzDecisionStatment and 
AttributeStatement. As far as AttributeStatement is concerned, it is composed of a set of attributes 
with their values, which can be cyphered. 
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Figure 8 - SAML Response 

Apart from plain Assertions, SAML Attribute Responses can contain EncryptedAssertions to avoid 
misuses and undesired accesses of exchanged attributes. Altough SEMIRAMIS could support the 
usage of plain Assertions, because of privacy and security concerns, the current implementation 
uses EncryptedAssertions. 

Figure 9 depicts the data model of an EncryptedAssertion XMLSchema ComplexType. It should be 
noticed that this element is defined in another XML schema of the namespace 
“urn:oasis:names:tc:SAML:2.0:assertion”. As can be seen from the figure, an EncryptedAssertion 
is composed of two main elements EncryptedData and EncryptedKey (both from 
“http://www.w3.org/2001/04/xmlenc”  XMLSchema. 
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Figure 9 - SAML Encrypted Assertion model definition 

Under EncryptedData there is a CipherData element which holds the attribute data cyphered by 
the symmetric key included in the KeyInfo element. This KeyInfo element is, in turn, cyphered by 
the key included in the EncryptedKey element. SEMIRAMIS uses AES as the EncryptionMethod to 
cypher symmetrically the data. 

The EncryptedKey represents a symmetric key used to cypher the exchanged attributes. The 
CipherData itself contains the cyphered key, which is encrypted asymmetrically with the x509 
certificate belonging to the original requestor.  The x509 certificate is included inside the KeyInfo 
element (a detailed definition of the KeyInfo element can be seen on Figure 10). Using this 
mechanism it is guaranteed that only the original requestor entity is able to decipher the symmetric 
key with its asymmetric private key.  

Notice that this mechanism assumes that the Attribute provider has the requestor X509 certificate 
to cypher the symmetric key. However, this approach could not be valid in a scenario where 
unknown entities request each other information for the first time. To solve this problem 
SEMIRAMIS has extended the SAML standard to include the origin requestor X509 certificate in a 
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SAML request. This enables the attribute provider to cypher the SAML response. Such extension 
is detailed in the following section.  

5.3.3 SAML Data model Extensions 

SEMIRAMIS devises an end-to-end mechanism which allows unknown entities to securely 
exchange attribute data. It allows the translation of attribute names, while keeping attributes values 
safe from intermediate SEMIRAMIS components. As explained in the previous section, to achieve 
this aim, it is necessary that the Attribute Provider holds the x509 certificate of the requestor. It 
allows the attribute provider to encrypt the user attribute data using the requestor public key, and 
therefore, avoid disclosure of private personal data. 

The conceived mechanism is straightforward. The Attribute Query is enabled within an SAML 
extension which containing a KeyInfo element. Notice that this is a well-known element which is 
already defined in the XML digital signature schema, which namespace is 
http://www.w3.org/2000/09/xmldsig. Figure 10 shows the definition of a KeyInfo ComplexType. 

 

 

Figure 10 – KeyInfo model definition for End-to-End SEMIRAMIS extension 

In the current implementation, the extension uses the X509Data element to include the requestor’s 
certificate. 
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Another SAML extension deployed in SEMIRAMIS aims to deal with use cases where 
authentication and attribute release responsibilities are decupled in different entities. In these 
scenarios the user is firstly authenticated in its home domain and, later on, redirected to the 
attribute provider to ask consent and deliver attributes to the requestor Foreign SP. Without the 
usage of cookies in the web browser it is difficult for an attribute provider to trust the authentication 
provider even within the same domain. SEMIRAMIS makes use of SAML authentication 
statements as tokens to be presented to the attribute provider once the user is authenticated. Thus, 
after a successful authentication, the Authentication provider issues a token to be presented to the 
Attribute provider. 

In order to support this functionality, the AttributeQuery has been improved within a SAML 
extension which contains a SAML Assertion used as authentication token (see Figure 8 for the 
Assertion model definition). Likewise, the authentication token, contains an 
AuthenticationStatement.  Figure 11 shows the AuthenticationStatement definition used to indicate 
that the user has been previously authenticated in a given context. 

 

 

Figure 11 – AuthenticationStatement definition for SEMIRAMIS Authentication Token extension 

 

Finally, the third SAML extension conceived in SEMIRAMIS aims to enable Attribute Providers, 
and in general any SEMIRAMIS intermediate element, to find out the first issuer requestor. This 
problem arises because in SAML assumes there is just one step from the requestor to the target 
entity, so that, only one  issuer is required. However, in order to enable cross and inter-federation 
capabilities, in SEMIRAMIS, intermediate entities have to code and decode the requests at each 
step. Thus, since at each step a new SAML query requires to update the SAML Issuer field, the 
original issuer would get lost. To cope with this problem, SEMIRAMIS has extended the SAML 
AttributeQuery request by including a new Issuer field which represents the original issuer, i.e. the 
first entity in the flow which initiated the request. This field is kept at each step of the flow. Annex 2 
presents some SAML example messages. 
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5.3.4 Data transfer API 

SEMIRAMIS has developed a Java library called SAMLUtil which helps in the task of handle SAML 
messages and extensions. The library can be used either by Attributes Providers, Service 
Providers, Identity Aggregators and Federation Proxies. The library allows making up SAML 
attribute requests and responses easily. It should be noticed that this library makes it easier not 
only the task of exchanging attributes, but also the task of performing SAML authentication and 
authorization requests.  

One of the main methods is called createAttrQuery which returns an elaborated AttributeQuery 
based on some input parameters (like the ones explained in previous sections).  

The SAMLUtil library are also holds different utility methods to deal with encrypted data, to create 
assertions, singing messages, validate signatures or decode-encode SAML. 

5.4 Policy Management  

The purpose of the policy management is to support the definition, storage and evaluation of 
access control policies in the SEMIRAMIS infrastructure. In particular, the policy management 
component is useful to detach the access control decision from the components core behaviour, 
thus improving flexibility and reusability of the components implementation. 

The Extensible Access Control Markup Language (XACML) [7] has been adopted to define access 
control policies. This choice has been driven by some factors. Mainly, the high flexibility provided 
by the XACML language, that allows to define many kinds of access control requests and, 
secondly, the need to avoid the lock-in deriving from choosing a proprietary language to represent 
access control policies. Basing on XACML, the kind of policies supported in SEMIRAMIS have 
been modeled and implemented by the SEMIRAMIS Policy Model library (see section 5.4.1) 

Figure 12 shows the overall diagram of the policy management components. 
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Figure 12 – Overall diagram of the policy management components 

 

The elements in Figure 12 are briefly introduced below. 

The Policy Enforcement Point, on the left, is the part of the other SEMIRAMIS components in 
charge of enforce the access to the protected resource (information or service). This element is in 
charge to prepare a XACML request compliant with the SEMIRAMIS policy Model (see below) and 
pass it to the XACML Policy Decision Point (XACML PDP). The XACML PDP is then responsible 
to dispatch the request to an appropriate engine for evaluation. In particular, three evaluation 
engines are currently supported: Enterprise Java XACML [8], JBoss XACML [9] and IDEAS [10]. 
Moreover, the XACMLPDP has been designed with a plug-in approach that makes the support for 
new engines both easy to implement, and transparent to Policy Enforcement Points code. Once 
dispatched the request is evaluated by the invoked engine and the response is returned to the 
caller. 

Policies that feeds the engines used by the XACML PDP are fetched from a XACML Policy 
Repository, that can, in turn, be populated by means of the XACML Policy Administration Point 
(XACML PAP). 

5.4.1 Policy Model 

The Policy Model library provides an abstraction layer to simplify the creation of XACML requests 
and policies by developers. The library works as a bridge between the set of access control 
policies used by SEMIRAMIS, and described in section Error! Reference source not found., and 
the XACML language used by other elements of the Policy Management component.  

The library aims at helping developers of Policy Enforcement Points and Policy Administration 
Points to ease the interaction with the elements of the Policy Management library. 
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Policy Model is intended to be used by other elements in the previous figure, in particular the 
XACML PAPs can use it to create and modify access control policies, while the SEMIRAMIS  
Policy Enforcement Points can use it to prepare well-formed XACML requests to be passed to the 
XACML PDP, and to parse the related replies. 

The kind of policies that can be defined by means of the Policy Model library are: Service-To-
Service policies, Attribute Release policies and Role-Based Access policies. These kind of policies 
are briefly introduced in the following subsections. 

5.4.1.1 Service To Service policy  

This type of policies is used to rule access between different services. This kind of policy has been 
introduced to avoid that all the services that are part of the SEMIRAMIS infrastructure can invoke 
each other’s functionalities without restriction. This kind of policies aims at reduce the number of 
functionalities a service can invoke on another one, regardless of the parameters used to invoke 
the functionality, i.e. the request content.  

In general, in SEMIRAMIS this kind of policy is used to allow authentication and attribute retrieval 
requests between IAs. 

5.4.1.2 Attribute Release policy  

This type of policies is used to rule the release of attributes at a certain component. This kind of 
policy has been introduced to give IA and FP administrators, as well as end-users the possibility to 
deny the release of an attribute both at Domain and Federation level. This implements a conflict 
resolution mechanism for attribute release that allows to prioritize the federation and domain 
attribute deny rules over the end-user one, while keeping the end-user final decision in case that 
federation and domains allows for the attribute release. 

In general, in SEMIRAMIS this kind of policy is used to allow the release of attributes at IAs, but 
they can also be used to control attribute release at individual Attribute Providers. 

 

5.4.1.3 Role Based Access policy  

This type of policies is used to rule access to particular resources based on user role. This is useful 
in those cases requiring the access control policies to be bound to roles in the organisation hosting 
the protected information. In general, in SEMIRAMIS this kind of policy is used by Service 
Providers, e.g. in the PEA use case, to allow access to the nursery subscription list at the SP to a 
particular role of user in the system.  
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6 Conclusions 

Time to market is important for every company. Identity related functionalities are in the spotlight in 
terms of security and privacy. They are of special importance for a provider (for example a service 
provider). Aligned with the time to market requirements it is essential for providers to reuse 
(already in place) identity infrastructure. Those infrastructures were designed and deployed 
specially to address such complex and critic topics. More than just the criticalness of the domain, 
the interoperability with other federations is an objective for any company that desires to provide an 
electronic service. As an example, a service provider may need to assert a certain user’s attribute 
before it provides the service. Imagine a service that will only provide the service if the user’s 
address is asserted by a trustable entity, as the government or the operator.  

To accomplish such need the service must address a set of critical requirements. To simplify such 
interaction the provider may (re)use the SEMIRAMIS infrastructure functionalities, guaranteeing 
that the provider has the time to focus on his core business. 

This deliverable has provided a general overview of how the SEMIRAMIS pilot has been conceived, 
its concepts, architecture and reusable functionalities. The main objective was to clearly identify 
and describe the mechanisms that external companies can use in order to integrate and reuse the 
project developments. 
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http://www.engiweb.com/CrossIdeas/s_ideas.jsp
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Annex 1 – Requirements list 

 

This section begins with some guidelines for the requirements and a notation. Then, some global 
requirements tackle the high level needs which should be fulfilled by the system that wants to 
interact with SEMIRAMIS components.  

 

Requirements formalism 

This sub-section provides the notation used when describing the requirements.  

 

Levels of priority 

Three levels of priority are defined for the requirements: mandatory, recommended or optional. 
These levels are indicated by the key words SHALL, SHOULD and MAY respectively. The 
meaning of the key-words is taken from RFC-2119 and quoted below: 

 SHALL means “that the definition is an absolute requirement of the specification”. 

 SHOULD means “that there may exist valid reasons in particular circumstances to ignore a 
particular item, but the full implications must be understood and carefully weighed before 
choosing a different course.” 

 MAY means “that an item is truly optional. One vendor may choose to include the item 
because a particular marketplace requires it or because the vendor feels that it enhances 
the product while another vendor may omit the same item.” 

 

Based on the definitions given above, the following notation is used for the levels of priority: 

 M stands for Mandatory (SHALL) 

 O stands for Optional (MAY) 

 R stands for Recommended (SHOULD) 

 

Global Requirements 

The requirements exposed in this section describe the high level needs and conditions identified 
across the different scenarios and functionalities. These requirements are the minimal subset that 
needs to be guaranteed in order to integrate, or reuse, the SEMIRAMIS infrastructure. 

 

REQ_GLB_IdValidation_01 [M]  User validation 

The identity of the user SHALL be validated by the system. 

 

REQ_GLB_IdValidation_02 [M]  Clerk authentication 

If someone is using the system on behalf of the user, this person SHALL be authenticated in the 
system before accepting requests from the users. 
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REQ_GLB_Notification_01 [O]  Information releasing notification 

Personal information releasing MAY be notified to the user.  

 

REQ_GLB_Notification_02 [R]  Feedback 

There SHOULD be mechanisms to report both success and failures of information retrieval. 

 

REQ_GLB_UserConsent_01 [M]  Personal information access 

The user SHALL take control about his personal information releasing.  

 

REQ_GLB_Trust_01 [R]  Trust relationships 

The information retrieval SHOULD be done through trust relationships between the involved 
entities. 

 

REQ_GLB_Audit_01 [O]  User audit 

Some interactions of the user with the system MAY be audited. 

 

REQ_GLB_Audit_02 [O]  Clerk audit 

If someone is using the system on behalf of the user, some interactions of this person with the 
system MAY be audited. 

 

REQ_GLB_Confidentiality_01 [M]  User information confidentiality 

Confidentiality of sensitive user information SHALL be guaranteed in transmissions. 

 

REQ_GLB_ NonRepudiation _01 [R]  User consent non-repudiation for policy definition 

If there are policy definition mechanisms for information releasing, the system SHOULD guarantee 
that the user can not repudiate, or refute the validity of his policy definition. 

 

REQ_GLB_ NonRepudiation _02 [R]  User consent non-repudiation for approval 

The system SHOULD guarantee that the user can not repudiate, or refute the validity of his 
approval regarding information releasing. 

 

REQ_GLB_Integrity_01 [M]  User information Integrity 

Exchanged user information integrity SHALL be guaranteed. 

 

REQ_GLB_AccessProtection _01 [M]  Sensitive information protection 
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Service providers and identity providers SHALL provide security mechanisms to protect the access 
to sensitive information data from unauthorized access. 
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Annex 2 – SAML messages example 

 

<saml2p:AuthnRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" 

                     AssertionConsumerServiceURL="https://Semiramis.t-mobile.pl/PTCTelco-

IA-web/IA_CS" 

                     Destination="https://mypersonas.ptinovacao.pt/HomeTelco-IA-

web/IdentityAggregator" 

                     ID="_ddc73a9d9b5c5c8acbf9e37f8db8c810" 

                     IssueInstant="2012-10-02T14:03:04.356Z" 

                     Version="2.0"> 

    <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                  Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                  >PTC-IA</saml2:Issuer> 

    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <ds:SignedInfo> 

            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /> 

            <ds:Reference URI="#_ddc73a9d9b5c5c8acbf9e37f8db8c810"> 

                <ds:Transforms> 

                    <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-

signature" /> 

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

                </ds:Transforms> 

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

                <ds:DigestValue>h0FzmK99poaYStx3u5uiAwjOPLQ=</ds:DigestValue> 

            </ds:Reference> 

        </ds:SignedInfo> 

        <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

    </ds:Signature> 

    <saml2p:Extensions> 

        <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                      Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                      >PTC roaming Services</saml2:Issuer> 

    </saml2p:Extensions> 

    <saml2p:Scoping> 

        <saml2p:IDPList> 

            <saml2p:IDPEntry ProviderID="PTIN" /> 

        </saml2p:IDPList> 

    </saml2p:Scoping> 

</saml2p:AuthnRequest>  

Listing 1 - AuthN request 

 

<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" 

                 Destination="https://Semiramis.t-mobile.pl/PTCTelco-IA-web/IA_CS" 

                 ID="_eb1711e111378a9913f0790a245e66c5" 

                 InResponseTo="_ddc73a9d9b5c5c8acbf9e37f8db8c810" 

                 IssueInstant="2012-10-02T14:03:17.835Z" 

                 Version="2.0"> 

    <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                  Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                  >PTIN-IA</saml2:Issuer> 

    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <ds:SignedInfo> 

            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /> 

            <ds:Reference URI="#_eb1711e111378a9913f0790a245e66c5"> 

                <ds:Transforms> 

                    <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-
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signature" /> 

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

                </ds:Transforms> 

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

                <ds:DigestValue>Bg6ewT+8lcmqiMA3Mvob/jRGS+w=</ds:DigestValue> 

            </ds:Reference> 

        </ds:SignedInfo> 

        <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

    </ds:Signature> 

    <saml2p:Status> 

        <saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" /> 

    </saml2p:Status> 

    <saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     ID="_7c6f499b9814e8e83c178c1dda0abd60" 

                     IssueInstant="2012-10-02T14:03:17.821Z" 

                     Version="2.0"> 

        <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                      xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" /> 

        <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

            <ds:SignedInfo> 

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

                <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-

sha1" /> 

                <ds:Reference URI="#_7c6f499b9814e8e83c178c1dda0abd60"> 

                    <ds:Transforms> 

                        <ds:Transform 

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" /> 

                        <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" 

/> 

                    </ds:Transforms> 

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

/> 

                    <ds:DigestValue>9Fn2FKvR2ibMFMWczdNQbc6wOOM=</ds:DigestValue> 

                </ds:Reference> 

            </ds:SignedInfo> 

            <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

        </ds:Signature> 

        <saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

            <saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified">djkfuoweyheq89ifhweuiowdfh</saml2:NameID> 

            <saml2:SubjectConfirmation 

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

                <saml2:SubjectConfirmationData NotOnOrAfter="2012-10-02T14:33:17.677Z" /> 

            </saml2:SubjectConfirmation> 

        </saml2:Subject> 

        <saml2:Conditions xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" /> 

        <saml2:AuthnStatement AuthnInstant="2012-10-02T14:03:17.677Z" 

                              xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

            <saml2:AuthnContext> 

                <saml2:AuthnContextDecl>SEMIRAMIS</saml2:AuthnContextDecl> 

            </saml2:AuthnContext> 

        </saml2:AuthnStatement> 

    </saml2:Assertion> 

</saml2p:Response> 

Listing 2 - AuthN response 

 

<saml2p:AttributeQuery xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" 

                       Destination="https://mypersonas.ptinovacao.pt/HomeTelco-IA-

web/IdentityAggregator" 

                       ID="_629f69034eec3b3ec8c076759a02a905" 

                       IssueInstant="2012-10-02T14:03:18.387Z" 
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                       Version="2.0"> 

    <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                  Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                  >PTC-IA</saml2:Issuer> 

    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <ds:SignedInfo> 

            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /> 

            <ds:Reference URI="#_629f69034eec3b3ec8c076759a02a905"> 

                <ds:Transforms> 

                    <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-

signature" /> 

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" /> 

                </ds:Transforms> 

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

                <ds:DigestValue>SYeDh6zza2EAPhcCwNu2K3Ew2z8=</ds:DigestValue> 

            </ds:Reference> 

        </ds:SignedInfo> 

        <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

    </ds:Signature> 

    <saml2p:Extensions> 

        <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                      Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                      >PTC roaming services</saml2:Issuer> 

        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

            <ds:X509Data> 

                <ds:X509Certificate>REDACTED FOR READABILITY</ds:X509Certificate> 

            </ds:X509Data> 

        </ds:KeyInfo> 

        <saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                         ID="_7c6f499b9814e8e83c178c1dda0abd60" 

                         IssueInstant="2012-10-02T14:03:17.821Z" 

                         Version="2.0"> 

            <saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" /> 

            <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                <ds:SignedInfo> 

                    <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-

exc-c14n#" /> 

                    <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-

sha1" /> 

                    <ds:Reference URI="#_7c6f499b9814e8e83c178c1dda0abd60"> 

                        <ds:Transforms> 

                            <ds:Transform 

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" /> 

                            <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

                        </ds:Transforms> 

                        <ds:DigestMethod 

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

                        <ds:DigestValue>PRcIszK61pLoCEV1R34u8Mca7Yw=</ds:DigestValue> 

                    </ds:Reference> 

                </ds:SignedInfo> 

                <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

            </ds:Signature> 

            <saml2:Subject> 

                <saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:unspecified">djkfuoweyheq89ifhweuiowdfh</saml2:NameID> 

                <saml2:SubjectConfirmation> 

                    <saml2:SubjectConfirmationData NotOnOrAfter="2012-10-

02T14:33:17.677Z" /> 

                </saml2:SubjectConfirmation> 

            </saml2:Subject> 

            <saml2:Conditions/> 

            <saml2:AuthnStatement AuthnInstant="2012-10-02T14:03:17.677Z"> 
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                <saml2:AuthnContext> 

                    <saml2:AuthnContextDecl>SEMIRAMIS</saml2:AuthnContextDecl> 

                </saml2:AuthnContext> 

            </saml2:AuthnStatement> 

        </saml2:Assertion> 

    </saml2p:Extensions> 

    <saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

        <saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress" 

                      NameQualifier="PTIN" 

                      >djkfuoweyheq89ifhweuiowdfh</saml2:NameID> 

    </saml2:Subject> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="Name" 

                     required="yes"/> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="Surname" 

                     required="yes"/> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="Address" 

                     required="yes"/> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="InternetAllowance"/> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="VoiceAllowance"/> 

    <saml2:Attribute xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Name="SMSAllowance"/> 

</saml2p:AttributeQuery> 

 

Listing 3 - Attribute request 

 

<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" 

                 Destination="https://Semiramis.t-mobile.pl/PTCTelco-IA-web/IA_CS" 

                 ID="_81b6a74e11501486aafbcef964c5910c" 

                 InResponseTo="_629f69034eec3b3ec8c076759a02a905" 

                 IssueInstant="2012-10-02T14:03:27.616Z" 

                 Version="2.0" 

                 xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

    <saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                  Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity" 

                  >PTIN-IA</saml2:Issuer> 

    <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

        <ds:SignedInfo> 

            <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

            <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" /> 

            <ds:Reference URI="#_81b6a74e11501486aafbcef964c5910c"> 

                <ds:Transforms> 

                    <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-

signature" /> 

                    <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"> 

                        <ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-

exc-c14n#" 

                                                PrefixList="xs"/> 

                    </ds:Transform> 

                </ds:Transforms> 

                <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" /> 

                <ds:DigestValue>8R0a6MPYv1d6vacLjcEOMnynBOg=</ds:DigestValue> 

            </ds:Reference> 

        </ds:SignedInfo> 

        <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

    </ds:Signature> 

    <saml2p:Status> 
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        <saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" /> 

    </saml2p:Status> 

    <saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                     Version="2.0" 

                     xmlns:xs="http://www.w3.org/2001/XMLSchema"> 

        <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

            <ds:SignedInfo> 

                <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#" /> 

                <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-

sha1" /> 

                <ds:Reference URI=""> 

                    <ds:Transforms> 

                        <ds:Transform 

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" /> 

                        <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#"> 

                            <ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

                                                    PrefixList="xs"/> 

                        </ds:Transform> 

                    </ds:Transforms> 

                    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

/> 

                    <ds:DigestValue>64pHSg+uz5SduRj6w9L4CfLJo4A=</ds:DigestValue> 

                </ds:Reference> 

            </ds:SignedInfo> 

            <ds:SignatureValue>REDACTED FOR READABILITY</ds:SignatureValue> 

        </ds:Signature> 

        <saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

            <saml2:NameID>djkfuoweyheq89ifhweuiowdfh</saml2:NameID> 

        </saml2:Subject> 

        <saml2:AttributeStatement xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"> 

            <saml2:Attribute Name="Name"> 

                <saml2:AttributeValue xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                                      xmlns:xs="http://www.w3.org/2001/XMLSchema" 

                                      xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance" 

                                      xsi:type="xs:anyType"> 

                    <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

                                        Type="http://www.w3.org/2001/04/xmlenc#Element"> 

                        <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" 

                                               

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"/> 

                        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                            <xenc:EncryptedKey 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                                <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 

                                    <ds:DigestMethod 

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

                                                     

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/> 

                                </xenc:EncryptionMethod> 

                                <xenc:CipherData> 

                                    <xenc:CipherValue>REDACTED FOR 

READABILITY</xenc:CipherValue> 

                                </xenc:CipherData> 

                            </xenc:EncryptedKey> 

                        </ds:KeyInfo> 

                        <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                            <xenc:CipherValue>REDACTED FOR READABILITY</xenc:CipherValue> 

                        </xenc:CipherData> 

                    </xenc:EncryptedData> 
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                </saml2:AttributeValue> 

            </saml2:Attribute> 

            <saml2:Attribute Name="InternetAllowance"> 

                <saml2:AttributeValue xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                                      xmlns:xs="http://www.w3.org/2001/XMLSchema" 

                                      xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance" 

                                      xsi:type="xs:anyType"> 

                    <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

                                        Type="http://www.w3.org/2001/04/xmlenc#Element"> 

                        <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" 

                                               

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"/> 

                        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                            <xenc:EncryptedKey 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                                <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 

                                    <ds:DigestMethod 

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

                                                     

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/> 

                                </xenc:EncryptionMethod> 

                                <xenc:CipherData> 

                                    <xenc:CipherValue>REDACTED FOR 

READABILITY</xenc:CipherValue> 

                                </xenc:CipherData> 

                            </xenc:EncryptedKey> 

                        </ds:KeyInfo> 

                        <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                            <xenc:CipherValue>REDACTED FOR READABILITY</xenc:CipherValue> 

                        </xenc:CipherData> 

                    </xenc:EncryptedData> 

                </saml2:AttributeValue> 

            </saml2:Attribute> 

            <saml2:Attribute Name="Address"> 

                <saml2:AttributeValue xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                                      xmlns:xs="http://www.w3.org/2001/XMLSchema" 

                                      xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance" 

                                      xsi:type="xs:anyType"> 

                    <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

                                        Type="http://www.w3.org/2001/04/xmlenc#Element"> 

                        <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" 

                                               

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"/> 

                        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                            <xenc:EncryptedKey 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                                <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 

                                    <ds:DigestMethod 

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

                                                     

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/> 

                                </xenc:EncryptionMethod> 

                                <xenc:CipherData> 

                                    <xenc:CipherValue>REDACTED FOR 

READABILITY</xenc:CipherValue> 

                                </xenc:CipherData> 

                            </xenc:EncryptedKey> 

                        </ds:KeyInfo> 

                        <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 
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                            <xenc:CipherValue>REDACTED FOR READABILITY</xenc:CipherValue> 

                        </xenc:CipherData> 

                    </xenc:EncryptedData> 

                </saml2:AttributeValue> 

            </saml2:Attribute> 

            <saml2:Attribute Name="Surname"> 

                <saml2:AttributeValue xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion" 

                                      xmlns:xs="http://www.w3.org/2001/XMLSchema" 

                                      xmlns:xsi="http://www.w3.org/2001/XMLSchema-

instance" 

                                      xsi:type="xs:anyType"> 

                    <xenc:EncryptedData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" 

                                        Type="http://www.w3.org/2001/04/xmlenc#Element"> 

                        <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc" 

                                               

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"/> 

                        <ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

                            <xenc:EncryptedKey 

xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                                <xenc:EncryptionMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p"> 

                                    <ds:DigestMethod 

Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 

                                                     

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/> 

                                </xenc:EncryptionMethod> 

                                <xenc:CipherData> 

                                    <xenc:CipherValue>REDACTED FOR 

READABILITY</xenc:CipherValue> 

                                </xenc:CipherData> 

                            </xenc:EncryptedKey> 

                        </ds:KeyInfo> 

                        <xenc:CipherData xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 

                            <xenc:CipherValue>REDACTED FOR READABILITY</xenc:CipherValue> 

                        </xenc:CipherData> 

                    </xenc:EncryptedData> 

                </saml2:AttributeValue> 

            </saml2:Attribute> 

        </saml2:AttributeStatement> 

    </saml2:Assertion> 

</saml2p:Response> 

  

Listing 4 - Attribute response 

 

 

 


