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Chapter 1. Introduction

This document is intended for server administrators who are tasked with installing the gateway soft-
ware. Basic knowledge of operating systems, proxy servers, servlet containers and networking is as-
sumed. Thismanual isneither intended to beaguideto e-CODEX [http://www.e-codex.eu] or e-SENS
[http://www.esens.eu] in general, nor does it contain the preliminary steps required to participate in
the eeCODEX or e-SENS project. If you are looking for this kind of information please have alook
at the quick start guide of the project you are interested in

1.1. Domibus

Domibusisan ebM S3 gateway which isfully compliant with the [AS4-Profile] based [D6.2] e-SENS
profile. A complete feature matrix can be found inAppendix B, Feature List.
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Chapter 2. Installation preperation

This chapter describesthe and required aswell as how to obtain the software and what artifact to use.

2.1. System Requirements

Java Runtime A Javaruntime environment version 7 or higher is required.

Servlet Container A Java Servlet container supporting Servlet v3.0 or higher,
Apache Tomcat 8.0 [http://tomcat.apache.org/] isrecommend-
ed.

Proxy Server Dueto thefact that Domibus exposes multiple webservices and

administration interfaces by default the usage of a proxy server
is highly recommended. Please see Section 4.2, “Proxy Con-
figuration” for details.

RDBMS Supported databases are Oracle 10g and higher as well as
MySQL 5.5 and higher.

x.509 v3 Certificate with private While not required for basic use, a certificate with a public/pri-

key vate keypair is required to support any of the security options
regarding encryption and/or signing. Additional requirements
i.e. allowed issuers are subject of business agreements.

Hardware Reguirements The required hardware depends on your expected message
load. See Appendix D, Performance Data for details.

2.2. Software Packages

There are different release packagings available for the e CODEX gateway:

Table 2.1. Softwar e packages

Filename: Gateway WAR-|Fully configured|Configuration SQL -scripts  for
domibus-3.0.1- |(file Tomcat 8 Server [files database genera-
FINAL tion / updates
war a0 ad ad g
- O O O O
distribu-
tion-war.zip
-tomcat-full.zip 0 O O O
-sql-scripts.zip O O O O
-configuration.zip |0 O O ad

I mportant

While the downl oad packages contain database scriptsfor Apache Derby use of this database
engine is only recommended for testing purposes and not for productive use.

2.2.1. domibus-3.0.1-FINAL.war

This package contains only the web application. The usage of this package is only recommended for
development and testing purposes
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2.2.2.

2.2.3.

2.2.4.

2.2.5.

domibus-3.0.1-FINAL-distribution-war.zip

This package contains the web application, tomcat configuration files and database scripts. Use this
packageif you are performing an update of an existing installation or if you want to deploy the software
to aservlet container different from the one that is available in the tomcat-full package.

domibus-3.0.1-FINAL-tomcat-full.zip

This package contains a Tomcat 8 server with a preinstalled Domibus gateway. This package is the
easiest way to deploy the Domibus gateway into a testing or production environment. Usage of this
package is recommended, and this manual assumes that this package is used for deployment.

domibus-3.0.1-FINAL-tomcat-configuration.zip

This package only contains the configuration files for the application.

domibus-3.0.1-FINAL-sqgl-scripts.zip

This package only containsinitial and delta SQL scripts for MySQL and Oracle database engines.

2.3. Obtaining the software

As of now all Domibus software can be downloaded from the projects repository [https://secure.e-
codex.eu/nexus]. Required credentialswill be provided to you by the local person responsible for the
e-CODEX or e-SENS project. The artifacts can be directly downloaded from here [https://secure.e-
codex.eu/nexus/content/groups/public/eu/domibus/domibus/]

Future planning

It is expected that the final version of Domibus 3 will be hosted on joinup [https:/
joinup.ec.europa.eu/] by the European Commission.

2.4. System Overview

The Domibus gateway must be installed on a server in a secure networking areabehind afirewall and
aproxy server (not shown). The database server used by the application can either be deployed on the
same server as the gateway or a dedicated database server.
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I mportant
If the Domibus gateway is to deployed as a solution the use of a dedicated database server

isrequired.




Chapter 3. Domibus Deployment

This chapter describes the deployment of Domibus from scratch. If you are performing an update
instead please refer to the upgr ade- i nf 0. t xt file from your downloaded artifact.

Note

Thereisno upgrade path from Domibus/Holodeck 2.x and earlier. Domibus 3 requiresafresh
install.

3.1. Single server deployment

Prerequisites

a. A running MySQL or Oracle database server

b. A Domibus artifact containing the database scripts

c. A Domibus artifact containing the . war and confi g files or the -t ontat - f ul | artifact
1. PreparetheDatabase

a. Create a domibus user and schema Required userprivileges are SELECT,
CREATE_TEMPORARY_TABLE, CREATE_ROUTINE, INSERT, DELETE and UPDATE

b. Applythe$RDBMS-i ni ti al . ddl scriptfromthesql - scri pt s/ folder to your data-
base.

c. Apply the SRDBMS- quart z. ddl script fromthesql - scri pt s/ folder to your data-
base.

For additional information on how to perform these tasks please consult your RDBM S documen-
tation or database administrator.

2. Deploy the Domibus artifact
*  Recommended
copy thewhole/ domi bus folder from thet ontat - f ul | artifact to your server.
*  Alternative

a. deploy thedom bus. war fileto your servlet container. Consult your container ven-
dors documentation on how to perform this.

b. copy theconf/ folder from the Domibus artifact to an appropiate |ocation on your
hard drive

3. Set up theenvironment variables

Domibus expects a single VM-parameter $domi bus. confi g. | ocati on, pointing to-
wardstheconf / dom bus/ folder copied in the previous step. If using the Tomcat distribution
of Domibus documentation on how to do this can be found here [https://tomcat.apache.org/
tomcat-8.0-doc/RUNNING.txt] (3.3).

4. a Configurethe container

Edit the $domi bus. confi g.l ocati on/ dom bus-configuration.xm ac-
cording to Chapter 4, Domibus Gateway Configuration
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b. Deploy thedatabasedriver

Make sure the container hasthe required jdbc compliant database driver available. If you are
using the Tomcat distribution of Domibusthisisdone by copyingthe. j ar file containing
thedriver tothel i b directory of the container. If you are unsure what driver to use, please
consult your database administrator.

5. Configurethe proxy server
Configure your proxy server according to Section 4.2, “Proxy Configuration”
6. Start thecontainer

Tostart the Tomcat container executethe$dom bus. i nstal I / bi n/ start up. sh(onLin-
ux) or $domi bus. i nstal I / bi n/ start up. bat (onWindows) script.

7. Check the administration dashboard

If the deployment has been successful you should be able to reach the administrative dashboard
described inChapter 5, Administration Dashboard.

You now should have a working Domibus deployment. Before you can start exchanging messages
you have to provide buisness case specific processing modes (PModes) to the gateway. As those are
deployment dependant those PModes are not a part of the Domibus distribution. See Chapter 6, Pro-
cessing Maode Configuration on how to generate your own PMode set.

3.2. Cluster deployment




Chapter 4. Domibus Gateway
Configuration

4.1. domibus-configuration.xml

Thedom bus-configuration. xnm filelocated in $domi bus. confli g. | ocati on isthe
central configuration file for the Domibus gateway.

<?xm version="1.0" encodi ng="UTF- 8" ?>
~ Copyright 2015 e- CODEX Proj ect

~ Licensed under the EUPL, Version 1.1 or — as soon they
~ will be approved by the European Commi ssion - subsequent
~ versions of the EUPL (the "Licence");

~ You may not use this work except in conpliance with the
~ Licence.

~ You may obtain a copy of the Licence at:

~ http://ec.europa. eu/idabc/eupl 5

~ Unless required by applicable law or agreed to in

~ witing, software distributed under the Licence is

~ distributed on an "AS | S" basis,

~ W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either

~ express or inplied.

~ See the Licence for the specific |anguage governing

~ perm ssions and |imtations under the Licence.

-—>

<beans xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:util="http://ww.springframework. org/schenma/util"
xm ns: sec="http://ww. spri ngfranework. org/ schena/ security"
xm ns="http://ww. spri ngfranmewor k. or g/ schema/ beans"
xsi : schemaLocat i on="ht t p: // ww. spri ngf r amewor k. or g/ schena/ beans
htt p: // www. spri ngf ramewor k. or g/ schema/ beans/ spri ng- beans. xsd
http://ww. springframewor k. org/ schema/ uti |
htt p: // ww. spri ngf ramewor k. or g/ schema/ util/spring-util.xsd
http://ww. springfranmewor k. or g/ schema/ security
htt p: // ww. spri ngf ramewor k. or g/ schema/ security/ spring-security-3.2.xsd">

<!-- database configuration -->
<bean i d="entityManager Factory"
cl ass="org. spri ngframewor k. orm j pa. Local Cont ai ner Ent i t yManager Fact or yBean" >

<l-- the datasource to be used by domi bus -->
<property name="dat aSource" ref="dataSource"/>
<!-- package to scan for autodetection of entity classes

Thi s val ue shoul d not be changed -->
<property name="packagesToScan" val ue="eu. dom bus"/>
<l-- This adapter allows to plug in vendor specific behaviour into the
Spring EntityManager -->
<property name="j paVendor Adapt er ">
<l-- By default a Hi bernateJpaVendor Adapter is used -->
<bean cl ass="org. spri ngframewor k. orm j pa. vendor . H ber nat eJpaVendor Adapt er "/ >
</ property>

<l-- The validation node to be used by the provider for the persistence unit -->
<property name="val i dati onMbde" val ue="AUTO'/ >
<!-- Properties for the jpa configuration -->
<property nanme="j paProperties">
<pr ops>

<!-- Autonmtic validation of the database schenma when session

factory is created -could be disabled by setting to "none" -->

<prop key="hi bernat e. hbn2ddl . aut 0" >val i dat e</ pr op>

<!-- database dialect to use -->

<prop key="hi bernate. di al ect">
org. hi bernate. di al ect. My/SQL5I nnoDBDi al ect
</ prop>
<l-- Log all SQ statenents to console - FOR DEBUGE NG PURPCSES - - >
<prop key="hi bernate. show_sql ">f al se</ prop>
<l-- format SQL statements before |ogging - only used when
hi ber nat e. show_sql =true -->
<prop key="hi bernate.format_sql ">true</prop>
<l-- generate comrents inside SQL statenments - only used when
hi ber nat e. show_sql =true -->
<prop key="hi bernate. use_sqgl _comrent s" >t rue</ prop>
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</ props>
</ property>
</ bean>
<!-- database pooling provider -->
<bean i d="dat aSource" class = "com nthange. v2. c3p0. ConboPool edDat aSour ce" destroy-

net hod="cl ose" >

<property name="driverd ass" val ue="com nysql .jdbc. Driver" />
<property name="j dbcUr|" val ue="j dbc: mysql://I ocal host: 3306/ domi bus"/ >
<property name="user" val ue="domi bus" />

<property name="password" val ue="changeit" />

<l-- these are C3P0O properties -->

<property name="acquirelncrement" val ue="1" />

<property name="mi nPool Si ze" val ue="3" />

<property name="nmaxPool Si ze" val ue="10" />

<property name="nmexl dl eTi mre" val ue="20000" />
</ bean>

<l-- Passwordcal | back for private key access. By default a sinple
i npl enent ati on which stores the password in plaintext is used.
THI S | S NOT SAFE FOR PRODUCTI ON PURPOSES pl ease switch to
your own i npl enent ati on
-->
<bean i d="keyst or ePasswor dCal | back"
cl ass="eu. dom bus. ebns3. security. Si npl eKeyst or ePasswor dCal | back" >
<l-- Map with "alias" as key and "password" as val ue.
This map will be used by the passwordcal | back to
retrieve the private key password for a given alias -->
<property name="passwor dStore">
<util:map>
<entry key="bl ue_gw si gkey" val ue="t est 123456"/ >
</util: map>
</ property>
</ bean>

<!-- Properties for keystore with private key -->
<util:properties id="keystoreProperties">
<l-- The crypto provider to be used -->
<prop key="org.apache.ws. security.crypto.provider">
org. apache. ws. security. conmponents. crypto. Merlin

</ prop>

<l-- Type of the used keystore -->

<prop key="org.apache.ws. security.crypto.nmerlin.keystore.type">jks

</ prop>

<l-- The password used to |oad the keystore -->

<prop key="org. apache.ws. security.crypto.nerlin.keystore.password">
test 123

</ prop>

<l-- The keystore alias to use for decryption and signing. -->

<prop key="org. apache.ws. security.crypto.nerlin.keystore.alias">
bl ue_gw_si gkey

</ prop>

<l-- The location of the keystore -->

<prop key="org. apache.ws. security.crypto.nmerlin.file">
${domi bus. confi g.| ocati on}/ gat eway_keyst ore_bl ue. j ks

</ prop>

</util:properties>

<I-- Properties for truststore with public keys for the partners -->
<util:properties id="truststoreProperties">
<!-- The crypto provider to be used -->

<prop key="org.apache.ws. security.crypto.provider">
org. apache. ws. security. conmponents. crypto. Merlin

</ prop>

<l-- Type of the used keystore -->

<prop key="org. apache.ws. security.crypto.nerlin.keystore.type">jks

</ prop>

<l-- The password used to |oad the keystore -->

<prop key="org. apache.ws. security.crypto.nerlin.keystore.password">
test 123

</ prop>

<l-- The location of the keystore -->

<prop key="org. apache.ws. security.crypto.nmerlin.file">
${domi bus. config. | ocati on}/gat eway_truststore_bl ue.jks
</ prop>
</util:properties>

<l-- Internal configuration provider. Do not change unl ess you have speci al

i.e. dynanic

di scovery injection of Phbdes)-->

requi renents
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<bean i d="pModeProvi der"
cl ass="eu. dom bus. ebns3. conmon. dao. PMbdeDao"
init-method="init"/>

<l-- General dom bus properties -->
<util:properties id="dom busProperties">
<I-- The suffix of the messageld generated by this instance of doni bus.

Schema is: ${UUl D} @{SUFFI X} -->
<prop key="domi bus. msh. messagei d. suf fi x" >domni bus. eu</ pr op>

<!-- Sender Worker execution interval as a cron expression -->
<prop key="domi bus. nmsh. sender.cron">0/5 * * * * ?</prop>
<!-- Shoul d unrecoverable errors should be retried or not -->

<prop key="domi bus. di spat ch. ebnms. error. unrecoverabl e.retry">true</prop>
</util:properties>

<l-- Mnetypes listed in this map will not be conpressed (in outgoi ng nessages)
even if conpression is turned on for the given nessage. -->
<util:list id="conpressionBlacklist" value-type="java.lang.String">

<val ue>appl i cation/vnd. et si . asi c- s+zi p</ val ue>
<val ue>i mage/ j peg</ val ue>
<futil:list>

<l-- message sender that is being executed by the senderworker -->
<bean i d="nessageSender" cl ass="eu. doni bus. ebns3. sender. MessageSender"/ >

<l-- quartz job for the -->
<bean i d="sender Wr ker Job"
cl ass="org. springfranewor k. schedul i ng. quart z. JobDet ai | Fact or yBean" >
<property name="jobC ass" val ue="eu. dom bus. ebns3. sender. Sender Wr ker "/ >
<property name="durability" value="true"/>
</ bean>

<bean i d="sender Wor ker Tri gger"
cl ass="org. spri ngframewor k. schedul i ng. quart z. CronTri gger Fact or yBean" >

<property name="j obDetail" ref="senderWrkerJob"/>

<property name="cronExpressi on" val ue="${domni bus. nsh. sender.cron}"/>
</ bean>
<!-- customizable list of triggers to be executed by quartz -->

<bean i d="userdefi nedTri ggerList"
cl ass="org. spri ngfranewor k. beans. factory. confi g. Li st Fact or yBean">
<property name="sourcelList">

<list>
<ref bean="sender Wrker Tri gger"/>
</list>
</ property>
</ bean>
<!-- Administration GU user credentials-->

<bean nanme="bcrypt Encoder"
cl ass="org. spri ngframework. security.crypto.bcrypt.BCrypt Passwor dEncoder "/ >

<sec: aut henti cati on- nanager >
<sec: aut henti cati on- provi der>
<sec: passwor d- encoder ref="bcrypt Encoder"/>
<sec: user - servi ce>
<sec:user name="user" password="$%2a
$10$HApapHvDSt TEW j neMCvxuqUKVyycXZRf XMy UOr RmeWvsj WQp/ Zu™
aut horiti es="ROLE_USER'/ >
<sec:user name="adm n" password="$2a
$10$5uKS72xK2Ar Ghgh2Cwn YnOz Qc OnB7 CPxK6f z2Mcc DBMRVJI4r Ugl 36"
aut horiti es="ROLE_USER, ROLE_ADM N'/ >
</ sec: user-service>
</ sec: aut henti cati on-provi der>
</ sec: aut henti cati on- nanager >

</ beans>

Table 4.1. Required configuration

Element id Propery Key Propery Value

entityManagerFactory jpaProperties : hibernate.dialect |Dialect of the employed data-
base. Valid values can be found
here [https://docs.jboss.org/hi-
bernate/orm/4.3/javadocs/]

10
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Element id Propery Key Propery Value

dataSource driverClassName jdbc compliant database driver
class

dataSource class If not using Tomcat, change to
your vendors implementation

dataSource url Database URL

dataSource user Database user

dataSource password Database password

keystoreProperties

org.apache.ws.security.
crypto.merlin.file

Filename of the keystore contain-
ing the private keypair for sign-
ing / decryption of messages.

keystoreProperties

org.apache.ws.security.
crypto.merlin.keystore.alias

Alias of the key to be used for
signing / decryption of messages.

keystoreProperties

org.apache.ws.security.
crypto.merlin.keystore.password

Password for the keystore

keystorePasswordCallback

class

An implementation of

j avax. security. auth.

cal | back. Cal | backHandl ¢

providing the private key pass-
word. 2

nY

truststoreProperties

org.apache.ws.security.crypto.
merlin.file

Filename of the keystore contain-
ing the public keys for signature
verification / encryption of mes-

Sages.

truststoreProperties

org.apache.ws.security.crypto.
merlin.keystore.password

Password for the keystore con-
taining the public keys for signa-
ture verification / encryption of
messages.

domibusProperties

domibus.msh.messageid.suffix

suffix to be added to ebM S3 mes-
sageids (theresulting format will
be UU D@domi bus. nsh.

nmessagei d. suf fi x).

authenti cation-manager

authentication-provider :
service : user : password

user

berypt hashed passwords for
users of the administrative dash-
board (seeChapter 5, Adminis-
tration Dashboard). Defaults to
123456

#The default implementation might be too insecure for your environment. If you decide to useit (i.e. for testing purposes) make
sure to set the "passwordStore" entry in the "keystorePasswordCallback” bean to the correct value.

All other properties should be left at the default value.

4.2. Proxy Configuration

The Domibus gateway exposes a number of different services listed in the table below. Configure
your proxy server in away that only authorized clients can reach the services intended for them (i.e.
if you are using an Apache2 webserver as proxy use Pr oxyPass and Al | owdirectivesfor the con-
figuration, see the Apache documentation [http://httpd.apache.org/docs/2.2/mod/mod_proxy.html]).
The standard server distributed in the tomcat-full package listens on $domibus.local.context [http://

localhost:8080/domibus]
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Domibus Gateway Configuration

Warning

IFYOU DO NOT SECURE THEACCESSTO THE ADMINISTRATIVE SERVICESTHE
CONFIDENTIALITY AND INTEGRITY OF YOUR DATA ISAT RISK!

Table 4.2. Exposed interfaces

URL: $domibus.local .context

Exposed to

Description

[services/msh

business partners

Thisisthe URL of your gateway
endpoint.

[services/backend

backend application

This is the URL of the back-
end webservice delivered with
domibusout of thebox. If you use
a custom interface please make
sure it is only exposed to your
backend application.

[services Service overview Thisisthe URL of an overview of
all deployed services. For securi-
ty reasons this should not be ex-
posed to the public.

/home internal This is the URL of the admin-

istrative dashboard(seeChapter 5,
Administration Dashboard). On-
ly authorized users/admins
should have accessto it.

12




Chapter 5. Administration Dashboard

The Domibus gateway comes with a web based administration interface with the following funtion-
alities:

« afully filterable message logging view
« afully filterable error logging view
* deployment of processing modes (users with adminstrative privileges only)

The login page of the administration dashboard can be found at: $domibus.local.contex/home (e.g.
http://1 ocal host: 8080/ doni bus/ hone)

Figure5.1. Login page of adminstration dashboard

(] Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe F :-Ehﬂh1
Login P x |
ogin Page M+
(- localhost:8080/domibus/= C Suchen ﬁ g » =
E LEOQ Deutsch-Englisch... Fermulare Cocoon Referat LIM »

Login with Username and Password

User: |

Password:

Login

Note
The default password for both users (user, admi n) isl123456.
I mportant

Change the password for both users before starting the gateway the first time. In addition
your proxy configuration should already restrict access to the administration dashboard. If
not see Section 4.2, “Proxy Configuration”

5.1. Message Logging

The message logging page contains a table, showing all the messages processed by your gateway
(sending and receiving). This table is sortable and filterable by each column. Below you can find a
description of the table columns.

13
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Figure 5.2. Message logging page of adminstration dashboard

LE S B 8 o b Jo L = e 2 i

R

Messageld

M essageStatus

NotificationStatus

MshRole

MessageType

Deleted

Received

SendAttempts

SendAttemptsMax

The ebms message id

Status of this message. Possible values are:  SENT,
FAILED, IN_PROGRESS, SENT_WITH_WARNINGS, RECEIVED,
RECEIVED_WITH_WARNINGS

When producer/consumer have to be notified about errors the value is
REQUIRED, if not thevalueisNOT_REQUIRED. When producer/con-
sumer already have been notified the value is NOTIFIED

The status of this message. Possible values aree SENDING, RE-
CEIVING

The (ebms) type of the message. Possible value are
SIGNAL_MESSAGE, USER_MESSAGE

The date when this message was deleted. In case of sending:

« An outgoing message has been sent without error eb:Error/ @severity
failure failure, and an A4 receipt has been received

* An outgoing message has been sent without error eb:Error/ @severity
fallure, and AS4 is disabled

* An outgoing message could not be sent and the final A4 retry has
passed

¢ Anoutgoing message could not be sent and AS4 isdisabled (eb:Error/
@severity failure, [CORE 6.2.5])

In case of areceived message, the message is deleted after it has been
downloaded from a backend consumer.

The date when a message was received either by the backend (sending)
or another gateway (receiving).

The (current) number of attempts that have been made in order to send
the message.

The maximum number of attempts configured (viaPMode) for thismes-
sage transmission.
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NextAttempt The date when the next attempt takes place.

5.2. Error Logging

This page contains a table with ebms3 error that have been received by another gateway or created
by this gateway while sending a message.

ErrorSignalMessagel d The ebms message id of the signal message which contained the
ebms3 error.

MshRole The status of this message. Possible values are: SENDING, RE-
CEIVING;

Messagel nErrorld The id of the message which caused this error.

ErrorCode The error code of this ebms error.

ErrorDetail A short description of thiserror.

Timestamp Thedatewhen thiserror wasreceived (in case of receiving) or created

(in case of sending).

Notified The date when a producer/consumer was notified about this error.

Figure5.3. Error logging page of adminstration dashboard

Home MessageLog ErrorLog UpdatePMode Logout

Domibus - Error Log:

ErrorSignalMessageld: MshRole: - messagelnErrorld: ErrorCode:  ~ ErrorDetail

ErrorSignalMessageld | MshRole  \ MessageInErrorld  \
94a79b11-£230-4053-9924. 575beb @e-delivery eu| RECEIVING _|bic72ae5-es £41-58deaf560100 [EBMS_0003 [No matching party found|2015-03-23 09:03:44.0

5.3. PMode Upload

This section is only accesible by administrators and provides a pmode upload functionality. Y ou can
choose a pmode configuration (xml) on your local machine and apply it to the gateway. The currenty
pmode configuration is then replaced.

15



Administration Dashboard

Figure 5.4. PM ode Upload

Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe
Domibus - Update PMode x

(- @Ioca\host:SClSO;'domibuz_.'updatepmc @ || Q Suchen ﬁ E 4 #® » ‘ =

E LEQ Deutsch-Englisch... | | Formulare | | Cocoon | Referat | | LIM | | Spezifikationen >

Home MessageLog ErmrorLog Update PMode Logout

PMode File to upload: | Durchsuchen.. | Keine Datei ausgewahlt.
Name:

Press here to upload the PMode file!
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Chapter 6. Processing Mode
Configuration

ebM S3 relies on so-called processing modes (PModes) to describe how messages between business
partners are to be exchanged.

6.1. Generating Processing modes

6.1.1.

6.1.2.

Setting up the environment

Domibus provides a plugin for the Eclipse IDE which can be used to genetate configuration XML
files. Eclipse can be obtained for free here [http://www.eclipse.org/]. The plugin has been tested with
Eclipse 4.4, but should work for all recent versions.

Toinstall the pluginuseht t ps: // secur e. e- codex. eu/ updat es as updatesite.

& Install BT
Available Software
Check the items that you wish to install. J\=....
Work with:  https://secure.e-codex.eu/updates - Add...

Find more software by working with the "Available Software Sitec” preferences,

type filter text

Name Version

Fl 000 Domibus

L§+ Domibus Configuration SDK 1.0.0.BETA-1
Select All Deselect All

Details
V| Show only the latest versions of available software V| Hide items that are already installed
| Group items by category What is already installed?

Show only software applicable to target environment

7] Contact all update sites during install to find required software

@ < Bac Next » Finish Cancel

This plugin requires the Xtext SDK as dependency. It should be installed automatically. If that is not
the case you can install it manually from the default Eclipse update sites.

To start writing the configuration create a new Eclipse general project. Create afile with a. pconf
extension. The plugin adds the required project configuration automatically. Syntax highlighting and
code compl etion are supported.

I mportant

The. pconf fileisused to generate the concrete Domibus PMode XML configuration files.
It is not understood directly by Domibus.

Writing the configuration

The configutration is written in a domain specific language which is then transformed to XML. An
example file looks like this:

/1 Enployed ebMs3 profile. used for configuration validation. Supported val ues
are: AS4, ESENS, UNDEFI NED
/1 NOT SUPPORTED YET
Enpl oyedProfile : UNDEFI NED
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MPCs{
/1 Configuration Id
MPC def aul t Mpc {
/1 Used by default. There may only be one default MPC
Default : true
/! IF enabled = false this MPC will not accept any nessages
Enabl ed : true
/1 corresponding to eb: Messagi ng/ eb: User Message/ @rpc
Nanme : 'http://docs. oasi s-open. org/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ def aul t MPC
/**
* Message retention in mnutes.
* 0 = delete i mediately
* -1 = keep indefinitely
*/
MessageRet ent i onDownl oaded : O
MessageRet ent i onUnDownl oaded : 60
}

}

Parties{
Partyl dTypes{
Type exanpl eType : 'http://ww. dom bus. eu/ exanpl eType'
}
/**
* Internal name of party entity.
* Use this as the alias for the corresponding pubilc encryption key in your keystore.
*/
Party exanplelnitiator {
/**
* One entity may have nultiple PartyldType: Partyld entries.
* This exanpl e resol ves to:
* <eb:Partyld type="http://ww. dom bus. eu/ exanpl eType" >exanpl el ni ti atorl d</eb: Partyl d>
*/
exanpl eType : 'exanplelnitiatorld
Endpoint : 'http://local host: 8080/ dom bus/servi ces/ nmsh’
/**
* This value is interpreted by the enpl oyed subni ssion nodul e,
* if an errorHandling with enabl ed process error notifications is used.
* The format is dependant on the subm ssion nodule. I.e. a JMS nodul e m ght expect a
queuenane
* while a webservice nodul e m ght expect an URL. As the default submi ssion nodul e has no
* back channel to the backend this value is ignored.
*/
SenderErrorsTo : 'http://local host: 9090/ errorhandl i ng'
Recei verErrorsTo : 'http://1|ocal host: 9090/ errorhandl i ng'
}
Party exanpl eResponder {
exanpl eType : 'exanpl eResponder|d’
Endpoint : 'http://local host: 8180/ dom bus/servi ces/ nmsh’
SenderErrorsTo : 'http://local host: 9190/ errorhandl i ng'
Recei verErrorsTo : 'http://|ocal host: 9190/ errorhandling'
}

}

ASA{
/1 AS4 reliability configuration.
/| REPLY PATTERN CALLBACK IS NOT SUPPORTED YET
Rel i ability exanpl eReliabilityNonrepudi ati onFal seRepl ypatternResponse : Nonrepudi ation = false
Repl ypattern = response
Rel i ability exanpl eReliabilityNonrepudi ati onTrueRepl ypatternResponse : Nonrepudi ation = true
Repl ypattern = response
/**
* AS4 reception awareness configuration.
* retryTinmeout in mnutes
* only supported strategy i s CONSTANT
* duplicateDetection checks the full TB_MESSAGE LOG table for duplicates
=
Recept i onAwar eness exanpl eRecept i onAwar enessRet r yThr eeDupl i cat eDet ecti onFal se : retryTi neout =
1 retryCount = 6 strategy = CONSTANT duplicateDetection = fal se
Recept i onAwar eness exanpl eRecept i onAwar enessRet ryThr eeDupl i cat eDet ecti onTrue : retryTi meout = 1
retryCount = 6 strategy = CONSTANT duplicateDetection = true
}

Securities{
Security exanpl eSecurity {
/1 W5-SecurityPolicy file in ${dom bus. config. | ocation}
Policy : 'exanpl eSecurityPolicy.xm"'
/1 Allowed val ues are: RSA SHA256, RSA SHAl
Si gnat ureMet hod : RSA_SHA256
}
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}
Busi nessProcessConfi gurati on{

Agr eenent s{
/1 resolves to: <eb: Agreenent Ref >htt p://dom bus. eu/ agr eenent </ eb: Agr eenent Ref >

Agr eenment exanpl eAgreenent : ' http://dom bus. eu/ agr eenent’
}
Act i ons{
/'l resolves to: <eb:Action>SendMessage</ eb: Acti on>
Action sendMessage : ' SendMessage'
Acti on sendMessageNoRepudi ation : ' SendMessageNoRepudi ati on'
}
Servi ces{

Servi ceTypes {
Type exanpl eServi ceType : ' exanpl eService'

Il resolves to: <eb: Service type="exanpl eServi ce">AS4</ eb: Servi ce>
Service as4Service : 'AS4' type = exanpl eServi ceType Actions {sendMessage
sendMessageNoRepudi at i on}
}

ExchangePat t er ns{
Pat t er ns{
MEP oneway : 'http://docs. oasi s-open. or g/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ oneWay' Legs = 1
/1 NOT SUPPORTED YET
MEP twoway : 'http://docs. oasi s-open. or g/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ t woWay' Legs = 2
}
Bi ndi ngs{
Bi ndi ng push : 'http://docs. oasi s-open. or g/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ push’
/1 NOT SUPPORTED YET
Bi nding pull : 'http://docs. oasi s-open. or g/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ pul | *
Bi ndi ng sync : 'http://docs. oasi s-open. or g/ ebxm - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/ sync'
}
}

Rol es{
/'l resolves to: <eb:Rol e>http://docs. oasi s-open. or g/ ebxnl - nsg/ ebns/ v3. 0/ ns/ cor e/ 200704/
def aul t Rol e</ eb: Rol e>

Rol e default : 'http://docs. oasi s-open. org/ ebxm - meg/ ebns/ v3. 0/ ns/ cor e/ 200704/ def aul t Rol e’
Rol e exanpl eMessageProducer : 'exanpl eMessagePr oducer'
Rol e exanpl eMessageRecei ver : 'exanpl eMessageRecei ver'

}

Processes{
Payl oadProf i | es{

Payl oads{
Payl oad asi csPayload : cid = 'asic-s@-codex.eu' mnme = 'application/vnd.etsi.asic-s+zip'
required = true
Payl oad businessContentlnBody : cid ='' mine = "text/xm' inBody = true required = true
Payl oad busi nessCont ent AsAttachnment : cid = 'busi nessDocenent @- codex.eu' mne = '"text/xm'
required = true
Payl oad subni ssi onAccept anceEvi dence : cid = 'subni ssi onAccept ance@- codex.eu' nminme = 'text/
xm ' required = true
}

Profil e ecodexMessageProfile : asicsPayl oad busi nessContent | nBody
submi ssi onAccept anceEvi dence nexSi ze=1024

}

Propert ySet s{
Properties{
Property original SenderProperty : key=origi nal Sender type
Property final Reci pi ent Property : key=final Reci pi ent type
}
Set ecodexPropertySet: final RecipientProperty original Sender Property
}

Er r or Handl i ngs{
ErrorHandl i ng ecodexErrorHandling {
Error AsResponse : true
ProcessErrorNotifyProducer : true
/1 Note that only errorneous nmessages with a valid pnode can be reported
ProcessErrorNoti fyConsuner : true
Del i veryFai |l ureNotifyProducer : true
}
}

string required= true
string required= true

Legs{
Leg exanpl ePushLegOne {
Recept i onAwar eness : exanpl eRecepti onAwar enessRet ryThr eeDupl i cat eDet ecti onTr ue
Payl oadProfile : ecodexMessageProfile
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ProperySet : ecodexPropertySet
Service : as4Service
Action : sendMessage
Def aul t Moc : def aul t Moc
npc exanplelnitiator : defaul t Moc
npc exanpl eResponder : defaul t Mpc
Security : exanpl eSecurity
Reliability : exanpl eReliabilityNonrepudi ati onTrueRepl ypatternResponse
ErrorHandl i ng : ecodexErrorHandling
Conpr essPayl oads : false
}
Leg exanpl ePushLegOneNoNonRepudi ati on {
Recept i onAwar eness : exanpl eRecepti onAwar enessRet ryThr eeDupl i cat eDet ecti onTr ue
Payl oadProfile : ecodexMessageProfile
ProperySet : ecodexPropertySet
Service : as4Service
Action : sendMessageNoRepudi ati on
Def aul t Moc : def aul t Moc
npc exanpl el nitiator : defaul t Moc
npc exanpl eResponder : defaul t Mpc
Security : exanpl eSecurity
Reliability : exanpl eReliabilityNonrepudi ati onFal seRepl ypatternResponse
ErrorHandl i ng : ecodexErrorHandling
Conpr essPayl oads : false
}
Leg exanpl ePushLegOneNoNonRepudi at i onConpr essi onTrue {
Recept i onAwar eness : exanpl eRecepti onAwar enessRet ryThr eeDupl i cat eDet ecti onTr ue
Payl oadProfile : ecodexMessageProfile
ProperySet : ecodexPropertySet
Service : as4Service
Action : sendMessageNoRepudi ati on
Def aul t Moc : def aul t Moc
npc exanpl el nitiator : defaul t Moc
npc exanpl eResponder : def aul t Moc
Security : exanpl eSecurity
Reliability : exanpl eReliabilityNonrepudi ati onFal seRepl ypatternResponse
ErrorHandl i ng : ecodexErrorHandl i ng
Conpr essPayl oads : true

}

Process as4exanpl eProcess{
Agreenent : exanpl eAgr eenent
Mep : oneway
Binding : push
InitiatorRole : exanpl eMessageProducer
Responder Rol e : exanpl eMessageRecei ver
/1 all parties that are allowed to send a nmessage as initiator
InitiatorParties : exanplelnitiator, exanpl eResponder
// all parties that are allowed to send a nessage as responder
Responder Parti es : exanpl eResponder, exanpl el niti ator
Legs : exanpl ePushLegOne
}

Process as4exanpl eNoNonRepudi at i on{
Agreenent : exanpl eAgr eenent
Mep : oneway
Binding : push
InitiatorRole : exanpl eMessagePr oducer
Responder Rol e : exanpl eMessageRecei ver
InitiatorParties : exanplelnitiator
Responder Parties : exanpl eResponder
Legs : exanpl ePushLegOneNoNonRepudi at i on
}
Process as4exanpl eNoNonRepudi at i onConpr essi onTr ue{
Agreenent : exanpl eAgreenent
Mep : oneway
Bi ndi ng : push
InitiatorRole : exanpl eMessageProducer
Responder Rol e : exanpl eMessageRecei ver
InitiatorParties : exanplelnitiator
Responder Parties : exanpl eResponder
Legs : exanpl ePushLegOneNoNonRepudi at i onConpr essi onTr ue
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Note

If thefileisvalid the plugin generates one xml file per Par t y on thefly. Those can be found
inthesr c- gen folder of the project.

2 Resource - example/example pconf - Eclipse Plam

File Edit Navigate Search Project Run Window Help
- E U e s S S e e Quick Access || 15 | [ Raowes)

| [ Project Explorer 52 B Y= O |= example.pconf &3 = 0O
a [ example /{ Employed ebMS3 profile. used for configuration validation. Supported va =
/{ NOT SUPPORT YET W
EmployedProfile : UNDEFINED

4 [ src-gen
|¥] domibus-configuration-examplelnitiatorxml
[¥] domibus-configuration-exampleResponderam| MPCs{

1,

=| example.pconf // Configuration Id

= MPC defaultMpc {
/f Used by default. There may only be one default MPC
Default : true
// IF enabled = false this MPC will not accept any messages

i
Enabled : true
//{ correspending to eb:Messaging/eb:UserMessage/@impc
Name : "http://decs.ocasis-open.org/ebxml-msg/ebms/v3.@/ns/core/208
ssage retention in minutes.
delete immediately
| = keep indefinitely
// NOT SUPPORTED YET
MessageRetentionDownloaded : @
MessageRetentionUnDownloaded : 6@
}
! }
EE Qutline i3 laz = 0 Parties{
defaultMpe - 8 PartyIdTypes{
cunnamed> jl Type exampleType : 'http://www.domibus.eu/exampleType’
= exampleReliabilityMenrepudiationFalseReplypattern -
exampleReliabilityMeonrepudiationTrueReplypatternf Internal name of party entity.
exampleReceptionAwarenessRetryThreeDuplicateDe * Use this as the alias for the corresponding pubilc encryption key i
I exampleReceptionAwarenessRetryThreeDuplicateDe */
| exampleSecurity | = Party:“fa.xamplelnltlator {
i examplegreement * One entity may have multiple PartyIdType:Partyld entries.
sendMessage * This example resolves to:
sendMessageMoRepudiation * <eb:PartyId type="http://www.domibus.eu/exampleType">exampleIni
i <unnamed> */ =
4| [ ] F
<unnamed>
default ~ ¥ Tasks B2 ve=a
i exampleMessageProducer 0 items
exampleMessagefieceiver B L Description Resource Path
<unnamed:
I = <unnamed>
originalSenderProperty
1= finalRecipientProperty s
€ I 3 4| 1 3
| writable | mnsert 201225

6.1.3. Installing the configuration

As of Domibus 3.0 Beta 2 it is possible to upload pmodes configuration files via the administration
dashboard. Please refer to Section 5.3, “PMode Upload”
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Revision History

Revision 0.1 19.02.2015 Christian Koch
Initial draft

Revision 0.2 03.03.2015 Christian Koch
Improved formatting
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Appendix C. Backend Integration

C.1. General Overview

To alow integration into any desired infrastructure, Domibus provides a flexible plugin system, sup-
porting arbitrary transport protocols, formats and securities.

C.2. Plugin Structure

C.2.1.

Each plugin must contain implementations of
eu. dom bus. subm ssi on. BackendConnect or <U, T>,

eu. dom bus. subm ssi on. t ransf or ner. MessageSubm ssi onTr ansf or mer <U>
and eu. dom bus. subni ssi on. t ransf or mer. MessageRet ri eval Tr ansf or ner <T>.

The BackendConnect or <U, T> implementation is responsible for the connection to the
backend system, receiving messages in the U format and delivering messages in the T for-
mat. The Message* Tr ansf or mer classes are responsible for the transformation betweenuy,
eu. dom bus. subm ssi on. Subni ssi on (the Domibus 3 internal dataformat, for documenta-
tion refer to the according JavaDoc) and T.

Thisway multiple plugins can share the same data formats while using different transport protocols or
enforcing different security policies. It aso is possible to implement transport handlers for protocols
while keeping the actual data format pluggable.

Message flow

Figure C.1. Message submission from the backend

Figure C.2. Message reception by the backend and delivery to the plugin
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C.2.2. Code examples

C.2.2.1. eu.domibus.submission.BackendConnector<U,T>

It

is highly recommended to extend

eu. domni bus. submi ssi on. Abst r act BackendConnect or <U, T> for thisimplementation.

I mportant

Itisvital totill usethei npl enment s clause asotherwisethe Spring framework will produce
hard to debug errors.

package eu. doni bus. subni ssi on;

i nport eu. dom bus. submi ssi on. transforner. MessageRetri eval Transf or nmer;

i nport eu. dom bus. subm ssi on. transf orner. MessageSubmi ssi onTr ansf or ner;

i mport eu. dom bus. subni ssi on. t ransf ormer. excepti on. Transf or mati onExcepti on;
i nport eu. dom bus. submi ssi on. val i dati on. excepti on. Val i dati onExcepti on;

i mport org.springfranmework. schedul i ng. annot ati on. Async;

i nport org.springfranmework. schedul i ng. annot ati on. AsyncResul t ;

inport java.util.concurrent. Future;

public class Exanpl eBackendConnect or extends Abstract BackendConnect or <MyObj ectln, M/Obj ect Qut >

i npl ement s BackendConnect or <MyQbj ect | n, MyObj ect Qut >{
/1 The inplenents clause is inportant as Spring got sone

issues with abstract classes

private MessageSubni ssi onTransf or mer <MyQbj ect | n> nessageSubni ssi onTr ansf or ner ;
private MessageRetri eval Tr ansf or mer <MyObj ect Qut > nessageRetri eval Tr ansf or ner;

@verride

publ i ¢ MessageSubni ssi onTr ansf or mer <MyObj ect | n> get MessageSubni ssi onTr ansfor ner () {
return this.get MessageSubni ssi onTransformer();
}

public void set MessageSubni ssi onTr ansf or mer (MessageSubni ssi onTr ansf or mer <MyObj ect | n>

nmessageSubmi ssi onTransforner) {

t hi s. nessageSubmi ssi onTr ansf or ner = nessageSubmi ssi onTr ansf or ner ;

}
@verride

publ i c MessageRetri eval Transf or mer <MyObj ect Qut > get MessageRetri eval Transformer () {
return this.get MessageRetrieval Transformer();
}

public void set MessageRetri eval Tr ansf or mer (MessageRet ri eval Tr ansf or mer <MyQbj ect Qut >

messageRetri eval Transformer) {

thi s. nessageRet ri eval Transf orner = nessageRetrieval Transf orner;

}

@verride

publ i ¢ bool ean i sResponsi bl e( MessageMet adat a net adata) {
/*
This is the nost sinple case. If you have only one active
plugin it automatically is responsible for all messages.
*/
return true;

}

@verride

@\sync

publ i ¢ Future<Bool ean> del i ver Message(fi nal MessageMet adata netadata) {

I/ exanpl e of how to handle async calls with spring

return new AsyncResul t <>(this. subm t ToBackend( net adat a. get Messagel d()));
}

private bool ean subnitToBackend(String nessageld) {
/*
Here you could put the nmessage on a queue, call an external webservice or store it on

the file system

*/

t hr ow new Unsupport edOper at i onExcepti on("Needs to be i npl enented");

/*
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This is an exanple of the nethod that is called fromoutside. In a JM5 inplenentation it
woul d nost |ikely be

cal | ed onMessage( Message nessage), while in a webservice plugin it woul d have the nane of
the webservice operation.

*/

public String handl eMessageFr onBackend( MyObj ect| n nessageFr onBackend) throws
Val i dat i onExcepti on, Transfornmati onException {

/*
Handl e stuff specific to your inplenentation, i.e. get nessage from JMS or webservice,
check security etc.
*/

return subnit(nmessageFronBackend) ;

C.2.2.2. eu.domibus.submission.transformer.Message*Transformer<U|
T>

The transformer classes are responsible for the transformation from/to a Submi ssi on object. The
difficulty of the concrete implementation is dependant on the data model used for communication
between the backend and the plugin. It can range from calling abunch of settersto implementing some
dedicated dynamic discovery logic.

Note

Whileitisagoa of Domibus 3 to make plugin development as easy as possible, some basic
A4 knowledge is required to successfuly implement aworking transformer.

A good example for a transformer implementation is
eu. doni bus. subni ssi on. transforner.inpl.JVMSMessageTr ansf or mer which
transforms MapMessage objects conforming to the eeCODEX JM S specification to Submission ob-

jects.
/*
* Copyright 2015 e- CODEX Proj ect
*
* Licensed under the EUPL, Version 1.1 or — as soon they
* will be approved by the European Conmi ssion - subsequent
* versions of the EUPL (the "Licence");
* You may not use this work except in conpliance with the
* Licence.
* You nmay obtain a copy of the Licence at:
* http://ec.europa. eu/idabc/eupl 5
* Unless required by applicable law or agreed to in
* writing, software distributed under the Licence is
* distributed on an "AS I S" basis,
* W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either
* express or inplied.
* See the Licence for the specific |anguage governing
* permissions and |imtations under the Licence.
*

/*

* To change this license header, choose License Headers in Project Properties.
* To change this tenplate file, choose Tools | Tenplates

* and open the tenplate in the editor.

*/

package eu. doni bus. submi ssi on. transforner.inpl;

i nport eu. dom bus. conmon. nodel . or g. oasi s_open. docs. ebxm _nsg. ebns. v3_0. ns. core. _200704. Property;
i mport eu. dom bus. subni ssi on. Submni ssi on;

i mport eu. dom bus. subni ssi on. t ransf or mer. MessageRet ri eval Tr ansf or ner;

i mport eu. dom bus. subni ssi on. t ransf or mer. MessageSubni ssi onTr ansf or mer ;

i mport org. apache. conmons. | oggi ng. Log;

i mport org.apache. coomons. | oggi ng. LogFact ory;

i nport org.springfranmework. stereotype. Servi ce;

i nport javax.jns.JMSException;
i mport javax.j ns. MapMessage;
import java.text.MessageFornat;
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import java.util.Mp;
inport java.util.Properties;

/**
* This class is responsible for transformations from{@ink javax.jns. vapMessage} to {@i nk
eu. dom bus. subni ssi on. Subni ssi on} and vice versa
*
* @ut hor Padraig
*/

@servi ce
public class JMSMessageTr ansf or mer
i mpl ements MessageRetri eval Tr ansf or mer <MapMessage>,
MessageSubni ssi onTr ansf or ner <MapMessage> {

public static final String SUBM SSI ON JM5_MAPMESSAGE _ACTI ON = "Action";

public static final String SUBM SSI ON_ JM5_MAPMESSAGE _SERVI CE = "Service";

public static final String SUBM SSI ON JMS5_MAPMESSAGE SERVI CE_TYPE = "servi ceType";

public static final String SUBM SSI ON JM5_MAPMESSAGE CONVERSATI ON | D = "Conversationl D';
public static final String SUBM SSI ON JMS_MAPMESSAGE AGREEMENT _REF = "Agreenent Ref";
public static final String SUBM SSI ON JMS_MAPMESSAGE REF _TO MESSAGE | D = "ref ToMessagel d";
public static final String SUBM SSI ON_ JM5_MAPMVESSAGE _FROM PARTY_ID = "fronPartyl D';

public static final String SUBM SSI ON_ JM5_MAPMVESSAGE FROM PARTY_TYPE = "fronPartyType";
public static final String SUBM SSI ON_ JM5_MAPMESSAGE FROM ROLE = "fronRol e";

O

public static final String SUBM SSI ON_ JM5_MAPVESSAGE TO PARTY_ID = "toPartyl D';
public static final String SUBM SSI ON_ JM5_MAPVESSAGE TO PARTY_TYPE = "toPartyType";
public static final String SUBM SSI ON_ JM5_MAPMESSAGE TO ROLE = "toRol e";

public static final String SUBM SSI ON_JMS5_MAPMESSAGE PROPERTY_ORI Gl NAL_SENDER
= "origi nal Sender";
public static final String SUBM SSI ON_ JM5_MAPMESSAGE PROPERTY_FI NAL_RECI Pl ENT
= "final Recipient";
public static final String SUBM SSI ON_ JM5_MAPVESSAGE PROPERTY_ENDPO NT = "endPoi nt Addr ess";

public static final String SUBM SSI ON_ JM5_MAPMESSAGE PROTOCOL = "protocol ";
public static final String SUBM SSI ON_JMS_MAPMESSAGE_TOTAL_NUMBER OF_PAYLOADS
= "t ot al Nunber O Payl oads";
public static final String PAYLOAD_FI LE_NAME_FORMAT = "payl oad_{0}. bin";
public static final String BODYLOAD FI LE NAVE FORMAT = "bodyl oad. bi n";
public static final String MESSAG NG FI LE NAME = "nessagi ng. xm ";
public static final String METADATA_ARTI FACT_NAME = "nmet adata. xm ";
private static final String SUBM SSI ON_ JM5_MAPMESSAGE PAYLOAD NAME PREFI X = "payl oad-";
public static final String SUBM SSI ON_JMS_MAPVESSAGE PAYLOAD NAME_FORMAT =
JMBMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _PAYLOAD NAME_PREFI X + "{0}";
private static final String SUBM SSI ON JVMS_MAPMESSAGE PAYLOAD DESCRI PTI ON SUFFI X = "-
description”;
public static final String SUBM SSI ON JMS_MAPMESSAGE PAYLOAD DESCRI PTI ON_FORVAT
= JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD NAME FORMAT +
JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PAYLOAD_DESCRI PTI ON_SUFFI X;
private static final String SUBM SSI ON JM5_MAPMESSAGE PAYLOAD M ME_TYPE_SUFFI X = "-
M nmeType";
public static final String SUBM SSI ON_ JM5_MAPMESSAGE PAYLOAD M ME_TYPE FORVAT
= JMSMessageTr ansf or ner. SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD NAME FORMAT +
JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PAYLOAD_M ME_TYPE_SUFFI X;
private static final String SUBM SSI ON JVS_MAPMESSAGE PAYLOAD M ME_CONTENT | D SUFFI X = "-
M neContent | D*;
public static final String SUBM SSI ON_ JMS_MAPMESSAGE PAYLOAD M ME_CONTENT_| D_FORMAT
= JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD NAME FORMAT +
JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PAYLOAD_M ME_CONTENT_I D_SUFFI X;
private static final Log LOG = LogFactory. get Log(JMSMessageTr ansf or ner. cl ass) ;

/**
* Transforms {@ink eu.domni bus. subm ssi on. Submi ssion} to {@ink javax.jnms. MapMessage}
*
* @ar am submi ssion the nessage to be transforned td
* @eturn result of the transformation as {@ink javax.jns. MapMessage}
*/
@verride
publ i ¢ MapMessage transf or nFr onSubni ssi on(final Subni ssion subnission, final MapMessage
messageQut) {

try {
messageQut . set St ri ngProperty(JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_ACTI ON,
submi ssi on. get Action());

nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_SERVI CE,
subni ssi on. get Service());
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nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_CONVERSATI ON_| D,
submi ssi on. get Conversationld());

for (final Subm ssion.Party fronmParty : subm ssion.getFronParties()) {

nmessageQut . set St ri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_FROM PARTY_| D,
fronParty. getPartyld());

messageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _FROM PARTY_TYPE,
fronParty. getPartyl dType());

}

for (final Subm ssion.Party toParty : subm ssion.get ToParties()) {

nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _TO PARTY_I D,
toParty.getPartyld());

nmessageQut . set St ri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _TO PARTY_TYPE,
toParty. getPartyl dType());
}

nmessageQut . set St ri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _FROM ROLE,
submi ssi on. get FronRol e() ) ;

nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _TO ROLE,
submi ssi on. get ToRol e() ) ;

for (final Map.Entry p : submi ssion. get MessageProperties().entrySet()) {

if
(p. get Key() . equal s(JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _PROPERTY_ORI G NAL_SENDER) ) {
nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE PROPERTY_ORI Gl NAL_ SENDER,
p. getVal ue().toString());

}

if
(p. get Key() . equal s(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _PROPERTY_ENDPO NT) ) {
nmessageQut . set St ri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PROPERTY_ENDPO NT,
p. getVal ue().toString());

}

if
(p. get Key() . equal s(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PROPERTY_FI NAL_RECI PI ENT) ) {

messageQut . set Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE PROPERTY_FI NAL_RECI Pl ENT,
p. getVal ue().toString());
}

}

nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE PROTOCOL, "AS4");

nmessageQut . set St ri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE AGREENMVENT _REF,
submi ssi on. get Agr eenment Ref () ) ;

nmessageQut . set Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _REF_TO MESSAGE | D,
submi ssi on. get Ref ToMessagel d());

int counter = 2;
for (final Subm ssion.Payload p : submi ssion. get Payl oads()) {
if (p.islnBody()) {

nmessageQut . set Byt es( MessageFor mat . f or mat (JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _PAYLOAD NANMVE FORMNAT,
1), p.getPayl oadData());

nmessageQut . set Stri ngProperty(MessageFor mat . f or mat (JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _PAYLOAD M ME_ T
1), p.getPayl oadProperties().getProperty(Property. M VE_TYPE));

nmessageQut . set Stri ngProperty(MessageFor mat . f or mat (JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _PAYLOAD M ME_C
1), p.getContentld());
if (p.getDescription() != null) {

messageQut . set Stri ngProperty(MessageFor mat . f or mat (JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_PAYLOAD_ DESCRI
1), p.getDescription());
}

} else {
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final String payContID =
String. val ueO (MessageFor mat . f or mat (JMSMessageTr ansf or mer
counter));

final String payDescrip =
String. val ueO* (MessageFor mat . f or mat (JMSMessageTr ansf or mer
counter));

final String propPayl oad =
String. val ueO* (MessageFor mat . f or mat (JMSMessageTr ansf or mer
counter));

final String payM neTypeProp =
String. val ueO* (MessageFor mat . f or mat (JMSMessageTr ansf or mer
counter));

messageQut . set Byt es( propPayl oad, p. get

. SUBM SSI ON_JMS_MAPMESSAGE._PAYLOAD M ME_CONTENT | D_FORM

. SUBM SSI ON_JM5_MAPMESSAGE_PAYLOAD_DESCRI PTI ON_FORVAT,

. SUBM SSI ON_JM5_MAPMESSAGE_PAYLOAD_NAME_FORMAT,

. SUBM SSI ON_JMS_MAPMESSAGE_PAYLOAD M NE_TYPE_FORMAT,

Payl oadDat a()) ;

nmessageCQut . set Stri ngProperty(payM meTypeProp,

p. get Payl oadPr operties().getProperty(Property. M ME_TYPE))

messageQut . set Stri ngProperty(payContl D, p.getContentld());

if (p.getDescription()

}

count er ++;

I'=null) {

nessageCQut . set Stri ngProperty(payDescrip,

}

p. get Description());

nmessageQut . set | nt (JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _TOTAL_NUMBER _OF PAYLOADS,

submi ssi on. get Payl oads() . size());
} catch (final JMSException ex) {

JMBMessageTransformer. LOG error ("Error while filling the MapMessage",

}

return messageCut;

}

| **

ex);

* Transforms {@ink javax.jns. MapMessage} to {@i nk eu. domi bus. subm ssi on. Submni ssi on}

*

* @aram nessageln the nessage ({@ink javax.jns. MapMessage}) to be tranforned
* @eturn the result of the transformation as {@ink eu.dom bus. subm ssi on. Submi ssi on}

*/
@verride
publ i ¢ Submi ssion transfornfToSubm ssion(final

final Subm ssion target new Subni ssion();

try {

target.
target.
target.

target.

final String fronPartylD =

MapMessage nessageln) {

set Acti on(messagel n. get Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE _ACTI QN) ) ;
set Servi ce(nmessagel n. get Stri ngProperty(JVSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_SERVI CE) ) ;
set Servi ceType(nmessagel n. get Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_SERVI CE_TYPE) )

set Conver sati onl d( messagel n. get Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_CONVERSATI O

nmessagel n. get Stri ngProperty(JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _FROM PARTY_I D) ;

final String fronPartyType

nmessagel n. get Stri ngProperty(JVMSMessageTr ansf or ner. SUBM SSI ON_JMS_MAPMESSAGE _FROM PARTY_TYPE) ;

target . addFronParty(fronPartyl D,

fronPartyType);

target. set FronRol e( nessagel n. get Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_FROM ROLE) ) ;

final String toPartylD =

nmessagel n. get Stri ngProperty(JMSMessageTr ansf or ner. SUBM SSI ON_JMS_MAPMESSAGE _TO PARTY_I D) ;

final String toPartyType

nmessagel n. get Stri ngProperty(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _TO PARTY_TYPE) ;

target.addToParty(toPartyl D, toPartyType);

target.set ToRol e( nessagel n. get Stri ngProperty(JVSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_TO ROLE));

tar get . addMessagePr oper t y( JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_PROPERTY_ORI G NAL_ SENDER,
nmessagel n. get Stri ngProperty(JVMSMessageTr ansf or ner. SUBM SSI ON_JMS_MAPMESSAGE PROPERTY_ORI G NAL_SENDER) ) ;

t ar get . addMessagePr oper t y( JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_PROPERTY_FI NAL_RECI Pl ENT,
nmessagel n. get Stri ngProperty(JVSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_PROPERTY_FI NAL_RECI Pl ENT) ) ;

t ar get . set Ref ToMessagel d( nessagel n. get Stri ngProperty(JVMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_REF_TO MESS

t ar get . set Agr eenent Ref (nmessagel n. get Stri ngProperty(JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE_AGREEMENT_REF

final int nunPayl oads

nmessagel n. get | nt Property(JVMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE_TOTAL_NUMBER_OF PAYLQADS) ;

for (int i 1; i <= nunPayl oads; i++) {

29



Backend Integration

final String propPayl oad =
String. val ueO (MessageFor mat . f or mat (JMSMessageTr ansf or ner . SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD NANVE FORVAT,
i));

final String bodyl oadFil eNane = JMSMessageTr ansf or mer . BODYLOAD_FI LE_NAME_FORVAT;

final String contentld;

final String m meType;

String description = null;

final byte[] payl oadDat a;

payl oadDat a = nessagel n. get Byt es( pr opPayl oad) ;

final String payM neTypeProp =
String. val ueO (MessageFor mat . f or mat (JMSMessageTr ansf or mer. SUBM SSI ON_JMS_MAPMESSAGE _PAYLOAD M ME_TYPE_FORNAT,
i));

m meType = nmessagel n. get Stri ngProperty(payM nmeTypeProp);

final String payDescrip =
String. val ue (MessageFor mat . f or mat (JMSMessageTr ansf or mer . SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD DESCRI PTI ON_FORNAT,
i));

if (messageln.getStringProperty(payDescrip) !'= null) {
description = nessagel n. get StringProperty(payDescrip);
}

final String payContID =
String. val ue (MessageFor mat . f or mat (JMSMessageTr ansf or ner . SUBM SSI ON_JMS_MAPMESSAGE PAYLOAD M ME_CONTENT_| D_FORV
i));

contentld = messagel n. get Stri ngProperty(payContlD);

final Properties partProperties = new Properties();
if (mmeType !'= null && !'minmeType.trin().equals("")) {

part Properties. set Property(Property. M ME_TYPE, ni neType);
}

target . addPayl oad(cont ent 1 d, payl oadData, partProperties, i == 1, description,
null);

} catch (final JMSException ex) {
JMBMessageTransformer. LOG error ("Error while getting properties from MapMessage",
ex);
t hrow new Runt i meExcepti on(ex);

}

return target;

C.2.3. Plugin configuration

All  plugins ae configured in the ${domni bus.config.location}/subm s-
sion-config. xm file

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns:util="http://ww.springframework. org/schenma/util"
xm ns="http://ww. spri ngfranmewor k. or g/ scherma/ beans"
xsi : schemaLocat i on="htt p: //ww. spri ngf ramewor k. or g/ schema/ beans http://
www. spri ngf ramewor k. or g/ schena/ beans/ spri ng- beans. xsd htt p: // ww. spri ngf ramewor k. or g/ schema/
util http://ww.springfranmework. org/schema/util/spring-util.xsd">

<I--
Al'l backends nust be listed here to all ow nessage delivery
-->
<util:list id="backends"
val ue-t ype="eu. domi bus. subm ssi on. BackendConnect or" >
<ref bean="exanpl eBackendConnector"/>
<futil:list>

<bean i d="nessageTr ansf or ner"
cl ass="eu. dom bus. submi ssi on. transforner.inpl . Exanpl eMessageTr ansf or ner" >
</ bean>

<bean i d="exanpl eBackendConnect or"
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cl ass="eu. dom bus. submni ssi on. Exanpl eBackendConnect or " >
<property name="nessageRetrieval Transforner" ref="nessageTransformer"/>
<property name="nmessageSubm ssi onTransformer" ref="nmessageTransforner"/>
</ bean>
</ beans>

This is the basic configuration. Real implementations might require more complicated setups, as the
next, real-world example shows.

<?xm version="1.0" encodi ng="UTF-8"?>
~ Copyright 2015 e- CODEX Proj ect

~ Licensed under the EUPL, Version 1.1 or — as soon they
~ will be approved by the European Conm ssion - subsequent
~ versions of the EUPL (the "Licence");

~ You may not use this work except in conpliance with the
~ Licence.

~ You may obtain a copy of the Licence at:

~ http://ec.europa. eu/idabc/eupl 5

~ Unless required by applicable law or agreed to in

~ witing, software distributed under the Licence is

~ distributed on an "AS | S" basis,

~ W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either

~ express or inplied.

~ See the Licence for the specific |anguage governing

~ perm ssions and |imtations under the Licence.

-—>

<beans xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: j axws="http://cxf.apache. org/j axws"
xm ns:util="http://ww.springframework. org/schena/util"
xm ns="http://ww. spri ngfranmewor k. or g/ schema/ beans"
xsi : schemaLocat i on="htt p: // ww. spri ngf ramewor k. or g/ schema/ beans http://
www. spri ngf ramewor k. or g/ schena/ beans/ spri ng- beans. xsd http://cxf.apache.org/jaxws http://
cxf.apache. org/ schemas/j axws. xsd http://ww. springframework. org/ schema/util http://
www. spri ngframewor k. org/ schema/ util/spring-util.xsd">

<util:list id="backends"
val ue-t ype="eu. dom bus. subm ssi on. BackendConnect or " >
<ref bean="backendWebservice"/>
<ref bean="nessagelLi stener"/>
<futil:list>

<!-- Webservice plugin configuration -->
<bean i d="backendWebservi ce"
cl ass="eu. dom bus. subm ssi on. webSer vi ce. i npl . BackendWebSer vi cel npl "/ >
<j axws: endpoi nt i d="backendl nt er f aceEndpoi nt"
i npl ement or =" #backendWebser vi ce" address="/backend"/ >

<l-- JMS plugin configuration -->

<bean i d="nessagelLi stener" cl ass="eu. dom bus. submi ssi on. j ns. BackendJMsI npl ">
<property name="connecti onFactory" ref="connecti onFactory"/>
<property name="out Queue" ref="out Queue"/>
<property name="recei vi ngQueue" ref="revi evi ngQueue"/ >

</ bean>

<bean i d="j msCont ai ner"
cl ass="org. springframework.j ms. | istener. Def aul t MessageLi st ener Cont ai ner" >
<property name="nessageli stener" ref="nessagelLi stener"/>
<property name="connecti onFactory" ref="connecti onFactory"/>
<property name="destinati on" ref="i nQueue"/>
</ bean>

<bean i d="angConnecti onFact ory"
cl ass="org. apache. acti veng. Acti veMXonnect i onFact ory" >
<constructor-arg index="0" val ue="tcp://127.0.0.1:61616"/>
</ bean>

<bean i d="connecti onFactory"
cl ass="org. spri ngframewor k. j ms. connecti on. Cachi ngConnecti onFact ory" >
<constructor-arg ref="anmgConnecti onFactory"/>
</ bean>

<bean i d="i nQueue" cl ass="org. apache. acti veng. command. Acti veMXQueue" >
<constructor-arg i ndex="0" val ue="queue/i nQueue"/ >
</ bean>
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<bean i d="out Queue" cl ass="org. apache. acti venyg. command. Acti veMXQueue" >

<constructor-arg i ndex="0" val ue="queue/ out Queue"/ >
</ bean>

<bean i d="revi evi ngQueue" cl ass="org. apache. acti veng. command. Acti veMXQueue" >
<constructor-arg i ndex="0" val ue="queue/ recei vi ngQueue"/>
</ bean>

</ beans>

This example shows a webservice and a IMS plugin working in paralel. Both plugins use Spring
annotations to wire their transformers, so this configuration is not needed in the XML file.

I mportant

The order of the plugins in the "backends" |list is important as the
i sResponsi bl e( MessageMet adat a net adat a) methods of the plugins are called
in that order.
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