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1. INTRODUCTION 

The present document is a summary of the assessment of the SAMM carried out by CAMSS using the 

CAMSS EIF assessment scenario. The purpose of this scenario is assessing the compliance of a standard or 

specification with the European Interoperability Framework (EIF)1. 

2. ASSESSMENT SUMMARY  

SAMM  provides an effective and measurable way for all types of organizations to analyze and improve 

their software security posture. We want to raise awareness and educate organizations on how to 

design, develop, and deploy secure software through our self-assessment model. SAMM supports the 

complete software lifecycle and is technology and process agnostic. We built SAMM to be evolutive 

and risk-driven in nature, as there is no single recipe that works for all organizations. 

2.1. Interoperability Principles 

Interoperability principles are fundamental behavioural aspects that drive interoperability actions. They 
are relevant to the process of establishing interoperable European public services. They describe the 
context in which European public services are designed and implemented. 
 
The specification fully supports the principles setting context for EU actions on interoperability: 

- Subsidiarity and proportionality 

There is no Member State that includes SAMM in their national catalogue with The National 

Interoperability Framework (NIF) aligned with at least 4 out of 5 sections of the European 

Interoperability Framework (EIF) according to the National Interoperability Framework 

Observatory (NIFO) factsheets. 

The specification partially supports the principles setting context for EU actions on interoperability: 

- Openness 

This project is licensed CC, which essentially means that the project, along with your contributions 

is in the public domain in whatever jurisdiction possible, and everyone can do whatever they want 

with it. SAMM has a defined and publicly available Process for the Development and approval 

process of the specification as a recommended standard. The first version of the specification was 

released back in 2009 and has been maintained and evolved on a community-driven basis until 

achieving version 2.0 released in 2020. SAMM is supported by many public technologists and its 

own community that are able to contribute on the development of the standard at the same time 

all the contributors review those updates. SAMM provides an effective and measurable way for 

all types of organizations to analyze and improve their software security posture. Applying the 

model organisation can develop and improve software applications in terms of security. 

 

 

 

                                                             

1 https://ec.europa.eu/isa2/eif_en 

https://ec.europa.eu/isa2/eif_en
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- Transparency 

The purpose of SAMM is not related to the visibility of administrative information, data or 

services. Also, the purpose of SAMM is not related to the comprehensibility of administrative 

information, data or services. 

 

- Reusability 
SAMM is a business domain agnostic specification that can be reused in a cross-domain way. 
Moreover, SAMM is a prescriptive model, an open framework which is simple to use, fully defined, 
and measurable. SAMM is not included in European or National platforms, however, openness 
and the benefits for the creation of public and reusable solutions is the philosophy of the 
specification. Besides, it is fully accessible for its consultation, study, implementation or 
contribution to its development. 

 

- Technological neutrality and data portability 

SAMM is a set of criteria that supports public organizations in developing and maintaining 

software and policy together. So it can be said that it is independent of any platform or 

technology. SAMM was defined with flexibility in mind so that small, medium, and large 

organizations using any style of development can customize and adopt it. It provides a means of 

knowing where your organization is on its journey towards software assurance and understanding 

what is recommended to move to the next level of maturity. So it can be said that SAMM can be 

applied and developed in different domains and purposes without harming the interoperability 

of functionality of systems. SAMM aims to help organizations analyse their current software 

security practices, build a security program in defined iterations, show progressive improvements 

in secure practices, and define and measure security-related activities. 

 

The specification does not support the principles related to generic user needs and expectations: 

- User-centricity 

The scalability and broad character of the specification can make possible the creation and the 

availability of solutions fostering the reuse and availability of information between 

administrations and citizens. This fact demonstrates that the specification can foster the 

implementation of the once-only principle. 

 

- Inclusion and accessibility 

The purpose of this specification is not related to e-accessibility. 

 

- Security and privacy 

SAMM helps organizations analyse their current software security practices, build a security 

program in defined iterations, show progressive improvements in secure practices, and define 

and measure security-related activities. 
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- Multilingualism  

The purpose of this specification is not related to the delivery of multilingual public services. 

 

The specification partially supports the foundation principles for cooperation among public 

administrations: 

- Administrative Simplification 

The self-assessment model allows users to manage the development and deployment of software 

and adapt the actions to each specific purpose targeting depending on the organisation's needs. 

This fact helps public administrations to create and implement secure digital public services 

without wasting time and means.  

Moreover, the creation of secure digital public services fosters the eGovernment and the 

digitalisation reducing administrative burden. 

 

- Preservation of information 

SAMM includes recommendations on data protection and requirements for the proper protection 

and management of relevant data over their lifetime and also over time. More specifically, it is 

written down under the operational management and the first stream, which states the outcomes 

and need of establishing a data catalogue. 

 

- Assessment of effectiveness and efficiency 

There are several documentation from European agencies on standardisation and cyber security 

about the possibilities and benefits of using SAMM as the bases to ensure the creation of secure 

services and software solutions. 

2.2. Interoperability Layers 

The interoperability model which is applicable to all digital public services includes: 
- Four layers of interoperability: legal, organisational, semantic and technical; 
- A cross-cutting component of the four layers, ‘integrated public service governance’; 
- A background layer, ‘interoperability governance’. 

 

The Specification supports the implementation of digital public services complying with the EIF 

interoperability model: 

- Interoperability governance 

At the time of elaborating this assessment, this specification is not included in any EIRA ABB in 

the last version of the European Library Of Specifications (ELIS). However, it has been associated 

to "Security Framework" of the Organisational view for the on-going version that is going to be 

published in May 2021. 

 

After searching in the different official European websites, agencies such as ENISA or ETSI are 

recommending SAMSS as one of the reference frameworks for the development of secure 

software solutions. 
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Moreover, after checking the different standard catalogues at supra-national level, there is no 

evidence of the inclusion of the SAMM within any European catalogue of standards. However, 

ETSI and ENISA are recommending it within documents about guidelines and best practices for 

securing solutions and services. 

 

- Integrated public service governance & Legal Interoperability 
No evidences have been found of the specification being included in a formal interoperability 

agreement between organisations involved in the European public services provision. Despite 

this, European organisations relevant to standardisation and security landscapes are 

recommending its use for the development of software. It is a key aspect to consider that the 

specification is being considered and recognised for the development of public services. 

 

After checking the assessments performed by CAMSS and the list of specifications identified by 

the MSP Multi-stakeholder platform, no assessment verifying the compliance of the specification 

with the European standardisation regulation has been found. However, ETSI is recommending it 

within a technical report that provides the standards landscape and best practices on security 

aspects. 

 

- Organisational interoperability 

The purpose of SAMM is not related to the modelling of business processes.  

SAMM is a commonly used method for assessing and improving security aspects. It can be 

considered as a security framework that needs to be followed according to organisations needs 

to provide compliant and services and data that can be reused across border and institutions 

without hampering its usefulness and security features. 

 

- Semantic Interoperability  

This document does not define a cross-sector reusable data model, but gives public organizations 

a model for building their own open source solutions to enable successful future reuse by similar 

public organizations in other places. 

 

- Technical interoperability 

This technical interoperability layer is covered by the core interoperability principle ''Openness''. 
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3. ASSESSMENT RESULTS 

This section presents an overview of the results of the CAMSS assessments for SAMM. The CAMSS 

“Strength” indicator measures the reliability of the assessment by calculating the number of answered 

(applicable) criteria. On the other hand, the number of favourable answers and the number of 

unfavourable ones are used to calculate the “Automated Score” per category and an “Overall Score”. 

*The technical interoperability layer is covered by the criteria corresponding to the core interoperability principle ''Openness''. 

 

With a 97% of assessment strength, this assessment can be considered representative of the specification 

compliance with the EIF principles and recommendations. 

The Overall Automated Score of 47% demonstrates that the specification supports the European 

Interoperability Framework in the domains where it applies.  

  

Figure 1 Interoperability principles Results 

Category 
Automated 

Score 
Assessment 

Strength 
# 

Favourable 
# 

Unfavourable 
# Not 

Applicable 

Principle setting the context for EU 

actions on interoperability 
0% 100% 0 1 0 

Core interoperability principles 100% 79% 15 0 4 

Principles related to generic user 

needs and expectations 
100% 50% 2 0 2 

Foundation principles for 

cooperation among public 

administrations 

100% 100% 3 0 0 

Interoperability layers* 83% 82% 15 3 4 

Overall Score 87% 77% 26 4 9 
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Figure 2 Interoperability layers Results 

  


