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About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 

 

Contact details 

For contacting ENISA or for general enquiries on the Country Reports, please use the 
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Austria 

The structure of the individual country reports 

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA’s “Who-is-who” publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

NIS as part of the information society strategy 

Domestic initiatives and measures in the framework of the information society are 

implemented by the respective Austrian Federal Ministries within their areas of 

responsibility, while the classic cross section dimension of the “information society” 

requires coordination which is provided by the Constitutional Service of the Federal 

Chancellery. 

Exchange of information and experience concerning all the relevant issues is organized 

on a regular and continuous basis among representatives of the Federal Chancellery, 

Federal Ministries, the statutory bodies of interest groups representing business and 

consumers, as well as among Internet providers and similar bodies. 

 

Austrian national IT Strategy elements 

The key elements of the national Austrian NIS strategy are not always consolidated as 

such, but also reflected in the strategies, initiatives and measures implemented or 

planned by the Federal Government and the various Federal Ministries, or in cooperation 

with private business: 

 e-Government (ICT in Public Administration) 

 e-Business / e-Work (ICT for employers and employees) 

 e-Security (ICT and security)  

 e-Learning / e-Competence (ICT in basic and follow-up education 

 e-Science (ICT in universities and universities of applied sciences) 

 e-Culture (ICT in art and culture) 

 e-Health (ICT and health) 

 e-Inclusion (ICT for everybody) 

The Austrian eGovernment strategy is based on basic concepts, base components and 

open standards, which serve as guidelines for the implementation of electronic services 

and the creation of the underlying infrastructure.1 

The Austrian eGovernment strategy is based on several important principles that have 

relevance from an NIS viewpoint: trust and security, data security, interoperability and 

technological neutrality. As such, the Austrian Federal Government has given priority to 

the development and implementation of electronic public services that ensure secure 

communication and transactions and confidential handling of data. Austria was one of 

the first EU Member States to adopt comprehensive legislation on eGovernment.  

As security and trust are critical factors in eGovernment and eCommerce, Austria uses 

the same standards and tools for both areas (citizen card function, electronic signature, 

electronic payments, etc.). A series of eGovernment tools were implemented, some of 

them very interesting from an NIS perspective:  

 Electronic signature, mobile signature, PDF electronic signature;  

 Signature verification service; 

                                           

1 Source: http://www.digital.austria.gv.at/site/6510/default.aspx  

http://www.digital.austria.gv.at/site/6510/default.aspx
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 Electronic record system (ELAK); 

 Electronic delivery; 

 Timestamping service, etc. 

 

The platform “Digital Austria” is the coordination and strategy committee of the Federal 

Government for eGovernment - it offers comprehensive information about eGovernment 

in Austria. 

The task force "E-Austria", made up of leading experts in Austria, recommended 

instituting an "Information and Communication Technologies (ICT) Board", which would 

be responsible for coordinating planning and implementation of eGovernment solutions 

between the Federal Government, the provinces, and local authorities. The members of 

the ICT Board were comprised of the Chief Information Officers (CIOs) of the Ministries, 

who were nominated by their respective ministers. The ICT Board was headed up by the 

Federal Chief Information Officer, who was nominated by the Federal Government. The 

Federal CIO coordinated the ideas and strategies that came from the ICT Board with the 

provinces, municipalities and local authorities. 
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The regulatory framework 

eGovernment Act 

The Austrian eGovernment Act (E-Government-Gesetz; E-GovG) serves as the legal 

basis for the instruments used to provide a system of eGovernment and for closer 

cooperation between all authorities providing eGovernment services. It addresses new 

mechanisms, such as the electronic signature, sector-specific personal identifiers or 

electronic service of documents, which may also be used by the private sector.  

The most important principles are: freedom of choice between means of communication 

for submissions to the Public Administration; security for the purpose of improving legal 

protection by creating appropriate technical means such as the Citizen Card; unhindered 

access to information and services provided by the Public Administration for people with 

special needs by way of compliance with international standards governing web 

accessibility. The eGovernment Act is complemented by the Administrative Signature 

Regulation, the Sector Classification Regulation, the SourcePIN Register Regulation and 

the Supplementary Register Regulation, each of which defines in more detail some 

provisions of the eGovernment Act and facilitates its implementation. 

Data Protection/Privacy Legislation 2 

Data Protection Act 2000 

The Austrian Data Protection Act 2000 (Datenschutzgesetz 2000; DSG 2000, Federal 

Law Gazette I No. 165/1999) became effective on 1 January 2000. In implementation of 

the Directive on Data Protection 95/46/EC, the act provides for a fundamental right to 

privacy with respect to the processing of personal data which entails the right to 

information, rectification of incorrect data and erasure of unlawfully processed data.  

It regulates the pre-conditions for the lawful use and transfer of data, including 

mandatory notification and registration obligations with the Austrian Data Protection 

Commission. It finally provides for judicial remedy in case of breach of its provisions. It 

lays down the respective procedures before the Data Protection Commission and civil 

courts as well as penal and administrative sanctions for its infringement. 

eCommerce Legislation 

eCommerce Act  

The eCommerce Act (eCommerce Gesetz; ECG), which became effective on 1 January 

2002, implements Directive 2000/31/EC on electronic commerce. The Act deals with 

certain aspects of Information Society services, e.g., commercial online-services. 

According to the Act, such Information Society services are – inter alia – online-

distribution, online-information, online-advertisement, access services and search 

engines. The Act is therefore applicable to virtually all services provided on the Internet.  

It sets the principles of freedom of service provision (the provision of information 

services does not require specific licences or permissions) and of country of origin 

(service providers merely have to satisfy the legal requirements for the provision of 

those services of their home country, i.e., the country in which the providers conduct 

their business operation), and provides for certain information obligations of providers of 

Information Society services for the benefit of their (potential) customers. 

                                           

2 http://www.epractice.eu/files/eGovernment%20in%20AT%20-%20July%202009%20-%2012%200.pdf  

http://www.epractice.eu/files/eGovernment%20in%20AT%20-%20July%202009%20-%2012%200.pdf
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eCommunications Legislation 

Telecommunications Act 

The Telecommunications Act became effective on 20 August 2003. Hereby, the EU’s 

regulatory framework on electronic communications was transposed into national law. 

The Telecommunications Act (Telekommunikationsgesetz 2003, TKG 2003) encompasses 

all five relevant directives and will be amended in the next future by implementing the 

Data Retention Directive. 

The Telecommunication Act (TKG) includes detailed regulations referring to data security 

in general, and specific regulations regarding communication exchange. Furthermore, 

these regulations stipulate confidentiality of telecommunication. The law also states that 

the suppliers of communication lines are responsible for securing all data. It also obliges 

the suppliers of communication lines to place all technical means necessary for the 

surveillance of telecommunication at the disposal of the security agencies. 

eSignatures/eIdentity Legislation3  

Electronic Signature Act 

The Electronic Signature Act (Signaturgesetz; SigG) was passed by Parliament on 14 

June 1999 and came into force on 1 January 2000, making Austria the first EU Member 

State to implement Directive 1999/93/EC on a Community framework for electronic 

signatures. The Act legally recognizes electronic signatures satisfying certain security 

requirements and provides some evidential value to less secure electronic signatures. 

Furthermore, the law specifies requirements to enterprises issuing qualified certificates 

and defines the conditions for the acceptance of certificates of foreign origin.  

The act is complemented by the Austrian Signature Ordinance which has been new 

enacted on 7 January 2008 (Federal Law Gazette part II No. 3/2008). The conditions for 

the use of electronic signatures in the public sector, as well as for the use of Citizen 

Cards and sector-specific personal identifiers are regulated by the E-Government Act. 

Computer Crime Legislation 

Penal Code (StGB) 

Several articles of the Austrian Penal Code (StGB) are of relevance for the Austrian NIS. 

Some new regulations were introduced to the Penal Code like for example: 

 Paragraph 118a: Unlawfully accessing a computer system: This crime is 

punishable with a prison sentence up to six months or a fine. The law applies not 

only to illegal access, but also to unauthorized registration on a computer system 

or to those who offer these possibilities to another person, make them public, or 

use them to gain benefit. The law also applies to cases where users who are 

authorized to use part of the system have accessed other parts that are off-limits 

to them. But an essential element is that a violation of security measures has to 

have occurred. Thus, if no security measures are in place, unauthorized access is 

not a crime. It is worth mentioning that the perpetrator will only be prosecuted 

with authorization from the injured party. 

 Paragraph 119: Infraction of the confidentiality of telecommunications: This crime 

is defined in a similar way to violations of the privacy of correspondence. The 

                                           

3 Source: http://www.epractice.eu/files  

http://www.epractice.eu/files
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punishments and the requirement for the prosecution are the same as in 

paragraph 118a. 

 Paragraph 119a: Improper interception of data: This constitutes a crime that is 

punished and prosecuted. It is essential that the intercepted data not be intended 

for the intercepting person. It does not matter whether the perpetrators intend to 

use the data for themselves, to make it public, or to offer it to another party. The 

law makes no distinction between the methods applied. 

 Paragraph 126b: Disruption of the operability of computer systems: The elements 

of the crime of “Disruption of the operability of computer systems” are directly 

connected with paragraph 126a. The law outlaws the disruption of systems by 

introducing or sending data. The authorization of the injured party is not needed 

for prosecution, because this law applies to the diffusion of viruses, worms, etc. 

 Paragraph 126c: Abuse of computer programs or access data: This article is a 

very complex one. It prohibits the abuse of computer programs or access data, 

such as passwords. It is generally intended to cover Trojans and spy programs, 

as well as accessing and distributing passwords and access codes for various 

purposes. 

Self-regulations 

ISPA code of conduct4 

The union of Austrian Internet Service Providers (ISPA) has adopted a code of conduct 

that describes the practical procedures of the ISPA and its members in performing their 

duties as Internet providers. This code of conduct can be used by Internet users and the 

public in order to be informed of the procedures of the ISPA members.  

The ISPA members look upon these rules as a substantial contribution of the Austrian 

providers to the protection of the internet against illegal and dangerous contents, which 

should also protect the providers against legal liabilities for these contents.  

Objections to a supposed non-observance of the rules by ISPA members have to be 

addressed to the ISPA in written form (e-mail, fax or letter). The head of the ISPA has to 

acquaint himself with the state of affairs by requesting a written statement from the 

accused ISPA member and has to judge the complaint concerning its correctness and its 

severity. If the complaint is confirmed by this judgement, the head has different means 

to admonish the ISPA member concerned or to end his membership, depending on the 

severity and frequency of the non-observance of the rules. 

Voluntary Code of Self-Regulation for Mobile-Telephone Operators- Code of conduct for 

the safe use of mobile telephones by young people 5 

The Austrian mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the Austrian mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

                                           

4 Source: http://www.enum.at/xsd/index.php?id=294&L=9  
5 Source: http://www.gsmeurope.org/documents/eu_codes/austria.pdf  

http://www.gsmeurope.org/documents/eu_codes/austria.pdf
http://www.gsmeurope.org/documents/eu_codes/austria.pdf
http://www.enum.at/xsd/index.php?id=294&L=9
http://www.gsmeurope.org/documents/eu_codes/austria.pdf
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NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  Federal Chancellery of the Republic of Austria (Bundeskanzleramt) - Federal 
ICT Strategy Platform "Digital Austria" (Plattform Digitales Österreich) 

 Federal Chancellery of the Republic of Austria - Information Security 
Commission; National Security Authority (Bundeskanzleramt; 
Informationssicherheitskommission) 

 Federal Ministry of the Interior / Bundesministerium für Inneres (BMI) 
 Intelligence Office of the Federal Ministry of Defence / Abwehramt des 

Bundesministeriums für Landesverteidigung 
 Austrian Data Protection Commission (Datenschutzkommission) 
 Ministry for Transport, Innovation and Technology / Bundesministerium für 

Verkehr, Innovation und Technologie (BMVIT) 
 Austrian Postal and Telecommunications Authority (OPFB) 
 A-SIT Center of Secure IT (A-SIT Zentrum für sichere 

Informationstechnologie)  
 Austrian Regulatory Authority for Broadcasting and Telecommunications / 

Rundfunk- und Telekom Regulierungs GmbH (RTR-GmbH) 
 Austrian Communications Authority (KommAustria) 
 Telekom-Control Commission (TKK) 

CERTs  CERT.AT - the Austrian national CERT 
 GovCERT – managed by CERT.AT in co-operation with the Federal Chancellery 
 ACOnet-CERT – the CERT of the University of Vienna 
 R-IT CERT 

Industry 
Organisations  

 Austrian Federal Economic Chamber - Wirtschaftskammer Osterreich (WKÖ) 
 Austrian Federal Economic Chamber, IT and Consulting Section 

(Wirtschaftskammer Österreich, Bundessparte IT und Consulting): it-safe.at 
 IT-Security Experts 
 ICT Austria 
 Workgroup for Data Processing (ADV Arbeitsgemeinschaft für 

Datenverarbeitung) 
 Association of Austrian Internet Providers (ISPA) 

Academic 
Organisations 

 Graz University of Technology - Institute for Applied Information Processing 
and Communications (IAIK)  

 Stiftung Secure Information and Communication Technologies (SIC) 
 University Klagenfurt 
 University Linz 
 Vienna University of Technology 
 Austrian Research Centers 

Others  Initiative Information Security Austria (IISA) 
 Austrian Institute for Applied Telecommunications (OIAT) 
 Sicher-im-Netz.at - Secure on the net 
 Secure Business Austria (SBA) 
 The Internet Ombudsman 

 The Austrian Federal Economic Chamber 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory6 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards.  

                                           

6 Source: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country  

https://www.trusted-introducer.org/teams/aconet-cert.html
http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Co-operation via the Austrian Regulatory Authority for Broadcasting and 

Telecommunications - Rundfunk - und Telekom Regulierungs GmbH (RTR-

GmbH) 

RTR, the regulatory authority regards itself as an active and transparent organization 

which maintains contact to the participants in the Austrian broadcasting and 

telecommunications markets and relies on a broad basis of information to fulfil its 

regulatory goals. In its role of independent think tank RTR delivers also information 

about the latest developments in the field of ICT in Austria. This interaction with the 

various Austrian stakeholders is done on multiple levels: 

 by publishing decisions on the RTR web site (with due attention to privacy laws); 

 through consultation procedures designed to identify and discuss significant 

regulation issues - RTR frequently carries out consultation procedures 

commissioned by the Telekom-Control Commission (TKK) and by the Austrian 

Communications Authority (KommAustria) for important regulatory issues; 

 through comprehensive reporting activities. 

 

Co-operation with the Austrian Committee for Data Protection 

(Datenschutzkommission) 

The Committee for Data Protection (Datenschutzkommission) collaborates with the 

Federal Chancellery of the Republic of Austria, Department of Corporate Safety Policy 

(Bundeskanzleramt, Fachabteilung Sicherheitspolitik); Federal Ministry of the Interior; 

and Federal Chancellery, Dept. Media Affairs/Information Society. This co-operation is 

linked to regulations and measures to ensure data security that shall be taken by all 

organisational units of an Austrian controller [Auftraggeber] or Austrian processor 

[Dienstleister] that use data.  

 

Co-operation with the Federal Chancellery of the Republic of Austria 

The Federal Chancellery of the Republic of Austria - via its Department of Security Policy 

(Bundeskanzleramt, Fachabteilung Sicherheitspolitik) is responsible of the government 

security policy and in this respect cooperates closely with a series of ministries and a 

series of other public authorities. The remit of the Federal Chancellery extends also to 

the Austrian Communications Authority. 

For instance; the Department of Security Policy of the Federal Chancellery of the 

Republic of Austria is involved in preparation of sub-strategies for all fields relevant to 

overall Austrian security policy. These sub-strategies are to contain primarily such 

measures as are necessary to implement the recommendations relevant to NIS-related 

areas like infrastructure and information policy. 

The Federal Chancellery participates to the EU-wide activities in this area and integrate 

them into the APCIP (Austrian Programme for Critical Infrastructure Protection). 

Financing happens through federal budget. 
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Information exchange and co-operation managed via CERT.AT 

The Austrian National CERT is operated by NIC.AT (the registry for the .at top level 

domain). CERT.AT is a member of FIRST and also accredited by the ― Trusted 

Introducer. In co-operation with the federal chancellery, CERT.AT also runs the Austrian 

GovCERT.  

The CERT.AT has been operating since April 2008, and should in the future feed an 

Austrian national operation centre for crisis analysis, which is able to set up a "war 

room" in case of emergencies. Part of it is a Government CERT for the specific 

constituency of the public administration. CERT.AT and GovCERT are currently 

investigating the possibilities to build up a sensor network for an early warning system.  

The CERT.AT is the primary contact point for IT-security in a national context. CERT.AT 

coordinates other CERTs operating in the area of critical infrastructure or communication 

infrastructure. It also provides basic IT-security information (warnings, alerts, advise) 

for SMEs. In the case of significant online attacks against the Austrian infrastructure, 

CERT.at will coordinate the responses by the targeted operators and local security 

teams. 

CERT.AT cooperates with other organisations in the field of computer security. This 

cooperation also includes and often requires the exchange of information regarding 

security incidents and vulnerabilities. In terms of information exchanged, CERT.AT 

operates under the restrictions imposed by Austrian law. This involves careful handling 

of personal data as required by Austrian Data Protection law, but it is also possible that - 

according to Austrian law - CERT.AT may disclose information due to a court's order. 

Progress has been made during the first year, thanks to government support and a close 

co-operation with ACOnet-CERT which is operated by the Vienna University Computer 

Centre and which is well known in the international security community. Incidents should 

be reported to the CERT/GovCERT which analyses threats in different ways and 

communicates back to the constituency by alerts/warnings to improve preparedness. 

Especially lessons learned sessions held in closed discussion groups have been reported 

to be useful.  

Examples for this kind of activities were incidents like the conficker worm attack which 

has been discussed within a restricted group of members of Platform Digital Austria. To 

get first-hand information from two large organisations which have been victims was a 

chance to learn, improve and also lay the ground for further information exchange and 

co-operation within government organisations or companies which are considered part of 

Austrian critical infrastructure. 

 

Co-operation via the Platform "Digital Austria" (Plattform Digitales Österreich) 

The platform digital Austria7 is the coordination and strategy committee of the Federal 

Government for eGovernment in Austria. eGovernment includes the totality of all 

electronic public administration services for the Austrian people.  

More than 80 percent of the Austrian enterprises already use eGovernment services.  

The platform "Digital Austria" (Plattform Digitales Österreich) works on NIS-relevant 

matters with the Federal Chancellery (Dept. Media Affairs/Information Society); with the 

                                           

7 Source: http://www.digitales.oesterreich.gv.at/site/6497/Default.aspx  

http://www.digitales.oesterreich.gv.at/site/6497/Default.aspx
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Centre of secure IT (A-SIT Zentrum für sichere Informationstechnologie – Austria) 

saferInternet.at, with the Austrian Institute for Applied Telecommunications 

(Österreichisches Institut für angewandte Telekommunikation), and with the Austrian 

Regulatory Authority for Broadcasting and Telecommunications (Rundfund und Telekom 

Regulierungs-GmbH). 

 

Other co-operation of NIS stakeholders to combat spam and malware 

Internal coordination between the competent authorities on combating spam and 

malware is based on informal contacts and the principle of administrative assistance. 

Cooperation between public authorities and industry actors exists in this area but it is 

mostly informal.  

Austria can be considered as a Member State where appropriate actions and measures 

have been undertaken related to the combat against online malpractices such as spam, 

spyware or malicious software. Action is focused on strict laws and technical 

enforcement, e.g. industry actors have taken the major burden in developing 

appropriate spam filters. Cooperation between public authorities and industry actors 

exists at a sufficient level but mostly informal. Cooperation between public authorities is 

based on the principle of administrative assistance. 

 

Information exchange mechanisms in place on network resilience aspects 

Information exchange on resilience issues is not regulated for the time being, in Austria. 

Most of the co-ordination is done in a more informal way, either by personal contacts 

between the relevant players or in working groups which focus more on technical 

standards and interoperability issues. 
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

Most of the information security incidents reported are handled via the CERT.AT, which is 

the authorized body to address all types of computer security incidents which occur, or 

threaten to occur, in its constituency and which require cross-organizational 

coordination. The level of information reported and of support given by CERT.AT varies 

depending on the type and severity of the incident or issue, the type of constituent, the 

size of the user community affected, and CERT.AT's resources at the time. Special 

attention is given to issues affecting critical infrastructure.  

CERT.AT is keeping its constituency informed of potential vulnerabilities, and where 

possible, informs this community of such vulnerabilities before they are actively 

exploited. Note that no direct support and incident-related information is given to end 

users; who are expected to contact their own system administrator, network 

administrator, or department head for assistance.  

There is no legal obligation in Austria to report security incidents e.g. to the regulator or 

the Ministry of Transport, Innovation and Technology. As Austria is a rather small 

country, a lot of information is passed on directly between ―well-known parties – even 

without legal obligation. Especially incidents which affect availability of relevant networks 

are usually communicated very fast – co-operation on a technical level usually works 

very well and efficient. The major disadvantage of this approach is that no aggregated 

overview of the overall NIS situation exists. Information disclosure is usually done on a 

voluntary base (as long as no service level agreements defined in bilateral contracts are 

violated). 

It is interesting to mention that during the first half of 2009, Austria was mentioned in 

the global report 8  published by the Anti-Phishing Working Group (APWG) 9  with the 

following relevant statistics: 

 129 unique phishing attacks reported for this country; 

 96 unique domain names used for phishing reported for this country; 

 A score of 1.2 phish per 10.000 domains registered in this country; 

 A score of 1.6 attacks per 10.000 domains registered in this country. 

                                           

8 Source: http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf  
9  The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 

http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
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Emerging NIS risks 

The national risk management process 

The risk management processes which have been developed by the different Ministries 

will be studied in the context of the Austrian Programme for Critical Infrastructure 

Protection (APCIP), and the Federal Chancellery is trying to establish an overall co-

ordination mechanism. Resilience of eCommunications networks will be an important 

part of this task, but has yet to be discussed. The deliverables of ENISA's Working Group 

on Risk Assessment and Risk Management are currently under discussion and will be an 

input for the on-going process of definition of procedures. 

Relevant emerging NIS risks 

The Austrian National Assembly adopted on 12 December 2001 a new Security and 

Defence Doctrine10 on the basis of this analysis. Although not very recent, this document 

already indicates the risk of Austria being vulnerable in the area of information. This 

includes both the military and the civilian sector and increasingly vulnerabilities of 

business and industry. As such, it was a basis for further actions of Austrian stakeholders 

in identifying emerging NIS risks. 

The Vienna Technical University is an active partner in the FORWARD11 initiative of the 

European Commission to promote the collaboration and partnership between academia 

and industry in their common goal of protecting Information and Communication 

Technology (ICT) infrastructures. The FORWARD initiative aims at identifying, 

networking, and coordinating the multiple research efforts that are underway in the area 

of cyber-threats defenses, and leveraging these efforts with other activities to build 

secure and trusted ICT systems and infrastructures. 

The research focus of Vienna Technical University is on applied computer security, with a 

recent emphasis on web security, malware analysis, intrusion detection, and 

vulnerability analysis. 

 

Resilience aspects 

The masterplan of APCIP adopted by the Austrian Council of Ministers in parallel to the 

EU's EPCIP defines risks, stakeholders and objectives with regard to the issue of 

resilience, and comprises of course an important chapter about ICT. This is an on-going 

process which has just started, involving the Ministries and the private sector. Detailed 

programs for each area of CIP should be finalised until 2010. 

                                           

10 Resolution by the Austrian parliament. “Security and Defense Doctrine: Analysis” – Draft expert report of 23 
January 2001. See: http://www.austria.gv.at/2004/4/18/doktrin_e.pdf  
11 See: http://www.ict-forward.eu/home  

http://www.austria.gv.at/2004/4/18/doktrin_e.pdf
http://www.ict-forward.eu/home
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Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented by the Federal Act concerning the 

Protection of Personal Data (Bundesgesetz über den Schutz personenbezogener Daten - 

Datenschutzgesetz 2000, or the “DPA”) dated 17 August 1999, which was also revised 

on 31 March 2005.  

The competent national regulatory authority on this matter is the Austrian Data 

Protection Commission (the “Data Protection Commission”).  

Personal Data and Sensitive Personal Data 

The DPA defines personal data to mean any information relating to any person or group 

of persons being different from the data controller. Contrary to the standard definition of 

personal data the definition of personal data under the DPA extends to data relating to 

both individuals and legal entities. However, it currently seems that the pending revision 

of the DPA may lead to the definition of personal data under the DPA being narrowed to 

include individuals only. 

The definition of sensitive data under the DPA equates to the standard types of sensitive 

personal data. Sensitive personal data may be processed if the standard conditions for 

processing sensitive personal data are met. However, the DPA provides some additional 

legal grounds for processing of sensitive data such as, but not limited to, use for 

domestic or scientific research purposes. While processing of non-sensitive data only 

requires notification, any processing of sensitive data requires the (additional) approval 

of the Data Protection Commission. Although not explicitly listed as sensitive data under 

the DPA, any processing of criminal-related data also requires approval of the Data 

Protection Commission. 

Information Security aspects in the local implementation of the Data Protection 

Directive 

The security obligations of the DPA go beyond the general data security obligations. 

There are several specific security requirements to be met, such as (but not limited to): 

(i) the use of data must be tied to valid instructions of the authorised organisational 

units or users; (ii) every user is to be instructed about his duties according to the DPA 

and the organisation’s internal data protection regulations, including data security 

regulations; (iii) the right of access to the premises of the data controller or data 

processor is to be regulated; (iv) the right of access to data and programs is to be 

regulated as well as the protection of storage media against access and use by 

unauthorised persons; (v) every device is to be secured against unauthorised operation 

by ensuring that security processes are in place in both the machines and programs 

used; and (vi) logs of the processing steps must be kept. 

The DPA does not contain an obligation to inform the Data Protection Commission or the 

affected data subject of a security breach. However, in certain sectors data controllers 

may be required to inform sectoral regulators of any breach. Moreover, such obligations 

may arise from contractual obligations if the data controller has entered into a contract 

with the data subject. 

Data protection breaches 

The DPA does not contain an obligation to inform the Data Protection Commission or the 

affected data subject of a security breach. However, in certain sectors data controllers 
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may be required to inform sectoral regulators of any breach. Moreover, such obligations 

may arise from contractual obligations if the data controller has entered into a contract 

with the data subject. 

Enforcement 

The Data Protection Commission is authorised to examine data applications and to order 

the data controller or data processor of the examined data application to grant access to 

the data applications and relevant documents. In the course of such examination 

proceedings the Data Protection Commission has certain competencies such as, but not 

limited to, the right to: (i) enter premises where data applications are carried out; (ii) 

operate data processing equipment; or (iii) run the processing to be examined. 

In addition, the Data Protection Commission may, inter alia, file lawsuits before the 

competent court of law or criminal charges with the Public Prosecutor. However, as 

mentioned above, administrative fines will be imposed by local administrative authorities 

but not by the Data Protection Commission. 

 

NIS awareness at the country level 

Austrian IT Security Handbook 

Austria has an IT Security Handbook, which is a key NIS awareness tool that is used 

across different sectors to establish comprehensive IT security processes. The Austrian 

IT Security Handbook was published by the A-SIT (Austrian Centre of Secure IT) and it 

includes information on how to:  

 identify relevant safety objectives and strategies;  

 create an organization-specific information security policy; 

 implement appropriate security measures and to select specific elements; 

 ensure information security in operations; 

 get acquainted with current international good practices in the field of information 

security.  

The information guide included consists of two parts:  

 The first part of "Information Management" describes the basic process of 

establishing information security in an institution, organization or a company and 

provides specific guidance to develop the comprehensive and continuous security 

process; 

 The second part, entitled "Information Security" describes the specific individual 

measures at the organizational, human, infrastructural and technological level so 

that the specific threats may be mitigated by adequate standard security 

measures for information systems and information. They have particular attention 

on the specific Austrian requirements, rules and frameworks, but also on the 

incorporation of the entire lifecycle of their systems, from development to 

completion of the operation. A separate chapter was devoted to "Industrial 

safety" which provides support for the creation of a security clearance and an 

overview of all relevant industrial security target documents from the national, EU 

and NATO.  

To ensure the validity of the measures described, the Austrian Information Security 

Handbook is regularly reviewed and updated.  



 

 

Austria Country Report 

 

 
18 

Awareness actions targeting the consumers/citizens 

A “Day of Data Protection” is organised annually by the Austrian Committee for Data 

Protection (Datenschutzkommission) and focuses on promoting data protection good 

practices and on awareness raising towards Consumers/Citizens, but also SMEs, large 

enterprises, government institutions. 

Awareness actions targeting the industry 

Internet Summit Austria is organised annually by the Austrian Institute for Applied 

Telecommunications (Österreichisches Institut für angewandte Telekommunikation) and 

focuses on hot topics regarding the Internet that are of interest for SMEs, large 

enterprises, government institutions but also for security professionals. 

The Austrian Federal Economic Chamber (Wirtschaftskammer Österreich) organises 

annually the “WHO infodays” – a road show with stops in every major city, aiming on 

promoting awareness on NIS topics towards SMEs, large enterprises, government 

institutions but also for security professionals educational and research organizations 

and consumers/citizens. 

The Austrian Federal Economic Chamber, IT and Consulting section (Wirtschaftskammer 

Österreich, Bundessparte IT und Consulting) also organises annually the “IT security 

roadshow” – an event taking place in all major cities promoting new IT security solutions 

and promoting awareness. The target group for this event is composed of large 

enterprises, security professionals, SMEs. 

Awareness actions targeting the Internet Service Providers 

The ISPA members take note of presumed illegal contents by the “Stopline” Internet 

hotline, the ISPA-contact possibility for illegal content, or via the relevant authorities. 

The “Stopline” Internet hotline is managed by the ISPA and serves to take reports of 

illegal contents on the Internet (especially child pornography and national socialistic 

offences), to verify reported contents and to forward these reports to those providers, 

who are able to stop access to this content, and to relevant national and international 

authorities.  

Stopline is a member of INHOPE, an association to facilitate co-operation between 

Internet Hotlines, in order to guarantee an efficient transmission of information also 

beyond the Austrian borders.  

Informed ISPA members immediately stop access to these contents by means of 

possible and reasonable actions, or demonstrably take the necessary steps to 

immediately stop access to these contents, if the relevant server is within the sphere of 

influence of their customers. In both cases - provided that it is economically and 

technically reasonable - ISPA members secure evidence for the duration of one month, 

but do not delete such evidence deliberately.  

In case of information about the misuse of the Internet ISPA members proceed 

appropriate to their responsibilities concerning Internet contents and can secure 

operation of the net and Internet services by all technically available and economically 

reasonable means - including the disconnection of sources of relevant material from the 

Internet in clear cases.  
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Other awareness-raising events 

The international “Porvoo 15 conference” took place from 27 to 28 May 2009 in Vienna, 

Austria. The Porvoo Group is an international cooperative network of government 

representatives whose primary goal is to promote a trans-national, interoperable 

electronic identity, based on Public Key Infrastructure (PKI technology) and electronic ID 

cards, in order to help ensure secure public and private sector e-transactions in Europe.  

The Porvoo Group was established in the Finnish city of Porvoo in April 2002 and meets 

twice a year. The 15th Porvoo Group meeting in Austria was hosted by the "SU.ZMR - 

Austrian Ministry for the Interior Support Unit ZMR", "Digital Austria" and the Austrian 

Centre of Secure IT (A-SIT)".  

 

Relevant statistics for the country 

Statistics Austria is an information centre serving citizens, companies, academia, policy-

makers and administrators as well as international institutions, in particular the 

European Union. Two recent surveys were published by Statistics Austria, and they also 

present relevant NIS indicators for this country: 

 “Surveys on the usage of information and communication technologies (ICT) in 

enterprises (e-commerce)” - records data on computer and Internet usage and on 

purchases and sales over e-commerce, this means via websites (e.g. online 

shops) as well as automated data exchange via the Internet or via other 

electronic networks than the Internet. See link below12. 

 “Surveys on ICT usage in households and by individuals” are an integral part of 

these indicators - records the level of ICT equipment in households as well as 
data on computer and Internet usage by individuals. See link below13. 

These surveys were conducted as part of European surveys which use a standardised 

methodology and standardised definitions at the European level. Both surveys are 

carried out on an annual basis. Very relevant are the following indicators: 

 Austrian enterprises with Internet usage: 97,1% as of January 2008; 

 76% of the enterprises already use broadband to access the Internet; 

 the % of ISDN connections and analogue modems is further declining (35%); 

 79% of all Austrian enterprises already had their own website; 

 80% of all Austrian enterprises use online e-government services. 

The use of electronic services from public authorities is also rising steadily in Austria. 

According to Fessel-GfK, 80% of the Austrian people surveyed gave eGovernment a 

positive rating, and more than 45% have already completed application forms 

electronically - an increase of more than 137 % within three years. Nowadays, 80% of 

Austrian Internet users prefer to use the Web for conducting business with public 

authorities rather than going in person to a public administration office. More than 60% 

prefer to receive official notifications in electronic form rather than by post. 

In order to provide an overview of recent IT developments in Austria, we present in this 

section two relevant indicators. The indicators show the current IT market development 

                                           

12 Source: http://www.statistik.at/web_en/statistics/information_society/ict_usage_in_households/index.html  
13 Source: 
http://www.statistik.at/web_en/statistics/information_society/ict_usage_in_enterprisese_commerce/index.htm  

http://www.statistik.at/web_en/statistics/information_society/ict_usage_in_households/index.html
http://www.statistik.at/web_en/statistics/information_society/ict_usage_in_enterprisese_commerce/index.htm
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stage of each EU member state as they clearly impact on network and information 

security (NIS).  

In general, the more a country relies on IT for its business and governmental activities, 

as well as for private purposes, the more NIS gains in importance. For these reasons, a 

general understanding of the stage of IT adoption in Austria is very relevant to this 

country report. The Information Society is well developed in Austria, as shown by the 

indicators “Broadband Penetration” and “Use of Internet” for which the evolution was 

depicted against the average levels of the EU Member States (EU27). 

Based on the Eurostat14 information, it appears that the broadband penetration trend for 

Austria is slowing down, being currently below the EU average: 

 

Based on the same source of information, the regular use of Internet by the population 

is constantly above the EU average and it continues the increasing path.  

 

                                           

14 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 
responsibilities 

National authorities  Role and responsibilities Website 

1. Federal Chancellery 
of the Republic of 
Austria 
(Bundeskanzleramt) - 
Federal ICT Strategy 
Platform "Digital Austria" 
(Plattform Digitales 
Österreich) 

The Department of Security of the Federal Chancellery is 
responsible for coordinating the government security 
policy of the federal government. The Federal 
Chancellery represents the Republic of Austria vis-à-vis 
the Constitutional Court, the Administrative Court, and 
international law courts.  

The Department of Media Affairs / Information Society is 
the responsible for the coordination of the dissemination 
of information to the public with regard to NIS: 

 Safer Internet Plus’ programme. 
 the national point of contact at European Union level 

for public studies 
 represents Austria at the United Nations World 

Summit on Information Society (WSIS) 
 
The platform digital Austria is the coordination and 
strategy committee of the Federal Government for 
eGovernment in Austria. eGovernment includes the 

totality of all electronic public administration services for 
the Austrian people. With it the access to and the 
contact with public authorities become easier.  

More than 80 percent of the enterprises already use 
eGovernment services, more and more citizens are 
electronic customers. In the sense of a one-stop-shop 
the platform digital Austria offers comprehensive 
information about eGovernment on the following sites. 
This principle is extended on so many areas as possible:  

 to be able to do electronically inquiries or to file an 
application,  

 to be able to electronically receive information at 
any place in Austria,  

 to ease the handling of administrative procedures.  
The integration of all citizens, data protection 
management and customer orientation has the 
uppermost priority. 

www.bka.gv.at 

www.digitales.oesterr
eich.gv.at 

2. Federal Chancellery 
of the Republic of 
Austria - Information 
Security Commission; 
National Security 
Authority 
(Bundeskanzleramt 
Informationssicherheitsk
ommission) 

The information security commission (National Security 
Authority) is responsible for the information security of 
all federal ministries. It ensures the presence of unified 
national wide protection measures and coordinates all 
activities in the area of classified information with regard 
to the Federal administration.  

Moreover it focuses on reporting new findings and 
experiences, also by suggesting improvements to the 
information security policy. Involved also at an 
international level in defining common policies for 
exchanging sensible information between countries.  

www.bka.gv.at 

3. Federal Ministry of 
the Interior / 

Bundesministerium für 
Inneres (BMI)  

The Federal Ministry of the Interior is responsible for 
interior affairs in Austria. BMI includes: 

 the Criminal Intelligence Service Austria with 
responsibilities on the activities related to the child 
pornography on the Internet 

 the Federal Agency for State Protection and Counter 
Terrorism (BVT) that has attributions on the security 
in the broader sense (including information security 
elements). 

www.bmi.gv.at 

4. Intelligence Office 
of the Federal Ministry of 
Defence / Abwehramt 

The primary objective of the Austrian Armed Forces is 
the military defence of Austria. This is conducted on the 

www.bmlv.gv.at 

http://www.bka.gv.at/
http://www.digitales.oesterreich.gv.at/
http://www.digitales.oesterreich.gv.at/
http://www.bka.gv.at/
http://www.bmi.gv.at/
http://www.bmlv.gv.at/
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National authorities  Role and responsibilities Website 

des Bundesministeriums 
für Landesverteidigung 

principles of a militia system. 

Other tasks include defending constitutional institutions, 
preserving law and order and providing humanitarian aid 
in case of natural catastrophes. Because of Austria's 
membership in the United Nations, the European Union 
and the Partnership for Peace (PfP) Program, foreign 
assignments have notably increased in importance. 

In the NIS context the Intelligence Office of the Federal 
Ministry of Defence conducts counter-intelligence within 
the military sphere in order to: 

 protect the constitutionally established institutions 
and the population's democratic freedoms, 

 maintain order and security inside the country, 
 to render assistance in the case of natural 

catastrophes and disasters of exceptional 
magnitude.  

5. Austrian Data 
Protection Commission 
(Datenschutzkommissio
n) 

The Austrian Data Protection Commission 
(Datenschutzkommission) is a governmental authority 
charged with data protection. The data protection 
commission is the Austrian supervisory authority for data 
protection, the equivalent of a national data protection 
commissioner in other countries. Its NIS specific 
responsibilities relate to the protection of data and 
personal data processed. 

www.dsk.gv.at 

 

6. Ministry for 
Transport, Innovation 
and Technology / 
Bundesministerium für 
Verkehr, Innovation und 
Technologie (BMVIT) 

7. Austrian Postal and 
Telecommunications 
Authority (OPFB) 

Responsibility for the fulfilment of strategic tasks lies 
with the Austrian Postal and Telecommunications 
Authority (OPFB), which is part of the Federal Ministry of 
Transport, Innovation and Technology (BMVIT).  

Foremost among these tasks are the establishment of 
the basic political framework and objectives for the 
telecommunications sector and of fundamental rules 
governing the activity of the regulatory authority as well 
as the creation of a legal framework within which the 
sector can continue to develop. The Ministry is also 
responsible for representing Austria in international 
telecommunications organisations. 

www.bmvit.gv.at  

8. A-SIT Center of 
Secure IT (A-SIT 
Zentrum für sichere 
Informationstechnologie
) 

A-SIT is a public-funded non-profit association. A-SIT 
has been founded in May 1999 by its charter members 
the Austrian Federal Ministry of Finance, the Austrian 
National Bank, and the Graz University of Technology.  

The purpose of the association is to act as an 
independent organization to turn to with IT security 
issues, to co-ordinate IT security projects, or to act as an 
independent advisory body. The objective is also to 
provide comprehensive support of the legislator, public 
authorities, and the Austrian social partners. A-SIT is a 
confirmation body under the Austrian Signature Law and 
notified as designated body under the European 
Signature Directive.  

A-SIT has collected significant experience in the area of 
IT security research. Specific topics of expertise include 
eGovernment, electronic signatures and PKI, 
cryptography, biometrics, side-channel analysis, or 
identity management. Its activities include: 

 Technical evaluations (Confirmation Body, 
Inspection Body) 

 Top-level support for public bodies (E-Government, 
Safety Monitoring) 

 Observing of existing and emerging technologies 
(Technology observation, demo.a-sit.at, 

International) 
 Boosting the IT-Security awareness (Documents and 

Publications, Events) 

www.a-sit.at 

http://www.dsk.gv.at/
http://www.bmvit.gv.at/
http://www.a-sit.at/
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National authorities  Role and responsibilities Website 

9. Austrian 
Regulatory Authority for 
Broadcasting and 
Telecommunications / 
Rundfunk- und Telekom 
Regulierungs GmbH 
(RTR-GmbH) 

10. Austrian 
Communications 
Authority 
(KommAustria) 

11. Telekom-Control 
Commission (TKK) 

On April 1, 2001, the Austrian Regulatory Authority for 
Broadcasting and Telecommunications (RTR) was 
established under Austrian law.  

RTR consists of two divisions (Broadcasting and 
Telecommunications) and provides operational support 
for the Austrian Communications Authority 
(KommAustria) and the Telekom-Control Commission 
(TKK).  

As experts in various fields such as law, technology, 
frequency management, business and economics, RTR's 
employees prepare the decisions of the two authorities 
with the overall objective of securing Austria a top 
position in the information society and ensuring 
sustainable competition on the country's communications 
markets. At the same time, RTR's employees also work 
in RTR's independent areas of activity. 

Operational regulatory tasks such as provider licensing 
and price regulation for the telecommunications sector 
are under the responsibility of the RTR-GmbH. The main 
responsibilities of RTR are as follows: 

 regulating competition in the telecommunications 
sector,  

 arbitrating in disputes between operators and 
customers,  

 regulating the assignment of telephone numbers,  
 dealing with matters of consumer protection in the 

telecommunications sector, and  
 awarding frequency bands by auction where demand 

exceeds supply. 

www.rtr.at  

 

http://www.rtr.at/
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Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

12. CERT.at Yes Yes CERT.at is the Austrian national CERT.  
CERT.at is the primary contact point for IT-
security in a national context. CERT.at will 
coordinate other CERTs operating in the area 
of critical infrastructure or communication 
infrastructure. We will also provide basic IT-
security information (warnings, alerts, advise) 
for SME. 

www.cert.at 

13. GovCERT No No GovCERT is the Austrian Governmental CERT. 
In co-operation with the Federal Chancellery, 
CERT.AT also runs the Austrian GovCERT. 

www.govcert.gv.at 

14. ACOnet-
CERT 

Yes Yes ACOnet-CERT is the Austrian Academic 
Computer Network CERT. Founded in 2003, 
Computer Emergency Response Team is run by 
the IT security team of the central service 

computer science at the University of Vienna. 
The CERT is the contact for security related 
problems and incidents related to ACOnet. In 
addition, any participant of ACOnet CERT 
organizations in security matters is available. 
The purpose of this infrastructure is to identify 
safety problems quickly identify, and resolve 
them to ensure the greatest possible security 
for computers and networks.  

Tasks: 

 Incident Handling. This means that the 
ACOnet CERT receives problem reports 
and complaints, assesses them, 
summarizing, notify the competent 
authorities and, where appropriate, offer 
solutions. 

 In attacks on computers in the ACOnet 
CERT can help by reacting within the 
ACOnet coordinated and informed the 
relevant providers, operators, or CERTs, 
obtaining an order terminating the attack.  

 An internationally coordinated approach is 
necessary (e.g. for distributed attacks is), 
the ACOnet CERT can lead this through its 
involvement in the CERT umbrella in place.  

An important task of ACOnet CERT is a 
permanent cooperation with other CERTs and 
security teams. This experience and the 
resulting information advantage allows the 
ACOnet CERT counteract imminent dangers 
proactively respond to emergency incidents 
and quickly and purposefully. 

cert.aco.net 

15. R-IT 
CERT 

Yes No R-IT CERT is the Raiffeisen Informatik CERT. 
The R-IT CERT is the operative support for the 
Information Security Management Department 
and the specialist divisions of Raiffeisen 
Informatik. 

www.raiffeisenit.co
m 

 

https://www.trusted-introducer.org/teams/certat.html
https://www.trusted-introducer.org/teams/certat.html
http://www.cert.at/
http://www.govcert.gv.at/
https://www.trusted-introducer.org/teams/aconet-cert.html
https://www.trusted-introducer.org/teams/aconet-cert.html
http://cert.aco.net/
http://www.raiffeisenit.com/
http://www.raiffeisenit.com/
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Industry organisations active in network and information security: role 
and responsibilities 

Industry 
organisations 

Role and responsibilities Website 

16.  Austrian Federal 
Economic Chamber - 
Wirtschaftskammer 
Osterreich (WKÖ) 

The Austrian Federal Economic Chamber (WKÖ) 
coordinates and represents the interests of the (whole) 
Austrian business community at both national and 
international levels. Sector associations include: IT 
Security, Telecoms (650 enterprises), IT Services (35 
000 member companies). Activities in the area of NIS 
range from lobbying (e.g. on issues such as data 
retention) to awareness-raising. 

www.wko.at/telekom 
 
www.wko.at/ic 
 
www.ubit.at 
 

17. Austrian Federal 
Economic Chamber, IT 
and Consulting Section 
(Wirtschaftskammer 
Österreich, Bundessparte 
IT und Consulting) 

Initiative run by the Austrian Federal Economic 
Chamber's Information and Consulting section. Target 
groups are both IT companies and SMEs in general. 
Service to members includes security checks and the “IT 
Sicherheitshandbuch” (web-based, dynamic) security 
manual, which addresses both companies and their 
staff. 

www.it-safe.at 
 

18. IT-Security Experts Group of accredited NIS experts (companies) providing 
NIS solutions. Their objective is to increase NIS among 

SMEs by raising awareness, exchanging experiences, 
and providing training for SMEs. 

www.itsecurityexpert
s.at 

 

19. ICT Austria ICT Austria represents enterprises of the Austrian ICT 
industry, including sectors such as telecoms and 
network infrastructure, content, software, hardware, 
and media. Issues dealt with include 
telecommunications, IT, Internet, broadband Internet, 
egovernment, elearning, ehealth, ebusiness, esecurity, 
digital divide, digital content, and management of digital 
rights. 

www.ictaustria.at 

20. Workgroup for Data 
Processing (ADV 
Arbeitsgemeinschaft für 
Datenverarbeitung) 

Independent group focused on data processing 
comprising 300 Austrian companies and public 
institutions and around 450 professionals. The 
workgroup aims at helping the sharing of information by 
organizing congresses, seminars, presentations, and 
meetings at a national and international level with 
similar groups abroad. 

www.adv.at 

21. Association of 
Austrian Internet 
Providers (ISPA) 

The ISPA is a community of the Austrian internet service 
providers, which supports the interests of the internet 
industry and promotes the internet in Austria. 

www.ispa.at 

 

http://www.wko.at/telekom
http://www.wko.at/ic
http://www.ubit.at/
http://www.it-safe.at/
http://www.itsecurityexperts.at/
http://www.itsecurityexperts.at/
http://www.ictaustria.at/
http://www.adv.at/
http://www.ispa.at/
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Academic organisations active in network and information security: role 
and responsibilities 

Academic 
organisations 

Role and responsibilities Website 

22. Graz University of 
Technology - Institute 
for Applied Information 
Processing and 
Communications (IAIK) 

23. Stiftung Secure 
Information and 
Communication 
Technologies (SIC) 

The Institute for Applied Information Processing and 
Communications (IAIK) focuses on information security 
and adjacent domains. Roughly 60 employees at IAIK 
conduct research, teach students, and provide 
consultancy for private as well as public organizations. 
The institute is part of the Faculty of Computer Science 
at the Graz University of Technology in Austria.  

IAIK has established Stiftung Secure Information and 
Communication Technologies (SIC) to encourage 
independent scientific research and development, as 
well as teaching and knowledge transfer, in the fields of 
applied information processing and communication and 
information security. 

www.tugraz.at  
 
www.iaik.tugraz.at 
 

24. University 
Klagenfurt 

The Chair for System Security has been existing at the 
University of Klagenfurt since 1997. The main focus of 
the research group is on the following points: 

 Security in complex IT-Systems 
 Security concepts and their basics 
 Mathematical fundamentals of cryptology 
 Design and analysis of cryptographic mechanisms 
 Key-management and authentication 
 Applied cryptology 
 Security in distributed systems and networks 
 Technical data protection and information security 
 Security tokens (especially Smartcards) 

 Secure applications for Personal Digital Assistants 
(PDAs) and smartcards 

 Trust-Centers (Trusted Third Parties) and security 
infrastructures 

 Digital signatures, liability, and non-repudiation 
 Tele-cooperation and eCommerce 
 Security in multimedia systems 
 Multi-Party computations 
 Security concepts in document management 
 Implementation of prototypes of developed or 

studied mechanisms 

www.uni-klu.ac.at 
 

25. University Linz The University has a research activity in the field of 
network and information security. Courses on NIS are 
taught in English at the Faculty of Computer Science. 

www.jku.at/content 
 

26. Vienna University of 
Technology 

The University has a research activity in the field of 
network and information security. Its faculty of 
computer science is composed of different institutes with 
NIS-related activity: 

 Institute of Engineering computer science  
 Institute of Computer Aided Automation  
 Institute of Information  
 Institute of Computer Languages  
 Institute for Computer Graphics and Algorithms  
 Institute of Design and Assessment Research  
 Institute of Software Technology and Interactive 

Systems  
 Center for Coordination & Communication, Faculty 

of computer science 

www.tuwien.ac.at 
 

27. Austrian Research 
Centers 

The ARCs combines scientific and engineering skills and 
resources to effectively bridge the gap between science 
and industry. The Department has a number of selected 
technological as well as application-oriented USPs, as 

www.arcs.ac.at 
 

http://www.tugraz.at/
http://www.iaik.tugraz.at/
http://www.uni-klu.ac.at/
http://www.jku.at/content
http://www.tuwien.ac.at/
http://www.arcs.ac.at/
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Academic 
organisations 

Role and responsibilities Website 

summarized below:  

 Extensive and top-ranked scientific knowledge in 
selected areas such as software validation, quantum 
technologies, pattern recognition and digital 
preservation. 

 Outstanding know-how in various image processing 
fields and leading edge expertise in the area of 
high-performance image processing. 

 Excellent know-how in the field of cryptography and 
security issues in networks and systems in general. 

 Wide-ranging engineering know-how for embedded 
systems. 

Substantial know-how was established by the close 
cooperation among the Department’s computer 
scientists and application experts in the following 
domains: 

 Medical Care/e-Health 
 Risk-Management/e-Environment 
 Video and Image Processing for high-quality 

printing 
 Software standardization 

 Archiving of large data volumes 

 

Other bodies and organisations active in network and information 

security: role and responsibilities 

Others Role and responsibilities Website 

28. Initiative 
Information Security 

Austria (IISA) 

The IISA aims at raising awareness on information 
security, with particular focus on small and medium 

businesses, but also the strengthening of security 
awareness amongst the general public in Austria. The 
association strives to information security in a very 
broad sense, a thematic leadership in Austria.  

The objectives will be achieved by:  

 Construction of an electronic information network 
for the rapid exploitation and dissemination of 
information;  

 technical assistance to groups and initiatives that 
pursue the same purpose  

 the editing of publications and the association made 
available to expert work  

 Dissemination of information through lectures and / 
or at conferences and seminars and public events  

 public appeal focal topics  
 a website  
 Press Statements  
 and other appropriate measures  

www.iisa.at 
 

29. Austrian Institute 
for Applied 
Telecommunications 
(OIAT) 

OIAT is an independent non-profit organisation founded 
in 1993 and currently cooperates with about 100 
national and international companies, non-profit 
organisations and government institutions in various 
projects and programmes. The Mission of the OIAT is to 
help using information and communication technologies 
more safely and effectively. OIAT is a member of 
Austrian Cooperative Research (ACR), the European 
Safer Internet Network (INSAFE); the European Internet 
Co-regulation Network (EICN) and the Euro-Label 
Network.  

The conduct several projects and programmes, research 
and development and stimulate knowledge transfer, 
education and training. The key OIAT competencies 

www.oiat.at 
 
www.Saferinternet.at 
 
www.guetezeichen.at 
 
www.euro-label.com 
 
www.ombudsmann.at 
 
 

http://www.iisa.at/
http://www.oiat.at/
http://www.saferinternet.at/
http://www.guetezeichen.at/
http://www.euro-label.com/
http://www.ombudsmann.at/
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Others Role and responsibilities Website 

include Safer Internet, Safer mobile communication, 
Trust and security in electronic commerce, User-centred 
e-learning and Custom R&D projects. Their current 
initiatives related to NIS include: 

 Development and coordination of the national 
awareness node for Internet safety in Austria 
"Saferinternet.at" in cooperation with Internet 

Service Providers Austria (ISPA) and supported by 
the European Commission - Safer Internet 
Programme.  

 Development and operation of the Austrian E-
Commerce-Trustmark www.guetezeichen.at in 
cooperation with business, consumer and 
government organisations. 

 Development and cooperative operation of the 
European e-commerce trustmark "Euro-Label" 
www.euro-label.com based in Brussels. 

 Development and operation of the Internet 
Ombudsmann www.ombudsmann.at in cooperation 
with Austrian business, consumer and government 
organisations. The Internet Ombudsmann is a 
leading European alternative dispute resolution 
(ADR) service for customers and businesses.  

30. Sicher-im-Netz.at - 
Secure on the net 

Joint initiative by Microsoft Austria, Bank Austria 
Creditanstalt, eBay Austria, UPC, nic.at, Die 
Kinderfreunde, BMI, and others with the intention of: 

 addressing end users,  
 raising awareness,  
 providing basic information on threats,  
 and introducing main solutions, including online 

security and anti-spam checks. 

www.sicher-im-
Internet.at 

31. Secure Business 
Austria (SBA) 

Secure Business Austria (SBA) is the first Austrian 
competence center focusing on organizational and 
technical aspects of IT-Security. They:  

 strengthen the cooperation of businesses and 
academic partners to conduct and promote applied 
research  

 operate as an intermediary between academic and 
industrial institutions focusing on both major 
Austrian corporations and leading small and 
medium size enterprises (SME) in the area of IT-
Security. 

www.securityresearc
h.at 

32. The Internet 
Ombudsman 

The Internet Ombudsman – a cooperation project of the 
Austrian Institute for Applied Telecommunication 
(http://oiat.at) and of the Association for Consumer 
Information (http://www.vki.at) – offers information 
related to internet transactions, tips and advice for 
secure online shopping (e.g. e-Commerce Quality Mark) 
as well as help in mediation for out of court settlements 
in disputes in the e-Commerce field.  

www.ombudsmann.at  

33. The Austrian 
Federal Economic 
Chamber 

The Austrian Federal Economic Chamber advocates the 
social market economy, the deepening and enlargement 
of the EU, international free trade, subsidiarity and self-
government, a dynamic conception of competitiveness, 
a new dimension of social partnership and social 
responsibility. 

The Austrian Federal Economic Chamber acts as a 
representative of the interests of business in a pluralistic 
society. It plays a major role in securing a life of 
freedom and prosperity in a pleasant environment for 
the citizens of our country. 

http://www.wko.at/a
wo/chamberinfo.htm 

http://www.sicher-im-internet.at/
http://www.sicher-im-internet.at/
http://www.securityresearch.at/
http://www.securityresearch.at/
http://www.ombudsmann.at/
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Country specific NIS glossary 

APCIP Austrian Programme for Critical Infrastructure Protection 

CIRCA Computer Incident Response Coordination Austria 

ELAK Electronic Record System (ELektronischer AKt) 

TKG Telecommunication Act 

StGB Austrian Penal Code 

ISPA Austrian Internet Service Providers 

A-SIT Austrian Centre of Secure IT 

APCIP Austrian Programme for Critical Infrastructure Protection 

A-SIT Austrian Centre of Secure IT 

Broadband 
penetration 
Indicator 

Number of total subscriptions to broadband connections (households, enterprises, 
public sector) by platform (DSL, all others) divided by the number of inhabitants. 
3G subscriptions are not included in the total. Source: European Commission. 

CIRCA Computer Incident Response Coordination Austria 

ELAK Electronic Record System (ELektronischer AKt) 

ISDN Integrated Services Digital Network) 

ISPA Austrian Internet Service Providers 

Personal Data The Austrian Data Protection Act (DPA) defines personal data to mean any 
information relating to any person or group of persons being different from the 
data controller. Contrary to the standard definition of personal data the definition 
of personal data under the DPA extends to data relating to both individuals and 
legal entities. However, it currently seems that the pending revision of the DPA 
may lead to the definition of personal data under the DPA being narrowed to 
include individuals only. 

RTR Regulatory Authority for Broadcasting and Telecommunications (Rundfunk - und 
Telekom Regulierungs) 

StGB Austrian Penal Code 

TKG Telecommunication Act 

TKK Telekom-Control Commission 
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