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About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 
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Denmark 

The structure of the individual country reports  

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‟s “Who-is-Who Directory on NIS” publication 

and is intended to provide additional added value to the reader: 

 General country information relevant in the context of the Network and Information 

Security (NIS) 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 NIS national strategy, regulatory framework and key policy measures 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

 

 

 

 

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

eGovernment Strategy 

The latest Danish eGovernment Strategy, entitled „Towards Better Digital Service, 

Increased Efficiency and Stronger Collaboration‟ covers the period 2007-2010.  

The new strategy entails a better and more binding cooperation among all levels of 

Government. The strategy focuses on three overarching priority areas that mutually 

interact: better digital service, digitisation to facilitate increased efficiency and stronger 

collaboration to create digital cohesion.  

Strategy on digital services 

As part of the Danish strategy, the Better digital service is built on the following main 

ideas: 

 Digitisation must make public services more readily accessible to citizens and 

businesses.  

 Cohesive services with citizens and businesses at the centre: The municipal 

citizen service centres and the cross-cutting Citizen and Business portals have a 

crucial role to play in the delivery of citizen and business-centric services.  

 Focused and targeted communication with citizens and businesses: Wherever 

possible, citizens and businesses must experience the clarification or settlement 

of their case on the occasion of their first contact with the public sector 

 User-driven business development: Users‟ needs and wishes should be taken into 

account to a greater extent when developing public digital solutions.  

 Safe and secure data handling in the public sector: With the present radical 

digitisation of the Danish welfare society, it is crucial to maintain and expand 

citizens and businesses‟ trust in the Danish public sector. Therefore safety and 

security issues will continue to constitute an altogether central part of the 

country‟s eGovernment strategy.  

Improvement of the Danish Digitisation  

The Digitisation is developed in order to facilitate increased efficiency.  This digitalisation 

process is built on the following ideas: 

 From administration to citizen-focused care and service:  An essential goal of the 

strategy is to continue making Public Administration more efficient and to provide 

a basis for better organising personnel-intensive service areas, so that a larger 

proportion of the public sector employees‟ time can be spent on citizen-focused 

service. Experience shows that digitisation projects free up resources and help to 

simplify the work routine in the public sector; 

 Organisational changes: Efficient digitisation requires constant managerial 

alertness. Targeted management will therefore take place at all administrative 

http://modernisering.dk/fileadmin/user_upload/documents/Projekter/digitaliseringsstrategi/Danish_E-government_strategy_2007-2010.pdf
http://modernisering.dk/fileadmin/user_upload/documents/Projekter/digitaliseringsstrategi/Danish_E-government_strategy_2007-2010.pdf
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levels, and digitisation will be made a new minimum requirement for future 

rationalisation strategies at central level; 

 Efficiency gains must be quantified and documented: A pivotal point of the Danish 

eGovernment strategy consists of laying down goals and following up digitisation 

through well-documented impact assessments and the systematic use of project 

control methods. Knowledge of project management and systematic business 

case methodology will be disseminated as a central part of the strategy. 

Also the high level of complexity characterising the public sector and the need for a 

modular IT architecture render it increasingly important for the authorities to have a 

general overview of digitisation. Therefore, in order to ensure cohesion, decisions 

regarding which services and processes are most valuable to digitalise, or which 

solutions can be reused at different level, will be made in binding collective fora. 

Also digitisation must be based on the right balance between relevant joint binding 

decisions and decentralised self-determination at Government, regional and municipal 

levels. The basic principle is to place tasks and responsibilities for digitisation as close to 

the individuals as possible. The basis for increased binding cooperation will be the 

digitisation boards, set up within individual domain areas.  

Moreover the public sector will align and attune IT developments through both the 

formulation of interdisciplinary projects and joint general initiatives. The aim is to keep 

development costs down while promoting the reuse data. Eventually, this will help to 

ensure that public IT systems can “talk together”.  
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The regulatory framework 

Overview of the open standards sharpening the regulatory framework 

Since 2007 the Danish Government, Local Government Denmark and Danish Regions 

concluded an agreement on the use of mandatory open standards for software in the 

public sector. The following set of mandatory open standards have been entered into 

force: 

 Standards for data exchange between public authorities (OIOXML); 

 Standards for electronic file and document handling (FESD) ; 

 Standards for electronic procurement in the public sector (OIOUBL) ; 

 Standards for digital signatures (OCES) ; 

 Standards for public websites / homepages and accessibility; 

 Standards for IT security (DS484 - only for the government sector); 

 Standards for document exchange (ODF/OOXML). 

The standard, known as DS 484, is based on the international standard ISO 27002 

"Code of practice for information security management", modified to suit Danish 

conditions. With the introduction of this standard, IT security management in all 

ministerial areas will be structured according to a common concept. 

Activities to develop, maintain and inform users about the requirements of the standard 

are handled by the Minister for Science, Technology and Innovation, represented by the 

National IT and Telecom Agency, in collaboration with other authorities in the public 

sector. In addition, the National IT and Telecom Agency is in charge of developing tools, 

templates, seminars and workshops to support implementation and maintenance of the 

standard. However, it is the task and responsibility of each individual institution to 

organize security work in its own organization. 

We notice here that there is currently no specific eGovernment legislation in Denmark. 

eCommerce Legislation 

Also known as the „eCommerce Act‟ (No. 227), this Act of 22 April 2002 implements 

Directive 2000/31/EC of 8 June 2000 on certain legal aspects of Information Society 

services, in particular electronic commerce, in the Internal Market.  

eCommunications Legislation 

This Act came into force on 25 July 2003. It transposes the bulk of the EU regulatory 

framework for electronic communications, namely: Directive 2002/21/EC („Framework‟ 

Directive); 2002/20/EC („Authorisation‟ Directive); 2002/19/EC (Access and 

interconnection Directive); 2002/22/EC („Universal service and user‟s rights Directive); 

and 2002/58/EC („ePrivacy‟ Directive). 

http://eur-lex.europa.eu/LexUriServ/site/en/oj/2000/l_178/l_17820000717en00010016.pdf
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eSignatures Legislation 

This Act entered into force in October 2000. It implements the EU Directive on a 

Community Framework for Electronic Signatures (1999/93/EC).  The definitions of 

advanced and “qualified” electronic signature under the Danish law are very close to 

those of the European Directive. Advanced and “qualified” electronic signatures cannot 

be issued to legal entities under the Danish law. The Danish Government has set up an 

official digital signature scheme, whereby all citizens are due to receive a free software-

based digital signature (OCES - Public Certificate for Electronic Services) providing 

sufficient security for most public sector and private sector transactions.  

 

eProcurement Legislation 

Adopted on 16 September 2004, this government order (no. 937) incorporates in its 

annex the exact text of EU Directive 2004/18/EC on the coordination of procedures for 

the award of public works contracts, public supply contracts and public service contracts. 

The directive thus constitutes the actual Danish legislation.  

The Act on Public Sector Information (PSI) of 24 June 2005 implements the EU Directive 

2003/98/EC on the re-use of public sector information. Denmark has notified full 

transposition of the PSI directive. The EN version of the Act is available.  

Cyber attack legislation 

Though not laid down in a national policy, the distribution of responsibility regarding 

analysis, detection, prosecution and prevention of the misuse of cyberspace for terrorist 

purposes in Denmark is clear. The Danish Security and Intelligence Service carries out 

the analysis, detection and prevention of such crimes. Prosecution remains the 

responsibility of the Danish Prosecution Service.  

 

Furthermore, close co-operation on data analysis and IP-based investigations has been 

established between the Danish Security and Intelligence Service and the National High 

Tech Crime Centre of the Danish National Commissioner of Police on this type of case. 

 

The Convention on Cybercrime was ratified by Denmark on 21 July 2005 and entered 

into force on 1 October 2005. The misuse of cyberspace is punishable in accordance with 

various provisions of the Danish Criminal Code. Some offences are explicitly described as 

computer-related offences, for instance: 

 Illegal access and illegal interception (Articles 2 and 3 of the Convention); 

 Misuse of devices (Article 6 of the Convention); 

 Computer-related fraud (Article 8 in the Convention) may be punishable 

according to section 279 a of the Criminal Code.  

 

Cybercrime legislation 

There are no specific laws regarding cyber crime in Denmark. However, the Danish 

Criminal Code includes a number of provisions dealing with cyber crime. The most 

important ones are found in article 169a (fake electronic money), article 193 (major 

disturbance in the operation of public means of communication), article 263(2) 

(unlawfully accessing information or computer programs), article 263(a) and 301(a) 

(unlawful use, sale etc. of access codes to certain information systems), article 279(a) 

(modification or deletion of computer programs with the purpose of obtaining an 

unlawful profit) and article 301 (unlawful use, production etc. of information identifying 

payment means assigned to others and payment card numbers). 

http://europa.eu/eur-lex/pri/en/oj/dat/2000/l_013/l_01320000119en00120020.pdf
http://www.digitalsignatur.dk/
http://eur-lex.europa.eu/LexUriServ/site/en/oj/2004/l_134/l_13420040430en01140240.pdf
http://eur-lex.europa.eu/LexUriServ/site/en/oj/2003/l_345/l_34520031231en00900096.pdf
http://ec.europa.eu/information_society/policy/psi/docs/pdfs/implementation/dk_act_596_24-06-05.doc
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A number of these cyber crime provisions are the result of a revision of the Criminal 

Code of 2002 with the purpose of updating the Criminal Code to cope better with the 

new types of criminal activities. Furthermore a number of provisions of the Criminal 

Code not specifically regulating cyber crime also have relevance for this kind of crime as 

can be seen in the table below. 

 

Danish police consists of the federal police and 54 local police districts. The federal police 

includes a section specialized in computer crimes called the National High-Tech Crime 

Centre (Rigspolitien, IT-sektionen, NHTCC). The NHTCC includes approximately 50 

people which consist of both trained investigators and computer experts. NHTCC gives 

technical support to the local police districts including obtaining of evidence but has no 

hierarchical command over the local police districts. 

 

There are three levels of regular courts: district courts (byret), appeal courts (landsret) 

and the Supreme Court (hojesteret). The courts hear both civil and criminal cases. The 

Supreme Court only hears points of law. 

 

Self-regulations 

Framework Agreement on Mobile Content and Payment Services 

Please note that the above contains examples of content of an adult nature 

Guidelines for the handling of requests regarding criminal activity on the Internet   

Code of conduct for ISPs in Denmark, covering the enforcement of intellectual property 

rights  

The Danish mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the Danish mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

 

http://www.teleindustrien.dk/t2w_358.asp
http://www.gsmeurope.org/documents/eu_codes/Retningslinier%202007_EN.pdf
http://www.gsmeurope.org/documents/eu_codes/Adfærdskodeks-160806_EN.pdf
http://www.gsmeurope.org/documents/eu_codes/Adfærdskodeks-160806_EN.pdf
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 NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  National IT and Telecom Agency 
 Danish ministry of Science Technology and innovation 
 Danish Ministry of Justice 
 Danish Security Intelligence Service (PET) 
 Danish National Police 
 Danish Emergency Management Agency (DEMA) 
 Danish Data Protection Agency 
 Danish Board of Technology 
 Media Council For Children And Young People. 
 Danish Financial Supervisory Authority 

CERTs  CSIRT.DK  
 DK-CERT  
 KMD IAC 
 SWAT (Maersk) 
 Secunia Research 

Industry 
Organisations  

 DI ITEK  

Academic 
Organisations 

 IT University 
 UNI-C DK 

Others  Danish Safer Internet programme (ANDK) 
 Red Barnet (Save the Children Denmark) 
 Dansk IT  
 Innovationlab 
 Council for Greater IT Security 
 ISSA DK 
 OWASP DK 
 ISACA DK 

 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory1 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards.  

                                           

1 http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country   

http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Co-operation between the Ministry of Science, Technology and Innovation and 

the Data Protection Agency 

In Denmark, the Ministry of Science, Technology and Innovation is appointed by the 

government as a single organization with a wide range of competencies in all aspects of 

network and information security at the national level. This ministry is responsible for 

coordinating the development and implementation of national information security 

strategy. The National IT and Telecom Agency, which reports to the Ministry of Science, 

Technology and Innovation, is regarded as the national NIS agency, and is also 

responsible for ensuring compliance with the Electronic Communications law.  

Denmark is committed to data protection and ensuring compliance in this regard. The 

Data Protection Agency is the state authority, which oversees the personal data laws. 

The Agency is in charge of developing tools, templates, seminars and workshops to 

support implementation and maintenance of the Danish IT security standard DS 484.  

Within the agency, the IT Security Division's task is to enhance confidence as much as 

possible by defining standards for IT security, disseminating information about IT 

security issues, providing guidance on secure solutions, and contributing to the 

protection of telecommunications. Additionally Denmark has industry security response 

teams in place to handle security breaches and other incidents.  

The Danish Board of Technology is established to spread out the knowledge of 

technology, and the related opportunities and consequences for people, society and 

environment. The Danish Board of Technology should promote the public debate about 

technology, assess the technology and advise the Parliament and the government in 

technological questions.  

Co-operation on information security through governmental institutions 

As another initiative to support collaboration about information security across the 

government sector, the Government IT Council has established the Government 

Information Security Forum (GISF), in which about 30 government institutions 

participate. The Forum meets 4-6 times a year and is charged with the following tasks: 

 To contribute to exchanging experience about the use of the standard; 

 To follow the general development of information security management by public 

authorities, and propose joint initiatives that may strengthen information 

security; 

 To determine the best practice and make proposals on how to improve paradigms 

and the activities carried out by the National IT and Telecom Agency, starting 

from the tasks and purposes above, to support professional coordination between 

authorities and contribute to achieving agreement about the requirements for 

information security in the public sector.  

The National IT and Telecom Agency holds the chairmanship of GISF and provides 

secretarial assistance.  
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The present forum portal is operated by the Secretariat and aims to contribute to the 

exchange of experience, distributing information material, creating awareness of courses 

etc. and supporting administration of the Forum. 

We also notice here that the National IT and Telecom Agency conducts a survey about 

once a year to benchmark the efforts of all government institutions in the IT security 

area. The main conclusions are reported to the Government IT Council, while the specific 

results are used by GISF to prioritise its efforts in terms of workshops, information 

material and tools. 

The members of the IT Security Panel have extensive specialist knowledge in the IT 

security area and insight into IT security issues.  

Co-operation between NIS stakeholders via the BERIT forum  

Stakeholders in the public sector, industry organizations, as well as the business and 

academic, communities organize regularly NIS-related events. Moreover the country 

hosts a number of conferences on NIS. 

An information exchange has been set up between NITA, telecom operators and key 

customers (from health, defence, energy, etc.) in the form of the BERIT forum 

(BERedskabsforum for IT og tele) network.  

The network meets several times a year and discusses issues such as dependencies of 

the infrastructures, matters of availability or future strategies. However, it does not 

necessarily address best practice issues or come up with recommendations that are, in 

turn, then becoming best practices to be followed by infrastructure operators and service 

providers.  

Co-operation around privacy and trust 

Citizen trust in ICT is an essential condition for the information society and for citizens 

and businesses in order to benefit from the possibilities offered by the technologies. 

Regulation and technology must therefore be designed with a view to protecting privacy, 

making citizens confident in their technology use. Another key challenge is to ensure 

solutions that maintain the rights of the citizen without placing unnecessary restrictions 

on utilising the technological potential. 

In the light of this, the Minister of Science, Technology and Innovation in 2006 took the 

initiative to establish an open Privacy Forum, which has worked on different aspects of 

privacy and matching initiatives. 

In addition, there are a number of other initiatives within the framework of the Ministry 

of Science, Technology and Innovation and other public authorities, and a variety of 

private organisations are also working with privacy issues. 

Implementing the principle of open public administration in today's eGovernment 

initiatives represents a significant challenge to the architects of both administrative 

procedures and the supporting IT systems: Protecting the privacy of the citizen, while 

providing rich, coherent services spanning multiple administration areas, calls for new 

design principles and technologies. 

The term Privacy Enhancing Technologies (PETs) represents a spectrum of both new and 

well-known techniques to minimize the exposure of private data, for users of electronic 

services in the information society. However, the term does not have a widely accepted 

definition, and the scope of PETs is often depending on the usage scenario. 
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Co-operation between PET and the Danish Defence Intelligence Service 

PET co-operates closely and co-ordinates measures in a number of areas with the Danish 

Defence Intelligence Service. As mentioned above, PET‟s role is to monitor and fight 

threats to Denmark‟s national security, whereas the Danish Defence Intelligence 

Service‟s role is to monitor threats from abroad. International developments have 

resulted in the threats to Denmark‟s and allied nations' security being of such a nature 

that national threats and those from abroad are not easily separated. The co-operation is 

secured through contacts and co-ordination between the staff of the two services at 

management and desk officer level as well as in special working groups.  

The co-operation includes countering terrorism, where PET and DDIS prepare joint 

assessments of the threat from international terrorism. The co-operation also covers the 

area of non-proliferation as well as activities within the technical field. Furthermore, the 

two services exchange staff with the aim of strengthening the knowledge of each other‟s 

working practices and methods. 

Co-operation at an international level 

Following a Danish proposal, the Independent Regulators Group (IRG) Plenary in May 

2002 appointed an informal working group with the task of exchanging knowledge and 

experience in the IT security area. The group is open to all member countries whose 

administrations carry out activities within IT security or are planning to build up 
competencies in the area. 

By the end of 2006, the Working Group had members from 19 countries. The Working 

Group holds three meetings a year, where experience is exchanged on developments 

and initiatives in the IT security area in various countries. The Group is cooperating and 

exchanging experience with ENISA and other international organisations. 

Other co-operation between Danish NIS stakeholders 

The IT Security Panel established by the Minister for Science, Technology and 

Innovation, aims to strengthen the overall ICT security in Denmark. The Panel has 18 

members and is composed broadly across society. The members of the Panel have been 

appointed by a number of organisations representing the public sector, the private 

sector, employees, and the research and education sector. In addition, the Minister has 

appointed three members. 

The annual Net-safe now! campaign is aimed at creating awareness about IT security 

and to promote safer behavior on the Internet. Targeted at multiple groups, the 

campaign is done in cooperation with multiple partners and uses various channels in 

which to convey messages. The Ministry of Science, Technology and Innovation and the 

campaign net-safe now! are aiming for creating awareness about IT security and a safe 

behaviour on the Internet.  

The goal is to provide the target group with simple and easy-to-follow advice in order to 

improve the general knowledge and awareness of IT security. In overall terms the main 

goal of the campaign is to spread the knowledge of IT security and to make the public 

aware of security issues arising from use of the Internet.  

The long-term objective is to contribute to the development of an IT security culture in 

Denmark by Netsafe Now! is a nationwide campaign focusing on secure behaviour on the 

Internet. The campaign consists of a number of information activities, all of which deal 

with current security problems on the Internet. The activities are spread all over 
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Denmark and are followed up by various information material, including campaign 

newsletters, websites etc.  

Cooperation between public and private Netsafe Now! is based on joint private/public 

initiatives where a number of private enterprises, organisations and public authorities 

work together to create the campaign in order to strengthen citizens' knowledge of 

secure behaviour on the Internet.  

The Minister for Science, Technology and Innovation, represented by the National IT and 

Telecom Agency, has made a project secretariat available, and the project organisation 

is established for the duration of the project. 

As cooperation to combat malware, an IT security committee has been established by 

the national IT and telecom agency with representatives from relevant private and public 

bodies. This committee has discussed but not really dealt with online malware.  

The National IT and Telecom Agency is cooperating with telecommunications providers 

and a number of national emergency management authorities on the planning of modern 

and efficient emergency management in the IT and telecommunications sector. A special 

collaborative project has been established with the Danish Energy Agency and other key 

stakeholders in the energy sector. Furthermore, the National IT and Telecom Agency 

participates in international collaboration on IT and telecommunications emergency 

planning and protection of critical infrastructure, particularly within the framework of 

NATO and EU.  

There also exists the secure internet day is a global event to promote secure internet 

usage. Also the forum “Secure Denmark 2010” brings some of the best security thinkers 

to Copenhagen on , 2010 to discuss information security issues that are fundamental to 

our global economy. The theme of the one day conference is "The Business of Security". 

Attendees will learn about state-of-the-art methods for expressing security in terms of 

return on investment (ROI) for the business, emerging security organizational models 

and best practices for raising the level of security awareness and compliance within 

corporations.  
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

Providers do not report security incidents on a voluntary basis. Upon request by NITA, 

operators are obliged to report a security incident (see Question 6, information request). 

On behalf of the government, every year the Minister for Science, Technology and 

Innovation submits an IT and Telecommunications Policy Report to the Danish 

Parliament. The report describes the government's initiatives within the IT and telecom 

area during the preceding year and relates them to the political goals. 

The preparedness and recovery measures for the communication networks are in the 

responsibility of the different ministries following the Danish version – DS 484 – of the 

information security standards ISO 27002. Most ministries have measures in place and 

can communicate in crises. For example, dedicated telephone lines are determined, 

which must be available and accessible all the time. In this process, NITA has a strong 

role in emergency prioritising actions and respective decisions on priorities. For example, 

if an operator cannot meet the demands, NITA will prioritise. Every second year, a 

national emergency exercise is taking place, where each ministry is feeding in with 

tasks, scenarios etc. An evaluation of the exercise is taking place for improving 

preparedness and recovery measures.  

Denmark does not have an official national CERT but UNI-C DK as well as the Danish IT 

Centre for Education and Research carry out Sector-CERT activities. A recent report 

recommends the setting up of a national CERT and currently, this plan is under political 

discussion.  

In case of an emergency, a national management body is set up among the key 

ministries (e.g., Cabinet Office, Health, Justice and Defence). NITA coordinates the 

measures and provisions which need to be carried out within the frame of the e-

communications networks. As far as international cooperation is concerned, UNI-C 

belongs to the trusted introducers in the frame of CSIRTS. It is also a member of FIRST. 

Past incidents are analysed if NITA becomes aware of them and asks the operators to 

provide information. NITA might be informed by a ministry or by any other organisation 

about an incident. The purpose of the post-investigation is threefold:  

 To verify if the operator has handled correctly the regulation; 

 Whether the response was adequate; 

 Whether further actions are necessary. 

It is interesting to mention that during the first half of 2009, Denmark was mentioned in 

the global report 2  published by the Anti-Phishing Working Group (APWG) 3  with the 

following relevant statistics: 

 182 unique phishing attacks reported for this country 

 106 unique domain names used for phishing reported for this country 

 A score of 1.1 phish per 10.000 domains registered in this country 

                                           

2 http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf 
3  The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 
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 A score of 1.8 attacks per 10.000 domains registered in this country 

 

Emerging NIS risks 

In general, the more a country relies on IT for its business and governmental activities, 

as well as for private purposes, the more NIS gains in importance. Increasing broadband 

penetration, for example, translates to increased usage of online services, which raises 

the likelihood of exposure to online threats; likewise, a generally higher level of 

computer literacy among the general populace results in increased online activity, and 

greater usage of ecommerce increases the risk of online fraud; in short, an individual's 

online security risk increases in parallel with the time he or she spends online. 

Overall, there is no national risk management process in place. There is one mentioned 

in the DS 484, which regards only the risk management of government institutions. It is 

foreseen that a risk management process for operators will be obligatory.  

 

Resilience aspects 

The predominant provision related to resilience of public communication networks 

follows the Danish version of the ISO 27002 standard called DS 484. As mentioned 

previously, it is a standard which must be followed by all ministries. Moreover, DS 484 

gives guidance on how each ministry must protect its information security. Two 

regulations that deal with resilience of e-communication networks and 

telecommunication preparedness were issued in May 2008.  

Both regulations also address the matter of prioritising network communication, and acts 

supplementing the legal base are in progress. Currently government organisations are 

reaching out to industry by using their buying power. A public contract on 

telecommunications concluded with a provider includes an obligation that the contractor 

must adhere to the IT Security standard ISO 27007, that is DS 484. That way, Denmark 

hopes that awareness regarding resilience of public services improves across society. 

 

Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented by the Act on Processing of 

Personal Data, Act No. 429 (the “DPA”) dated 31 May 2000.   

The competent national regulatory authority on this matter is The Data Protection 

Agency (Datatilsynet) (the “Agency”)   

Personal Data and Sensitive Personal Data 

The definition of personal data in the DPA is closely based on the standard definition of 

personal data.  

If it is in any way possible to establish a connection between the information and the 

data subject, the data will be considered personal data comprised by the DPA. For 

instance, if data has been anonymised or encrypted and there exists a code to de-

anonymise or de-crypt the data then the data is still considered personal data. However, 

if the data has undergone processing following which it is no longer possible in any way 

to link data to the data subject, such data will not be considered personal data within the 
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meaning of the DPA. According to Danish case law IP addresses are considered personal 

data.  

The rules on processing of personal data in the DPA apply to the processing of data 

concerning private individuals, small personally-owned private companies and small 

partnership companies. Information concerning a corporation as such is not considered 

personal data. However, information on employees of a company falls within the 

definition of personal data.  

The Agency has not published any guidelines regarding the definition of personal data. 

Under the DPA, sensitive personal data means the standard types of sensitive personal 

data. In addition, the DPA defines “data of a purely private nature” as data on criminal 

matters, substantial social problems and other matters of a purely private nature. 

Private sector data controllers may process such data only in certain circumstances. Data 

of a purely private nature is subject to additional rules set out below.  

According to the guidelines from the Agency, biometric information is considered 

personal data and the processing of biometric information is governed by the DPA. 

Consequently, the data controller must consider: (i) the necessity of the use of biometric 

information; and (ii) whether the objective of the processing may be obtained by other 

less radical means. The data controller is obliged to evaluate whether the biometric 

system fulfils the requirement of objectivity and proportionality in the DPA.  

In addition, biometric information is considered to be sensitive personal data if the 

information concerns the health of an individual. 

Sensitive personal data may be processed if the standard conditions for processing 

sensitive personal data are met.  

Private sector data controllers may process “data of a purely private nature” only in 

certain circumstances. It may not be disclosed without the explicit consent of the data 

subject, unless such disclosure is for the purpose of public or private interests that 

clearly outweigh the interests of the data subject, or unless the disclosure fulfils the 

standard conditions for processing sensitive personal data. 

Information Security aspects in the local implementation of the Data Protection 

Directive 

The DPA requires that data controllers apply the general data security obligations. The 

Agency has issued guidelines which deal with OCES certificates and the security in 

connection with transmission of personal data via the internet in the private sector. The 

Agency recommends that information which is deemed confidential is encrypted when 

the information is sent via the internet and that a strong encryption is used if sensitive 

data is being sent.  

The public administration is subject to statutory order No. 429 of 31 May 2000 which 

sets out security requirements for the processing of personal data in the public 

administration. 

Data protection breaches 

The DPA does not contain any obligation to inform the Agency or data subjects of a 

security breach. 

 

Enforcement 
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The Agency has no power to take enforcement action in Denmark, other than to issue 

enforcement notices. Crucially, the Agency has no ability to fine organisations itself but 

can request that the Danish Public Prosecution Office instigate proceedings.   

 

NIS awareness at the country level 

Awareness actions targeting the consumers/citizens:  

Funded by the Danish Strategic Research Council the project CITAWARE has been set up 

to perform an in-depth investigation of the level of awareness of critical ICT security 

issues among Danish citizens, in order to expose areas at which new technical efforts or 

attempts to increase people‟s understanding of what constitutes secure and insecure use 

of ICT facilities particularly need to be targeted.  CIT-AWARE is collaboration between 

IMM, the University of Aarhus School of Education (DPU), DK-CERT and Telia Stofa A/S, 
together with other partners and organisations.  

The aim of the project is to investigate the level of awareness of critical ICT security 

issues among Danish citizens, in order to expose areas at which new technical efforts or 

attempts to increase people's understanding of what constitutes secure and insecure use 
of ICT facilities particularly need to be targeted. 

Since 2008 the Net sikker nu! (Netsafe Now!) campaign focused on safe behaviour on 

the internet. In particular, it focused on the protection of privacy on the net, mistrust of 

the internet and updating PCs. The campaign was organised in partnership with public 

and private sector players. Some 182,000 people participated in the 126 campaign 

activities. The Ministry of Science, Technology and Innovation has drawn up a template 

for the creation of a privacy policy. The template is intended to support the work of 

public authorities in describing to citizens how personally attributable information about 

them is gathered and processed on the authorities‟ own websites.  

As awareness centre under the EU Safer Internet Programme, the Media Council raises 

awareness and informs the public about children‟s use of the internet and new 

technologies. The aim is to provide children, parents and teachers with knowledge and 

tools for guiding and empowering children in the network society. 

 The Danish Awareness Centre has positioned itself as the key resource and knowledge 

centre for children‟s use of the internet and mobile in Denmark. A strong network of 

national stakeholders supports the awareness centre project and ensures the 

dissemination of surveys, educational materials, information and advice.   The centre 

initiates, coordinates and participates in a broad range of activities and initiatives with 

the aim to raise awareness in its area. Among others: 

 National campaigns; 

 National newsletter; 

 Educational materials; 

 Reaching the target groups 

 

 



 
Finland Country Report 

 
19 

Awareness on spam management 

There is a need for information on IT security as more and more Danes are using the 

Internet on a daily basis. 79% has Internet access at home and 57% use the Internet 

every day. The main purposes are communication, information seeking and online 

services. The Ministry of Science, Technology and Innovation sees this as a positive 

development and wants to encourage the Danes to using the Internet, but also to think 

about how they use it 

The most current IT security problems in Denmark are spam mails, loss of information or 

time in response to computer virus. 35% of the Danish population have lost information 

in connection with virus attacks during 2005. 55% of the Danish population have lost 

data in connection with spam 

Denmark can be considered as a Member State where substantial information can be 

found on the actions and measures that can be taken by public authorities and industry 

actors in relation to the combat against online malpractices such as spam, spyware or 

malicious software.  

The information is provided in a comprehensible manner and with a view to provide the 

public with information about how businesses and private persons may avoid harm 

deriving from spam, spyware and malware. On the other hand, no information is 

available that would indicate cooperation between governmental bodies. At the 

international level, Denmark participates in the CNSA, Operation Spam Zombies and the 

OECD anti‐spam task force.  Generally speaking, a lot of actions have been taken in 

relation to the fight against spam deriving from Danish businesses. There is a greater 

focus on spam (actual enforcement) than on spyware and malware (limited to informing 

the public). This is in particular due to the high priority this issue has been given by the 

Danish Consumer Ombudsman, who has taken legal action in a number of cases.  

Awareness developed by the national authorities for the national and industry 

bodies 

Since 2008, the Ministry of Science, Technology and Innovation launched digitalisér.dk, 

which provides single shared access to public IT architecture and open standards for all 

authorities, suppliers and others wishing to participate in the development of the digital 

Denmark. At the same time, the National IT and Telecom Agency published a series of 

recommendations and principles for good IT architecture in the public sector. The 

recommendations and principles are an initiative under the joint public digitisation 

strategy2007-2010. In fact, digitalisér.dk was developed on the basis of the 

recommendations for IT architecture, including the use of open source and open 

standards. 

People‟s confidence in ICT is crucial when new products and services are provided by 

private companies and by the public sector. At the same time, citizens, companies and 

public authorities have become mutually dependent on a secure use of ICT. Therefore, 

the initiatives taken by the Ministry of Science, Technology and Innovation in the field of 

security have a broad societal aim and are based on partnership models with relevant 

players. Digital features and solutions must be designed with the protection of privacy in 

mind so citizens feel secure when using the technology. 

Awareness on privacy protection 

The Ministry of Science, Technology and Innovation is heading a joint public sector 

working group appointed to continue raising awareness of privacy protection issues in 

public sector information processing. The working group was one of the initiatives in the 
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joint public digitisation strategy and will terminate its work before end 2009.Looking 

ahead, the establishment of the Danish IT Agency will create the largest ICT operating 

centre in Denmark.  

Consolidating major parts of government ICT operations, data storage and support will 

provide good opportunities for collecting and enhancing security efforts in the ICT area. 

In the initial stage, the Ministry of Science, Technology and Innovation have contributed 

to the formulation of requirements for secure operations and secure information 

processing for both the joint ICT service centre and the common network that will 

connect the centre to the many government institutions. Since 2008 the Ministry of 

Science, Technology and Innovation, in collaboration with the Minister of Justice and the 

Minister of Welfare, has appointed a contact committee to reinforce efforts aimed at 

combating IT-related child pornography and sexual abuse.  

The contact committee will act as a single point of contact in the central administration 

for all interested parties wishing to participate in the dialogue on combating IT-related 

child pornography and sexual abuse in Denmark. The contact committee was set up on 1 

In beginning 2009, sector players and interest organisations have been drafted in to 

assist with the work of the committee for specific assignments. 

We notice here that A project involving the Danish Security and Intelligence Service, the 

National Commissioner of Police and academia has been launched in order to enhance 

monitoring of websites in relation to terrorism systematically. Websites used for illicit 

terrorist purposes can be closed on the basis of a court order. 

Awareness measures undertaken by competent national authorities and service 

provider 

The Danish Consumer Ombudsman (DCO) has taken legal action in a number of cases 

concerning spam from Danish businesses.  

A trustmark scheme has been developed for safe and ethically responsible conduct on 

internet. It includes adherence to the ban on spam. The Internet Service Provider 

security forums also adopted a binding code of practice to reduce spam. The internet 

access providers also agreed to carry out a central filtering of e‐mails, whereby users 

may choose the degree of filtering.  

Awareness measures undertaken by the vendor industry  

The Danish IT industry association discusses developments in IT security with software 

vendors in view of strengthening the overall IT security level.  

The Danish Board of Technology carried out a project concerning user IT security and 

came to the conclusion that the degree to which the handling of IT security today is left 

with the individual user, is too high. This situation is considered neither fair nor 

reasonable.  
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Relevant statistics for the country 

The information society in Denmark is at a relatively mature stage of development. The 

progress made can be considered as constant until 2007: high rankings on broadband 

penetration, of Internet usage and e-Governance and its constant progression through 

the years show that Denmark is a bit in advance with the rest of Europe. We notice here 

that the Broadband penetration trend is quite constant since 2007. 

Based on the Eurostat4 information, it appears that the broadband penetration trend for 

Denmark is significantly currently above the EU average: 

 

Based on the same source of information, the regular use of Internet by the population 

(use as % of the population) is constantly upon the EU average but seems to stable. We 

notice here that the take-up of the Internet in Denmark is quite constant and a major 

segment of the population uses regularly the Internet. Usage of Internet services is 

correspondingly high. 

                                           

4 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 

responsibilities 

National authorities Role and responsibilities Website 

1. National IT and 

Telecom 

Agency 

The National IT and Telecom Agency handles tasks within 
the area of information and communication technology 
(ICT) in relation to citizens, businesses and the public 
sector.  

The Agency is in charge of developing tools, templates, 
seminars and workshops to support implementation and 
maintenance of the Danish IT security standard DS 484. 
The Agency also acts as a secretariat to the Government 
IT Security Forum (SISF), appointed for the purpose of 
promoting knowledge sharing and exchange of 
experience among IT security managers in the 
government sector.  

Within the agency, the IT Security Division's task is to 
enhance confidence as much as possible by defining 
standards for IT security, disseminating information 
about IT security issues, providing guidance on secure 
solutions, and contributing to the protection of 
telecommunications. The main tasks of the National IT 
and Telecom Agency are: 

 General IT security (Counselling citizens and 

government and information and awareness-creating 

activities; 

 Protection of the IT and Tele-infrastructure. 

 Standardisation of IT security; 

 IT and telecom emergency preparedness; 

 Electronic signatures. 

 

http://www.itst.dk 

 

2. Danish ministry 

of Science 

Technology and 

innovation 

The minister of science, technology and innovation 
advices the minister on ICT security in national and 
international matters also regarding ENISA. The Ministry 
of Science, Technology and Innovation is responsible for 
the following areas: 

 Research; 

 Information technology (IT);   

 Innovation;   

 Telecommunications; 

 University educations. 

 
The Ministry handles tasks related to policies, 
administration, operation, coordination and interaction 
etc. in and between these areas. 

The Ministry aims to make of Denmark a leading 
entrepreneurial and knowledge-based society offering 
educations that rank among the best in the world, and to 
create the best possible opportunities for citizens and 
businesses to realize the vision about Denmark as a 
network society. 

The Ministry consists of the National IT and Telecom 
Agency, the Danish Agency for Science, Technology and 
Innovation and the Danish University and Property 

http://www.vtu.dk 

 

http://www.itst.dk/
http://www.vtu.dk/
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National authorities Role and responsibilities Website 

Agency, which, together with the Permanent Secretary's 
Department, are referred to as the Ministry of Science, 
Technology and Innovation (MSTI). Also within the scope 
of the Ministry are a number of institutions and the 
universities in Denmark. 

3. Danish Ministry 

of Justice 

The Ministry of Justice is responsible for the overall 
justice system, including the police, the prosecution, the 
courts of law, and the prisons and probation service. 

 In addition, the Ministry is responsible for underlying 
agencies in the fields of family affairs, civil affairs and 
data protection. 

http://www.justitsmini
steriet.dk/ 
 

4. Danish Security 

Intelligence 

Service (PET) 

In its capacity as the national security and intelligence 
service of Denmark, PET must prevent, investigate and 
counter operations and activities that pose or may pose a 
threat to the preservation of Denmark as a free, 
democratic and safe country. Therefore the main 
objective of the Service is to counter and fight threats 
against the national security and the safety of the 
population.  

The main task of PET‟s intelligence activity is to prevent 
and investigate actions and undertakings that may 
jeopardise the independence, security and legal order of 
the State, and to prevent these actions or undertakings 
from being implemented or developed. 

In terms of intelligence, PET‟s primary tasks are to 
surveil, investigate and prevent actions or plans that are 
or have the potential to develop into threats to the 
independence and security of the Kingdom and to the 
legal order of society, and to prevent such actions or 
plans from being carried out or implemented.  

http://www.pet.dk 

 

5. Danish National 

Police 

The police in Denmark, the Faroe Islands and Greenland 
constitute one national force, employed directly by the 
state. The Minister of Justice, who is the chief police 
authority, exercises his powers through the National 
Commissioner, and the Commissioners of the police 
districts. 

The duties of the police are to ensure that laws and 
regulations are complied with and to take the necessary 
steps to prevent crime. This is achieved among other 
things by way of regular patrolling and by criminal 
investigation. The police also administer a number of 
areas that are subject to authorisation. 

http://www.politi.dk/e
n/About_the_police/or
ganisation 

 

 

6. DEMA (Danish 

Emergency 

Management 

Agency) 

The Emergency Management Agency is a government 
agency under the Ministry of Defence. According to the 
Danish Preparedness Act the principal task of the 
Emergency Management Agency is to manage the 
National Rescue Preparedness Corps, to supervise the 
national and municipal rescue preparedness and to 
advice the authorities on matters of preparedness.  

By the Preparedness Act, while came into force on 1st 
January 1993, the former fire service and civil defence 
were integrated into one single-strand rescue 

preparedness service to be used in peacetime as well as 
during a crisis and in war. 

http://www.datatilsyne
t.dk/ 

7. Danish Data The Danish Data Protection Agency is the state authority  

http://www.justitsministeriet.dk/
http://www.justitsministeriet.dk/
http://www.pet.dk/
http://www.politi.dk/en/About_the_police/organisation
http://www.politi.dk/en/About_the_police/organisation
http://www.politi.dk/en/About_the_police/organisation
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National authorities Role and responsibilities Website 

Protection 

Agency 

which oversees the personal data laws.  

Following the implementation of EU Directive 95/46/EC, 
regarding the protection of individuals with regards to the 
process of personal information and the movement of 
such, the Danish Data Protection Agency was created. 

The agency exercises surveillance over the processing of 
data to which the act applies, however the agency 

primarily deals in specific cases on the basis of inquiries 
from public authorities or private individuals or cases 
taken up by the agency on its own initiative. 

http://www.datatilsyne
t.dk/ 

8. Danish Board of 

Technology 

The Danish Board of Technology is established to spread 
out the knowledge of technology, and the related 
opportunities and consequences for people, society and 
environment. The Danish Board of Technology should 
promote the public debate about technology, assess the 
technology and advise the Parliament and the 
government in technological questions.  

The Danish Board of Technology is an independent body 
established by the Danish Parliament (the Folketing) in 
1995 and is the successor of the Technology Board, 
which was set up as a statutory body in 1986.  

The Ministry of Research is the supervising authority for 
the Board and the Parliament's Research Committee is 
the Board's steady liaison to the Parliament. 

http://www.tekno.dk/ 

9. Media Council 

For Children 

And Young 

People. 

The Media Council for Children and Young People is part 
of the Danish Film Institute. The primary task of the 
Media Council is to classify films and DVD‟s for children 
over respectively 11 and 15 years of age. Moreover, the 
Council has an obligation to inform about children‟s use 
of films and computer games.  

The Media Council has positioned itself towards the new 
media landscape. It was part of the EU project SAFT, an 
acronym that stands for Safety, Awareness, Facts and 
Tools, with partners from Sweden, Norway, Iceland and 
Ireland and has functioned as national Awareness Node 
since 2004.  

As Awareness Node under the EC Safer Internet Plus 

Programme, The Media Council works together with 
national and international partners from all over the 
world via the European network Insafe. The aim is to 
create awareness and inform about children‟s use of the 
internet and new technologies as well as to provide 
parents and educators with knowledge and tools for 
raising children in the network society. 

http://andk.medieraad
et.dk/ 

10. Danish 

Financial 

Supervisory 

Authority 

The Danish Financial Supervisory Authority‟s activities 
take place within three core areas: supervision, 
regulation and information. 

It contributes by discouraging any lack of confidence in 
Danish financial firms, which would lead to them being 
insufficiently able to take on new risks. 

http://www.ftnet.dk 

 

http://www.ftnet.dk/
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Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 
memb
er 

TI 
Liste
d 

Role and responsibilities Website 

11. CSIRT.

DK 

Yes Yes CSIRT.DK is the Danish Computer Security 
Incident Response Team and handles cases of 
IT security incidents, of TDC's professional 
costumers.  

They help customers with advices and 
information, to recover to a normal situation, 
and to secure the system better. 

http://www.csirt.dk 

12. DK-

CERT 

Yes Yes DK CERT is the Danish Computer Emergency 
Response Team 

The objectives of DK-CERT are : 

 To gather information and know-how via 

co-operation in CERT - FIRST - open 

sources thus enabling DK-CERT to publish 

alerts and other information regarding 

potential security risks and pending 

problems; 

 To receive information about security-

related incidents and to co-ordinate efforts 

in the field.  

 

https://www.cert.dk/ 

13. KMD 

IAC 

Yes Yes KMD IAC is a department of a private IT 
company. 

KMD develops and provides IT solutions for the 
local authority, state and corporate markets. 
KMD delivers IT solutions that optimises and 
develops the customers‟ businesses. 

http://www.kmd.dk 
 

14. SWAT Yes No SWAT is a department of a private IT company. 

No more valuable information regarding role 
and responsibilities was found or received. 

http://www.maersk.c
om/ 
 

15. Secuni

a 

Resear

ch 

Yes No Secunia provides vulnerability intelligence 
services and provides vulnerability 
management tools for the entire corporate IT 
infrastructure.  

Secunia collects, evaluates, verifies, and 
analyses security information. This security 
information is available through their databases 
and is distributed to their customers, 
segmented according to their specific business 
needs.  

http://www.secunia.c
om/ 
 

 

https://www.trusted-introducer.org/teams/teams-c.html#CSIRTDK
https://www.trusted-introducer.org/teams/teams-c.html#CSIRTDK
http://www.csirt.dk/
https://www.trusted-introducer.org/teams/dk-cert.html
https://www.trusted-introducer.org/teams/dk-cert.html
https://www.cert.dk/
https://www.trusted-introducer.org/teams/kmd-iac.html
https://www.trusted-introducer.org/teams/kmd-iac.html
http://www.kmd.dk/
http://www.maersk.com/
http://www.maersk.com/
http://www.secunia.com/
http://www.secunia.com/
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Industry organisations active in network and information security: role 
and responsibilities 

Industry 
organisations 

Role and responsibilities Website 

16. DI ITEK ITEK is the Danish trade association for IT, 
telecommunications, electronics and communication 
enterprises. ITEK aims to ensure that: 

 Society‟s use of IT, telecommunications, electronics 

and communication is promoted; 

 Members obtain the best possible framework 

conditions whereby a high competitiveness and 

growth for the members of ITEK is maintained and 

enhanced; 

 IT, telecommunication and media policy is carried out 

for the benefit of its members; 

 Denmark becomes an attractive country for IT, 

telecommunications, electronics and communication 

companies to invest; 

 Members have adequate access to qualified and 

skilled manpower; 

 Business renewal and innovation for companies in the 

ITEK business industry continues. 

http://itek.di.dk 

 

 

Academic organisations active in network and information security: role 
and responsibilities 

Academic bodies  Role and responsibilities Website 

17. IT University The IT University of Copenhagen (ITU) is a teaching and 
research-based tertiary institution concerned with 
information technology (IT) and the opportunities it 

offers. The University was established in 1999. It is 
funded to undertake both theoretical research and applied 
research into the interaction and growing importance of 
information technology to society.  

http://www1.itu.dk/sw
5211.asp 

18. UNI-C DK UNI-C is an agency under the Danish Ministry of 
Education. UNI-C delivers a variety of IT services to the 
educational and research communities. More than one 
million users regularly benefit from UNI-C‟s services and 
products. 

UNI-C's mission is: 

 To encourage and optimize the use of IT in the entire 

educational sector; 

 To be a driving force behind the development of an IT 

basis for innovation and improvement of education 

and research in Denmark; 

 Carry out Sector-CERT activities. 

 

http://www.uni-c.dk/ 

 

http://itek.di.dk/
http://www1.itu.dk/sw5211.asp
http://www1.itu.dk/sw5211.asp
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Other bodies and organisations active in network and information 
security: role and responsibilities 

Other organisations 
active in NIS 

Role and responsibilities Website 

1. Danish Safer 

Internet 

programme 

(ANDK) 

Part of the European „Insafe‟ Internet safety network 
under the „Safer Internet‟ programme which aims to 
promote safer use of the Internet and new online 
technologies, particularly for children, and to fight against 
illegal content and content unwanted by the end-user, as 
part of a coherent approach by the European Union. 

http://andk.medieraa
det.dk 

2. Red Barnet 

(Save the 

Children 

Denmark) 

'Red Barnet' is the Danish name for Save the Children 
Denmark - a member of the International Save the 
Children Alliance.  

Red barnet is seeking out the most marginalised children, 
wherever they are in the world, so that means we work in 
a really broad range of countries, from fragile states like 
Afghanistan, to developed countries like here in Denmark. 
We work closely with our colleagues in the International 
Save the Children Alliance, both in our programmes with 
children and in our international campaigns and advocacy 
work. 

http://www.redbarne
t.dk 

http://europa.eu.int/i
nformation_society/a
ctivities/sip/projects/
hotlines/denmark/ 
index_en.htm 

3. Dansk IT  DANSK IT is Denmark's largest organisation for IT 
professionals, which seeks to expand the usage IT for the 
benefit of society. DANSK IT manages the Council for IT 
and Personal Data Security.  

http://www.dansk-
it.dk 
 

4. Innovationlab Innovationlab is an international knowledge centre for 
new technology.  

Innovation Lab is a limited company, albeit registered as a 
non-profit organisation 

http://www.innovatio
nlab.dk 

5. Council for 

Greater IT 

Security 

More than 20 organisations and IT security experts 
established the Council in 2008. The purpose of the 
Council is to discuss and raise awareness about holistic IT 
security and privacy challenges that affect the world of 
today and the world of tomorrow.  

The council hence deals with technological as well as 
socio-economic challenges posed to the current society in 
the transition to the next generation of digital service-
society.  

http://www.rfsits.dk 

 

6. ISSA DK The Information Systems Security Association (ISSA) is a 
not-for-profit, international organization of information 
security professionals and practitioners. The mission of 
the ISSA is to enhance the knowledge and skills of its, 
encourage exchange of information security techniques, 
approaches, and problem solving, be the global voice of 
the information security professional, and promote best 
practices in information security. 

The Danish ISSA Chapter (ISSA DK) is an independent 
chapter of the Information Systems Security Association 
(ISSA). It facilitates, among other things, knowledge 
sharing events on various information security topics 
throughout the year in the Denmark.  

http://issa.dk/ 

http://andk.medieraadet.dk/
http://andk.medieraadet.dk/
http://www.dansk-it.dk/
http://www.dansk-it.dk/
http://www.innovationlab.dk/
http://www.innovationlab.dk/
http://www.rfsits.dk/
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Other organisations 
active in NIS 

Role and responsibilities Website 

7. OWASP DK The Open Web Application Security Project (OWASP) is an 
open-source application security project with local 
chapters. The OWASP community includes corporations, 
educational organizations, and individuals from around the 
world. This community works to create freely-available 
articles, methodologies, documentation, tools, and 
technologies. OWASP advocates approaching application 
security by considering the people, process, and 
technology dimensions. 

The chapter in Denmark organizes local events such as 
the OWASP DK Cafe, Mini-meetings, chapter meetings and 
specific events. 

http://www.owasp.or
g/index.php/Denmar
k 

8.  ISACA DK ISACA is a Worldwide association of IS professionals 
dedicated to the knowledge and good practices regarding 
audit, control, and security of information systems.  

The chapter in Denmark organizes local events such as 
education and training, workshops, roundtables and other 
specific events. 

https://www.isaca.dk
/ 
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ANDK Danish Safer Internet programme  
BERIT Forum BERedskabsforum for IT og tele 
Byret District courts  

CSIRT.DK Danish Computer Security Incident Response Team  
Dansk IT Denmark's largest organisation for IT professionals 
DCO Danish Consumer Ombudsman  
DDIS Danish Defence Intelligence Service 

DEMA Danish Emergency Management Agency  
DI ITEK  Danish trade association for IT 
DK-CERT Danish Computer Emergency Response Team 
DPA Data Protection Act 

DPU University of Aarhus School of Education  
FESD Standards for electronic file and document handling  
GISF Government Information Security Forum 
Hojesteret Supreme Court 

Innovationlab International knowledge centre for new technology 
IRG Independent Regulators Group 
ITU IT University of Copenhagen  
KMD IAC CERT department from a private company 

Landsret Appeal courts  
LGDK Local Government Denmark 
Net sikker nu!  Netsafe Now! Is a campaign focused on safe behaviour on the internet 
NITA   

OCES Standards for digital signatures  
ODF/OOXML Standards for document exchange  
OIOUBL Standards for electronic procurement in the public sector  
OIOXML Standards for data exchange between public authorities  

Personal Data The definition of personal data in the DPA is closely based on the standard definition 
of personal data. If it is in any way possible to establish a connection between the 
information and the data subject, the data will be considered personal data 
comprised by the DPA. For instance, if data has been anonymised or encrypted and 
there exists a code to de-anonymise or de-crypt the data then the data is still 
considered personal data. However, if the data has undergone processing following 
which it is no longer possible in any way to link data to the data subject, such data 
will not be considered personal data within the meaning of the DPA. According to 
Danish case law IP addresses are considered personal data. 

PET Politiets Efterretningstjeneste is the Danish Security and Intelligence Service 
PSI Public Sector Information 
Red Barnet  Danish name for Save the Children Denmark 
Rigspolitien IT-
sektionen, NHTCC 

National High-Tech Crime Centre  

SWAT (Maersk) CERT department from a private company 
UNI-C DK Agency under the Danish Ministry of Education 
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