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About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 

 

Contact details 

For contacting ENISA or for general enquiries on the Country Reports, please use the 

following details: Mr. Jeremy Beale, ENISA Head of Unit - Stakeholder Relations, 

Jeremy.Beale@enisa.europa.eu 

Internet: http://www.enisa.europa.eu/  
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Germany 

The structure of the individual country reports 

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‟s “Who-is-who” publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

http://europa.eu/abc/european_countries/index_en.htm


 
Germany Country Report 

 
5 

NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

IT security as an integral part of national security policy  

In the summer of 2005, the Federal Cabinet approved the "National Plan for Information 

Infrastructure Protection” (NPSI) and has instructed the Ministry of the Interior with the 

implementation.  

The implementation of this IT security strategy is also in the coalition agreement as an 

urgent task to ensure internal security.  

With this strategy, the federal government responded to the continued growing threats 

related to information technology in Germany such as rising numbers of computer 

malware, phishing and hacker attacks. The Federal Government is addressing these 

challenges and sees IT security as an integral part of national security policy. The "NPSI" 

is the umbrella strategy of the federal government's IT security.  

The "National Plan" addresses three strategic security tasks:  

 Prevention: Protecting information infrastructures adequately in Germany;  

 Preparedness: Responding effectively to IT security incidents; 

 Sustainability: German IT security expertise to strengthen - to set international 

standards. 

An essential requirement of the NPSI is the definition of accurate guidelines for the 

protection of information infrastructures in the federal administration through the federal 

government. In the autumn of 2007 the cabinet decided on a mandatory IT security 

policy for the federal administration. The implementation of the measures contained 

therein is a key building block for the medium and long-term to guarantee IT security at 

a high level in the federal administration.  

A second important element for the implementation of the objectives of the NPSI is the 

protection of critical information infrastructures. The "CIP implementation plan" is a 

process model drafted for future cooperation of state agencies with the economy in this 

area. Further work is carried out in 4 working groups whose mission and objectives were 

enshrined in the roadmap.  

Both of these implementation plans pose security guidelines for key areas of Germany: 

the Federal Administration and the critical infrastructures. The measures described will 

contribute significantly to ensuring the long-term information technology in Germany. 

(www.bmi.bund.de/cln_165/SharedDocs/Standardartikel/DE/Themen/Oeffent) 

CIP Implementation Plan (2007)  

The CIP Implementation Plan was drawn up to substantiate the goals of "Prevention, 

Preparedness and Sustainability" set out in the "National Plan for Information 

Infrastructure Protection" in the shape of specific measures and recommendations for 

critical infrastructures. 

Experts from private and public sector critical infrastructures were invited to have an 

input in the development of the CIP Implementation Plan. Jointly devised over a series of 

eight workshops and additional working group meetings, the CIP Implementation Plan 

recommends a series of measures intended to further improve the protection of 

http://www.bmi.bund.de/cln_165/SharedDocs/Standardartikel/DE/Themen/Oeffent
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information infrastructures in the CIP sectors. It is the foundation for a long-term 

partnership between the public and private sectors. The companies involved have 

voluntarily adopted the security measures outlined in the CIP Implementation Plan as 

their own standard, and are now working collaboratively on overarching measures. 

Four working groups with chairpersons from the private sector are supporting the 

adoption of the recommendations given in the CIP Implementation Plan: 

 WG 1 "Emergency and crisis exercises"; 

 WG 2 "Crisis response and management"; 

 WG 3 "Maintaining critical infrastructure services"; 

 WG 4 "National and international cooperation". 

Particular emphasis is on intensifying cross-sector communication. It is regarded by 

those involved in the CIP Implementation Plan as a key component in improving IT 

security in critical infrastructures. The required levels of availability will be guaranteed, 

even during IT crises, with the development and extension of a network of single points 

of contact as central communication nodes. The IT situation centre at the Federal Office 

for Information Security is part of this communication network and – operated by the 

Federal Computer Emergency Response Team (CERT-Bund) – regularly issues a national 

IT situation picture in its capacity as the central analysis point for the evaluation of 

information on IT incidents. 

The national risk management process  

The NPSI can be considered as the beginning of a national risk management process. 

Harmonizing risk assessment and a risk model based on defining threats, vulnerabilities 

and impacts are discussed in the framework of the NPSI. The working groups of the CIP 

Implementation Plan are focusing on IT crisis management. In turn, they aim at setting 

up a procedure for regular and crisis communication. One WG addresses the 

maintenance of critical services. As regards to governmental networks, a comprehensive 

risk management process is established – in accordance with internal provisions and 

including governmental incident response capabilities as well as those of assigned 

providers. 
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The regulatory framework 

Several laws, regulations, guidelines and other provisions regarding the resilience of 

public and other e-communication networks are in place in Germany: 

 The Telecommunications Act. According to §109 of the Telecommunications Act 

(Telekommunikationsgesetz, TKG) any person operating telecommunication systems 

serving to provide publicly available telecommunication services shall make 

appropriate technical arrangements or take other measures in order to protect 

telecommunications and data processing systems operated for such purposes against 

any faults which would result in considerable harm to telecommunications networks, 

and against external attacks and the effects of natural disasters. 1 

 The Electromagnetic Compatibility Act - EMVG (in accordance with directive 

2004/108/EG) engages BNetzA as stipulated in part 2, §14 especially in regard to 

resilience/safety of public telecommunications networks. There are a number of legal 

provisions pertaining to risk management in the field of commercial and financial law 

covering also ICT security risks, such as § 91 of the German Stock Corporation Act 

(Aktiengesetz, AktG), § 25a of the Banking Act (Kreditwesengesetz, KrWG) or § 33 of 

the Securities Trading Law (Wertpapierhandelsgesetz, WpHG). Likewise, obligations 

arising under foreign jurisdictions (e.g. the Sarbanes Oxley Act in the US) or from 

international agreements such as Basel II may have an indirect effect on companies' 

information and network security efforts. 2 

Federal Data Protection Act (2003) 3 

Germany has one of the strictest data protection laws in the European Union. The 

world's first data protection law was passed in the German Land of Hessen in 1970. In 

1977, a Federal Data Protection Law followed, which was replaced in 1990, amended in 

1994 and 1997. An additional revision took place in August 2002 to align German 

legislation with the EU Data Protection Directive (95/46/EC). The general purpose of this 

law is "to protect the individual against violations of his personal rights by handling 

person-related data." The law covers collection, processing and use of personal data 

collected by public federal and state authorities (as long as there is no state regulation), 

and by non-public offices, if they process and use data for commercial or professional 

aims. 

Electronic Commerce Act (2001)  4 

The Act on framework conditions for electronic commerce of 14 December 2001 

implements the EU E-Commerce Directive (2000/31/EC) into German law. The Act 

amends the Tele Services Act and the Tele Services Data Protection Act of 1997 (both of 

them adopted as part of the Information and Communication Services Act of 1 August 

1997), as well as some provisions of the German Civil Code. 

Telecommunications Act (2004) 5 

                                           

1  http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/documents/countryprofiles/567-LEG-
country%20profile%20Germany%20_1%20June%2007_En.pdf 
2  http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-
report/at_download/fullReport 
3 http://www.epractice.eu/en/document/288243 
4 http://www.epractice.eu/en/document/288243 
5 http://www.epractice.eu/en/document/288243 

http://www.gesetze-im-internet.de/bdsg_1990/BJNR029550990.html#BJNR029550990BJNG000102301
http://eur-lex.europa.eu/smartapi/cgi/sga_doc?smartapi!celexapi!prod!CELEXnumdoc&lg=EN&numdoc=31995L0046&model=guichett
http://www.bgblportal.de/BGBL/bgbl1f/b101070f.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:178:0001:0016:EN:PDF
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Germany has transposed most of the new EU regulatory framework for electronic 

communications through the Telecommunications Act of 22 June 2004. The transposition 

is expected to be completed through secondary legislation. 

Digital Signature Act (2001) 6 

The German Electronic Signature Act came into force on 22 May 2001. It implements EU 

Directive 1999/93/EC on a Community framework for electronic signatures and replaces 

the previous Digital Signature Act that had been adopted as part of the Information and 

Communication Services Act of 1 August 1997.  

It regulates the necessary secure infrastructure for the use of electronic signatures, 

which receive the same legal status as hand-written signatures. It is complemented by 

an Ordinance on Electronic Signatures of 16 November 2001 setting out standard 

requirements and responsibilities for certification authorities as well as minimum 

requirements for technical components used to create digital signatures. The Digital 

Signature Act has been amended by the First law amending the Signature Act (1. SigG) 

of 04.01.2005. 

The Federal Network Agency for Electricity, Gas, Telecommunications, Post and Railway – 

BnetzA, is the competent authority in accordance with §3 of the Signatures Act (SigG). 

eGovernment Legislation 7 

There is currently no overall eGovernment legislation in Germany, but in the actual 

federalism reform the Federal level and the Federal States (Länder) are discussing on 

how to incorporate IT into the Constitution of the Federal Republic of Germany (Basic 

Law or Grundgesetz). The aim is to improve the common handling of IT matters and to 

put questions of competence into perspective. 

Cybercrime legislation 

Offences against the Confidentiality, Integrity and Availability of information are 

regulated in the German Criminal Code (StGB). There are mainly six special articles 

dealing with these sorts of offences:8 

 202 a StGB: Data Espionage; 

 303 a StGB: Alteration of Data; 

 303 b StGB: Computer Sabotage; 

 263 a StGB: Computer Fraud; 

 269 StGB: Falsification of Legally Relevant Data; 

 270 StGB: Deception in Legal Relations through Data Processing. 

 

Illicit content is mainly regulated in three articles of the German Criminal Code: 

 130 StGB: Incitement of the People; 

 131 StGB: Glorification of Violence; 

 184 StGB: Dissemination of Pornographic Writings. 

                                           

6 http://www.epractice.eu/en/document/288243 
7 http://www.epractice.eu/en/document/288243 
8  http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/T-CY/T-
CY_2008_01_questionnaire_en.PDF 

http://bundesrecht.juris.de/bundesrecht/sigg_2001/gesamt.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:013:0012:0020:EN:PDF
http://bundesrecht.juris.de/bundesrecht/sigv_2001/gesamt.pdf
http://www.bgblportal.de/BGBL/bgbl1f/bgbl105s0002.pdf
http://www.bundestag.de/parlament/funktion/gesetze/grundgesetz/index.html
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German police consists of a Federal Criminal Police Office (Bundeskriminalamt-BKA) and 

the police forces in the 16 federal states (Laender). 

In general, the individual 16 Laender are responsible for law enforcement and public 

security. The police forces under Laender jurisdiction include the general police which 

deals with public order and minor offences and the criminal police which deals with more 

serious offences. 

The BKA is the central office for police information and intelligence and for the 

cooperation between the Federation and the Laender in all criminal police matters. 

Furthermore, it is the national central bureau for the International Criminal Police 

Organization (ICPO-Interpol). 

The courts most likely to deal with computer crimes are the District Courts 

(Amtsgerichte), criminal section. Against its decisions, appeal can be lodged to the 

Landgericht. The Oberlandesgericht only hears points of law. 9 

Self-regulations 

Self-regulatory Code of Conduct for Mobile Phone Operators in Germany, for the 

Protection of Minors 10 

Code of Conduct of the FSM - organisation for the voluntary self-regulation of multimedia 

service providers  

Protection of Minors in Mobile Communications- Voluntary Commitment by Mobile 

Communications Providers  

The German mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the German mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

 

                                           

9 ftp://ftp.cordis.europa.eu/pub/ist/docs/directorate_d/trust-security/ec-csirt-d15.pdf 
10 http://www.gsmeurope.org/documents/eu_codes/germany.pdf 

http://www.gsmeurope.org/documents/eu_codes/germany.pdf
http://www.gsmeurope.org/documents/eu_codes/germany.pdf
http://www.gsmeurope.org/documents/eu_codes/fsm_code_en.pdf
http://www.gsmeurope.org/documents/eu_codes/fsm_code_en.pdf
http://www.gsmeurope.org/documents/eu_codes/fsm_code_en.pdf
http://www.gsmeurope.org/documents/eu_codes/fsm_code_en.pdf
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NIS Governance  

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  Federal Ministry of the Interior -Bundesministerium des Inneren (BMI) 
 Federal Ministry of Economics and Technology-Bundesministerium für 

Wirtschaft und Technologie (BMWi)  
 Federal Office for Information Security -Bundesamt für Sicherheit in der 

Informations technik (BSI) 
 BIT (Federal Office for Information Technology) 
 Federal Commissioner for Data Protection and Freedom of Information - Der 

Bundesbeauftragte für den Datenschutz und die Informationsfreiheit  
 Bundesnetzagentur für Elektrizität, Gas, Telekommunikation, Post und 

Eisenbahnen – Federal Network Agency for Gas, Telecommunications, Post, 
and Railway.( BNetzA) 

 Federal Criminal Police Office - Bundeskriminalamt (BKA) 
CERTs  CERT-Bund 

 CERTBw 
 CERT Verbund - CERT Network  
 ESACERT 
 RUS-CERT 
 DFN-CERT 
 KIT-CERT 
 CERTCOM 
 ComCERT 
 CERT-VW 
 SAP CERT 
 Siemens CERT 
 SunCERT 
 Telekom-CERT 
 dCERT 
 GNS-CERT 
 PRE-CERT 
 S-CERT 
 secu-CERT 
 BFK 
 FSC-CERT 

Industry 
Organisations  

 Bundesverband Informationswirtschaft,Telekommunikation und neue Medien 
(BITKOM) – German Association for Information Technology, 
Telecommunications, and New Media  

 eco (Verband der deutschen Internetwirtschaft e.V.) 
 VATM (Association of Telecommunications and Value-Added Service 

Providers) 
 VDE (Verband der Elektrotechnik, Elektronik und Informations-technik e.V.) 
 ZVEI (Zentralverband Elektrotechnik- und Elektronik-industrie e.V.) 
 IT Security Made in Germany (ITSMIG) 

Academic 
Organisations 

 University of Applied Sciences Gelsenkirchen, Faculty of Computer Sciences, 
Institute for Internet Security / Institut für Internet-Sicherheit if(is)  

 University of Bamberg, Faculty of Information Systems and Applied Computer 
Sciences 

 University of Bonn, Institute of Computer Science IV, Communication and 
Distributed Systems  

 International School of IT Security (isits) 
 Technical University (TU) of Dresden, Faculty of Computer Science, Institute 

of Systems Architecture, Chair of Operating Systems 
 University of Hildesheim, Institute of Computer Science  
 Technical University Ilmenau  
 Leibniz University Hanover, Faculty of Law, Institute for Legal Informatics 

(IRI) 
 Leibniz University Hanover, Research Initiative Safety & Security 
 TU Braunschweig, Institut für Betriebssysteme und Rechnerverbund 
 b-it (Bonn-Aachen International Center for Information TechnolWgy) 
 Universität Mannheim,Lehrstuhl für Praktische Informatik 1 
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 Universität Karlsruhe, Fakultät für Informatik, Institut für Kryptographie und 
Sicherheit (IKS)/, Europäische Institut für Systemsicherheit 

 LMU München, Institut für Informatik 
 Fraunhofer SIT, Sichere Informationstechnologie, Technische Universität 

München, Lehrstuhl für Sicherheit in der Informatik (I20) 
 University of Regensburg, Faculty Management of Information Security 

Lehrstuhl Management der Informationssicherheit  
 University of Wuppertal, Faculty D - Safety Engineering  

 University of Freiburg, IMTEK - Institute forMicrosystem Technology, 
Laboratory for Electrical Instrumentation  

 Ruhr-University Bochum, Horst Görtz Institut für IT-Sicherheit (HGI) – Horst 
Görtz Institute for IT-Security and Institut für Sicherheit im E-Business (ISEB) 
– Institute for eBusiness Security  

 Passau University - Institut für IT-Sicherheit und Sicherheitsrecht (ISL) – 
Institute of IT-Security and Security Law  

 Technical University (TU) of Dortmund, Faculty of Computer Science, 
Information Systems and Security (ISSI) 

 Technical University Hamburg - Harburg Information and Communication 
Systems "CIT - Communication and Information Technologies“ 

 University of Applied Science Ludwigshafen/Rhein Chair Information 
Management and Consulting 

 University of Applied Science Brandenburg Department of Business and 
Management 

 Free University of Berlin - Institute of Computer Science Computer Systems 
and Telematics 

 Technische Universität Berlin, Fakultät IV für Elektrotechnik und Informatik 
 Arbeitsgruppe Advanced Multimedia and Security, Fakultät für Informatik, 

Institut für Technische und Betriebliche Informationssysteme 
 Fraunhofer Institute for Secure Information Technology 

Others  Initiative D21 
 TeleTrusT 
 Klicksafe.de 
 Gesellschaft für Informatik (GI) – Network for IT 
 CAST  
 ISACA Germany 
 OWASP Germany 
 Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein (ULD) 
 vzbz (Verbraucher-zentrale Bundesverband e.V.) 
 Stiftung Warentest 
 Deutschland sicher in Netz e.V. (DsiN) 
 Hessen Agentur 
 Bundesinstitut für risikobewertung 
 Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein (ULD) 

 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory11 . 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards. 

                                           

11  See the ENISA document available at: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-
country  

http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS  

Co-operation via the German Federal Ministry of Interior (BMI) and subordinate 

authorities 

In Germany the Federal Ministry of interior (BMI) is ultimate responsible in the fields of 

Policy development and policy implementation. The federal office for information security 

(BSI) and the federal office for information technology (BIT) have a hierarchical 

relationship with the BMI. The Federal Criminal Police Office (BKA) has a hierarchical 

relationship with the BMI. 

BSI runs an information exchange with operators of CIIP (following the CIP 

implementation plan). As the central IT security service provider, the BSI has several 

communication channels to other federal authorities, e.g. to IT security officers of the 

federal departments. A lot of this communication is unidirectional (recommendations or 

newsletters from the BSI), but there are also regular meetings or consultations. 

 

Co-operation and information exchange between the BMWI and the BNetzA 

The Bundesnetzagentur für Elektrizität, Gas, Telekommunikation, Post und Eisenbahnen 

(Federal Network Agency BNetzA) has a hierarchical relationship with the BMWI. 

 

Co-operation and information exchange via German CERTs 

The CERT-Bund, DFN Cert and Cert-Verbund have a co-operative or collaborative 

relationship. CERT-Bund (part of BSI) is running various kinds of information exchanges: 

bidirectional with other CERTs (national / international) and authorities and 

unidirectional (advisories). CERT Verbund promotes cooperation among other CERTs in 

Germany (DFN CERT & CERT Bund). 

 

Co-operation and information exchange between providers and public 

authorities  

In Germany, all operators of (physical) eCommunications services are obliged to 

nominate a security liaison officer and to submit a security concept to BNetzA. The 

required security concept contains information on security policies, business continuity 

plans, preparedness measures, on geographical, topological and technical network 

structures, locations with high infrastructure density, and operators of (physical) 

eCommunications services have to provide this information when commencing the 

service.  

Changes to the service(s)/ technology/equipment etc. provided and changes in address 

or ownership of the company have to be communicated in writing to BNetzA. In case 

corrections of the security concept are requested by the agency the concept has to be 

resubmitted by the company. As regards the use of information, BNetzA establishes on 

the basis of information received whether the company complies with the requirements. 

Should the requirements not be met all necessary steps have to be taken by the 

company to remedy the situation. In most cases the companies co-operate and comply.  
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BNetzA has a controlling function and may inspect the facilities of the telecommunication 

systems operators. The upcoming CIP Implementation Plan foresees an information 

exchange between providers and authorities on resilience. Especially information on 

incidents should be exchanged. The conditions of this exchange are still in negotiation.  

All exchanged information will be used to establish an appropriate, joint IT crisis 

management and to improve the common IT security level. Besides CIP issues BSI 

initiates non-regular meetings with providers in order to find effective ways for 

improving Internet security. 

BNetzA is organising (or participating in) the following cooperation:  

 Facility sharing: Operators of telecommunication network services may (and do) opt 

to co-locate their technical equipment in order to safe costs and /or to compliment 

their respective technical equipment/facilities. There is a co-location data base 

hosted by BNetzA with relevant information on safety, security, resilience and 

redundancy;  

 Mobile phone infrastructure: Local authorities and mobile phone network operators 

have an agreement on the installation (location) of new mobile phone base stations. 

Each side can make suggestions. The providers need the consent of local authorities 

for new installations; 

 Consumer and health issues: Non compulsory agreement between federal authorities 

and mobile phone network operators on an expert report compiled once a year taking 

special account of the electromagnetic emissions. Source of information for the 

public: IZMF, the information centre relating to mobile phones (see IZMF in the 

reference list). 

The cooperation between providers and public authorities in the context of the CIP 

Implementation plan bases on several working groups and the exchange of information 

with the assistance of BSI. The WG of the CIP Implementation Plan focuses on IT crisis 

management and exercises with special interest in the information flow before, during 

and after IT incidents.  

Several providers participate in these working groups on their own costs. The required 

basic studies and the activities of the central office are financed by BSI. Besides CIP 

issues BSI initiates non-regular meetings with providers in order to find effective ways 

for improving Internet security. 

 

Co-operation and information through the BITKOM working group on security 

management  

The German Association for IT, Telecommunications and New Media (BITKOM) has 

established a working group on security management for their members. Apart from 

security and risk management further issues - like liability, return of security 

investment, certification and awareness rising - are considered.  

Within this working group there is a special subgroup for network operators 

concentrating on the protection of important infrastructures, legal interception, 

emergency calls and regulation. Both groups are focussing on political, not on technical 

aspects. Public authorities are not involved directly. The association of the German 

Internet industry “eco”, runs the largest German data exchange node, DE-CIX 

(Deutscher Commercial Internet Exchange), covering about 80 percent of national and 

35 percent of international Internet traffic.  
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Robustness and redundancy are main design principles of DE-CIX, so that it contributes 

decisively to the resilience of the German part of the Internet. The corresponding 

working group comprising the DE-CIX-involved providers is dealing regularly with 

resilience issues. Apart from that eco has established a working group on data centres, 

where availability issues like resilience are discussed on a regular basis. 

 

International co-operation via the Cooperative Cyber Defence Centre of 

Excellence (CCD COE12) 

Germany is participating in the Cooperative Cyber Defence Centre of Excellence (CCD 

COE) together with other nations: the Slovak Republic, Estonia, Latvia, Lithuania 

and Spain. CCD COE is located in Estonia and is open to all NATO nations and may 

cooperate with other nations as contributing participants. 

The CCD COE first priorities are to provide insight, subject matter expertise, and 

assistance to NATO on various aspects of cyber defence: input to concept development, 

training and exercises, publishing lessons learned, and the development of a legal 

framework for cyber defence. 

 

                                           

12 See the information at: http://www.ccdcoe.org/  

http://www.ccdcoe.org/
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

In Germany, the BSI is the central IT incident reporting office for the federal 

administration. The BSI produces 2 kinds of reports: a restricted version with detailed 

information, and a public version with high level information and recommendations. The 

high level version of the report on the situation of IT security is described in the "Status 

report on IT security in Germany", published by the Federal Office for Information 

Security (BSI) bi-yearly13. 

 

                                           

13 https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf 

https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf
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Handling of security incidents and reporting to BNetzA14 

In Germany, if the regulator gets to know about an incident (e.g. via the media reports 

or similar) the involved operator is obliged to report and has to disclose the 

circumstances which led to the incident (if he is able to do this).  

A report line exists where citizens can call the BNetzA to report an incident. Other 

channels of how the agency learns about incidents are not available for public 

information. If the regulator gets to know about a major incident the company is obliged 

to fully disclose the circumstances leading to the incident. In cases of criminal intent 

leading to prosecution the competency / power of audit of the regulator may be 

overruled and has to wait for the outcome of the jurisdictional proceedings.  

In the upcoming CIP Implementation Plan an information exchange between providers 

and authorities on security incidents is intended. Within the CIP Implementation Plan 

information on security incidents should be disclosed to authorities under strict 

confidentiality conditions and on a voluntary basis. Here a modus operandi might have to 

be found what should be reported 15. 

It is interesting to mention that during the first half of 2009, Germany was mentioned in 

the global report16 published by the Anti-Phishing Working Group (APWG) 17 with the 

following relevant statistics: 

 886 unique phishing attacks reported for this country; 

 667 unique domain names used for phishing reported for this country; 

 A score of 0.5 phish per 10.000 domains registered in this country; 

 A score of 0.7 attacks per 10.000 domains registered in this country. 

 

                                           

14 See http://www.bundesnetzagentur.de/enid/2.html  
15 See the report available at : http://www.enisa.europa.eu/act/res/policies/analysis-of-national-
policies/analysis-of-policies-and-recommendations/at_download/fullReport  
16 See the report available at: http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf  
17 The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 

http://www.bundesnetzagentur.de/enid/2.html
http://www.enisa.europa.eu/act/res/policies/analysis-of-national-policies/analysis-of-policies-and-recommendations/at_download/fullReport
http://www.enisa.europa.eu/act/res/policies/analysis-of-national-policies/analysis-of-policies-and-recommendations/at_download/fullReport
http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
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Emerging NIS risks 

2009 is the third year when the Federal Office for Information Security (BSI) is 

presenting this status report on IT security in Germany. The report "The IT Security 

Situation in Germany in 2009” published 18  by the BSI illustrates that an increasing 

number of criminal attacks on the data of companies, government entities, and private 

users is reported in the media.  

The report presents an overview of current risks and dangers, forecasting the 

development trends of potential threats that benefit from the use of innovative 

technologies and their applications. Also, the report highlights that in 2009 there were 

noted cases in which the privacy of data was violated – all these have also attracted 

much attention in Germany. 

The key emerging risks highlighted were related to: Security gaps, Malware, Trojan 

Horses, Spyware, DoS Attacks, Unsolicited E-Mails (Spam), Botnets, Identity thefts, 

Fraudulent web offers, etc. The following tables show timelines for different threat 

trends. Future developments are predicted based on careful research and surveys. 

 

                                           

18  See the BSI report with the title "The IT Security Situation in Germany in 2009” available at: 
https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf  

https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf
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The report shows that some attack methods are gaining in popularity among Internet 

criminals, while others are becoming less important. Additionally, there are new 

technologies whose risk potential may be hard to assess today but is likely to increase as 

they spread and find acceptance. We provide below an extract from the report "The IT 

Security Situation in Germany in 2009” published19 by the BSI: 

 

 

                                           

19  See the BSI report with the title "The IT Security Situation in Germany in 2009” available at: 
https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf  

https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf
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The trend that has been observed by BSI over the past years for constantly increasing 

numbers of security gaps that could be exploited by attackers remotely has been 

confirmed in the 2009 report. 

Companies in Germany address now IT security in a more systematic manner: the 

percentage of companies planning to set up security management projects in 2008 has 

increased by 20 percent. Also, according to the same report 20  73% of IT security 

coordinators in German companies and organizations now emphasize the importance of 

secure IT operations for ensuring that work processes run smoothly in their workplaces. 

In 2005, only 66 % did so. 

 

Resilience aspects 

Governmental strategies in Germany regarding resilience of eCommunication 

networks embrace the NPSI and CIP Implementation Plan. The German ―National Plan 

for Information Infrastructure Protection― (NPSI) became effective in July 2005. It is a 

strategy for IT security which focuses on:  

 Prevention: Protecting information infrastructure adequately;  

 Preparedness: Responding effectively to IT security incidents;  

 Sustainability: Enhancing German competence in IT security.  

For the practical implementation of this national plan two additional plans have been 

worked out, an Implementation Plan for the Federal Administration and the CIP 

Implementation Plan.  

The latter one was developed in cooperation with the private sector and put into force in 

2007. It contains essential requirements in the field of prevention, which are largely 

implemented. The CIP Implementation Plan is focused on improving the preparedness 

and recovery measures of critical infrastructures in case of IT incidents. The working 

groups in line with this plan are dealing with different topics 42related to incidents, e.g. 

early warning on IT incidents, exercises, IT guidelines and best practices. Their aim is to 

create the basis for detecting incidents as early as possible and for coordinating 

combined reaction within a joint IT crisis management. The working groups are 

supported by BSI not only in form of technical input regarding incident handling but also 

by hosting the function of a central office.  

Among Technical Standards related to resilience of public and other essential e-

communications networks are IT-Grundschutz, the ISi Series, and the Technical 

Guideline Secure WLAN. BSI has developed and maintains BSI Standards 100-1, -2, -3 

(100-4 is available in draft version) in combination with the IT-Grundschutz catalogues. 

This is a comprehensive reference work defining and presenting the IT-Grundschutz 

approach, an IT security management method, performing ISO 27001 in detail. The BSI 

Standards contain recommendations on methods, processes, procedures, approaches 

and measures relating to information security.  

The IT-Grundschutz method is on the one hand general enough to be applied to a large 

variety of possible IT operators, but on the other hand specific enough to be applied also 

to providers, what has happened actually several times so far and has been declared by 

corresponding certificates. BSI recommends the implementation of IT-Grundschutz for 

                                           

20  See the BSI report wit the title "The IT Security Situation in Germany in 2009” available at: 
https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf 

https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf
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all kinds of providers. Moreover, BSI is developing an Internet security series (ISi Series, 

BSI-Reihe zur Internetsicherheit). The primary objective is to contribute to an 

appropriate and consistently high minimum security level in the Internet. Focus of the 

ISi Series lies on providing secure connection to the Internet for users as well as those 

who provide services via Internet. The ISi Series expands on the IT-Grundschutz 

catalogues by proposing a basic architecture, which can be adapted – with the aid of 

various options – to meet individual needs. It is intended to extend the series with 

chapters focussing on the core Internet infrastructure like routing or the Domain Name 

System (DNS) and therefore to address providers directly – but only on the basis of 

recommendations or guidelines. The Technical Guideline Secure WLAN (Technische 

Richtlinie Sicheres WLAN, TR-S-WLAN) has been developed by BSI and gives 

recommendations to planners, purchasers, operators and users of WLAN systems on 

their secure implementation. The focus lies on the user's view but it addresses also 

explicitly the operators of large WLANs and hot spots as providers of public 

telecommunication services in the sense of the TKG.  

The overall approach of the German government in the field of ICT security in the future 

is governed by the above mentioned - National Plan for Information Infrastructure 

Protection (NPSI). Under the NPSI, the German government is going to continue the 

cooperative approach towards providers, in particular the implementation of the CIP 

Implementation Plan, as the process has just begun.  

The cooperation within the established working groups should be intensified in order to 

create an atmosphere of trust which enables all participants to lead an open discussion 

on possible weaknesses and actual incidents and to find appropriate solutions jointly. 

The working groups should improve the cross-sector collaboration, sector-wide 

collaboration as well as the collaboration between government and operators of critical 

infrastructures.  

Apart from the CIP Implementation Plan German authorities are currently holding 

discussions with Internet service providers in order to find effective ways to improve 

Internet security. These discussions are informal. In the future, BMWi and its agency 

BNetzA will be in charge for all measures pertaining to the regulation of the 

telecommunication markets.21 

Audits related to resilience 22 

Audits related to resilience take place in Germany and these are performed by BNetzA – 

the regulatory authority under the TKG. In general two types of audits can be 

distinguished: Audit at a distance: All operators have to submit a security concept (as 

hardcopy); non-compliances have to be remedied by the companies.  

When a new company is set up, the agency is in continuous exchange with this company 

until all obligations and requirements regarding the security concept are fulfilled. That 

way, the agency is well aware of the security set-up of the operators and providers. In-

situ audit: The large operators are visited on a regular basis, the smaller ones every 

couple of years. In case of non-compliance, refusal of co-operation, incidents – all of 

which are exceptional – a visit is foreseen.  

These in situ audits are carried out the following way: Two officers of BNetzA go to check 

the security concept of a company and the remedies taken, to discuss the concepts such 

                                           

21 See the ENISA report available at: http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-
policies/stock-taking-report/at_download/fullReport  
22 Idem. 

http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report/at_download/fullReport
http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report/at_download/fullReport
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as business continuity planning or emergency recovery measures, and to inspect 

facilities and premises. A report is made and the files of the audit are kept non-

accessible and secure in the agency.  

Providers intending to obtain an ISO 27001 certificate on the basis of IT-Grundschutz 

have to initiate a corresponding audit by BSI-trained and -certified auditors from the 

private sector. Private-sector providers of governmental networks are audited on 

resilience and other issues in order to guarantee all basic objectives of IT security: 

confidentiality, integrity and availability of the handled governmental data. Apart from 

this overall aim the audits' purpose is to assess compliance with internal rules and 

requirements for governmental networks and to detect possible weaknesses before 

attackers do. The audits are conducted by BSI itself regularly and additionally occasion-

depending. 

The preparedness and recovery measures  

The PTSG stipulates among other things that in times of crisis, natural disasters or in the 

event of a war, the postal and telecom services for governmental authorities, the 

economy, the defense forces and vital services for the public have to be upheld. Critical 

services are defined and priorities established.  

The Emergency Call Directive which is currently under the responsibility of Deutsche 

Telekom is under review and will change. BNetzA will become responsible for this 

directive/administering it within 112 measures. BSI operates the national IT crises 

response and IT situation centre as well as the CERT for the federal government. For the 

governmental networks BSI has enforced numerous preparedness and recovery 

measures following especially the IT-Grundschutz approach and requirements for a 

higher protection level, e.g.:  

 business continuity conceptions for incident handling supported by extensive 

tests;  

 redundancy of IT infrastructure ; 

 redundancy of electric supply infrastructure ; 

 business continuity exercises . 

It is clear that IT security is a process, so that the taken measures have to be checked 

regularly regarding their correctness, completeness, effectiveness and efficiency. This is 

achieved by both adapting the recommended guidelines (like IT-Grundschutz) as well as 

re-tailoring the measures to be taken in order to protect the concrete entities. Exercises 

and trainings are components of this process.  

Incident response capabilities 

BSI operates an IT crisis response centre with a standing 8/7 IT situation centre and a 

24/7 on-call duty for German IT security. It analyses the current IT security situation in 

Germany and is the focal point for a coordinated national response to IT security crises. 

In those cases it directly assists the national crisis management of the BMI. In addition, 

it is responsible for the coordination of crisis management in governmental ICT 

networks.  

All these processes are supported by CERT-Bund, as the federal governmental CERT, and 

additional personnel of BSI's technical sections is deployed situation-depending. The IT 

crisis response centre is currently creating a network of contact and cooperation with the 

critical national infrastructures (under the NPSI and its CIP Implementation Plan). It is 

via CERT-Bund in touch with the CERT-Verbund, the organization of German CERTs 

including commercial and academic CERTs.  
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There are close connections to the European Governmental CERT Group (EGC) and it is 

in loose contact with other European and international CERTs. Post-investigations take 

place if an incident triggers certain reaction measures and a formal after-action review is 

performed.  Additionally, the CIP Implementation Plan envisages the systematically joint 

analysis of IT crises by government and industry to improve IT security. This process is 

in course of establishment. 

Good practice on resilience 23 

BNetzA has developed a guideline for the compilation of a security concept (see DE 5 in 

reference list) There is no dedicated web page, but in the various areas of the BNetzA 

web site, many interesting information related to good practice can be found. In general, 

BNetzA refers to IT Grundschutz; providers can use it on a voluntary base.  

BSI standards 100-1, 100-2, and 100-3 (note that the BSI standard 100-4 ― Business 

Continuity Management is available in draft version) in combination with the IT-

Grundschutz catalogues are a comprehensive repository for establishing an appropriate 

level of IT security including network resilience. They are designed for all organisations 

operating complex ICT infrastructures, including providers of public and/ or other 

essential eCommunication networks. The CIP Implementation Plan contains high level 

recommendations which can be considered as ―good practice‖. At the moment BSI is 

working out the following repositories which are intended to be made publicly available:  

 high-availability compendium including consideration of network availability  

 an extensive requirement catalogue for network security, which addresses all 

network architects and is already applied for government-internal purposes.  

With regard to incentives, the situation in Germany is the following: BSI offers an ISO 

27001 certification scheme on the basis of IT-Grundschutz (BSI Standards 100-1, -2, -3) 

that has been developed in cooperation with the private sector.  

It is designed as an incentive for all institutions – including providers – which are willing 

to or have to demonstrate a certain level of IT security, e.g. towards customers, 

insurance companies or authorities. Precondition for obtaining such a certificate is the 

necessary audit being conducted by BSI-trained and -certified auditors from the private 

sector.  

The awarding of several ISO 27001 certificates on the basis of IT-Grundschutz to 

different providers demonstrates that Grundschutz is actually also applicable to this kind 

of IT infrastructure operators. Moreover, BSI strengthens this incentive by 

recommending customers, which are searching for an appropriate provider, to pay 

attention that providers have implemented IT-Grundschutz.  

Apart from these government-driven incentives especially market forces have to be 

considered as incentive. Providers of telecommunication networks might be forced into 

contractual agreements by major clients to ensure a high level of safety and security 

including resilience (see presentation by France Telecom, 1st resilience workshop back in 

March 2008). 

                                           

23 See the ENISA report: http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-
taking-report/at_download/fullReport  

http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report/at_download/fullReport
http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report/at_download/fullReport
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Federal Ministry of the Interior (BMI) - Risk and Crisis Management guide for 

companies and government authorities on Protecting Critical Infrastructures  

The German Federal Ministry of the Interior (BMI) published a guide24 addressed to 

operators of critical infrastructures and intended to help them create and expand their 

own systems of risk and crisis management.  

Drawing on the general recommendations in the Baseline Security Strategy for the 

Protection of Critical Infrastructures (Federal Ministry of the Interior, 2005), this guide 

offers methods for implementing risk and crisis management and practical tools in the 

form of examples and checklists. When developing this guide, the Federal Ministry of the 

Interior, the Federal Office of Civil Protection and Disaster Assistance and the Federal 

Office for Information Security received assistance from experts with practical 

experience in the private sector. 

 

Guidelines for procurement 

The CIP Implementation Plan recommends to apply certified products for critical 

processes. Moreover, BSI has developed the procurement guide ― Leitfaden für die 

Auswahl von IT-Sicherheitssystemen für sensible Infrastrukturen, deren Schutz im 

nationalen Sicherheitsinteresse liegt”, that shall only be applied for the handling of 

classified data, so that providers for governmental networks will be affected, but not 

those operating public networks.  

Currently the procurement guide is not publicly available. The security concepts to be 

developed by the operators and to be presented to BNetzA do not contain any details 

with respect to procurement. 

                                           

24  See the Risk and Crisis Management guide published by BMI, available at: 
http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz__krit
ischer__Infrastrukturen__en.html  

http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz__kritischer__Infrastrukturen__en.html
http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz__kritischer__Infrastrukturen__en.html
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Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented into the German law under the 

Bundesdatenschutzgesetz – the German Federal Data Protection Act German “DPA”. 

There are 20 different federal and regional supervisory authorities responsible for 

monitoring the implementation of data protection. The names, addresses and websites 

of these supervisory authorities are available at www.bundesdatenschutz.de (see 

“Aufsichtsbehörden für den nicht-öffentlichen Bereich”).  

Personal Data and Sensitive Personal Data 

The German definition of personal data in the DPA is “any information concerning the 

personal or material circumstances of an identified or identifiable individual”. However, 

the requirement that the information concern a “personal or material circumstance” is 

interpreted broadly, so in practice this definition is similar to the standard definition of 

personal data.  

In Germany, it is commonly considered that whether or not an individual is identifiable 

and thus information regarding this individual might be qualified as personal data must 

be considered from the point of view of the person who is in possession of the 

information (and should not consider information held by third parties). In this respect, 

the German interpretation of personal data differs slightly from the Opinion on Personal 

Data.  

Guidance from data protection authorities indicates that static IP addresses should be 

treated as personal data. In addition some authorities and the courts25 consider dynamic 

IP addresses (if used by someone else than the individual‟s ISP) to be personal data 

though the German Federal Government and other authorities disagree. Finally, this 

term only applies to individuals as opposed to legal entities. 

Under the German DPA, sensitive personal data means the standard types of sensitive 

personal data. Information on criminal offences is not considered to be sensitive data. 

Nevertheless, when collecting, processing or storing such information and balancing the 

interests of the data subject, information on criminal offences is treated as more 

sensitive than other personal data.  

The German DPA also has additional processing rules that apply to the processing of 

CCTV footage. Sensitive personal data may be processed if the standard conditions for 

processing sensitive personal data are met and consent should be in writing unless 

special circumstances dictate otherwise. 

Information Security aspects in the German implementation of the Data 

Protection Directive 

Public and private bodies processing personal data, either on their own behalf or on 

behalf of others (data processors), are obliged to take measures to ensure compliance 

with the provisions of the German DPA. The minimum requirements the data controller 

and the data processor must adhere to relate to: access control, transmission control, 

input control, availability control and the separation of data.  

The German DPA does not contain an obligation to inform the competent authority or 

data subjects of a security breach. 

                                           

25 See the County Court of Berlin, file number: 5 C 314/06 

http://www.bundesdatenschutz.de/
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Enforcement 

The various federal and state data protection authorities in Germany have the power to 

take enforcement actions. They themselves (or in co-operation with other administrative 

authorities) may fine organisations (administrative fines).  

However, prosecutions for criminal offences must be brought before the German 

Criminal Courts (by public prosecutors) who can impose fines or imprisonment.  
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NIS awareness at the country level 

There are several awareness raising initiatives in Germany, as for example the Initiative 

D21, DsiN or Citizen-CERT. 

Awareness actions related to the IT security in general 

Initiative D21: The D2126 Initiative is Germany„s largest public/private partnership with 

more than 200 currently involving representatives of enterprises, associations, parties, 

political institutions, and other organizations. The goal of the D21 Initiative is to improve 

the general conditions necessary to move successfully into an information and 

knowledge-based society. The D21 Initiative pursues these objectives through some 40 

practical projects. 

CeBIT 2009 conference organized in Hanover between 3 to 6 March 2009: The 

second series of CeBIT27 Global Conferences, running in with parallel with the world's 

leading IT tradeshow, took place from 3 to 6 March 2009. The spotlight this year was on 

higher efficiency and lower costs in all areas of business IT. The conferences welcomed 

more than 400,000 visitors. 

Each day of the four-day event featured prominent international IT personalities who 

shared their forecasts and visions for the future regarding the information economy, 

telecommunications and the new media. CeBIT's Hot Topics 2009 were Webciety, green 

IT, eHealth, Security, Mobility. 

The 11th German IT Security Congress from 12 to 14 May 2009 in Bonn “Safe 

routes in the networked world": 500 participants from business, government and 

academia exchanged views on current trends and prospects in the IT security. The 

keynotes of Federal Interior Minister Wolfgang Schäuble, the IT manager of the Federal 

Government, Dr. Hans Bernhard Beus and the technology pioneer Prof. Gunter Dueck 

IBM were just some of the highlights of the event.  

A total of 38 presentations offered comprehensive information and material for 

discussion on: the electronic identity card, secure mobile communications, secure 

networks and applications, information management, cyber crime and other topics. 

The requirements of secure e-government, e-business and data protection were some of 

the issues discussed. The lecture28 program was accompanied by an exhibition in which 

some companies in the IT security industry presented their solutions29. 

Competency Forum: On 24 February 2009 the second Forum of the Association of 

Competency on IT security (ITS AG) was organized at the Convention Center of the 

Ruhr-University Bochum. The Competence Forum is organized to help the players 

become better acquainted with ITS through a network for sharing expertise and drawing 

synergies. The idea comes from the two workshops Technological Cooperation (B2B) and 

Science2Business (S2B).  

IT Grundschutztag 2010: On 19 November 2009 the Federal Office for Information 

Security (BSI), the Horst Gortz Institute and the IHK Bochum organized the 4th IT 

Grundschutztag in the office of the IHK Bochum. Grundschutztag brought together the 

                                           

26 See: http://www.initiatived21.de  
27 See http://www.cebit.de  
28 See: http://www.hgi.rub.de/hgi/veranstaltungen/ItGrundschutztag09   
29 See: https://www.bsi.bund.de/ContentBSI/Aktuelles/Veranstaltungen/IT-SiKongress/11dtitsikongress.html  

http://www.initiatived21.de/
http://www.cebit.de/
http://www.hgi.rub.de/hgi/veranstaltungen/ItGrundschutztag09
https://www.bsi.bund.de/ContentBSI/Aktuelles/Veranstaltungen/IT-SiKongress/11dtitsikongress.html
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ISO-27001-auditors under the theme "Communications and Information Technology - 

risks and dependencies".  

16th DFN Workshop on"Security in Network Systems": On 17 and 18 March 2009 

the 16th DFN Workshop "Security in Network Systems" was organized at the Congress 

Center Hamburg. At the event the latest information on new issues and important 

aspects in the field of IT security was discussed. The following contributions to various 

fields of IT security were presented: The Computer Underground, Bridging the Gap 

between the Enterprise and You, Grid requirements for Firewalls - A status overview and 

outlook, RFID technology: improvement of data protection through the use of the 

technical design margin, Citizen portals - Background and Risks, Web exploit toolkits - 

Modern infector, Novel risk assessment of malware, Event Aggregation in early warning 

systems, Construction and operation of PKI services based on the DFN-PKI, Security 

(Information / Event Management) - A Field Report. (www.dfn-cert.de). 

The 5th IT Security Incident & Forensic - Stuttgart, Germany - September 15 - 

17, 2009: The conference30 gathered experts from throughout the world in order to 

present and discuss recent technical and methodical advances in the fields of IT security 

incident response and management and IT forensics. The conference provided a platform 

for collaboration and exchange of ideas between industry, academia, law-enforcement 

and other government bodies.  

Citizen-CERT: On the Bürger-CERT31 platform, members of the public and responsible 

staff in small companies can receive information regarding viruses, worms, and other 

computer security risks. 

Awareness actions targeting the consumers/citizens 

BSI Website for the citizens: The BSI website32 is specially tailored for the public - 

risks and security tips are clearly explained, especially for technology-illiterates.  

Awareness actions towards spam and/or malware 

The 7th German Anti Spam Summit, September 14 – 16, 2009, in Wiesbaden: 

The 7th German Anti Spam Summit took place September 14 - 16, 2009 at Biebrich 

castle in Wiesbaden. Presentations focussed on Registrar Responsibility and Digital Brand 

Management. At the same time workshops were hosted by Eleven and Symantec. The 

central part of the summit focused on technical means of spam-distribution, the latest 

threats, and the Internet industry's responses.  

Experts from around the globe presented and discussed the latest legal and technical 

development in the area of Spam. A special workshop was dedicated to senders 

participating in the Certified Senders Alliance33. 

Awareness actions related to secure ecommerce 

DsiN: This German initiative aims to raise awareness of IT security in small and 

medium-sized enterprises, by drawing attention to the necessity for a secure 

eCommerce system.  

                                           

30 See the information available at: http://www.imf-conference.org  
31 See the information available at: http://www.buerger-cert.de/  
32 See the BSI website at: http://www.bsi-fuer-buerger.de   
33 See also: http://www.eco.de/veranstaltungen/7dask.htm  

http://www.dfn-cert.de/
http://www.ourglocal.com/url/?url=http://www.imf-conference.org
http://www.buerger-cert.de/
http://www.bsi-fuer-buerger.de/
http://www.eco.de/veranstaltungen/7dask.htm
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Relevant statistics for the country  

The information society in Germany is at a relatively average maturity stage of 

development. The progress made can considered as constant over the last years: 

averaged rankings on broadband penetration, of Internet usage and e-Governance and 

its constant progression through the years show that Germany is a bit in progress 

regarding the European trend. 

Based on the Eurostat34 information, it appears that the broadband penetration trend for 

Germany is significantly currently above the EU average: 

 

Based on the same source of information, the regular use of Internet by the population 

(use as % of the population) is since 2007 above the EU average but it continues on an 

increasing path. Rates of internet usage have been gradually improving over the last few 

years. Nevertheless, take-up of the Internet in Germany is still low and a certain 

segment of the population has never used the Internet. But we may conclude that the 

usage of Internet services is correspondingly averaged. 

 

                                           

34 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 
responsibilities 

National authorities  Role and responsibilities Website 

1. Federal Ministry of 
the Interior -
Bundesministerium des 

Inneren (BMI) 

It's most important responsibility is guaranteeing 
Germany„s internal security. The Ministry is also 
responsible for the comprehensive use of information 

technology to modernize the public administration, and 
the security of information technology: 

 Information security policy. 
 Protection of critical information infrastructures. 
 E-government. 
 Travel documents and biometrics. 

www.bmi.bund.de 

2. Federal Ministry of 
Economics and 
Technology-
Bundesministerium für 
Wirtschaft und 
Technologie (BMWi)  

The Ministry is responsible for developing economic 
policy. 

 Economic policy including ICT policy. 
 Telecommunications security policy. 
 Contingency planning policy for telecommunications 

networks and services. 

www.bmwi.bund.de 

3. Federal Office for 
Information Security -
Bundesamt für 

Sicherheit in der 
Informations technik 
(BSI) 

BSI is the central IT security service provider for the 
German federal government. Furthermore it advises 
manufacturers, distributors and users of information 

technology. 

BSI provides services for instance in the fields of: 

 IT security management 
 Internet security 
 security in mobile devices 
 network security 
 certification of products. 
 

New tasks / capacities were assigned to the BSI: 

 Protection of federal communication systems; 
 publishing of binding minimum standards for 

information assurance; 
 issuance of vulnerability warnings to relevant 

parties;  
 central IT incident reporting office for the federal 

administration;  
 central evaluation, certification and accreditation 

office. 

www.bsi.bund.de  

www.bsi-fuer-
buerger.de  

4. BIT (Federal Office 
for Information 
Technology) 

Federal administration for central IT services provides 
Central IT services to the federal administration. 

www.bit.bund.de 

5. Federal 
Commissioner for Data 
Protection and Freedom 
of Information - Der 
Bundesbeauftragte für 
den Datenschutz und 
die Informationsfreiheit  

The Federal Commissioner for Data Protection and 
Freedom of Information is the Supervisory authority on 
data protection. 

www.bfdi.bund.de  

6. Bundesnetzagentur 
für Elektrizität, Gas, 
Telekommunikation, 
Post und Eisenbahnen – 
Federal Network Agency 
for Gas, 
Telecommunications, 
Post, and Railway. 

The Federal Network Agency is an authority within the 
scope of business of the Federal Ministry of Economics 
and Technology.  

Its task is to provide, by liberalisation and deregulation, 
for the further development of the electricity, gas, 
telecommunications, postal and railway markets. 

www.bundesnetzagen
tur.de  

http://www.bmi.bund.de/
http://www.bmwi.bund.de/
http://www.bsi.bund.de/
http://www.bsi-fuer-buerger.de/
http://www.bsi-fuer-buerger.de/
http://www.bit.bund.de/
http://www.bfdi.bund.de/
http://www.bundesnetzagentur.de/
http://www.bundesnetzagentur.de/
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National authorities  Role and responsibilities Website 

7. Federal Criminal 
Police Office - 
Bundeskriminalamt 
(BKA)  

The Federal Criminal Police Office (. BK) was created for 
the purpose of the nationwide fight against criminal acts, 
amongst which NIS crime.  

www.bka.de  

 

Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

8. CERT-
BUND 

Yes Yes CERT-BUND it the federal government 
institution and governmental network 
backbone. 

https://www.bsi.bu
nd.de/cln_174/DE/T
hemen/CERTBund/c
ertbund_node.html 
 

9. CERTBw Yes Yes CERTBw is the CERT of the Ministry of 
Defence. 

http://www.bundes
wehr.de 
 

10. CERT 
Verbund – 
CERT Network 

  The German national CERT-Verbund is an 
alliance of German security and emergency 
response teams. The CERT-Verbund 
provides the German teams with a 
framework for co-operation and information 
sharing. Besides this, all the single teams 
stay autonomous in their responsibility for 
their respective constituency. 

The CERT-Verbund has the following overall 
goals: 

 Protection of the national IT-networks  
 Immediate joint reaction to security 

incidents  
The CERT-Verbund looks after the following 
projects: 

 DAF - Deutsches Advisory Format 
(German advisory format)  

 SIRIOS – System for Incident Response 
in Operational Security 

www.cert-
verbund.de/ 

11. ESACERT Yes Yes The goal of the ESACERT is to provide 
Information Systems Security Solutions for 
the European Space Agency. As such, the 
mission of the ESACERT is to become ESA's 
co-ordination, service and competence 
center for all Information Systems Security 
related matters. The ESACERT will: 

 collaborate with ESA's partner 
organizations and other CERT/CSIRT 
entities to support these activities. 

 support the development of ESA's 
Information Systems Security policies. 

 work out and maintain several 
Information Systems Security 
procedures for the ESA Information 

Systems user community. 
 provide several value-added 

Information Systems Security services. 
Examples of these services can be, but 
are not limited to:  

• Intrusion Detection  
• Incident handling  
• Alerts and Announcements  

www.esacert.esa.int 

http://www.bka.de/
https://www.trusted-introducer.org/teams/teams-c.html#CERT-BUND
https://www.trusted-introducer.org/teams/teams-c.html#CERT-BUND
https://www.bsi.bund.de/cln_174/DE/Themen/CERTBund/certbund_node.html
https://www.bsi.bund.de/cln_174/DE/Themen/CERTBund/certbund_node.html
https://www.bsi.bund.de/cln_174/DE/Themen/CERTBund/certbund_node.html
https://www.bsi.bund.de/cln_174/DE/Themen/CERTBund/certbund_node.html
https://www.trusted-introducer.org/teams/teams-c.html#CERTBW
http://www.bundeswehr.de/
http://www.bundeswehr.de/
http://www.cert-verbund.de/
http://www.cert-verbund.de/
http://www.esacert.esa.int/
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CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

• Collaboration and Coordination  
• Vulnerability and Artifact 

Analysis and Response  
• System Scanning and 

Certification  
• Training and Awareness  
• Consulting and Risk Analysis, 

etc.  
The ESACERT intends to implement all these 
Procedures and Services over time as 
resources become available."   

12. RUS-CERT Yes Yes The RUS-CERT offers various services to 
members of the University on the topic of 
security: 

 Services of the RUS-CERT  
 Perimeter Filter (University of firewall)  
 Service attack (scan service)  
 Security of network connected 

computers  
 Forgot your service  
 Checking for weak passwords  
 Software Projects  
 various projects within the work of the 

RUS-CERT have arisen  
 Archive (mailing lists)  
 Archives of various mailing lists around 

the work of the RUS-CERT  
 The 5 recent news  
 Integration of the 5 latest news in your 

website  
 The RUS-CERT Sidebar  
 RUS-CERT reports in the Mozilla sidebar  
 Mailing Lists  
 List of all the mailing lists of the RUS-

CERT  
 Statistics  
The RUS-CERT offers services for members 
of the University of Stuttgart. 

http://cert.uni-
stuttgart.de 

13. DFN-CERT Yes Yes The DFN-CERT is the CSIRT for the German 
Research Network „Deutsches 
Forschungsnetz‟ (DFN). Its constituency 
comprises all member institutions of the 
DFN. 

www.dfn-cert.de 

14. KIT-CERT Yes No KIT-CERT is the Computer Emergency 
Response Team of the Karlsruhe Institute of 
Technology. The clientele of the KIT-CERT 
are all students and staff of the KIT. The 
team can be reached via the contact details 
published on the site. 

www.cert.kit.edu 

15. CERTCOM No Yes The CERTCOM AG is the leading 
manufacturer of products and services in 
the area of Active Business IT security. It 
operates the first commercial CERT, which is 
open to any company that manufacturers. 
The CERTCOM AG employees transfer the 
success parameters of global CERT 
structures in standardized and above all 
affordable Active Business IT security 
products. 

They provide companies with standardized 
IT security structures of globally active 
corporations. The services and products 

www.certcom.de 

https://www.trusted-introducer.org/teams/rus-cert.html
http://cert.uni-stuttgart.de/
http://cert.uni-stuttgart.de/
https://www.trusted-introducer.org/teams/dfn-cert.html
http://www.dfn-cert.de/
http://www.first.org/members/teams/kit-cert/
http://www.cert.kit.edu/
https://www.trusted-introducer.org/teams/teams-c.html#CERTCOM
http://www.certcom.de/
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CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

help to realize active safety at all levels and 
to achieve the best possible result. 

16. ComCERT Yes Yes The CERT of the Commerzbank. http://www.commer
zbank.com 

17. CERT-VW Yes Yes The CERT of the Volkswagen cars. www.volkswagen.de 

18. SAP CERT Yes Yes The CERT of SAP. www.sap.com 

19. Siemens 
CERT 

Yes Yes The Siemens Computer Emergency 
Response Team (CERT) has been protecting 
internal IT infrastructure and supporting 
secure product development since 1998. It 
is established as an independent auditor and 
trustworthy partner to respond to security 
incidents, develop preventive measures and 
assess information security. With these 
activities, Siemens CERT helps its customers 
worldwide to achieve the necessary security 
level for effective protection against hacker 
attacks. 

With its research activities, Siemens CERT 
proactively investigates future technological 
challenges and develops practical solutions 
for its customers. 

https://w1.siemens.
com/innovation/en/
about_fande/corp_t
echnology/research
_technologies/techn
ology_divisions/info
_comm/cert.htm 

20. SunCERT Yes Yes The CERT of Sun Microsystem. www.sun.com 

21. Telekom-
CERT 

Yes Yes The CERT of Telekom. www.telekom.de 

22. dCERT Yes Yes T-Systems offers its established service 
"dCERT". The aim of dCERT is to provide its 
customers with up-to-date high quality 
security information. 

Experienced IT-security experts compose 

daily information for security of computers 
and networks. The analyzed information and 
countermeasures are distributed 
electronically per e-mail. Monthly digests 
provide an overview. The moderated forum 
allows the discussion and the exchange of 
practices among the dCERT-partners, 
dCERT-members and the experts of T-
Systems. dCERT also organizes analyst days 
and Security seminars. 

www.dcert.de 

23. GNS-CERT No Yes Offers expertise in worldwide project 
management on IT and communication 
security. 

www.gnsec.net 

24. PRE-CERT Yes Yes PRESECURE is a member of FIRST, and TI 
accredited Level 2 team. Given the 
increasing threats on the Internet grows, 
the importance of incident response. Only 
through the creation of an optimal security 
architecture, a company can protect against 
attacks. Technical solutions are only one 
aspect. As a good computer emergency 
response team, PRESECURE can effectively 
handle attacks.  

www.pre-secure.de 

25. S-CERT Yes Yes In collaboration with its member institutes, 
S-CERT has declared the following to be its 
ongoing mission: 

 Damage Prevention 

www.s-cert.de 

https://www.trusted-introducer.org/teams/teams-c.html#COMCERT
http://www.commerzbank.com/
http://www.commerzbank.com/
https://www.trusted-introducer.org/teams/cert-vw.html
http://www.volkswagen.de/
https://www.trusted-introducer.org/teams/teams-s.html#SAP-CERT
http://www.sap.com/
https://www.trusted-introducer.org/teams/siemens-cert.html
https://www.trusted-introducer.org/teams/siemens-cert.html
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
https://w1.siemens.com/innovation/en/about_fande/corp_technology/research_technologies/technology_divisions/info_comm/cert.htm
http://www.sun.com/
https://www.trusted-introducer.org/teams/telekom-cert.html
https://www.trusted-introducer.org/teams/telekom-cert.html
http://www.telekom.de/
https://www.trusted-introducer.org/teams/dcert.html
http://www.dcert.de/
https://www.trusted-introducer.org/teams/teams-g.html#GNS-CERT
http://www.gnsec.net/
https://www.trusted-introducer.org/teams/pre-cert.html
http://www.pre-secure.de/
https://www.trusted-introducer.org/teams/s-cert.html
http://www.s-cert.de/
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CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

 Consistent reduction of IT security risk 
through comprehensive threat 
recognition  

 Facilitation of an efficient, economical 
and professional computer emergency 
response team  

 Reaction and Emergency Aid 
 Competent and easily comprehensible 

handling of security issues  
 Reliable handling and confinement of 

security incidents  
 Future-proofing: preserving appropriate 

security levels  
 Continual assessment and restatement 

of the quality level of security measures  
 Comprehensive development of IT 

security skills  
The cultivation of a strong awareness of IT 
security issues 

26. secu-CERT Yes Yes IT security and its innovative application is 
the core competency of secunet Security 
Networks AG. Outstanding technological 
know-how is reflected in their consulting 
services and adapted products.  

They guarantee customer orientation and an 
understanding of the industry with our four 
business areas Automotive, Business 
Security, Government and High Security. 

www.secunet.com 

27. BFK Yes No BFK edv-consulting GmbH originates from 
the MicroBIT Virus Center of the computer 
center at the University of Karlsruhe, whose 
outstanding research and publications about 
computer viruses and sabotage led to an 
intensive demand in industry and public 
institutions. The increasing need of 
consultancy services quickly exceeded the 
capacities of the scholastic structured 
MicroBIT Virus Center. At the end of 1989 
BFK was founded and turned into an 
equivalent of an LLC in April 1990. 

BFK edv-consulting GmbH developed its 
businesses from pure anti-virus-consulting 
to comprehensive IT-security consulting. 
Due to the growing complexity of the topics. 
Their main competences are: 

 preventive security consulting (security 
concepts, penetration tests, support in 
development)  

 emergency support (incident response, 
digital forensics)  

 open source monitoring  

 

www.bfk.de 

28. FSC-CERT Yes No Fujitsu provide a range of infrastructure 
services that allow companies to deliver 
quickly and effectively while still optimizing 
the overall IT spend, reducing overall costs, 
improving ROI and still delivering 
outstanding service quality to your users. 

http://ts.fujitsu.com 

 

https://www.trusted-introducer.org/teams/teams-s.html#SECU-CERT
http://www.secunet.com/
http://www.first.org/members/teams/bfk/
http://www.bfk.de/
http://www.first.org/members/teams/fsc-cert/
http://ts.fujitsu.com/
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Industry organisations active in network and information security: role 
and responsibilities 

Industry organisations Role and responsibilities Website 

29. Bundesverband 
Informationswirtschaft,Tel
ekommunikation und neue 
Medien (BITKOM) – 
German Association for 
Information Technology, 
Telecommunications, and 
New Media  

Bitkom is the voice of the IT, telecommunications and 
new media industry in Germany. The organisation 
represents more than 1200 companies, 900 of which are 
members. 

Bitkom has a seat on the executive board of EICTA 
(European Information, Communications and Consumer 
Electronics Technology Industry Associations). 

 Education and the training of IT and 
telecommunications specialists,  

 green ICT, e-government, 
 e-health,  
 economic policy, copyright and patent law,  
 security and privacy 
 issues,  
 software technologies,  
 consumer electronics,  
 climate protection,  
 sustainability 
It provides a new legal framework for 
telecommunications and the media. 

www.bitkom.org 

30. eco (Verband der 
deutschen 
Internetwirtschaft e.V.) 

eco – the German Internet Business Association 
represents and supports all enterprises that make 
commercial use of the Internet. It represents companies 

in the political process, encourages communication 
among market participants and supports the marketing 
of their products.  

eco‟s main activity are clustered around topics such as: 
infrastructure and technology, content, applications, as 
well as legal and regulatory matters, each of which is 
assigned to an individual member of the board. 

www.eco.de 

31. VATM (Association of 
Telecommunications and 
Value-Added Service 
Providers) 

The Association of Telecommunications and Value-Added 
Service Providers (VATM) represents more than 70 
telecommunications and multimedia companies active in 
the German market. The majority of VATM members are 
subsidiaries of, or affiliated with European and overseas 
service providers.  

VATM supports a working group on safety and data 
protection. 

www.vatm.de  

32. VDE (Verband der 
Elektrotechnik, Elektronik 
und Informations-technik 
e.V.) 

The Association for Electrical, Electronic and Information 
Technologies 

(VDE) represents over 33 000 individual members, 
including a broad spectrum of engineers, scientists, 
technicians and some 5 000 students. In addition, 1 250 
corporate and institutional members represent major 
German enterprises of the electrical, electronic and 
information technology industry, electrical utilities, 
federal authorities and institutions.  

Their goal is to ensure the ongoing development of 
various technologies and encourage their applications in 
a wide variety of industries. They do this by promoting 
the national and international transfer of technical know-
how; by supporting the education and training of new 
generations of talents; by participating in political 

decision-making on education and research; and by 
backing educational and career development with a 
broad program of conferences, symposia and seminars. 

www.vde.com 

33. ZVEI 
(Zentralverband 
Elektrotechnik- und 

ZVEI represents 1 600 enterprises of the German 
electrical and electronics industry. Membership includes 
enterprises manufacturing electrical engineering 

www.zvei.de  

http://www.bitkom.org/
http://www.eco.de/
http://www.vatm.de/
http://www.vde.com/
http://www.zvei.de/
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Industry organisations Role and responsibilities Website 

Elektronik-industrie e.V.) products, producing software, operating electrical and 
electronics systems and networks or providing electronic 
information services. ZVEI is a member of EICTA 
(European Information, Communications and Consumer 
Electronics Technology Industry Associations). 

One of ZVEI's main objectives is to secure the 
competitive and innovative ability of the electrical 
engineering industry in Germany 

34. IT Security Made in 
Germany (ITSMIG)  

ITSMIG is an association of German IT security 
companies that aims to foster cooperation between 
German IT security solutions suppliers and partners in 
foreign countries. It is a network of manufacturers, 
systems integrators, service providers, research 
institutes, and public services. Organization and 
management lies with the Fraunhofer Institute for 
Secure Information Technology (SIT).  

This international partner network enables German IT 
security companies to use instruments of external trade 
promotion and consolidates the export control of the 
federal government. The association links this network 
of German companies to the federal authorities, 
improving the use of existing public services in 
developing markets in target regions, i.e., the Arab 
states, Southeast Asia, and Eastern Europe. The 
network encompasses a considerable number of German 
enterprises in crypto-economy, trusted services (PKI), 
secure service provision, biometry, and systems 
integration.  

The tasks of the association comprise specifically:  

 The advancement of the members‟ export activities, 

prioritized by target regions and groups  
 The advancement of the members‟ cooperation 

when submitting tenders in the target regions  
 The representation of members‟ interests in the 

target regions and their respective target groups  
 The representation of the members‟ interests 

towards other associations and also directly towards 
international organisations, governments and the 
political system in general  

 The representation of the members towards 
corporate actors and the public, especially in the 
target regions. 

www.itsmig.de   

 

http://www.itsmig.de/
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Academic organisations active in network and information security 
bodies: role and responsibilities 

Academic 
organisations 

Role and responsibilities Website 

35. University of 
Applied Sciences 
Gelsenkirchen, Faculty 
of Computer Sciences, 
Institut für Internet-
Sicherheit if(is) – 
Institute for Internet-
Security 

The institute conducts research and development in the 
area of Internet research, Internet EarlyWarning 
Systems, NIS research, e-mail security, Identity 
Management, Trusted Computing., and is also a creative 
service provider with a focus on internet security.  

The Institute for Internet-Security is an independent, 
scientific facility of the Gelsenkirchen University of 
Applied Sciences. Besides research and development, the 
institute is a service provider with a focus on Internet 
Security. One of the overall tasks is to enhance research 
and development in terms of Internet Security and to 
improve the statutory framework of Internet Security.  

www.internet-
sicherheit.de  

36. University of 
Bamberg, Faculty of 
Information Systems 
and Applied Computer 
Sciences 

Area of responsibility: Geo-information systems and 
services, digital libraries and archives, mobile assistance 
systems, computer-mediated communication; 
communication services, telecommunication systems, 
computer networks; SOA, middleware-integration, robust 
distributed and mobile systems, visual design and 
programming languages, visualisation of complex 
software systems 

www.uni-
bamberg.de 
 
www.uni-
bamberg.de/gdi/leist
ungen/lehre/uebersi
cht/informationssich
erheit/ 

37. University of Bonn, 
Institute of Computer 
Science IV, 
Communication and 
Distributed Systems 

The Institute of Computer Science IV addresses a wide 
range of topics.With long-term cooperation contracts 
linking the department to the Fraunhofer Institute IAIS 
and to the FGAN Institute FKIE, it reaches out to 
application-oriented research institutes in the region. 
Numerous joint research activities with these institutes 
and project-based cooperative research with key industry 
players such as Siemens, Nokia, T-Com and T-Mobile, 
allow both staff and students, to work on next generation 
prototype systems. In addition, the institute is active in 

basic research efforts funded by the DFG (the German 
Research Foundation), by the EU and others 

http://iv.cs.uni-
bonn.de  

38. International 
School of IT Security 
(ISITS) 

The university is very active in organizing security 
awareness sessions, facilitating the efforts of experts in 
obtaining the Master of Science in Applied IT Security. 

www.is-its.org  

39. Technical 
University (TU) of 
Dresden, Faculty of 
Computer Science - 
Institute of Systems, 
Architecture - Chair of 
Operating Systems 

Secure operating systems, Microcentres /L4, Trusted 
Computing, TPMs, Systems with extremely small trusted 
computing base, Secure start-up, IPSec, Real-time 
system, Trusted GUI. 

www.inf.tu-
dresden.de 
 

40. University of 
Hildesheim, Institute of 
Computer Science 

Intelligent Information Systems (IIS), Software Systems 
Engineering (SSE), Information Systems and Machine 
Learning Lab (ISMLL). 

www.uni-
hildesheim.de 
 
www.sse.uni-
hildesheim.de 
 
www.ismll.uni-
hildesheim.de 
 

41. Leibniz University 
Hanover, Faculty of Law, 
Institute for Legal 
Informatics (IRI) 

IRI research focuses on data protection law, data security 
law, medico-legal aspects of information technology, 
intellectual property law (in particular copyright law), 
telecommunications law as well as the law of electronic 
business transactions. Work has also recently included 
aspects of legal theory and biotechnology law. 

www.iri.uni-
hannover.de  

42. Leibniz University The thematic complex 'safety and security' are currently www.:s.uni-

http://www.internet-sicherheit.de/
http://www.internet-sicherheit.de/
http://www.uni-bamberg.de/
http://www.uni-bamberg.de/
http://www.uni-bamberg.de/gdi/leistungen/lehre/uebersicht/informationssicherheit/
http://www.uni-bamberg.de/gdi/leistungen/lehre/uebersicht/informationssicherheit/
http://www.uni-bamberg.de/gdi/leistungen/lehre/uebersicht/informationssicherheit/
http://www.uni-bamberg.de/gdi/leistungen/lehre/uebersicht/informationssicherheit/
http://www.uni-bamberg.de/gdi/leistungen/lehre/uebersicht/informationssicherheit/
http://iv.cs.uni-bonn.de/
http://iv.cs.uni-bonn.de/
http://www.is-its.org/
http://www.inf.tu-dresden.de/
http://www.inf.tu-dresden.de/
http://www.uni-hildesheim.de/de/iis_home.htm
http://www.uni-hildesheim.de/de/iis_home.htm
http://www.sse.uni-hildesheim.de/
http://www.sse.uni-hildesheim.de/
http://www.ismll.uni-hildesheim.de/
http://www.ismll.uni-hildesheim.de/
http://www.iri.uni-hannover.de/
http://www.iri.uni-hannover.de/
http://www.:s.uni-hannover.de
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Academic 
organisations 

Role and responsibilities Website 

Hanover Research 
Initiative Safety & 
Security 

burning issues in a worldwide context. Due to the broad 
heading of the subject, an interdisciplinary approach is 
indispensable. Leibniz University Hanover has installed 
the "research initiative safety & security", in which 25 
institutions of all 9 faculties are co-operating to formulate 
and investigate problems and find solutions; researchers 

have technical, humanistic and socio-scientific origins. 
The research initiative's efforts are coordinated by a 
coordination team of researchers with a historical/ socio-
scientific and mechanical engineering background. 

hannover.de  

43. TU Braunschweig - 
Institut für 
Betriebssysteme und 
Rechnerverbund 

The Institut für Betriebssysteme und Rechnerverbund is 
providing research and education in information 
technology law, covering the full spectrum of this still 
emerging discipline from data protection law and legal 
aspects of electronic commerce to all questions of 
intellectual property (copyright, trademark, patent law). A 
further focus is on legal theoretical issues raised by 
information technology. These topics can not be dealt 
with from a purely national perspective. They are 
international by their very nature. Therefore, IRI is taking 
part in a network of research institutions from all over the 
European Union. This network enables students to attend 
classes in Hannover and abroad to earn a European 
Master of Laws degree (LL.M.) in information technology 
law. IRI is also cooperating on a research level with 
European universities. 

http://www.iri.uni-
hannover.de/  

44. b-it (Bonn-Aachen 
International Center for 
Information Technology) 

B-IT offers highly selective International Master 
Programmes in Applied IT as well as summer/winter 
schools for qualified computer science students.  

www.b-it-center.de  

45. Universität 
Mannheim Lehrstuhl für 
Praktische Informatik 1 

"Praktische Informatik 1" is the Laboratory for 
Dependable Distributed Systems at the Department for 
Computer Science of the University of Mannheim, 
Germany. 

http://pi1.informatik
.uni-mannheim.de  

46. Universität 
Karlsruhe, Fakultät für 
Informatik, Institut für 
Kryptographie und 
Sicherheit (IKS)/ 
Europäische Institut für 
Systemsicherheit (EISS) 

  

47. LMU München 
Institut für Informatik 

The Institute for Mobile and Distributed Systems (Prof. 
Dr. Claudia Linnhoff-Popien) provides teaching and 
research in: Location-based services (location-based 
services), Ubiquitous Computing , Mobile Platforms and 
Applications, Context-sensitive services, Mobile 
multimedia services, Car-to-Car Communication. 

www.mobile.i:.lmu.d
e 

48. Fraunhofer 
Institute for Secure 
Information Technology 
(SIT) 

The Fraunhofer Institute for Secure Information 
Technology SIT develops tailored, directly applicable 
solutions for all branches, including health, transport, 
traffic and production, as well as for commerce and 
financial services. In addition to client-oriented contract 
research, SIT offers consultation on the development of 
security concepts, and conducts studies for both the 
private sector and government. 

www.sit.fraunhofer.d
e  

49. Lehrstuhl 
Management der 
Informationssicherheit – 
Chair for IT-security 
Management of the 

University of 
Regensburg 

Chair for IT-security Management of the University of 
Regensburg conducts research into testlab IT security; 
secure business processes; secure communications 
infrastructures; network and Internet security; mobile 
security and distributed systems; data protection, privacy 

and multilateral security; identity management and public 
key infrastructures (PKI); and digital rights management 

www-sec.uni-
regensburg.de 

http://www.iri.uni-hannover.de/
http://www.iri.uni-hannover.de/
http://www.b-it-center.de/
http://pi1.informatik.uni-mannheim.de/
http://pi1.informatik.uni-mannheim.de/
http://www.sit.fraunhofer.de/
http://www.sit.fraunhofer.de/
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(DRM).  

50. University of 
Wuppertal, Faculty D - 
Safety Engineering 

The first independent Faculty of Safety Engineering in 
Germany was founded at the Bergische Universität 
Wuppertal (Wuppertal University) in 1975. Today, every 
year about 500 students are trained in order to attain 
Bachelors of Science Safety Engineering as well as 
Masters of Science Safety Engineering,M.Sc. Fire Safety 
Engineering andM.Sc. Quality Management. Outstanding 
engineers and scholars in general can receive a Doctors 
degree as Dr.-Ing. (doctor of engineering) as well as Dr. 
rer. sec. (rerum securitatem). In addition to teaching, the 
currently 14 interdisciplinary chairs are doing in-depth 
research. 

www.uni-
wuppertal.de  

51. University of 
Freiburg, IMTEK - 
Institute forMicrosystem 
Technology, Laboratory 
for Electrical 
Instrumentation 

The core business of our research in safety and security 
includes: 
 embedded wireless energy autonomous 

microsystems; 
 energy harvesting strategies for autonomous 

microsystems; 
 measuring and sensing and strategies; 
 design of antennae and communication protocols; 
 signal processing and sensor-actuator interfaces; 
 redundancy of microsystems and on-chip systems; 
 wireless passive and active sensor devices and radio 

frequency identification tags; 
 surface and bulk acoustic wave devices for sensor, 

radio frequency identification and frequency control 
applications; 

 research on materials of suitability of surface and 
bulk acoustic wave components. 

www.imtek.de  
 
cst.mi.fu-berlin.de/ 

52. Ruhr-University 
Bochum, Horst Grötz 
Institute for IT-Security 
(HGI)  

Institut für Sicherheit im 
E-Business (ISEB) – 
Institute for eBusiness 
Security  

The Institute for IT-Security is one of Europe's largest 
university-based institutions for interdisciplinary research 
in the field of IT security. The HGI actively participates in 
international research in theoretical and applied 
cryptography; embedded security; mobile and fixed 
network security; trusted computing; secure operating 
systems and platforms; and legal and economic aspects 
of security.  

The Institute for eBusiness Security researches the 
business and economic implications of security in 
eBusiness, as well as information security in companies 
and public institutions. The main focus is economical 
analyses and organizational design tasks in the context of 
information security. Examples include information risk 
and security management, or questions of information 
security and confidence in online trading.  

www.hgi.rub.de  
 
www.iseb.ruhr-uni-
bochum.de/profil/ind
ex-en.shtml  

53. Passau University, 
Institut für IT-Sicherheit 
und Sicherheitsrecht 
(ISL) – Institute of IT-
Security and Security 
Law  

The Institute of IT-Security and Security Law (ISL) is 
characterized by its interdisciplinary focus on computer 
science, law and economics. The technical and 
economical aspects of IT security are extended to the 
dimension of law. With this interdisciplinary focus on IT 
security, the institute has a broad research field and can 
serve a broad market. Synergy between theory and 
practice as well as research and industry are in ISL‟s 
focus. 

www.isl.uni-
passau.de 

54. Technical 
University (TU) of 
Dortmund, Faculty of 
Computer Science, 

Information Systems 
and Security (ISSI) 

Research and teaching in fields of information systems 
and security. 

http://ls6-
www.informatik.uni-
dortmund.de/ 

55. Technical 
University Hamburg-

Modern Methods for Modeling of Communication 
Networks, Software Security, Web Engineering, Electronic 

www.tu-
harburg.de/cit  

http://www.uni-wuppertal.de/
http://www.uni-wuppertal.de/
http://www.imtek.de/
http://cst.mi.fu-berlin.de/
http://www.hgi.rub.de/
http://www.iseb.ruhr-uni-bochum.de/profil/index-en.shtml
http://www.iseb.ruhr-uni-bochum.de/profil/index-en.shtml
http://www.iseb.ruhr-uni-bochum.de/profil/index-en.shtml
http://www.isl.uni-passau.de/
http://www.isl.uni-passau.de/
http://www.tu-harburg.de/cit
http://www.tu-harburg.de/cit
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Harburg Information and 
Communication Systems 
"CIT - Communication 
and Information 
Technologies“ 

Commerce. 

56. University of 
Applied Science 
Ludwigshafen/Rhein 
Chair Information 
Management and 
Consulting “ 

University of Applied Sciences in Ludwigshafen offers 
study paths for business information systems, information 
management and consulting in different variations leading 
to the degrees "Bachelor of Science" and "Master of 
Science" respectively. Information security is part of the 
curriculum. Much basic work and research has been done 
in cooperation with external companies as well as in the 
context of seminars and thesis. 

web.fh-
ludwigshafen.de  

57. University of 
Applied Science 
Brandenburg 
Department of Business 
and Management 

Master of Science Security Management: The University 
of Applied Sciences Brandenburg offers the fully 
accredited master study course "Security Management" in 
cooperation with companies like SAP, Commerzbank, T-
System and Lampertz.  

During three semesters, which can be fulfilled extra-
occupational, students receive an overall view of security 
in companies and organizations, based on a practically 

oriented basic education. Each student can place 
individual focus on a special topic, e.g. information 
security, forensics, security of buildings and persons as 
well as business continuity or crisis management. 

www.fh-
brandenburg.de  

58. Free University of 
Berlin - Institute of 
Computer Science 
Computer Systems and 
Telematics 

Focus of research at CST (Computer Systems & 
Telematics) group at Freie Universitat Berlin (FU Berlin) is 
on mobile and wireless communications, communication 
architectures and operating systems for embedded 
devices, and quality of service aspects in communication 
systems. Within these topics CST develops software and 
hardware solutions for research prototypes, cooperates in 
international research projects, and integrates 
components in industrial solutions. Main emphasis is 
always on robustness, reliability, and security of all 
solutions. 

www.fh-
brandenburg.de  

59. Technische 
Universität Berlin 
Fakultät IV für 
Elektrotechnik und 
Informatik 

The Technische Universität Berlin carries out research and 
teaching on technology for new generation of services 
and distributed systems, Smart Services and Smart 
Systems. These Smart Services and Smart Systems have 
a number of new properties that make them an 
autonomous, intelligent behavior.  

Basic research takes place in six centers of excellence in 
various fields. The building will be in different application 
areas, the technologies developed for the realization of 
Smart Services and evaluated. This practice is intended to 
validate and test for demonstration purposes. An 
intensive cooperation with industrial companies 
guarantees a practical and solution-oriented approach. In 
this way, the DAI-Labor is able to develop in a university 
environment, technologies that meet high industrial 

standards. 

www.dai-labor.de   

60. Fraunhofer 
Institute for Secure 
Information Technology 
(SIT) 

The Fraunhofer Institute for Secure Information 
Technology SIT is the leading expert for IT Security and 
develops solutions for immediate use, tailored to the 
customer's needs. 

www.sit.fraunhofer.d
e/EN/  

http://www.fh-brandenburg.de/
http://www.fh-brandenburg.de/
http://www.fh-brandenburg.de/
http://www.fh-brandenburg.de/
http://www.dai-labor.de/
http://www.sit.fraunhofer.de/EN/
http://www.sit.fraunhofer.de/EN/
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61. Arbeitsgruppe 
Advanced Multimedia 
and Security, Fakultät 
für Informatik, Institut 
für Technische und 
Betriebliche 

Informationssysteme 

Department of Computer Science, Research Group 
Multimedia and Security.  

Institute of Technical and Business Information Systems 
linked to the Otto-von-Guericke-University of Magdeburg 

http://omen.cs.uni-
magdeburg.de/itiam
sl  

 

Other bodies and organisations active in network and information 
security: role and responsibilities 

Others Role and responsibilities Website 

62. Initiative D21 D21 is Germany‟s largest public private partnership and 
its goal is to improve the general conditions necessary 
to move on successfully into the information and 
knowledge society. 

www.initiatived21.de  

63. TeleTrusT Non-profit organisation for the promotion of 
trustworthiness of information and communication 
technology. 

www.teletrust.de  

64. Klicksafe.de The German awareness node „klicksafe.de‟ is part of the 
European Internet safety network „Insafe‟ under the 
„Safer Internet‟ programme which aims to promote safer 
use of the Internet and new online technologies, 
particularly for children, and to fight against illegal 
content and content unwanted by the end-user, as part 
of a coherent approach by the European Union. 

www.klicksafe.de  

65. Gesellschaft für 
Informatik (GI) – 
Network for IT 

GI is a non-profit organization with approximately 
25,000 worldwide, most of whom teach, research, or 
otherwise work in the field of informatics, while others 
are involved in related business and political areas. The 
main purpose of this network of professionals is to 
promote the impact informatics has had on the 
economy, business, and society.  

www.gi-ev.de  

66. CAST  The CAST forum includes over 200 members from the 
scientific world, industry, and the public sector. CAST 
offers a number of services in the field of modern 
information technology security, with a focus on the 
Internet. This includes education opportunities, 
consulting, evaluation of security concepts and 
technologies, as well as the exchange of and access to 
research and developments in the field.  

www.cast-forum.de  

67. ISACA Germany ISACA Germany is the German chapter of ISACA 
International. The association builds knowledge and 
facilitates the CISA and CISM exams and certifications 
for IT security professionals. 

www.isaca.de/ 

68. OWASP Germany The Open Web Application Security Project (OWASP) is 
an open-source application security project with local 
chapters. The OWASP community includes corporations, 
educational organizations, and individuals from around 
the world.  

This community works to create freely-available articles, 
methodologies, documentation, tools, and technologies. 
OWASP advocates approaching application security by 
considering the people, process, and technology 
dimensions. 

www.owasp.org/inde
x.php/Germany  

69. Unabhängiges 
Landeszentrum für 
Datenschutz Schleswig-
Holstein (ULD) 

The Independent Center for Privacy Protection 
Schleswig-Holstein is a service that is there for the 
citizens.  

They investigate data security breaches and produce a 

www.datenschutzzent
rum.de  

http://omen.cs.uni-magdeburg.de/itiamsl
http://omen.cs.uni-magdeburg.de/itiamsl
http://omen.cs.uni-magdeburg.de/itiamsl
http://www.initiatived21.de/
http://www.teletrust.de/
http://www.klicksafe.de/
http://www.gi-ev.de/
http://www.cast-forum.de/
http://www.isaca.de/
http://www.owasp.org/index.php/Germany
http://www.owasp.org/index.php/Germany
http://www.datenschutzzentrum.de/
http://www.datenschutzzentrum.de/
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Others Role and responsibilities Website 

written evaluation.  

They investigate data processing the authorities in 
Schleswig-Holstein. Breaches of the data protection law 
reported and remedial measures are presented.  

They advise authorities, businesses and citizens on all 
aspects of data protection, e.g. when setting up new 
computer systems, issues of interpretation of the data 

protection law or legislation. Every year they report on 
their activities in an annual report. 

70. vzbz (Verbraucher-
zentrale Bundesverband 
e.V.) 

The Federation of German Consumer Organisations 
(vzbv) is a nongovernmental organisation acting as an 
umbrella for 41 German consumer associations. 

It represents the interests of consumers in public and 
vis-à-vis legislators, the private sector and civil society. 

www.vzbv.de  

71. Stiftung Warentest Foundation for comparative testing of products and 
services. 

www.stiftung-
warentest.de  

72. Deutschland sicher 
imNetz e.V. (DsiN) 

DsiN is an association under the patronage of the 
German FederalMinister of the Interior.Members are 
companies, associations and inter-trade organisations 
from the field of IT-security.Main goal of DsiN is to raise 
awareness among consumers and companies towards a 
safer use of internet and IT in general. 

www.sicher-im-
netz.de  

73. Hessen Agentur The Hessen Agentur GmbH was created in the beginning 
of 2005 and is a 100% daughter company of the state of 
Hessen. It originates from four organizations: the 
Research and Development Company Hessen ltd. (FEH), 
the Technology Foundation Hessen GmbH (TSH), the 
Hessen Tourist Services e.V. (HTS) and the consulting 
services of, the Investment Bank Hessen AG (IBH).  

www.hessen-
agentur.de  

74. Bundesinstitut für 
risikobewertung 

The focus of the work of BfR is on people as consumers. 
With its work the Institute makes a major contribution 
to ensuring that food, substances and products become 
safer. In this way BfR helps to protect the health of 
consumers. 

BfR has the statutory remit of providing information on 
possible, identified and assessed risks which foods, 
substances and products may entail for consumers. It 
seeks to present the entire assessment process in a 
transparent manner to the public at large. By means of 
comprehensive, complete and easily understandable risk 
communication BfR renders science visible to and 
beneficial for consumers 

www.bfr.bund.de  

75. Unabhängiges 
Landeszentrum für 
Datenschutz Schleswig-
Holstein (ULD) 

No information could have been found in english about 
this organization 

www.datenschutzzent
rum.de  

http://www.vzbv.de/
http://www.stiftung-warentest.de/
http://www.stiftung-warentest.de/
http://www.sicher-im-netz.de/
http://www.sicher-im-netz.de/
http://www.hessen-agentur.de/
http://www.hessen-agentur.de/
http://www.bfr.bund.de/
http://www.datenschutzzentrum.de/
http://www.datenschutzzentrum.de/
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Country specific NIS glossary 

Aktiengesetz, AktG German Stock Corporation Act  

Amtsgerichte Criminal section of local district courts 

BIT Federal Office for Information Technology 

BITKOM Bundesverband Informationswirtschaft,Telekommunikation und 
neue Medien (German Association for Information Technology, 
Telecommunications, and New Media ) 

BKA Bundeskriminalamt (Federal Criminal Police Office) 

BMI Bundesministerium des Inneren (Federal Ministry of the Interior) 

BMWi Federal Ministry of Economics and Technology (Bundesministerium 
für Wirtschaft und Technologie)   

BNetzA Bundesnetzagentur für Elektrizität, Gas, Telekommunikation, Post 
und Eisenbahnen  

BSI Bundesamt für Sicherheit in der Informations technik (Federal 
Office for Information Security ) 

Bundeskriminalamt-BKA Federal Criminal Police Office  

Bundesrat Upper Chamber of Parliament  

Bundestag Lower Chamber of Parliament  

CeBIT IT conference that takes place in Hannover 

DE-CIX  Deutscher Commercial Internet Exchange 

Der Bundesbeauftragte für den 
Datenschutz und die 
Informationsfreiheit  

Federal Commissioner for Data Protection and Freedom of 
Information 

DPA Data Protection Act (Bundesdatenschutzgesetz) 

DsiN Deutschland sicher in Netz e.V.  

Electronic signatures – according 
with the German Law Governing 
Framework Conditions for 
Electronic Signatures (Signatures 
Law - SigG) 

“Electronic signatures" shall be data in electronic form that are 
attached to other electronic data or logically linked to them and 
used for authentication. 

GI Gesellschaft für Informatik (Network for IT) 

HGI Horst Görtz Institut für IT-Sicherheit (Horst Görtz Institute for IT-
Security ) 

ICPO-Interpol International Criminal Police Organization 

Informationsweiterverwendungsg
esetz, IWG 

Law on re-use of Public Sector Information 

ISEB Institut für Sicherheit im E-Business (Institute for eBusiness 
Security ) 

ISL Institut für IT-Sicherheit und Sicherheitsrecht (Institute of IT-
Security and Security Law ) 

ISSI Faculty of Computer Science, Information Systems and Security 

IT-Grundschutz approach IT security management method 

ITS AG Association of Competency on IT security  

ITSMIG IT Security Made in Germany  

Kreditwesengesetz, KrWG Banking Act 

Länder/Laender Federal States 

Landgericht Appellation court 

Leitfaden für die Auswahl von IT-
Sicherheitssystemen für sensible 
Infrastrukturen, deren Schutz im 
nationalen Sicherheitsinteresse 
liegt 

Procurement guide developed by BSI 

NPSI National Plan for Information Infrastructure Protection 

Oberlandesgericht Regional court 

SIT Fraunhofer Institute for Secure Information Technology  

StGB German Criminal Code 

Telekommunikationsgesetz, TKG Telecommunications Act  

TR-S-WLAN Technische Richtlinie Sicheres WLAN (Technical Guideline Secure 
WLAN ) 

ULD Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein  

VATM Association of Telecommunications and Value-Added Service 
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Providers 

VDE Verband der Elektrotechnik, Elektronik und Informations-technik 

e.V (Association for Electrical, Electronic and Information 
Technologies) 

Vergabeverordnung Procurement ordinance  

Wertpapierhandelsgesetz, WpHG Securities Trading Law  

Workshop B2B Workshop on Technological Cooperation  

Workshop S2B Workshop on Science to Business 

ZVEI Zentralverband Elektrotechnik- und Elektronik-industrie e.V 
(Representation of enterprises of the German electrical and 
electronics industry) 

VZBZ Verbraucher-zentrale Bundesverband e.V 

 

References 

 The report "The IT Security Situation in Germany in 2009” published by the German Federal Office for 
Information Security (BSI), and available at: 
https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf 

 The German Signatures Act (SigG); available at: 
http://www.bundesnetzagentur.de/media/archive/3612.pdf  

 The Risk and Crisis Management guide published by BMI, available at: 
http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz_
_kritischer__Infrastrukturen__en.html 

 An overview of the eGovernment and eInclusion situation in Europe, available at 
http://www.epractice.eu/en/factsheets  

 ENISA, Information security awareness in financial organisation, November 2008, available at 
http://www.enisa.europa.eu/doc/pdf/deliverables/is_awareness_financial_organisations.pdf  

 ENISA, Information security awareness in financial organisations, November 2008, available at 
http://www.enisa.europa.eu/doc/pdf/deliverables/is_awareness_financial_organisations.pdf  

 Germany - ENISA CERT Directory: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-
country/germany  

https://www.bsi.bund.de/cae/servlet/contentblob/517474/publicationFile/28002/bsi_lagebericht09_pdf.pdf
http://www.bundesnetzagentur.de/media/archive/3612.pdf
http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz__kritischer__Infrastrukturen__en.html
http://www.en.bmi.bund.de/cln_028/nn_148138/Internet/Content/Broschueren/2008/Leitfaden__Schutz__kritischer__Infrastrukturen__en.html
http://www.epractice.eu/en/factsheets
http://www.enisa.europa.eu/doc/pdf/deliverables/is_awareness_financial_organisations.pdf
http://www.enisa.europa.eu/doc/pdf/deliverables/is_awareness_financial_organisations.pdf
http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country/germany
http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country/germany


 
Germany Country Report 

 

 
44 

 

 

 


