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1. Executive Summary 

In 2008 the European Network Information Security Agency (ENISA) conducted a survey 

of telecommunication and network operators to gather information on the measures they 

had put in place to address resiliency. This work resulted in a list of measures identified in 

operational and management practice regarding resilience1.  

This report develops these results further by following both an analytical and a synthetic 

approach: 

 Starting from last year‘s results, in this report we have identified challenge areas for 

resilience. Challenge areas have to be understood as an obstacle to achieving 

resilience, describing thus areas where management/policy maker‘s attention has to be 

put on. 

 In addition, various activity areas for resilience have been derived from last year‘s 

study. These are areas where some additional/future work is required. Furthermore, 

measures are being suggested to successfully cope with these activity areas. This 

material targets mainly experts and technical management who seek some guidance in 

ways to design/implement resilience measures. 

This document presents guidance for resilience as an attempt to create a common 

approach to assist resilience experts in: 

 fostering the engagement of their senior management; 

 supporting open exchanges among themselves about experiences and approaches 

in light of their increasing interdependence.  

An important part of this report is based on the document produced by the Virtual Working 

Group (VWG). This group is composed of security experts from main European providers 

that worked on identifying resilience challenges for providers and measures that could help 

mitigating them. ENISA facilitated the VWG work by hosting meetings, organising phone 

calls and providing secretariat for the document produced. 

In parallel, a desktop research was conducted to provide strategic guidance on resilience 

measures. This document puts together the main information gathered by both activities. 

The interaction with the VWG allowed the identification of challenges limiting the resilience 

of telecommunication networks. The challenges identified were grouped in six areas, four 

asset Challenge areas and two environmental challenge areas: 

Asset challenge areas: Infrastructure, Technology, Operational process and people, 

Continuity organisation. 

                                           

1 ENISA 2008 study on Network Provider Measures for resilience is available at: 
http://www.enisa.europa.eu/act/res/providers-measures/files/network-provider-measures  

http://www.enisa.europa.eu/act/res/providers-measures/files/network-provider-measures
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Environmental challenge areas: Commercial and Regulatory. 

The document presents the full list of challenges for each area and associated relevant 

measures rated by the VWG members. The desktop research allows complementing the 

measures identified by the VWG with high level guidance collected from published national 

and international standards.  

The identified activities areas that could be used to mitigate the challenges are grouped in 

three main categories: Organisational issues in managing resilience; Business continuity 

and Risk management. Each of these main activity areas and their sub-categories could be 

associated to business processes within providers‘ activities allowing them to implement 

the measures in an efficient way. 

Organisation issues in managing resilience: 

- network responsibilities roles and responsibilities, 

- maturity of network management processes, 

- threats to network, 

- third party management. 

Business continuity: 

- business continuity for network resilience, 

- business continuity testing, 

- critical infrastructure services, availability and interdependencies, 

- emergency planning preparedness. 

Risk management: 

- risk management maturity level, 

- risk management interconnection and monitoring. 

To be effective this guidance needs to be properly implemented via appropriate controls 

supported by a common resilience strategy. These two elements are specific to each 

operator but there is already an extensive set of consolidated best practice able to support 

the formulation of appropriate controls and resilience strategies. To help stakeholders in 

this process the measures are presented with a ranking (low, medium or high) related to 

the needed time to implement it, the cost of the implementation, and its impact on 

resilience. 

Fostering the network resilience of Europe‘s public communication operators is an 

important task for ENISA and as such it requires an appropriate understanding of the 

current shortcomings and the identification of possible good practices. ENISA is not 

expected, nevertheless, to substitute security and resilience operations within operators. It 

is, instead, supposed to provide guidance and directions on how organisations can 

overcome resilience shortcomings through the use and implementation of applicable good 

practices. This report, therefore, should be read as part of this overall ENISA effort in 

fostering the resilience of Europe critical information infrastructures and, by implication, 

levels of trust and confidence in the European information society.   
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2. Setting the stage 

2.1.  Policy Context 

Network and communication operators play a critical role in the continuous development of 

Europe‘s information society. The resilience of their networks is therefore of primary 

concern for European institutions, national governments, the private sector and civil 

society as a whole. In 2008, ENISA, in cooperation with the European Commission and EU 

Member States, acknowledged the importance of resilience of public communications 

networks and initiated a new Multi-annual Thematic Program (MTP) on resilience. The 

development of this programme needs also to be considered in the context of the recent 

activities of European institutions, especially following the March 2009 Communication on 

Critical Information Infrastructure Protection which cites public communications networks 

as one form of Critical Infrastructure necessary to fully take advantage of ―the economic 

and social opportunities of the information society.‖2 

This policy initiative has outlined a series of short-medium term activities (until 2011) to 

foster the resilience of critical information infrastructures in particular by engaging the 

private sector in information sharing and best practice dissemination. Also by 

strengthening Member State co-operation via national and multinational contingency plans 

and regular exercises for large scale network security incident responses and associated 

disaster recovery processes/methodologies. 

In this context, ENISA has been assigned a pivotal coordination role, as confirmed at the 

Ministerial Conference in Tallinn on 27-28 April 2009.3 The conference confirmed the need 

to focus upon enhancing the security and resilience of critical information infrastructures in 

order to counter the increasing sophistication of cyber-attacks. It called for public private 

partnerships at the EU level, as well as improved European and international co-ordination. 

It also called on the Commission to put together a joint EU exercise on critical information 

infrastructure protection to identify tangible steps to encourage strong coordination and 

co-operation among EU Member States.4 During a subsequent European 

Telecommunication Council meeting5, Member States also confirmed the need fort ENISA 

                                           

2 "Protecting Europe from large scale cyber-attacks and disruptions: enhancing preparedness, 
security and resilience" Communication from the European Commission COM(2009) 149 Final 

3 EU Ministerial Conference on Critical Information Infrastructure Protection 27-28 April 2009 Tallinn, 
Estonia http://www.tallinnciip.eu/  

4 Presidency Conclusions of the EU Ministerial Conference on Critical Information Infrastructure 
Protection 27-28 April 2009 at: 
www.tallinnciip.eu/doc/EU_Presidency_Conclusions_Tallinn_CIIP_Conferenec.pdf  

5 Information from European Council-Working Party on Telecommunications and Information Society-
European Network and Information Security Policy: Guidelines for Exchange of Views, TELECOM 115, 
DATAPROTECT 39 JAI 319, PROCIV 78, 27 May 2009 

http://www.tallinnciip.eu/
http://www.tallinnciip.eu/doc/EU_Presidency_Conclusions_Tallinn_CIIP_Conferenec.pdf
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to assume a central but yet not unique role, without undermining national responsibilities. 

This will likely involve further work in the domains of standardisation, network resilience 

and CERT development.  

Fostering the network resilience of Europe‘s public communication operators, therefore, is 

an important task for ENISA and as such it requires an appropriate understanding of the 

current shortcomings and the identification of possible best practices. ENISA is not 

expected, nevertheless, to substitute security and resilience operations within operators. It 

is, instead, supposed to provide guidance and directions on how organisations can 

overcome resilience shortcomings through the use and implementation of applicable best 

practices. This report, therefore, should be read as part of this overall ENISA effort in 

fostering the resilience of Europe critical information infrastructures and, by implication, 

levels of trust and confidence in the European information society.   

2.2.  Scope 

This report is not expected to be prescriptive in its content and approach. Instead, its 

objective is to identify good practices in the field of resilience measures. This does not 

mean the drafting or creation of a new set of best practice or guidance. Instead, the report 

extracts information from already existing guidance and present the measures validated as 

most relevant by experts in the field of resilience representing major EU providers. 

2.3.  Method 

The preparation of this document involves the following steps. First, a review of the list of 

measures identified by ENISA in its 2008 survey, complemented by the analysis with the 

examination of other international sources where similar resilience-related issues were 

indicated. These include national and international information security surveys and 

applicable reports from leading market analyst such as Gartner Group, International Data 

Corporation (IDC) and Frost and Sullivan. The results of resilience related projects 

sponsored by the European Commission via its 7th Research and Development Framework 

Programme were also reviewed.  

ENISA created a group of experts in the area of resilience from major European providers, 

and supported its work in order to identify resilience challenges and associated measures. 

The Working Group members participated in two workshops and regular conference calls 

between May and October 2009.  

The desktop research analysis has allowed identifying applicable international good 

practices and the extraction of strategic guidance to assist operators of public 

communication network to identify resilience activities areas.   

2.4.  Target Audience 

This document is primarily targeted at managerial and operational staff within 

telecommunication network operators, in particular to those that are directly involved in or 

are responsible for resilience. However, the document may also be beneficial for national 
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and EU policy makers as it provides an overview of operational and technical challenges 

facing the preservation or even enhancement of European critical information 

infrastructures. It also provides details of likely domains of interest to policy makers for 

the identification of any possible further specific support initiatives to counter the identified 

shortcomings (i.e. derived from identified challenges, activity areas, and measures). The 

underlying spirit of this document is ultimately to foster public-private dialogue in this 

highly dynamic domain which is constantly evolving as new technologies and services are 

introduced, underlying thus the importance of resilience characteristics of the network.  

2.5.  Structure 

The rest of this document is structured in the following way. The next chapter (three) 

provides an overview of the telecommunication socio-economic environment surrounding 

resilience challenges.  

The identified challenges that could affect the resilience of European communication 

networks are grouped in the following main categories: Infrastructure, Technology, 

Operational process and people, Continuity organisation, Commercial and Regulatory. For 

each of these categories, examples of challenges are presented in Chapter 4. 

Building upon the challenges, some activity areas that could improve the current resilience 

level are presented. They are based on the examination of relevant national and 

international information standards, surveys and applicable reports from leading market 

analyst organisations and EU-funded research projects. Three main areas are identified: 

Organisational issues in managing resilience; Business continuity measures; and Risk 

management. Chapter 5 presents the resilience activity areas with additional references 

from the surveyed literature that supports the potential of these areas in practice. Each of 

these activity areas can be easily associated to processes within providers activities. 

Finally Chapter 6 provides guidance for dealing with network resilience. It presents a list of 

measures grouped by challenge areas and then divided by activity areas. It identifies 

guidance to address the challenges with a list of high level guidance and associated 

specific measures and controls. 

2.6.  Abbreviations 

Computer Emergency Response Team (CERT) / Computer Security Incident 

Response Team (CSIRT): teams of operational technical experts dedicated to dealing 

with computer security incidents, frequently operating either internally within an 

organisation or as part of a help-desk / customer support function 

IP: Internet Protocol – a protocol used for the communication of data over packet 

switched networks 

Network and Information Security (“NIS”): the ability of a network or an information 

system to resist, at a given level of confidence, accidental events or unlawful or malicious 

actions that compromise the availability, integrity and confidentiality of stored or 
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transmitted data and the related services offered by or accessible via these networks and 

systems. [Source: ENISA] 

Virtual Working Group (VWG): group of security experts from main European providers 

that work together to identify resilience challenges and measures that could mitigate 

them.  
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3. Resilience and the Evolving Telecommunication World 

Prior to getting into the details, it is important to state that, in the context of this report, 

resilience refers to the ability of a network to provide and maintain an acceptable level of 

service in the face of various challenges (unintentional, intentional, or naturally caused) 

affecting their normal operation. This means that its preservation requires measures and 

actions able to mitigate the consequences of events within the purview of common 

understanding (such as terrorist attacks, floods, fire, epidemics, network outages etc). 

Over the last few years the information world has significantly evolved following the rapid 

rise of virtualised infrastructures supported by standards-based interoperable systems, 

hardware and software.  That world, which is now typically conceived of as a set of tools 

and instruments providing new services, has become increasingly people/user centric. This 

allows individuals and organisations to exploit new functionalities introduced by innovative 

adaptive intelligence systems, Service oriented Architectures (SoA), data 

centre/infrastructure virtualisation and outsourcing, and Web 2.0 solutions. These trends 

are exemplified by the rapid development of ‗cloud computing‘ where IT services are 

provided as a service managed by a chain of providers that might not control any of the 

technology. This approach keeps overall costs down while remaining scalable in the face of 

evolving customer demands. In this context, the resilience of communication networks 

plays a pivotal role even if it has to deal with a constantly changing network and 

information environment. This aspect is extremely important especially when trying to 

determine strategic guidance in the field of resilience as this need to support a constantly 

changing market and operational environment which is reflected in a constantly evolving 

threat environment. 

As highlighted by a report commissioned by ENISA6, the threat environment is increasingly 

intelligent and ever more aggressive, with new malicious actors ready to exploit any 

available technical vulnerability. The increasing criminalisation of the threat environment 

keeps information and network security high on many organisations‘ agendas. Despite 

this, the wide range of operating systems, devices, networks, applications, data formats, 

and their unpredictable permutations serve to create continuous vulnerabilities. These 

forms of directed threats which seek to exploit vulnerabilities and motivated by financial 

gain or malicious intent, nevertheless constitute just one part of the overall picture of 

potential risks faced by telecommunication organisations.  

The operational and technical complexity of network infrastructures of European telecom 

operators opens the door to additional vulnerabilities that can lead to disruptions caused 

by malicious actors, as well as unintentionally by a trusted individual. Moreover, potential 

vulnerabilities and threats do not come only from IT-related solutions and services. Man-

made incidents, such as intentional or unintentional physical damages against data centres 

or physical elements of ICT infrastructures, can have significant impact on the operational 

functioning of an organisation. Finally, the consequences of natural events such as 

earthquakes, flooding and pandemic disease situations should not be forgotten. 

                                           

6 Anderson, R et al. Security Economics and the Internal Market; February 2008 
http://www.enisa.europa.eu/act/sr/reports/econ-sec  

http://www.enisa.europa.eu/act/sr/reports/econ-sec
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These types of threats and vulnerabilities would not be considered a major societal issue 

requiring EU level public policy intervention if their effects and impact were restricted to 

individual users and organisations within specific geographical boundaries. As previously 

indicated, the global nature of ICT permeates society as a whole. It creates a situation of 

dependency upon them as these technologies have become essential elements for core 

vital services for the European society and economy.7 More worryingly, these critical 

information infrastructures include heterogeneous networks involving a mix of networking 

technologies used in industrial control systems, supply chain management and so called 

―supervisory control and data acquisition‖ (SCADA) systems. Over the last years, 

organisations have moved away from proprietary ICT for these networks and instead 

decided to exploit the economic efficiencies associated with the use of commercial off the 

shelf (COTS) tools and shared information infrastructures. This evolution has a direct 

impact on the resilience and security of these systems that are exposed to the same 

threats and vulnerabilities as a general purpose IP infrastructure. This is a real possibility, 

as demonstrated by the pan-European implications of the cyber-attack against Estonia in 

2008 and the disruptions caused by the severed Mediterranean submarine cable. 

3.1. Resilience and Market Evolution 

Understanding the complexity of the public policy challenge of improving the resilience of 

public communication networks must be examined in the context of the evolving 

telecommunication environment in Europe. The 14th Progress Report on the Single 

European Electronic Communications Market released by the European Commission 

describes current parameters regarding the telecommunications market and its 

contribution to European GDP growth and competitiveness. In 2008 the European 

telecoms sector continued to grow at 1.3% in real terms and was deemed to be coping 

with prevailing economic condition well, due to the stability of cash flows from operators. 

In 2008 the revenues for the telecoms sector accounted for 52% of those of the whole ICT 

sector.8 

Given the importance of telecommunications in ICT revenues and its total growth, there 

are a range of operational, financial and business risks which may, if realised jeopardise 

the ongoing contribution of this sector. These need to be carefully addressed and 

monitored. Furthermore, although it may be possible to determine a cause and effect 

between steady growth, increased access to different services and the use of procedures 

for network management, operations and provisioning, the reliance of many other type of 

organisation upon telecommunications,9 not to mention its consistent contribution to GDP 

                                           

7 An interesting overview of this aspect is provided in State of Art-deliverable 1 of the FP7 funded 
project AMBER (Assessing Measuring and benchmarking Resilience) available at 
http://amber.dei.uc.pt/index.php  

8 European Commission Progress Report on the Single European Electronic Communication Market 
2008 (14th Report) COM(2009) 140 Final 23rd March 2009 p 2 

9 According to the 209 report from the UK Business Continuity Institute, the number of organisations 

(across its membership) that experience loss of telecommunications in 2007 was 25%, 2008, 30% 

and in 2009 (since January) 23%. Furthermore, the perception of risk in the loss of telecoms is 

http://amber.dei.uc.pt/index.php
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suggests that business continuity and risk management should feature as a high priority 

within the activities of network operators. 

The European telecommunications market overall has been expanding rapidly. Data shows 

that investment increased by about 1.5% marking the sixth consecutive year of growth in 

2008. Consumers can take advantage of new products and services being increasingly 

available, including mobile broadband and fixed broadband via fibre. Mobile internet 

services account for 3% of industry turnover with revenues higher in Europe than in the 

United States. It was estimated that by the end of 2008 there were 91.3m 3G users in the 

EU representing a total of 15.5% of total mobile operator subscribers.  

Voice over Internet was determined to be one of the main drivers of the continuing 5% 

revenue decline in traditional fixed market for voice calls. The VoIP market share 

constitutes 8.33% of the EU market, double the previous year. The implications of this in 

regard to the subject of this study concern how this increasing variety and flexibility place 

demands upon risk management operations, business continuity planning and other 

operational activities aimed at resilience. In particular the move toward packet switched 

technology for voice and multi-media requires a different mindset (using, as they do, 

protocols based on best effort) rather than the traditionally highly robust Public Switched 

Telecommunications Network (PSTN).  

Broadband penetration continues and for 2008 the EU average was 22.9% with 14m new 

lines added. Ensuring that broadband networks serving nearly a quarter of the population 

of the EU are resilient remains a challenge, particularly in the light of the growth of a 

myriad set of resilience challenges for operators and customers alike. Digital Subscriber 

Line (DSL) is the main technology with alternative technologies such as fibre-optic and 

wireless (e.g. via LTE or WiMAX) increasing in popularity. Unbundled local loop operators 

now represent 69.3% of all DSL lines in use. Three quarters of broadband lines have 

speeds capable of 2Mpbs and above, a speed that supports watching broadcast quality 

multi-media over the Internet for example. Finally, mobile broadband is starting to take off 

with on average 13% penetration. The growth of such innovative services and 

infrastructures will present challenges for resilience given the need to understand the 

particular characteristics of a growing palette of technologies and fashion suitable and 

consistent risk management and business continuity measures across a range of 

technological service offerings.  

The ramifications for resilience are clear, given the need to co-ordinate physical and logical 

resilience measures across different operators that may be using the same physical 

infrastructure and infrastructure. More importantly, the way in which resilience and 

network and information security investments keep up with business needs has also been 

identified as a key point. Resilience measures are perceived as costly (a finding that is set 

to only get worse given current economic conditions and the low margins with network 

                                                                                                                                      

ranked second highest after a loss of IT. For more information see: Woodman, P. and Kumar, V. A 
Decade of Living Dangerously: The Business Continuity Management Report 2009 
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operators) and time to market pressures tend to relegate them  to a lower order of 

priority.10 Notwithstanding this, current and present specific trends that are deemed to 

have specific effects on implementing and fostering network resilience measures and 

activities need to be examined. 

3.2. Key characteristics 

From this overview a number of key characteristics of the European telecommunications 

market can be discerned:  

 Clearly at a national and international level, telecommunications services of many 

different types are important and set to remain so. They are important from the 

perspective of their contribution to GDP but also how they act as an enabler for other 

services that affect economic and social life.  

 Telecommunications, along with energy and transport are a ‗critical infrastructure‘ 

necessary for the continuation of economic and social life and necessary to many 

activities in the public, commercial and private space taken for granted by European 

citizens.  

 The telecommunications sector is also faced with a rapidly evolving set of present and 

future threats and associated risks that require specific consideration of the 

implementation of appropriate operational and technical measures to enhance network 

resilience.  

 

 

  

                                           

10 ―The ARECI study‖ Final Report Findings No. 11 (p 64) and 33 (p 70) 
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4. Resilience challenges 

This chapter provides a window for viewing the issue of resilience through the experience 

of experts dealing with the issues in a daily basis. ENISA has formed a virtual working 

group (VWG) during 2009 with participation of experts from several network providers 

across EU. This interaction allowed the identification of challenges that limit the resilience 

levels that are currently achieved and further allowed the discussion of relevant measures. 

The challenges identified were grouped in six areas, four asset Challenge areas and two 

environmental challenge areas: 

Asset challenge areas: Infrastructure, Technology, Operational process and people, 

Continuity organisation 

Environmental challenge areas: Commercial and Regulatory 

The challenges areas are briefly described in this chapter and the full list of challenges for 

each area is given. The measures identified by the VWG are complementing the high level 

guidance that was collected from published international standards. You will find the full 

list of measures in chapter 6. 

 

Figure 1: List of Challenges Areas 

  

Infrastructure Technology
Operational 
process and 

people

Continuity 
organisation

Commercial Regulatory
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4.1. Infrastructure challenges 

Sharing of physical infrastructures is one of the current trends in telecommunications. The 

main drivers for sharing is cost efficiency and operational needs but at the cost of higher 

inter-dependency. The Group focused on physical cable routing and network 

interconnection locations and on the management of these shared assets. A serious 

concern is the concentration of logical connections over far fewer and densely routed 

physical cables. This has the effect of creating diverse logical architectures without the 

assurance of physical separacy. The similar problems are manifested in cable landing 

stations, submarine cables, backhaul connectivity and border-crossing locations, failure of 

any of which can jeopardise backbone connectivity. Furthermore, if we consider threats 

with an impact of high magnitude and the signs of concentration of EU traffic in just a few 

Internet exchange points (IXPs), the diversification of locations between different countries 

seems to be significant. It was also recognised that the effects of private interconnections 

should be considered; however this can only be achieved with the extensive involvement 

of industry, since relevant information is not currently publically available. In addition, 

when addressing the resilience of interconnections, it is necessary to consider the 

protocols used and policy aspects governing their existence and operation. 

 

Challenge Description 

Logical diversity vs 

Physical cable routing 

density and separacy 

A high number of logical connections over far fewer and 

densely routed physical cables are generating diverse logical 

architectures that are not assured of physical cable routing 

separacy. 

Limited diversity, 

Capacity & pinch points, 

backhaul, cable landing 

stations, cable border 

crossings, submarine 

cables 

Limited diversity and capacity of cable landing stations, 

submarine cables, backhaul connectivity and border crossing 

locations can jeopardise backbone connectivity. 

EU traffic concentration 

in IXPs and high 

magnitude events 

 

Especially when considering threats of high magnitude IXP 

diverse locations in the same city or even in the same country 

may just not be enough for those locations that service an 

important percentage of the EU traffic.  

private interconnections, 

unknown effects to 

resilience 

It is not possible to identify and take into account the effects of 

private interconnections to the resiliency without an extensive 

involvement of the industry.  

Interconnection/peering 

= Location, Protocol, 

Policy 

While the physical aspects of the interconnection have been 

discussed in this section the protocol and policy aspects need 

also to be taken into account.  



 

 

Measures associated to resilience challenges 17 

Shared risks of poor 

infrastructure 

management 

When vulnerabilities arise from poor management and 

maintenance practices, these will affect all services of all users 

sharing this component.  

Shared Infrastructure, 

majority vote = 

cumbersome 

vulnerability 

management 

Cumbersome handling of vulnerabilities may arise where a 

majority vote of different organisations is required to 

implement an overall mitigation / resilience strategy. 

Infrastructure 

management, individual 

vs. collective 

responsibility for 

mitigation 

Handling of shared risk requires extra motivation to enable 

infrastructure management to see through the individual 

responsibilities and act collectively for the mitigation.  

4.2. Technology challenges 

Communication networks and technology are evolving at a high rate, changing the 

architectures, technologies and implementations that make up public communication 

networks. Newer technologies come to offer improvements over the older ones with 

features to fulfil new requirements and support for new businesses. 

Evolution of technology together with market needs for new services is increasing the use 

of emerging technologies whose impact on the resilience of the current telecommunication 

infrastructures is currently unknown. In many cases interoperability between different 

vendor solutions and standardisation lags behind deployments. Thus, network providers 

are assessing on their own the maturity of technologies and their implementations. New 

technologies are adopted but older technologies are still used imposing limitations or 

introducing vulnerabilities that may not be feasible to address, especially in light of their 

foreseeable decommissioning.  

Furthermore, the new packet networks are based on the well known IP protocol stack that 

is now required to deliver more functionality that goes beyond what was initially 

envisaged. As the IP control plane is constantly retrofitted with functionality, to support 

traffic engineering, Q.o.S., provisioning, etc, exposure to threats because of new 

vulnerabilities creates significant risks. Attacks at the core protocols can have propagating 

effects, leading to systemic failures. In that respect, the security of the network and the 

use of end point devices to initiate attacks have been identified as a major challenge. 

Challenge Description 

Emerging technologies 

= unknown impact to 

resilience 

Emerging technologies whose impact on the resilience of the 

current telecommunication infrastructures is currently unknown. 

Assessing the maturity 

of techs and 

Assessing the maturity of the technologies themselves as well as 
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implementations the maturity of the implementations can be extremely hard. 

New techs & 

Implementations bring 

functionality & 

vulnerability 

While new technologies offer solutions to well known problems 

they still introduce new vulnerabilities that need to be identified 

and addressed. 

Old tech issues, 

scalability, vulnerable, 

costly maintenance 

Older technologies may be limiting the network in terms of 

scalability or contain vulnerabilities that may not be feasible to 

address. 

IP Control plane 

retrofitted with 

functionality 

As the control plane of IP networks is retrofitted with more 

functionality new threats and vulnerabilities are certain to 

surface. 

End point devices used 

for attacks 

The end point devices as an attack launch pad. In this respect 

the security of the network and of customer / end point devices 

has been identified as a major challenge. 

Late standardisation & 

interoperability testing 

It is a fact that interoperability testing between different vendor 

solutions and standardisation lacks behind the deployments. 

4.3. Operational process and people challenges 

The Networks complexity, interoperability and rate of integration of new technology is 

increasing and directly influences the network management processes used to control the 

operation of the network. 

Continuous network changes are hindering the full integration with the network 

management processes. As a consequence of the complexity and the integration 

requirements, the probability for failures increases. So does the duration of the problem 

resolution. This is aggravated by low experience of personnel in new technology, especially 

in initial phases. 

Since network disruptions of small networks or providers can have an impact on the 

operations of larger ones, organisations face dependencies for addressing threats and risks 

spanning organisational boundaries. The current processes need to be adapted to handle 

these blur areas of risk. To this end, provision of cyber threat mitigation capability and 

coordinated proactive responses to incidents need to be proposed. Due to the global 

nature of the network but also cross border and international operator presence, 

communication, information sharing and collaboration regarding security are key 

challenges. 

Challenge Description 

Standardisation & Tech Standardizing procedures and achieving the full integration of 

the network management processes with the changing network 
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- Process integration is a continuous challenge. 

Complexity and 

integration=Many 

human errors, slow 

recovery 

As a consequence of the complexity and the integration 

mismatches the probability for failures and human error 

increases as well as the duration of the problem resolution. 

New skills, human 

learning curve 

Challenge of human factor due to the low experience of 

personnel for the first period of technology introduction. 

Operational risk variety The current (network management) processes need to be 

adapted to handle the blur areas of operational risk from 

operational maintenance and fault resolution, resilience / BC 

plans, to maintaining the various proprietary platforms through 

the lifespan of the technology. 

Cascading impact of 

operational errors (e.g. 

BGP mis-configuration) 

Network disruptions of small networks or providers can have an 

impact on the operations of larger one. 

Operational processes 

do not reflect network 

infrastructure inter-

dependency 

Organisations are interdependent for addressing those threats 

and risks reaching beyond organisational boundaries. 

Cross border operator 

presence, info sharing, 

communication and 

collaboration 

Communication, information sharing and collaboration are a key 

challenge especially because of the global nature of the network 

and cross border and international operator presence. 

4.4. Continuity organisation challenges 

To ensure the long term stability and continuity of the public communication networks 

there is a need to develop the ability to proactively recognise and adapt to changes that 

may lead to disruption. Instead of event driven responses, balanced pro-active and re-

active approaches as well as policy and process alignment should be sought. Applying this 

rule to projects requires getting designers and security people together when technology 

implementations or business projects are in their infancy. 

Furthermore, given the variety of threats and the diverse backgrounds needed to 

successfully manage resilience and respond to incidents, the challenge of human resource 

availability is rising. A word of caution is appropriate though as to the need for a broader 

scope and higher motivation to enable infrastructure management to see through the 

individual responsibilities and act collectively for the mitigation of shared risks. This 

expands to inter-infrastructure dependencies and taking up this responsibility for the good 

of EU citizens and the costs of coordination is a big challenge that can only be taken up by 
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EU or national authorities. However, at this point in time customers and authorities are not 

informed enough to inspect their requirements and control their interest and thus steer the 

activities towards resilience. 

On the topic of business continuity exercises, network operators point out that the limited 

senior management attention to full scale BCM exercises is fuelled by the fear of causing a 

service delivery failure with disproportional impact compared to the benefit of the exercise. 

The limited exercises add an additional challenge with regard to the effectiveness of 

existing BC plans within and between organisations. Clearly, the 24x7x365 requirement of 

service provision further complicates the issue. 

Challenge Description 

Limited foresight to 

emerging and future 

risk and threats 

There must be the ability to proactively recognise and adapt to 

changes that may lead to disruption in a slow or abrupt way. 

Effort to balance 

policies and 

practices/processes 

This illustrates the difference between policies (good for 

strategy) and process (good for operational reactive stuff). What 

is needed is the alignment of policy with practice (C02). 

Projects may miss 

resilience 

considerations / 

expertise 

It is thus necessary to get designers and security people 

together when technological, implementation or business 

projects are in their infancy. – Basically projects run fast 

neglecting to include resilience and security considerations or 

not having the appropriate skills onboard. 

Resiliency management 

needs multi-discipline 

teams not easily 

available 

The variety of threats demands that people with diverse 

backgrounds need to be engaged in managing resilience. Silo 

approaches to resilience fail. 

Crisis staffing 

requirements 

A critical mass of people must be available to handle process 

and manage data, infrastructure and technology. – Minimum 

staffing requirements. 

Network failures can 

cause a domino effect 

In effect failure of networks can be a cause for their own 

dependencies on other sectors to fail. Understanding the 

(inter)dependencies is critical in avoiding domino failures with 

society wide consequences.  

PCN continuity cannot 

be scoped on 

organisational 

boundaries 

A continuity organisation for public communications networks‘ 

resilience cannot be scoped on the boundaries of organisations 

owning and operating the networks. 

Authorities, customer 

fuzzy requirements and 

Even when engaging customers and authorities it is difficult for 

these stakeholders to inspect their requirements and control 
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direction their interest. 

Borders of 

responsibility 

jeopardize collective 

mitigation 

Extra motivation to enable infrastructure management to see 

through the individual responsibilities and act collectively for the 

mitigation is required. 

Ownership and cost of 

coordinating EU wide 

resilience 

Taking up the responsibility to scope continuity activities for the 

good of EU citizens and bear the costs of such coordination is a 

major challenge. 

Slow communication 

and decision making 

The increasing number of parties and levels of authority lead to 

increased complexity and slow communications and decision 

making. 

Management reluctance 

to tackle risks of BC 

testing 

Limited senior management attention to full scale BCM testing as 

this might have a disproportional impact on service delivery. 

Limited assurance of BC 

plans 

This situation (limited exercises) adds an additional challenge 

with regard to the effectiveness of existing BC plans within and 

between organisations. 

4.5. Commercial & Regulatory challenges 

The members of the Virtual Working Group pointed out the limited customer preparedness 

for spending in support of the development of resilient services. Public communication 

networks are mostly owned and operated by private organisations; making revenues out 

of the services they provide is one of their primary objectives. Due to the heavy 

competition within the industry, investments are usually prioritised towards the 

development of new services and functionalities. Virtual mobile network operators are 

believed to be affected even more due to pressure to keep costs low. It is important for 

organisations to be able to quantify the financial impact and return on investment (ROI) of 

resilience measures. Yet such Key Performance Indicators (KPIs) are missing. 

 

On the other hand, pressure to meet time-to-market limitations and to reduce service 

costs increases the involvement of third parties. Thus in-house knowledge and experience 

of new services and technologies is limited, if available at all. In addition, third parties 

involved in service provision need to establish proper management approaches and new 

contracts and contract fulfilment practices need to be developed. Even then the 

implementation of these contracts may depend on individual consultants, which could be 

critical. Consequently, when it comes to security (and hence resilience) the issue of due 

diligence in contractual relationships is a great challenge. 

 

Finally, in terms of regulation, operators see the lack of EU harmonised regulatory 

requirements as a serious obstacle for standardisation and a major problem in increasing 

resiliency. 
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Challenge Description 

Limited customer 

spending in resilient 

services 

Still there seems to be limited customer preparedness for 

spending that would support the development of resilient 

services. 

New development 

priority over resilience 

Resiliency is considered as a cost centre and investments are 

usually prioritised towards the development of new services and 

functionalities due to the hard competition with other operators. 

Lack of resilience KPIs - 

ROI 

It is important to be able to quantify the financial impact and 

ROI of resilience measures, but such KPIs are lacking. 

Resilience expenditure 

must prove business 

benefit 

The key to selling resiliency internally is to provide quantitative 

figures as to demonstrate business benefit. 

Resiliency in VMNOs 

pressed by budget 
This means that resilience issues or requirements may be 

addressed in insufficient ways due to pressure in keeping costs 

low. 

Rapid deployments = 

limited internal know-

how 

In house know-how and experience on the new services and 

technology, if available, is at least initially limited.   

Multitude of contracting 

agreements (SLAs) 

In order to properly manage all categories of third parties 

involved in service provision, numerous kinds of contracts and 

contract fulfilment practices have to be developed. 

Critical consultants as 

single point of failure 

Identifying critical consultants that must be subject to internal 

human resource management practices is not always 

straightforward. 

Difficulties of due 

diligence in outsourcing  

 

The due diligence of these relationships when it comes to 

security (and hence resilience) is rather limited. 

lack of EU regulation 

harmonization obstructs 

standardisation 

The lack of EU harmonization on regulatory requirements for 

networks that seriously obstructs (even next to impossible) 

standardisation, which are what networks are built-on. 
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5. Resilience activity areas 

The previous chapters have provided an overview of the overall market trends of the 

European communication sectors and the challenges they pose in terms of preserving the 

resilience of underlying communication networks. This background is the basis through 

which this report examines in greater detail proposed activity areas that could improve the 

current resilience level by reaching a common set of minimum measures. This examination 

was possible via an overview of relevant national and international information surveys 

and applicable reports from leading market analyst organisations and EU-funded research 

projects.  

This chapter provides a detailed description of the proposed resilience activity areas. It is 

based on ENISA network provider measures survey in 200811 and includes complement 

from other literature sources.  

Based on the information collected in 2008 stock-taking exercise, three main areas are 

identified: Organisational issues in managing resilience; Business continuity; and Risk 

management. Figure 1 presents an overview of the resilience activity areas that will then 

be detailed further in this chapter. 

In the following sections a detailed description of these proposed resilience activity areas 

are presented with additional references from the surveyed literature that supports, 

refutes or is absent in citing the potential of this areas in practice. 

Each of these activity areas can be easily associated to processes within providers 

activities.   

                                           

11 Available at: http://www.enisa.europa.eu/act/res/providers-measures/files/network-provider-
measures  

http://www.enisa.europa.eu/act/res/providers-measures/files/network-provider-measures
http://www.enisa.europa.eu/act/res/providers-measures/files/network-provider-measures
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Figure 2: Resilience activity areas 

5.1.Organisational Issues in Managing Resilience 

As presented above in figure 1, this area covers network resilience roles and 

responsibilities, maturity of network management processes, threats to the network and 

third party management. 

5.1.1.  Network Resilience Roles and Responsibilities 
The ENISA 2008 survey has unveiled that there is limited integration between risk 

management and business continuity operations into standard operational management 

processes. Essentially, this is usually an ex-post activity instead of ex-ante. This state of 

affairs is specifically applicable to the case of information sharing and emergency 

management. This is also confirmed by other sources. The Swedish Government report 

about cyber-attacks against Estonia emphasised the limited monitoring capabilities of the 

involved operators. This did not allow for early warning and information sharing with other 

opertors.12  

In the same report, the Swedish Emergency Management Agency also commented upon 

the lack of suitably qualified and trained personnel to deal with business continuity and 

                                           

12 Swedish Emergency Management Agency, Large Scale Internet Attacks. The Internet Attacks on 
Estonia. Sweden’s Emergency Preparedness for Internet Attacks (2008) 
http://www.krisberedskapsmyndigheten.se/upload/17021/Large%20scale%20Internet%20attacks_u
tb-ser_2008-2.pdf  
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network resilience. The report indicated that in the case of extensive incidents that have 

societal level impacts, there will be a clear need for specialised manpower to successfully 

deal with such incidents.  This situation is confirmed by the ARECI study that emphasised 

the dependency of future networks upon scarce, highly skilled workforce, especially among 

new operators.13  This trend was also highlighted in other industry research reports that 

emphasised the lack of overarching HR approach to the crisis management within new 

operators.14 

5.1.2.  Maturity of Network Management Processes 
As emphasised in the 2008 ENISA survey, operators face significant challenges in mapping 

their networks. This can be the result in no small part of the existence of three planes 

associated with functionality permitting control of the network, namely the data plane 

(carrying the packets), control plane and the management plane.15 The rise of Internet 

Protocol (IP) networks serves to complicate matters further, particularly with regards to 

the transmission of voice, since the control and management network are no longer 

separate from the data network as was the case with the SS7 signalling protocol, for 

example. Finally, Operational, Administrative, Management and Provisioning (OA&MP) is 

increasingly standardised.16 In addition to these trends, it also important to consider other 

relevant elements such as: 

 pressure to cut costs on OAM&P due to global competition;  

 the greater role of the corporate network resulting from reliance upon the Internet, 

intranets and extranets within the organisation and by society at large;  

 rising opportunity costs of not delivering reliable communications services, forcing 

companies to lose customers and jeopardise relationships with suppliers and business 

partners;  

 additional complexities introduced by new networking technologies, new applications, 

heterogeneous network environments & global telecommunications system;  

 steadily increasing strain on network devices due to the larger number of users and 

emergence of real-time and bandwidth hungry applications.17 

All of these factors lead to a situation where operators of public communication networks 

have had to treat OAM&P more seriously and in a more robust fashion than before, 

increasing their levels of maturity. This has lead to a situation where many of them have 

                                           

13 "The ARECI Study" Final Report – Finding Number 36 p 70 

14 Gartner Group Workforce Continuity Defined September 2008 

15 Greenberg A. et al ―A Clean Slate 4D Approach to  Network Control and Management‖ ACM 
SIGCOMM Computer Communication Review Volume 35, Number 5, October 2005 

16 Kamoun, F. ―Toward best maintenance practices in communications network management‖ 
International Journal of Network Management 2005 Vol. 15 pp 321 - 334 

17 Ibid p 322 
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been seeking investments upon Operation Support Systems (OSS) for 2009 despite harsh 

economic conditions consistent with plans for doing more with existing levels of 

investment and achieving greater operational agility. There has been also a focus upon 

modernisation of existing infrastructure from an end-to-end perspective and the need to 

deal with emerging technologies such as IP Multimedia Subsystem (IMS) all IP for voice 

and data and fibre.18 All of these elements have complicated the ecosystem that must be 

understood in order to determine resilience (both at organisational and national levels). 

Incumbent operators have been working towards the overall management of these trends. 

However, new telecommunication operators, including VNOs, seem to have more informal 

OAM&P practices. The new crop of virtual network operators (e.g Virgin Mobile, which uses 

T-Mobile‘s network), however, may focus on just these issues and be relatively mature 

since this is what constitutes a large part of their business activities as infrastructure 

issues are handled by the larger operator. However, these situation increases the overall 

complexity of operational activities especially when the issue of infrastructure sharing is 

taken into consideration. Recent examples include arrangements set up between Vodafone 

and Orange in the UK and Spain in 2007 and 2006 respectively, the 2005 Hi3G Access 

Sweden and Vodafone Sweden 3G Infrastructure Services Joint Venture, Vodafone and T-

Mobile‘s agreement in the Czech Republic in September 2006 and E-Plus and Group3G in 

Germany 2001.  

Irrespectively of the situation, data from ENISA indicates, nevertheless, that deployment 

of technical resiliency measures among these comprehensive set of operators of public 

communication networks is widespread. MPLS, for example, is deployed by 80% of those 

polled in a recent study, while only 27% of those questioned have deployed IPv6. DNSSEC 

deployment was lower with 22% having deployed the technology.19 Still, work needs to be 

done to overcome these shortcomings and in understanding the mutual interdependencies 

among the various different actors operating in this domain.  

5.1.3.  Threats to the Network 
Given the importance of measurement to network management, it is surprising to find that 

the 2008 ENISA survey has confirmed what has also been indicated in the ARECI study: 

―reliability and security metrics for future networks are immature.‖20 Respondents to the 

ARECI study have also concluded that there will be greater external threats to future 

networks especially in light of the constant evolving nature of infrastructures and 

applications that generates new vulnerabilities and additional operational complexities. 

                                           

18 Gartner Group TM Forum Management World 2009 Highlights the Importance of Infrastructure 
Modernisation to prepare for the next wave of Technology Innovation May 2009 

19 ENISA Stock Taking Report on the Technologies Enhancing Resilience of public communication 

networks in the EU Member States 2008 

20 Bell Labs and Professional Services Alcatel-Lucent; Availability and Robustness of Electronic 
Communications Infrastructures "The ARECI Study" Final Report Finding 34 p 70 
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As complexity in future networks grows the ability for them to assume autonomic 

capabilities (be self-managing and healing) will become more important.21 They will be 

more difficult to manage given different architectures, equipment from multiple suppliers 

and a broad range of highly interfaced systems.  

As evident from the ENISA 2008 study, current approaches to managing the security of 

networks, particularly best practice that has grown up around the PSTN will no longer be 

tenable.22 This state of affairs has important ramifications for reliability and resilience and 

network management activities. Respondents to the ARECI study recognised this with the 

identification of a requirement within future networks that they have automated security 

status monitoring functions, should be able to discover end-user device capabilities (in 

order that overall network resiliency objectives be achieved, for example) and would rely 

heavily upon dynamic network controls which would themselves be more easily 

accessible.23 Other characteristics of autonomic networks which would become useful in 

the context of resilience would be the opportunity for ‗early warning‘ mechanisms to be 

built in. 

5.1.4.  Third Party Management 
Another characteristic of this complexity is the use of third parties. This was accepted as a 

risk in the 2008 ENISA survey and confirmed also into the ARECI study with a specific 

reference to the outsourcing of hardware and software development.24 Third party 

management is not just a technological issue. It involves, instead, a comprehensive set of 

operational and legal aspects that need to be taken into strict consideration. There are 

issues of the financial and operational stability of operators in terms of supply chain and 

first and second level support. This is particularly evident in the case of software-based 

solutions where operators are not just expected to look at new functionalities but also 

overall support and understanding of new technological risks.  

Although there is a consolidated contractual practice in managing third party, it is evident 

that the constant pressure for the delivery of new services and functionalities as to 

increase revenues may led to cases where appropriate legal and operational controls are 

levied or overlooked exposing operators to un-identified threats to the resilience of their 

communication infrastructures. 

                                           

21 Dobson, S. et al. A survey of Autonomic Communications ACM Transactions on Autonomous and 

Adaptive Systems, Vol. 1, No. 2, December 2006, Pages 223–259. 

22 "The ARECI Study" Final Report Finding No. 43 p72 

23 Ibid p 78 

24 Ibid  Finding No. 65, 76 and 77 - see also Robinson, N. et. al, Security Challenges to the use and 
Deployment of Disruptive Technologies; Final Report Case Study on Trusted Computing RAND Santa 
Monica www.rand.org/pubs/technical_reports/TR406/ 2006 

http://www.rand.org/pubs/technical_reports/TR406/
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5.2. Business Continuity  

The Business Continuity area covers four different subgroups as presented in figure 2. 

 

 

Figure 3 

These cover a range of measures designed to provide for business continuity, including the 

preparation of plans, availability of critical infrastructures, execution of testing and 

exercises and co-ordination amongst peers and other stakeholders. Additional evidence 

confirms these findings regarding the gaps in practice, particularly in regard to the 

operational focus on business continuity and immaturity of information exchanges between 

the public and private sectors. The latest analysis from Gartner Group indicates that EMEA 

countries spent 4.3% of IT budgets on security (including Disaster Recovery) measures.25  

At the same time, according to the Business Continuity Institute (BCI)‘s report for 2009, 

things remain poor regarding adoption of business continuity measures by its membership 

in the United Kingdom. In 2009 52% of those polled in its survey reported having a BCM 

plan in place, up from 47% in 2008.  

Respondents (including telecommunications organisations) to the 2009 Business 

Continuity Institute survey indicated that around 52% had a BCM plan in place (compared 

to 47% in 2008). 

                                           

25 Gartner Group IT Key Metrics Data 2009: Key Information Security Measures: Organisations 
Including Disaster Recovery by Region December 2008 
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Furthermore, given recent economic context there is a clear need to consider in the 

broadest sense the sort of risks that would need to be treated from a business continuity 

standpoint. This was highlighted in a recent article for the Business Continuity Institute, 

which argued that treatment of business risks and operational risks as two separate 

domains is no longer viable.26 The chart below illustrates this point, with the authors 

suggesting that those areas highlighted in red which are normally out of the purview of the 

Business Continuity Manager should be approached in a more co-ordinated fashion in 

order to achieve a more mature approach to Business Continuity Planning. 

 

 

Figure 4 Theoretical Risk Radar 

Source: Continuity May/June 2009 p 29 

The relative immaturity of new entrants with regard to these domains was echoed by the 

elsewhere with the identification of more ‗exotic‘ types of telecommunication operators 

(such as VMNOs) as having simpler security and reliability programmes.27 

5.2.1.  Business Continuity Strategy for Network Resilience 
It is recognised that business continuity management and business process management 

are ‗essential domains‘ within a company but are often ‗not applied in an integrated way‘ 

rather treated as separate operational fields‘.28 It is clear that in recent times business 

                                           

26 Hindson, A. and Harmer, S.; The role of resilience in an uncertain world Continuity: The Magazine 
of the Business Continuity Institute May / June 2009 pp 29 - 30 

27 "The ARECI Study" Final Report Key Findings pp 72 

28 Tjoa, S. Jackoubi, S. and Quirchmayr, Enhancing Business Impact Analysis and Risk Assessment 
applying a risk aware Business Process Modelling and Simulation Methodology IEEE Proceedings of 
the Third International Conference on Availability, Reliability and Security 2008 
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continuity has become a top priority in the telecommunications sector, being rated in 2007 

as the number 1 issue driving their information security spending by executives. Still, 

commitment to business continuity is not evident when looking at specific implementation 

data.  

In its 2009 Predicts, Gartner Group found that few organisations are seriously pursuing 

business continuity certification. More seriously, it found that more than 50% of large 

enterprises conducted layered business continuity recovery practices while estimating that 

less than 1/3rd of midsize organisations do the same.29 Furthermore, the growth in SaaS 

and cloud computing service providers looks set to make this situation worse, as currently 

such service providers do not adequately address these needs from the perspective of the 

customer. Gartner also found that a number of companies are bringing their disaster 

recovery operations ‗in-house‘ one of the reasons for this is distance to the recovery 

centre, but also the expense of major recovery providers and inflexibility of contracts 

which may be placed over a three to five year timescale.  

There are a number of reasons why appropriate business continuity management 

processes and approaches have not been more widely adopted, including the large initial 

capital investment required for such programmes, the existing requirements present in 

some sectors for business continuity planning (BCP), the complexity of determining 

adequate provision (and having this externally certified, thereby acting as a market 

differentiator and therefore being attractive to business) and the skewing of the supply 

chain to larger organisations (given the tailored nature of existing BCP solutions) who can 

afford to make investment in recovery planning and management programmes. Finally 

there is fear that exposure of gaps in recovery and availability measures will expose them 

to legal liability. 

5.2.2.  Business Continuity Testing 
The effectiveness of business continuity can also be assured if appropriate testing is 

undertaken. Whilst it might be easy to indicate that BCP exercises should take place to the 

fullest extent possible, in reality no operator will take the risk of constituting an entire fully 

fledged exercise, for fear of something going wrong and the lost revenue. In reality, 

network operators work on the basis of confidence –testing takes place to establish a 

degree of confidence but not certainty that measures will be appropriate and sufficient to 

deal with an issue should one occur. The commitment to testing was also referenced by 

Gartner Group in recent research, which commented upon differences in testing between 

in-sourced and outsourced operations.30 Finding No. 58 of the ARECI study also 

highlighted that although mutual aid is seen as essential for emergency incident response, 

it is all too often undertaken on the basis of informal networks. This is especially the case 

with new entrants with lagging structures and procedures. Operators in the Netherlands 

have been in agreement to implement measures to address serious disruptions under the 

NACOTEL. This includes agreements to employ their best efforts to establish their own 

                                           

29 Gartner Predicts 2009: Business Continuity Management Juggles Standardisation, Cost and 
Outsourcing Risk Predicts 2009 p 1 

30 Gartner Group Q&A Benefits and Success of Insourced v.s. Outsourced Disaster Recovery 2009 
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contingency plans, establish a crisis management organisation and disseminate evidence 

of the production of the contingency plan. This covered the four major operators in the 

Netherlands, namely, BT, Entertel, KPN, Telfort, Orange, T-Mobile and Vodafone as well as 

the National Regulatory Authority (NRA).31 

The complexity of undertaking business continuity testing is also confirmed in specific 

industry data. The French CLUSIF survey for 2009, for example, indicated that 40% of 

participants still do not have a business continuity plan, although 28% consider that they 

have a plan in place covering all their critical activities. Despite 72% of those having a plan 

reporting that they test at least once a year, these activities are still restricted to IT 

services and not across all departments (i.e. a business process test).32 Overall data for 

France regarding business continuity remained largely stagnant compared to 2006. The 

UK‘s 2008 Information Security Breaches Survey reported that 48% of respondents 

indicated that business continuity plans had not been tested in the last year.33 Still, the 

same survey indicated that 68% and 60% of respondents view business continuity in a 

disaster situation and prevention of downtime and outages as key drivers for security 

spending respectively.34 

5.2.3.  Critical Infrastructure Services, Availability and 
Interdependencies  

The German Federal Office for Information Security (BSI) commented that not only is the 

telecommunication sector considered as a critical infrastructure in its own right, but rather 

is a basic infrastructure upon which all others rely.35 The importance of 

telecommunications as a critical infrastructure is acutely highlighted by the role of 

submarine cables for the transmission of voice and increasingly data and internet traffic. 

Submarine cables carry 95% of the world trans-oceanic telecommunications traffic. Recent 

data from the International Submarine Cable Protection Committee36 illustrate the network 

of submarine cables globally (Fig 6). 

                                           

31 National Telecommunications Contingency Plan NACOTEL National Policy on Contingency Planning 
and Crisis Management in the Telecommunications Sector available at: 
http://www.oecd.org/dataoecd/53/23/36700417.pdf 

32 CLUSIF (Club de la Securite de l'Information Francais); Information Systems Threats and Security 

Practices in France 2008 Edition: Companies over 200 employees; Local Authorities and Internet 
Users p 32 

33 Department for Business, Enterprise and Regulatory Reform 2008 Information Security Breaches 
Survey Technical Report http://www.pwc.co.uk/pdf/BERR_ISBS_2008(sml).pdf p 3 

34 ibid p 14 

35 Federal Office for Information Security, Information on Critical Infrastructures – Information 
Communications Technology available at: http://www.bsi.de/english/topics/kritis/ 

36 International Submarine Cable Protection Committee: Critical Infrastructure: Submarine 
Telecommunications Cables 2009 available at: 
http://www.iscpc.org/publications/Critical_Infastructure_2009_V2.pps 

http://www.pwc.co.uk/pdf/BERR_ISBS_2008(sml).pdf
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Figure : Global Submarine Cable routes Global Submarine Cable routes 

 

Source: International Submarine Cable Protection Committee 

 

The requirement of considering the resilience of these cables was amply demonstrated by 

a number of events, most notably the Hengchun earthquake of December 2006 (Fig 7) 

and the previously quoted disruption to SEA-ME-WE 4 (Fig 8) in January 2008. 
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Figure 5 Location of disruption to submarine cables associated with the Hengchun earthquake December 

2006 

 

Source: International Submarine Cable Protection Committee 

 

In the case of the Chinese earthquake, connectivity was seriously disrupted with major 

outages occurring to email and a range of other Internet based services (including the 

financial markets). Full restoration took 2 months.  
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Figure  Location of disruption to SEA-ME-WE 4 submarine cable at landing point #5 January 2008 

 

Source: International Submarine Cable Protection Committee 

 

Although service was quickly restored in the January 2008 SEA-ME-WE 4 incident, a 

number of services were affected. In many cases speedy return to service depends both 

on the characteristics of the network (being resilient in and of it) but also speedy actions 

toward restoration by, for example, submarine repair vessels. 

In this way this narrow example highlights more general points regarding 

telecommunications as a critical infrastructure – namely that the global nature of the 

infrastructure can have significant widespread impacts, there exist significant 

dependencies, and finally, that although restoration services are in place, these may not 

necessarily be globally consistent. 

Reading from the literature, the existence of identified gaps in measures taken by 

telecommunication operators in dealing with critical infrastructure challenges are not 

widely advertised. The obvious rationale is the sensitivity of many of these discussions, 

which may take place in trusted, closed forums such as those described. Still, industry 

reports suggest that there is poor consideration of availability and location risks when 

undertaking decisions about data centre sitting and location. Organisations participating in 

Gartner‘s 2008 Data Centre Conference were found not to be considering location risks 

(such as the proximity of operational and backup data centres such that they might be 

affected by the same incident) and availability risks following the outsourcing of 

information processing activities. This was due to the trading off of the ability to recover 
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from a major disaster for ease of recovering from a local outage for cost saving reasons, 

rendering the organisation as a whole vulnerable.37 

5.2.4.  Emergency Planning Preparedness 
Building upon the 2008 ENISA report, Emergency Planning Preparedness is an area lacking 

senior management attention. This is in line with a number of findings from the ARECI 

study that has also indicated gaps in regard to emergency planning preparedness. The 

study found that there was limited sharing of emergency information during incidents 

(Finding No. 70), varying levels of emergency preparation (Finding No 18) for natural and 

man-made disasters. Moreover, the same study indicated that, although the importance of 

emergency exercises as being essential form of preparation was recognised, they were not 

sufficiently utilised. Periodic testing was not seen as common practice for most network 

operators and whilst most service providers considered that they had some kind of plan, 

this may only exist as a mental model rather than a fully tested set of policies and 

procedures (Finding No. 60). The absence of trans-border disaster recovery arrangements 

and minimal information sharing between critical infrastructure sectors was also 

highlighted38 as was potential existence of vulnerability in logically separate 

communication networks for critical infrastructures whose physical separation cannot be 

assured (Finding No. 85). 

Gaps in the establishment of operational channels between operators of public 

communication networks and different government stakeholders were also indicated as a 

major resilience shortcoming. This has been confirmed in the ARECI study that indicates 

that those operators displaying low levels of maturity regarding the adoption of best 

practices (Levels 1 Novice and 2 Basic) reported a number of concerns, around for 

example recognition of ―future network operators…as part of the critical infrastructure‖; 

the timing of engagement between government and network operators (with the network 

operators expressing the concern that public sector engagement with them was on a 

superficial basis). Furthermore, these same operators were found to conduct emergency 

preparedness activities on a largely informal basis, using informal and ad-hoc responses. 

Those operators at a ‗Common‘ level of maturity, instead, reported significant issues 

between collaboration between government and industry. It was also reported that 

operators felt the need to improve information sharing during an emergency. In particular, 

operators reported dissatisfaction in the yield of government partnership arrangements 

and a feeling of not being treated as an equal partner by government. Conversely, the 

public sector considered that the private sector did not contribute enough technical 

expertise.  

                                           

37 Gartner Group Research Too Many Data Centre Attendees Are Not Considering Availability and 
Location Risks in Data Center Siting and Sourcing Decisions January 2009 pp1-2 

38 "The ARECI Study" Final Report Findings 84 (p 83)and 92 (p 85) 
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5.3. Risk Management 

The third main area for resilience activities concerns risk management. Its maturity level 

and the management of interconnection risk and their monitoring will be presented in this 

section. 

 

 

Figure 6 

Additional sources seem to support the existence of such activities, particularly with regard 

to risk management processes and high level / board level commitment to risk 

management. This is surprising given the existence of significant guidance regarding 

conducting risk assessment / management in a number of areas. 

5.3.1.  Risk Management Maturity Level 
The adoption of risk management techniques has generally become more widespread 

given the significant extent of guidance and material now in the public domain about how 

to conduct risk management. The 2007 PwC Global State of Information Security Survey 

for the Telecommunications Sector reported that the majority of respondents confirm their 

organisation had an overall information security strategy in place (60%) and prioritises 

data and information assets according to their risk level at least periodically (76%). 

However, the 2007 survey also indicated that the sector may not be keeping pace in 

specific areas that impact the telecommunications business model. Six out of ten 

Organisational 
Issues in Managing 

Resilience

Network Resilience Roles 
and Responsibilities

Maturity of Network 
Management Processes

Threats to the Network

Third Party Management

Business Continuity 
(BC)

BC Strategy for Network 
Resilience

Business Continuity 
Testing

Critical Infrastructure 
Services and Availability

Emergency Planning 
Preparedness

Risk Management

Risk Mangement 
Maturity Level

Risk Management 
Interconnection and 

Monitoring



 

 

Measures associated to resilience challenges 37 

respondents to the 2007 survey indicated that their organisation does not perform an 

enterprise risk assessment either annually or semi-annually.39  

Data from 2007 also indicate that ―infrastructure protection became a near term priority‖, 

with the telecommunications sector more likely than others to experience incidents that 

exploit networks (29% vs. the cross industry average of 23%) and impact service levels 

by slowing networks or rendering them unavailable (44% vs. cross industry average of 

38%). 62% of respondents to the 2007 survey indicated that their organisation‘s security 

policy does not address software development lifecycle issues (SDLC).  

Communication of security to senior management (and their engagement) was identified 

as a problematic challenge in 2007, with 26% of respondents to the PWC survey indicating 

that their companies spending on information security is aligned to business objectives. 

50% indicated that their company did not engage business and IT decision-makers in 

addressing information security and there was a lack of measurement and adjustment of 

the information security policies and procedures with nearly half (47%) of those surveyed 

indicating that their organisation has not measured or reviewed the effectiveness of its 

information security policies and procedures. Furthermore, 68% of respondents from the 

telecommunications sector indicate their organisations security policies do not include the 

classification of business data, something that is necessary for a systematic risk 

assessment. 

Furthermore, a variety of incidents such as natural disasters, physical and logical accidents 

and errors and human directed events (either malicious or accidental in nature) have 

alerted executives of the need to consider risks to the ongoing functioning of their 

organisations. However, there are a number of worrying trends. Firstly, there are 

organisations that still do not fully appreciate the need to take risk management seriously 

despite the wealth of guidance and material available about how to conduct a risk 

assessment (such as the ALARM / AIRMIC Risk Management Standard.40 

The 2008 PWC Global Information Security Survey for the communications sector indicated 

surprisingly that approximately 4 out of 10 respondents could not answer basic questions 

about the information risks that their organisation faces. Furthermore whilst there was an 

increase from 46% in 2007 to 61% in 2008 of telecommunications companies reporting 

the use of internal risk assessments, this still represents less than 2/3rds of those 

participating. Similar, 58% reported using a centralised Information Security Management 

process (up from 48% in 2007).  

Other industry research of late indicates that there is a growing focus upon availability risk 

in operational risk management activities and for those organisations that have a culture 

of risk management, enterprise level BCM activity is moving to the enterprise risk 

                                           

39 PriceWaterhouseCoopers & CIO Magazine Global State of Information Security Survey 2007 p 1 

40 The Institute of Risk Management, the Association of Insurers and Risk Managers (AIRMIC) and 
ALARM: The National Forum for Risk Management in the Public Sector: A Risk Management Standard  
AIRMIC, ALARM, IRM 2002 
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management function.41 Despite the same research indicating that many organisations 

were adopting an all hazards approach to expanded risk scenarios, outages of seven days 

were still the norm.42 

The French CLUSIF survey revealed more worrying data regarding gaps in resiliency 

measures. Its 2009 survey which included telecommunication companies revealed that 

30% of companies conducted a risk assessment with the results being used in 41% of 

cases to structure investment. 36% of companies perform risk assessments for new IT 

projects and 37% perform risk analysis from ‗time to time‘. Responsibility generally lies 

with the Chief Information Security Officer (CISO).43  Meanwhile, in Germany, the BSI 

Security Survey 2009 reported that just over half of respondents (55.3%) from the private 

sector invested in security measures as a consequence of conducting risk assessments. 

Furthermore, 34.6% did so using industry practice.44 In the UK, the 2008 Information 

Security Breaches Survey (ISBS) reported that, 52% reported that they did not carry out a 

formal risk assessment.45 The percentage of large businesses conducting a risk 

assessment however rose to 77%.46 

5.3.2.  Risk Management Interconnection and Monitoring 
Within the telecommunications sector, the ENISA 2008 survey has found that minimal 

network management information is shared between backbone and core network 

operators and access service providers.47 Despite a recognition that positive information 

sharing role models existed in Europe, there remained serious concerns about the 

exchange of information both within industry and between industry and the Member 

States. This was particularly referenced in regard to the sharing of network security 

incidents despite reports of informal security incident information sharing between industry 

players. This is particularly relevant in the case of interconnection. The ARECI study, in 

particular, has concluded that for those telecommunication organisations with a Common 

level of maturity (which the study characterised as Maturity Level 3) interconnection 

testing was not undertaken according to specific procedures and framework. Respondents 

in this study reported that testing was done merely on the basis of observation of traffic 

                                           

41 Gartner Group Research Roundup: Business Continuity Management and IT Disaster Recovery 
January 2009 p4 

42 Ibid p 4 

43 CLUSIF (Club de la Securite de l'Information Francais); Information Systems Threats and Security 
Practices in France 2008 Edition: Companies over 200 employees; Local Authorities and Internet 

Users pp 20-22 

44 Federal Office for Information Security; The IT Security Situation in Germany in 2009 BSI, Berlin, 
2009 

45 Business Enterprise and Regulatory Reform 2008 Information Security Breaches Survey Technical 
Report http://www.pwc.co.uk/pdf/BERR_ISBS_2008(sml).pdf p 3 

46 Ibid p 8 

47 "The ARECI Study" Final Report  Finding No 91 p 85 

http://www.pwc.co.uk/pdf/BERR_ISBS_2008(sml).pdf
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characteristics and tailored testing procedures. Furthermore the study reported that 

interconnection testing was overlooked and co-operation existed at the lowest possible 

(technical levels) to resolve interconnection issues.48  

When it comes to the specifics, respondents also commented that security integration and 

interoperability testing guidelines were found to be inconsistent with the use of a lab based 

approach by some operators, while others rely upon trust of the suppliers. This issue was 

present in integration in individual networks, between two or more technologies and two 

or more networks (Finding No. 61). Furthermore, there was an absence of Quality of 

Service (QoS) and performance agreements in the interface between network operators 

(Finding No. 62) 

  

 

 

  

                                           

48 "The ARECI Study" Final Report  Finding No 31 p 69 



 

 

Resilience of European Networks 
 

40 

6.  Measures Addressing the Challenges 

The two previous chapters have provided a description of the challenges affecting 

resilience and the proposed activity areas in this field. In this part we will merge both ways 

of looking at resilience by presenting guidance and associated list of measures. This 

chapter identifies the necessary actions to address the challenges presented previously 

with a list of high level guidance and associated specific measures and controls. This 

guidance has been distilled from a range of primary international best practices and 

standards having specific reference to resilience and information & network security and 

the output of ENISA resilience Virtual Working Group, using a detailed methodology 

described in Appendix 2.  

It has to be viewed as an attempt to create a common set to assist resilience experts in 

fostering the engagement of their senior management as well as supporting open 

information exchange amongst peers. It is evident that to be effective it needs to be 

properly implemented via appropriate controls supported by a common resilience strategy. 

These two elements are specific to each operator but there is already an extensive set of 

consolidated best practice able to support the formulation of appropriate controls and 

resilience strategies. 

Within each challenge area and the related activity area, the measures are presented first 

at high level and then at a more specific level. To get more detailed information on the 

measures, readers are invited to look at the ―VWG Challenges and measures‖49 document 

where more information is provided. The detailed measures are prefixed with ―Mnum‖ 

where ―M‖ relates to measures and ―num‖ is the measure identification number in the WG 

document.  

Each measure is also prefixed with a measure rating in three different areas: Time to 

implement (TTI); implementation cost (IC); and impact on resilience (IR). A code of colour 

indicates the measure rating with green for low, yellow for medium and red for high.  

6.1. Infrastructure measures 

The measures related to infrastructure challenges are grouped by resilience activities 

areas.  

6.1.1.  Organisational issues in managing resilience 
The good practices measures identified in this area are presented below: 

 Formalise communications between Network Operations Centres establishing 

responsibilities for the management of shared infrastructure and for the reporting 

of large scale incidents affecting such infrastructure using appropriate interfaces 

and procedures. Request providers and suppliers to provide proof of their resilience 

                                           

49 http://www.enisa.europa.eu/act/res/providers-measures/files/vwg-challenges-and-measures/  

http://www.enisa.europa.eu/act/res/providers-measures/files/vwg-challenges-and-measures/
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arrangements as well as their capacity to respond to emergency requests to help 

encourage shared infrastructure management responsibilities.  

o M07 (TTI/IC/IR) - Transparency of shared physical infrastructures and 

identification of critical parts. Such as submarine fibre cables, cable landing 

stations national fibre crossings. Obtaining the information on the resilience 

levels of the shared infrastructure at the design time can facilitate easier 

implementation with no time delays.  

 

o M01 (TTI/IC/IR) - Shared Infrastructure management responsibilities. 

Responsibilities for managing functions of shared components have to be 

clearly defined. This should be implemented by means of clear SLAs for all 

parties sharing this component, stating the responsibilities for maintenance, 

management (including monitoring) of the component. Error messages, 

malfunctions and security incidents tracked have to be communicated to all 

users of the component. 

 

o M05 (TTI/IC/IR) - Shared Infrastructure Incidents reporting is a mutual 

obligation, appropriate interfaces and procedures. The user of the shared 

component has to provide the appropriate interfaces to enable the (mutual) 

communication of incidents regarding the shared components. 

 

 Establish minimum network management controls to promote reliability of 

interconnected networks, to include interconnection, maintenance and peering good 

practices. 

o M12 (TTI/IC/IR) - Interconnection & peering, operation and maintenance 

good practices. Promote and adopt good practices for the operation and 

maintenance of interconnections and peerings throughout the industry. Such 

practices must be widely known and accepted as a reference (e.g. Best 

Current Practices). 

o M13 (TTI/IC/ IR) - Interconnections & Peering code of ethics. Develop a 

code of ethics for peer relationships and termination of peering / 

interconnections. 

 Promulgate a consistent route policy between network operators and service 

providers as per interconnection and peering operation and maintenance good 

practices. 

 Define bilateral technical agreements between interconnecting networks to address 

issues of significant fault isolation covering shared infrastructure management 

responsibilities, the inclusion of such shared infrastructures in risk assessments and 

business impact assessments and dissemination of the results of audits of shared 

infrastructure components. Such agreements may also identify shared physical 

infrastructures and the identification of critical elements and may include triggers 

for activation based on inputs from systems that monitor disruption to 

infrastructure and utilities.  

o M02 (TTI/IC/IR) - Critical Assets (Including Shared Infrastructure/Third 

party services) are in scope of Information Security Management. The 

information security cannot be reduced only to the internal components. 
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Lists of external partners/service providers and externally owned 

components have to be maintained and the provision of their service has to 

be monitored. In case where external providers have access to the internal 

information resources, controls have to be in place in order to maintain the 

necessary level of security. 

 M54 (TTI/IC/IR) - Infrastructure interdependencies – Focus on identifying practical 

issues and risk mitigation. The issue of infrastructure interdependencies deserves 

special attention as it can lead to major outages of critical infrastructure 

components spanning different sectors (e.g. electric grid). Effort has to be invested 

in practical issues concerning the identification of infrastructure dependencies and 

mitigation of existing risks. Infrastructure owners must identify their own needs 

and promote mitigating solutions engaging the corresponding infrastructure owners 

and national or EU structures. 

 

 M39 (TTI/IC/IR) - Volunteer ―virtual‖ database of cable infrastructure against 

digging works accidents. Establishment of voluntary on demand information sharing 

scheme with third parties to avoid cable damages due to digging works. A 

consideration that needs to be addressed is overcoming limitations by perceived or 

actual data sensitivity. Careful use of shared data, anonymisation and trusted third 

parties to handle the request and possibly the delivery of the needed information 

could be considered. 

 

6.1.2.  Business continuity measures 
The measures in the field of business continuity are: 

 Implement geographic diversity within network operators and service providers in 

relation to back-up systems and critical facilities links  

o M06 (TTI/IC/IR) - Shared Infrastructure / Collocation - develop resilience 

ratings, metrics and KPIs. Development of KPIs concerning resilience and in 

particular common network resilience design. The goal is to create an 

operating environment where the sharing of infrastructure is not exposing 

operators to additional risks. The same approach should also apply in the 

case of collocation where common physical and network resilience have to 

be identified. 

 M08 (TTI/IC/IR) - Critical Infrastructure component owners establish permanent 

trustworthy communication channels. A communication channel between relevant 

operators of (components of) critical infrastructures has to be established. The 

coordination of such expert groups might be headed by public authorities, i.e. 

public crisis management teams. 

 M09 (TTI/IC/IR) - Exercises include communication channels and emergency plan 

testing with inter-dependant critical infrastructures. Exercises including a provider 

of critical infrastructure have to be performed in order to check the effectiveness of 

established communication and of the available emergency plans. 

 

6.1.3.  Risk management 
The measures in the field of risk management are: 

 The individual responsible for security and resilience must leverage applicable 

international practices to shape a comprehensive risk management methodology at 
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the tactical and strategic level. This would assess the criticality of shared 

infrastructure and third party services to evaluate the need for inclusion within the 

scope of the Information Security Management effort. As such, shared 

infrastructure components must be included in risk assessments and business 

impact assessments leveraging inputs such as: The mutual mandatory reporting of 

incidents affecting shared infrastructures and the communicated audit results. 

Incident reporting and communications to stakeholders may also be part of this 

methodology including awareness raising on security practices and incident 

notification. 

o M03 (TTI/IC/IR) - Shared Infrastructure Components included in Risk 

Assessments and Business Impact Assessments. Each user of shared 

components (i.e. components that are external to the organisations) has to 

assess the risks that are connected to the usage of those components. This 

includes organisational (e.g. personnel issues), impact of non-availability, 

procedures to deal with information security incidents and potential 

damages. The assessed level of risk has to be acceptable/ to comply with 

the existing internal security policies, that is, an incident/failure should not 

jeopardise the businesses of the users of shared components.  

o M04 (TTI/IC/IR) - Shared component (Infrastructure/Service) audits results 

are communicated to the users. In order to verify that the agreed 

responsibilities are being carried out by the provider of shared equipment, 

the user of a service (i.e. component) has the right to be informed about 

audits that take place in the organisation of the ―owner‖ of the shared 

equipment. 

o M20 (TTI/IC/IR) - Incident reporting and communication to stakeholders. 

Information about security breaches has to be collected and communicated 

within infrastructure owners/operators to mutually inform each other but 

also the customer base. 
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6.2. Technology measures  

The measures related to technology challenges are grouped by resilience activities areas.  

6.2.1.  Organisational issues in managing resilience 
The good practices measures identified in this area are presented below: 

 

 Manage, monitor and forecast the introduction of new services vis-a-vis existing 

ones and conduct an assessment as to the compatibility of their features as they 

relate to the provider‘s overall approach to resilience. 

o M55 (TTI/IC/IR) - Life Cycle - Design & Implementation: New project teams 

include Resilience, BC, RM, IS experts. Organisations must include resilience 

in the agenda of a project since the early design of a new product or service. 

Putting together project teams that include people with a business/service 

continuity, risk management and Information Security background will raise 

the importance of issues that affect resilience. 

o M14 (TTI/IC/IR) - New tech platforms are assessed for resilience features 

and compatibility. Security characteristics of newly introduced technologies 

have to be investigated by the network owners before the implementation of 

new products and services, especially with regard to security, resilience and 

contingency. Capabilities and pre-requisites for their availability and desired 

performance have to be compatible with the intended use and deployment 

environment. This would take into account the co-existence with old 

technologies and existing operational model. 

o M58 (TTI/IC/IR) - Life Cycle - Design & Implementation: Full Integration 

with OSS/BSS is part of all deployment projects. The management of new 

technological components has to comply / be adaptable to the management 

practices followed in the existing network. Even in the case of a proprietary 

product, integration with existing Operational Support Services / Business 

Support Services has to be performed. 

o M16 (TTI/IC/IR) - End-point security practices, awareness raising. 

Awareness programs have to be deployed to ―educate‖ end users about the 

way of securely coping with their devices. 

 Engage technology providers when devising processes for planning, implementing, 

evaluating and testing major evolutions of the operator‘s network. 

o M56 (TTI/IC/IR) - Life Cycle - Design & Implementation: Vendor RFIs and 

RFQs explicitly request resilience considerations to be addressed. Requests 

towards vendors in the form of RFI and RFQs should be used to leverage the 

resilience aspects of requested product or service. For example proposed 

architectures must describe clearly how different types of traffic (Control / 

Management / End-User traffic) are transmitted, separated and protected. A 

communications matrix should be requested where appropriate. 

o M59 (TTI/IC/IR) - Life Cycle - Design & Implementation: New platforms 

assured compatibility with existing infrastructure. Test environments have to 

be developed to extensively test new products with regard to their co-

existence with existing components. 
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6.2.2. Business continuity measures 
The measures in the field of business continuity are: 

 Network providers should acquire necessary emergency technological and 

communication tools, which also need to be submitted for regular testing. 

 M61 (TTI/IC/IR) - Life Cycle - Commissioning & Acceptance: Tech platform 

acceptance testing incorporates resilience features of the system. An acceptance 

process should be existent before providing a new service to the market. Testing 

and validating the resilience features and the suitability of risk mitigation practices 

shall be part of the acceptance. Testing must be performed both at the component 

(node) and system level. Testing scenarios could be leveraged for planning BC 

exercises. 

6.2.3.  Risk management 
The measures in the field of risk management are: 

 Assess the characteristics of new services as regards resilience prior to their 

development, implementation and release. In particular, the capabilities of 

technology platform deployments for incident detection and incident management 

should be evaluated early enough on in the commissioning and acceptance phase of 

new platforms. 

o M57 (TTI/IC/IR) - Life Cycle - Design & Implementation: Vendors to deliver 

risk assessment report and risk mitigation practices for new deployments. 

Risk assessment reports covering the design and implementation phases of 

new products have to be part of the delivered material for new products 

(especially covering continuity and resilience issues). This can be considered 

as a maturity characteristic of new products and implementations. 

 Monitor the surrounding technological space to anticipate potential new threats 

and vulnerabilities, including the EU-wide monitoring of technology platform 

exposures and mitigation, pan EU co-ordination for cross border risks and EU wide 

monitoring and early warning for external threats. 

o M62 (TTI/IC/IR) - Tracking of technology platform exposures and mitigation 

at EU level. Hardware / software vulnerabilities/risks tracking and resolution. 

A form of shared intelligence as network failures effect all. Coordinated 

actions and tracking of critical exposures mitigation. 
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6.3. Operational processes and people measures 

The measures related to operational processes and people challenges are grouped by 

resilience activities areas.  

6.3.1.  Organisational issues in managing resilience 

The good practices measures identified in this area are presented below: 

 Operators should implement industry standards for Operations, Administration, 

Management and Provisioning (OAM&P) security and appropriately include 

resilience as part of OSS/BSS. Such OAM&P standards should be suitable for work 

in high pressure environments and should be consistent with existing information 

flows. Finally operations and network management staff should adopt and use, 

where appropriate existing best practices. 

o M25 (TTI/IC/IR) - Operations and network management uptake and usage 

of existing standards and best practices. Orientation towards existing 

network management standards and good practices (both technological and 

operational) is a key issue to be enforced for new products and services. 

Compliance with such standards has to be evident through functional and 

quality characteristics of new products (including their deployment process). 

o M21 (TTI/IC/IR) - Operational processes are integrated with established 

information flows. Good integration of network management with other 

management disciplines within the organisation seems to be a key issue in 

mastering the complexity of changing network technologies. In this respect, 

integration with risk, asset, security, continuity and incident management 

are essential. Furthermore, the interfaces to mature change, release and 

problem management processes are highly relevant. 

 Aside from the monitoring of abnormal activity on the network, develop centralised 

security event management systems supported by detailed procedures aimed at 

managing emergency situations including the appropriate structuring of responses 

for those incidents involving third parties and provided for management support for 

the monitoring of critical events that might evolve into emergency situations, 

including a high enough priority assigned for specific resources for the detection 

and mitigation of cyber threats.  

o M22 (TTI/IC/IR) - Cyber threats detection & mitigation is a high priority 

assigned specific resources. The differences in scoping between the various 

management disciplines has to be clear: particular attention, for example, 

has to be given to the notion of monitoring and detection and response of 

cyber incidents and the differences, in terms of operational functionalities, 

between network operation centres (NOC) and Security Operation Centre 

(SOC). Adequate resources have to be assigned including specialised 

expertise on cyber threat detection and mitigation. 

o M29 (TTI/IC/IR) - Proactively structure operational responses for incidents 

requiring third party participation. Operational processes must be designed 

and structured to address threats and risks reaching beyond organisational 
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boundaries exhibiting the ability to locate, communicate, share information, 

collaborate and act in concert with external stakeholders.  Personnel must 

expect to encounter and address both imaginable and unthinkable scenarios. 

 Implement appropriate security policies including the management of 

compromised end point access, the establishment of incentives for end users to 

implement security measures and appropriate controls to deal with insider threats 

(e.g. via internal co-ordination with human resource and legal teams).  

o M17 (TTI/IC/IR) - End-point access shutdown or quarantine. A possible 

solution is to shut down an access point, albeit this might have implications 

from a commercial and data protection legislation point of view. 

 Generate an operational data collection framework to support the creation of 

resilience metrics. A starting point can be network monitoring data coming from the 

NOC and other performance data of resilience and security measures and controls. 

o M51 (TTI/IC/IR) - Generate a flexible operational framework for gathering 

data on resilience performance measures to enable a confidential 

benchmarking exercise to take place. Prepare data on security incidents, 

measures, threats and risks. The activities of security/resiliency team have 

to be actively communicated to maintain the necessary awareness of the 

(good) work that is performed (e.g. versus the attitude/motto ―everything 

runs smoothly, why providers do need security investment?). 

 Monitor skilled human resource availability, including critical service suppliers and 

third parties.Compile a detailed map of all critical providers and suppliers and 

implement procedures to maintain it constantly updated. Once identified, those 

assets, services and shared infrastructure provided by suppliers and third parties 

need to be included in the scope of the Information Security Management effort 

from the provider or operator. 

 Enable, encourage and support other stakeholders in taking up their roles and 

responsibilities: for example, notification to end-users of incidents, collaboration 

with trusted forums addressing resilience; involvement in national level initiatives 

such as with national authorities, the participation of operations and network 

management personnel with vendor forums; providing input to regulatory 

initiatives aimed at resilience and interaction with vendors (e.g. via RFQs) to 

encourage them to cover resilience. 

o M23 (TTI/IC/IR) - Operations & Network Management personnel participate 

in schemes for knowledge sharing with vendors. Given the novel 

functionalities incorporated in new components and the concomitantly 

reduced experience in technology administration & management issues, 

knowledge and information sharing has to be enforced in order to more 

effectively master challenges in introduction/adaptation of network 

management activities. Schemes for exchange of information and for 

sharing of existing (non competitive) knowledge have to be introduced 

between operators and vendors of components. 

o M18 (TTI/IC/IR) - End-user notification of incidents. Users are put in the 

information exchange loop concerning security incidents and fraud. 



 

 

Resilience of European Networks 
 

48 

o M19 (TTI/IC/IR) - End-user incentives for practicing secure computing. 

Incentives for the secure usage of user equipment might enhance user 

preparedness to maintain equipment securely. 

6.3.2.  Business continuity measures 
The measures in the field of business continuity are: 

 Assign and manage essential elements for connectivity and subscriber services as 

‗critical systems‘; with an accompanying assessment of their required levels of 

resilience. 

 Devise plans setting out how damage to all parts of a network or infrastructure will 

be assessed after a disaster including the establishment of a crisis / incident 

response organisation and necessary and appropriate co-operation with national 

and international public authorities. 

o M26 (TTI/IC/IR) - Design documentation of procedures and work 

instructions for effective use under high pressure. Documentation of network 

management practices has to be oriented towards practical issues, allowing 

thus for a good usability in cases of failure and emergency. 

 Examine in detail lessons identified from the results of business continuity 

exercises and real incidents and define a programme to mitigate the impact of 

reoccurrence of the same issue by funding activities dedicated to the recognition, 

assessment, prioritisation and action of lessons from the exercise. This process 

should have the attention of senior management to ensure that lessons are not just 

identified but incorporated back into the overall Business Continuity strategy. 

o M44 (TTI/IC/IR) - Assurance of business continuity preparedness. Increase 

BC assurance by trying to measure: 1) The understanding of BC plans by 

individuals. Add to key staff roles and job descriptions. 2) Measure 

availability of resources. The actual RTO, RPO that can be achieved. 3) 

Increase the complexity of exercises gradually, building trust on the 

operational capability of technical measures. 4) Large organisations cannot 

wait to gain understand but must ensure adherence to BC Policy and 

process. 

6.3.3.  Risk management 
The measures in the field of risk management are: 

 Operators should appoint senior management level individual who is in a position 

to link business strategies with associated technological and operational strategic 

risks; more importantly, he should be able to get senior management buy-in 

beyond the mere compliance requirements.  

 Organisation level senior management should also endorse a security and 

resilience strategy that takes into consideration the evolving operational threats 

surrounding the organisation, the future direction of the organisation technological 

solutions and evolving compliance requirements; the strategy should be reviewed 

regularly and be a tool through which senior management may be held accountable 

for their implementation. 
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o M60 (TTI/IC/IR) - Life Cycle - Commissioning & Acceptance: Tech platform 

deployments establish Incident detection, response and Incident 

Management early in the process. Starting from the initial stages of 

deployment, incident detection and incident management for problems 

arising from new products and the transition process have to be in place. 

 

 Collate and present qualitative and quantitative information to senior 

management to support an overview of the overall level of risk faced by the 

operator. Robust and consistent operational processes can generate this 

information using network monitoring data to provide an ongoing measurement of 

the level of resilience of the operator at any one time. This can then inform the 

design of Key Performance Indicators (KPIs), metrics and resilience ratings which 

may further be used to benchmark the maturity of the organisation against its 

peers. 

o M27 (TTI/IC/IR) - Operational process measurements for resilience 

indicators are routinely collected analysed and acted upon. The effectiveness 

of network management practices, and especially relevant to resilience 

issues, have to be measurable. Indicators of adaptability, early detection, 

mean time to respond, false negative assessments leading to incidents, etc 

o M28 (TTI/IC/IR) - Network monitoring is used and data analysed and acted 

upon. Network measurements (e.g. capacity measurements, performance 

measurements, failure rates, QoS parameters, etc.) have to be introduced, 

collected and monitored for all vital network components (e.g. availability 

and performance management) 
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6.4. Continuity organisation measures 

The measures related to continuity organisation challenges are grouped by resilience 

activities areas.  

6.4.1.  Organisational issues in managing resilience 
The good practices measures identified in this area are presented below: 

 Exercise continuity plans, specify recovery strategies and manage continuity 

processes for example assigning shared infrastructure management responsibilities, 

the management and reporting of incidents affecting components in shared 

infrastructures. The integration of interconnection peering and maintenance good 

practices with continuity processes may also assist. 

 Lead, manage and own risk assessment and continuity management. Such 

leadership would include making sure that resilience is part of professional 

responsibility within the organisation, focusing on practical issues and risk 

mitigation to address infrastructure inter-dependencies and ensuring that resilience 

is treated appropriately.  

o M32 (TTI/IC/IR) - Resilience responsibilities are part of professional 

behaviour & societal responsibility. ―Providers must remain mindful that 

communications is at the heart of their customers and they expect the 

services to be available.‖ Awareness activities at all levels are required. 

Especially Top Management awareness must be reinforced. 

o M68 (TTI/IC/IR) - Crisis/Incident Management Organisation. A dedicated 

organisation is defined and trained to solve crisis. Crisis organisation should 

involve senior managers coming from different departments, such as 

engineering, operations, security, legal, logistic, communications, media 

relations and liaisons officers. 

 Establish an agile and pro-active Business Continuity Management effort 

appropriate to the specific characteristics of the operator. This effort should be able 

to seamlessly integrate organisational and operational resiliency, balance pro-active 

and reactive strategies, aim for continuous improvement and promote and support 

initiatives that complement, support and encourage a resilient organisation. The 

effort must also promote resilience at the early stages of the systems and process 

development and consider shared infrastructure and third party services with the 

scope of continuity activities. 

o M34 (TTI/IC/IR) - Balanced pro-active and re-active strategies. Pro-

activeness and re-activeness are not opposing forces but rather 

complementary ones. Proactive and reactive strategies for mitigating 

security risks have to be balanced and mutually tuned up. Extra effort in 

pro-active measures that can help in localising the effect of incidents can be 

preferable to over-engineered re-active strategies. 

o M31 (TTI/IC/IR) - BC organisation seamlessly integrates organisational and 

operational resiliency. Resilience / Security governance (politics, peopleand 

goals) has to be embedded in entire company but must not be too much of 

an overhead. Embedding Culture does not always mean great cost, but it is 

a lengthy process especially for large organisations. The first step is the 
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implementation of a business continuity management system (BCMS) that 

includes measures around the BCM life-cycle and Plan-Do-Check-Act 

methodology.  

o M30 (TTI/IC/IR) - Business continuity organisation aims for continuous 

improvement. Take learning‘s and ensure that risks are understood and 

where possible mitigated. Providers must utilise prior knowledge of faults in 

order to shape an expected envelope of faults / incidents that they can 

prepare against. Achieving pro-activeness will allow as developing the 

foresight ability required for resilience. BCM units within organisations have 

to take advantage of real life events as a case to analyse and demonstrate 

the needs for resilience and risk mitigation. Analysed disasters can serve as 

scenarios of test plans. 

6.4.2.  Business continuity measures 
The measures in the field of business continuity are: 

 Establish a diverse back-up Emergency Operations Centre in network operators 

and suppliers. Such a Centre should exhibit the characteristics of physical diversity 

and multiple network carriers for backbone connectivity to prevent isolation of 

service nodes. 

 Implement common methods of reporting and tracking major service outages at 

the national level and devise appropriate information sharing policies and 

procedures both internally and with other relevant third parties.  

 Maintain large scale incident response plans and operational procedures in line 

with organisational, technical and market changes, as well as societal requirements 

for general civil protection. The significant or large scale incident detection and 

management capabilities of new technological platforms should be carefully 

evaluated during the acceptance phase of the systems development lifecycle.  

 Devise a set of arrangements for communication with customers and managing 

suppliers in case of large scale incidents Providers and suppliers should also 

promptly share countermeasures resulting from analysis of an outage. Such a 

process will need to be built into proactively structured operational responses to 

those incidents involving third parties. 

 Enter into mutual aid agreements with partners about to assist in an emergency or 

disaster situation. Such agreements may be tested in exercises to evaluate 

communication channels with inter-dependent critical infrastructures. 

 

 Operators and suppliers should conduct regular exercises to test their resilience 

readiness in line with their BCM methodology. Such exercises may include 

communication channels and emergency plan testing with inter-dependent critical 

infrastructures. 

o M43 (TTI/IC/IR) - BC exercising tactics to increase trust in technology and 

minimise failure probability. In order to minimise the impact of failure during 

an exercise some of the following tactics could be used: 1) Identify time 

windows to test the recovery of technical components without affecting 

operations. This can be challenging due to global 24 hour businesses. 
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Example night periods where usage is low or Vacation/Holiday period where 

a great percentage of the population is away. 2) Identify sub-systems that 

can be tested without affecting important parts of the operated services. 

Increase trust in the technology controls. 3) Avoid keeping systems in-

service for prolonged periods without soft-resets. Accumulation of unsaved 

configuration changes and uncertain system state risks increase. 

 Design exercises that are as authentic as possible, considering operational 

practicalities. Such exercises should exhibit proper senior management 

sponsorship, authority, planning and consideration and be based on procedures 

that are robust in the face of high pressure operations. Such exercises should test 

technical and non-technical aspects of the plan, encourage and provide for 

increased trust in technological support and ultimately deliver senior management 

level assurance of the level of Business Continuity preparedness. 

o M42 (TTI/IC/IR) - BC exercises of non-technical parts of the plan. Perform 

―real‖ exercises of critical non-technical parts of BC. Increase the maturity of 

non-technical parts of BC avoiding exercising maturity bottlenecks. 

 Supplement exercises with an assessment of the assets, functions and processes 

of business critical systems during any disaster exercise.  

 Gather inputs to use in the emergency planning phase from as broad a range of 

forums as possible including national authorities, peers, and European initiatives on 

e.g. cross border risks.  

o M63 (TTI/IC/IR) - Tracking infrastructure and utilities disruption at EU or 

National level. Tracking of disruptions with intra-sector and inter-sector 

effects at the EU or National level. This would need broad cross-sector 

collaboration that could be facilitated by governmental or EU coordination. 

 Participate in national emergency plan initiatives and engage in addressing high 

magnitude incidents e.g. via involvement in cross sector communication, co-

ordination and collaboration structures. 

o M35 (TTI/IC/IR) - Extroversive attitude to addressing high magnitude 

incidents (cross sector communication, coordination and collaboration 

structure). Today, many of the risks faced by the individual operators are 

considered and evaluated. However, given the high degree of dependencies 

in technical and organisational interfaces (see challenges), there are 

numerous risks that are beyond the mitigation strategies of each particular 

operator. Such threats and risks cannot be managed and mitigated 

effectively by a single organisational function. In order to manage such 

risks, cross sector communication, coordination and collaboration structure 

have to be established. Risk of systemic or extended disruptions at regional 

or national level can find effective mitigation with shared resources from 

industry and government. Companies need to account for this risk by 

identifying all dependencies. We are only as strong as our weakest link. 

 

 Exercise crisis management procedures and structures regularly using multiple 

scenarios. This exercise should include the use of permanent trusted 
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communication channels and the use of emergency plans with inter-dependent 

critical infrastructures. 

o M37 (TTI/IC/IR) - Establish / participate in National infrastructure 

emergency plans. National cross sector emergency procedures have to be 

established under the responsibility of (neutral/independent) public 

organisations. For an effective deployment of such structures, Public Private 

Partnerships have to be considered. Identify some scenarios that need to be 

tested to ensure that plans and communication channels are agreed and 

understood. 

6.4.3.  Risk management 
The measures in the field of risk management are: 

 Co-ordinate and collaborate – at the European level in regard to cross border 

risks, at the national level in regard to CIP and via participation in other forums for 

cross organisational collaboration issues. In regard to infrastructure 

interdependencies, such collaboration may be on the basis of the identification of 

practical issues for risk mitigation.  

o M38 (TTI/IC/IR) - Pan-European coordination for cross-border risks. Pan-

European structures need to be established in order to manage risks that 

span national borders/national responsibilities. This coordination is seen by 

network operators as resource intensive task beyond their financial 

capabilities and should be driven by the authorities at EU level. 

o M11 (TTI/IC/IR) - Collaborate with national authorities for critical 

infrastructure protection. 

o M10 (TTI/IC/IR) - Participate in forums addressing cross-organisational 

collaboration issues. 

 Consider BCM/RM in all aspects of the product lifecycle, including the design and 

implementation phase, where new project teams must include resilience, BCM, RM 

and Information Security expertise, along with suitable assurance given by vendors 

in respect of reports on risk assessments and mitigation practices taken in the 

deployment of new platforms. 

o M15 (TTI/IC/IR) - Risk Management used for critical components and 

processes. A threat, vulnerability and impact analysis has to be performed 

to identify risks. Following this, the number of additional measures to be 

taken has to be identified. 

 Each critical service should be undergo a regular resilience review based on a 

comprehensive security plan which may include information on shared physical 

infrastructures and the identification of critical parts.  

o M36 (TTI/IC/IR) - EU wide monitoring and early warning on external 

threats. Monitoring and early warning on information security /resilience 

external threats to the network (could include 

Physical/environmental/geopolitical risks). Extra Support by 

authorities/governments/EU is seen as required in building a threat radar 
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with early warning notifications based on weak signals analysis (not only at 

the technical level). 

 

6.5. Commercial and regulatory measures  

The measures related to commercial and regulatory challenges are grouped by resilience 

activities areas.  

6.5.1.  Organisational issues in managing resilience 
The good practices measures identified in this area are presented below: 

 Enable, encourage and support other stakeholders in taking up their roles and 

responsibilities. 

o M33 (TTI/IC/IR) - Promote regulatory initiatives that complement, 

support and encourage resilience organisation. Liaise with government to 

proactively shape regulation initiatives to reflect the actual profile of the 

risks. 

 Providers and operators should exercise caution in BCM/RM aspects of 

outsourcing, ensuring that responsibilities are clearly set out and restricting any 

outsourced activities to aspects delivery rather than planning or assurance of the 

overall BCM/RM strategy. Similarly, vendor RFIs and RFQs should explicitly cover 

resilience and third party contracts should include topics relevant to security and 

resilience.  

o M52 (TTI/IC/IR) - Outsourcing should be restricted to the ―Do‖ or eventually 

―Act‖ dimensions. Plan and Check should stay within the company as they 

are steering activities. Outsourcing if not properly designed and controlled 

may deliver resilience gaps. The act of outsourcing is a cost efficiency 

initiative, avoiding resilience gaps must not be considered as a cost centre. 

The first point of attention when deciding to engage a third party is the 

detailed selection and definition of contract‘s scope by selecting cautiously 

the activities to be outsourced. The organisation should not lose the ability 

to control the process and assure it delivers as expected. A useful approach 

to this end is the separation of the activities in the four phases of the PDCA 

model (Plan – Do –Check – Act). Activities that fall under the ―Do‖ phase are 

the first candidates to outsource. The organisation has the process under 

control through the activities that are part of the ―Plan‖ phase and can 

provide assurance of the delivered outcome through the activities taking 

place in the ―Check‖ phase. The case of the activities under the ―Act‖ phase 

require careful consideration as they constitute the basis for improving 

business processes and locating the causes of inefficiencies but at the same 

time can benefit from knowledgeable external consultants. 

 M45 (TTI/IC/IR) - Assess & promote customer awareness of resilience issues and 

needs. It is necessary to assess customer awareness about resilience issues. Since 

resiliency is a relatively new issue, it is not clear how many customers understand 

it as a qualitative characteristic of a service and how it relates to their portfolios. 
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There are sectors where the need for resilience is obvious and has led businesses 

maintaining their own infrastructure (e.g. banking) in order to guarantee desirable 

levels of availability. This need has grown, among others, through regulatory 

requirements regarding data protection, continuity capabilities and availability. 

 

 M47 (TTI/IC/IR) - Communicate to customers the resilience characteristics of the 

service. Resilience characteristics have to be communicated as an element of the 

service to the customer. Based on the importance of the business process, the 

customer can decide the level of QoS (quality of service) they want with respect to 

resilience. 

 

 M48 (TTI/IC/IR) - Marketing of resilience for both private and public organisations 

to enhance level of awareness and ―generate‖ market. Lunch awareness campaigns 

targeted at specific sectors and the respective decision makers. 

 

 M49 (TTI/IC/IR) - Regulators should check the availability of necessary functions at 

the level of VMNOs in order to provide resilience measures. Resilience requirements 

to be fulfilled by VMNOs have to be part of the service provision according to 

regulatory requirements. 

 

 M53 (TTI/IC/IR) - Third party contracts must address topics relevant to security 

and resilience within an SLA. Topics that must be addressed within the SLA besides 

the exact service description to be delivered are: Information security 

requirements, physical security requirements, BCM requirements, training and 

awareness requirements and legal requirements.‖ 

 

 

6.5.2.  Business continuity measures 
The measures in the field of business continuity are: 

 Draw up company-specific interconnection agreements including a peering and 

interconnection code of ethics. 

 M46 (TTI/IC/IR) - Identify levels of resilience required in critical infrastructures. 

Identify levels of resilience required in critical infrastructures (e.g. financial 

organisations as mentioned above) and understand critical processes. A clear view 

of the requirements will facilitate the implementation and justification of the 

expenditure. 

 

6.5.3.  Risk management 
The measures in the field of risk management are: 

 M50 (TTI/IC/IR) - Establish criteria (qualitative, quantitative) to measure resilience. 

It is necessary to establish criteria (qualitative, quantitative) to measure resilience. 

The establishment of a set of common performance indicators would lead to two 

advantages:  it allows for the exchange of information but also agreement on the 

same concepts. This is a very critical task for an organization to ensure self-
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awareness and adopt the appropriate measures.  

 M51 (TTI/IC/IR) - Generate a flexible operational framework for gathering data on 

resilience performance measures to enable a confidential benchmarking exercise to 

take place (see also KPIs). Prepare data on security incidents, measures, threats 

and risks. The activities of security/resiliency team have to be actively 

communicated to maintain the necessary awareness of the (good) work that is 

performed (e.g. versus the attitude/motto ―everything runs smoothly, why 

providers do need security investment?). 
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Appendix 1: Description of Examined Resilience Best 

Practices 

Availability and Robustness of Electronic Communications Infrastructures (ARECI) 
European Best Practices 

As part of this study, stakeholders were asked to ―evaluate a list of industry Best 

Practices‖. Stakeholders were asked to evaluate Best Practices in their areas of expertise 

relative to the eight ingredients (e.g., hardware, networks, power, policy). The experts 

rated each Best Practice in terms of four dimensions: ―Effectiveness‖, ―Cost to 

Implement‖, ―Risk to Not Implement‖, and ―Level of Implementation‖. The results of the 

experts‘ evaluation were used to establish a set of Best Practices relevant for European 

telecommunication space.  

ISO/IEC 27002:2005 Information technology — Security techniques — Code of 

practice for information security management 

This International Standard provides a list of commonly accepted control objectives and 

best practice controls to be used as implementation guidance when selecting and 

implementing controls for achieving information security. 

ISO/IEC 27011 Information technology — Security techniques — Information 

security management guidelines for telecommunications organizations based on 
ISO/IEC 27002  

This International Standard provides guidelines supporting the implementation of 

Information Security Management (ISM) in telecommunications organisations. 

BS25999:1-2006 Business Continuity Management Code of Practice 
This British Standard sets out general guidance establishing processes, principles and 

terminology for a management systems approach to business continuity management 

based on good practice for use in large, medium and small organisations.  

National Reliability Interoperability Council (NRIC) V Network Outage Reporting 

System (NORS) Best Practices 

The Network Outage Reporting System (NORS) is the Public Safety & Homeland Security 

Bureau's Internet-based system for filing reports of telecommunication service disruptions 

pursuant to Part 4 of the FCC‘s rules. The system facilitates the filing of required 

Notifications, Initial Reports and Final Reports. The information on service disruptions is 

essential to maintain and improve the reliability and security of the telecommunications 

infrastructure. 

Disaster Recovery Institute Professional Practices 

A set of guidance for Business Continuity professionals to use when establishing and 

maintaining a Business Continuity Program. The sections within these standards are not 
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presented in any particular order of importance or sequence, as it may be necessary to 

undertake or implement sections in parallel during the development of the BCM Program. 

Centre for the Protection of the National Infrastructure: Sources of Guidance on 
Security in the Telecommunications Sector 

The aim of this guidance is to act as a single source for the publicly available advice, 

guidance, standards, good practice, best practice, etc., relating to the security of 

telecommunications systems. This guidance is focused on telecommunications in the UK, 

but includes documents from a number of other countries and international organisations, 

as listed in Annex A. Some of the documents are freely available on the internet, as 

indicated by the hyperlinks, while the rest can be purchased from the organisations that 

publish them. All the documents are issued by reputable non-commercial organisations. 

Electronic Communications Resilience and Response Group (ERRG) Resilience 

Guidelines 

A wide range of advice and guidance on agreed best practice in the establishment and 

maintenance of resilience within telecommunications networks and services, for those 

Communications Providers which are considered to be part of the UK‘s Critical National 

Infrastructure (CNI), either because of the scale of their operations or because they 

provide key services to other parts of the CNI. 

Enhanced Telecom Operations Map (eTOM) Business Process Framework 

Published by the TM Forum, eTOM is a popular standard for business processes in the 

telecommunications sector. The eTOM model describes the full scope of business processes 

required by a service provider and defines key elements and how they interact. eTOM has 

been adopted by ITU-T as a Recommendation and published in the M.3050.x series. 

Information Technology Infrastructure Library (ITIL) version 3 

ITIL (IT Infrastructure Library) provides a framework of Best Practice guidance for IT 

Service Management and since its creation, ITIL has grown to become the most widely 

accepted approach to IT Service Management in the world. 

IRM / AIRMIC / ALARM Risk Management Standard 

This Risk Management Standard is the result of work by a team drawn from the major risk 

management organisations in the UK - The Institute of Risk Management (IRM), The 

Association of Insurance and Risk Managers (AIRMIC), and ALARM The National Forum for 

Risk Management in the Public Sector. 
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Appendix 2: Methodology for the Identification of 

Strategic Guidance 

When it comes to identifying strategic guidance in regard to resilience for 

telecommunications and network operators, there is a significant quantity of material 

available, much of this is available publicly and there has been a growth in the number of 

forums or groups exchanging best practices, good practice (etc) between them – the 

Virtual Working Group established recently by ENISA is one pan-European example, others 

include the European Telecommunication Network Operators (ETNO) forum or the 

Information Security Forum.  

Therefore, it is of benefit to characterise and separate guidance into different meta-types. 

Some forms of guidance are strict in nature using the language of ‗shall‘, whereas others 

are more voluntary or suggestive. Furthermore there is a distinction concerning the 

operational level at which such guidance may be aimed – with some taking the form of 

extremely detailed instructions, such as: ―employees must return ID cards upon 

termination of employment‖ to high level policy type statements, such as ―a process for 

assessing risks must be implemented within the organisation‖. The Information 

Technology Service Management Forum (itSMF) classifies the different types of guidance & 

good practice according to the following structure: 

Table 1. iTSMF hierarchical classification of guidance 

Name Description 

Specification What to achieve 

Code of practice Explanations 

ITIL, BIP 0005 & Achieving ISO/IEC 

20000 series 

Process definitions and guidance 

In-house processes and procedures Deployed solution 

Source: IT Service Management Forum 

In the 2004 IAAC Study ‗Benchmarking Information Assurance in the Telecommunication 

sector‖ different types of good practice were split into Principles and Controls - Principles 

being high level statements of objective or aims, and Controls being more detailed 

‗tactical‘ level measures. In 2008, then, the Centre for the Protection of the National 

Infrastructure (CPNI) undertook a broad data gathering exercise identifying sources of 

guidance for the telecommunication sector. This guidance does not differentiate between 

standards, codes of practice and best practices but is comprehensive in its identification of 

a number of different approaches. Still, it classified the existing guidance into the nine 

thematic areas of the ISO 27011 Specification for an Information Security Management 

Systems for Telecommunications. 
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Table 2. CPNI top level headings for classification of guidance relating to security in the 

telecommunications sector 

1. Governance, Risk and Audit 

2. Security Policy 

3. External Parties and 

Outsourcing 

4. Asset Management 

5. Business Continuity 

Management 

6. Compliance 

7. Personnel Security 

8. Physical and Environmental 

Security 

9.  Information Security 

Source: Centre for the Protection of the National Infrastructure: Sources of Guidance on Security in the Telecommunications Sector 

However, this international standard does not explicitly focus on guidance specifically for 

telecommunications and network operators, but rather provides a more general approach. 

For example, out of the 240 sources of guidance listed in this document, only 43 

specifically relate to telecommunications. The 2008 ARECI study splits up its Best Practices 

into the following categories: 

Table 3. ARECI Characterisation of Best Practices 

Power 

Environment 

Software 

Hardware 

Payload 

Network 

Human 

Policy 
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Source: ARECI European Best Practices 

The same study has created the following best practice matrix: 

Table 4. ARECI Matrix of European Best Practices 

 Cable Satellite Wire-

line 

Internet/Data Wireless 

Service 

Provider 

     

Equipment 

supplier 

     

Government      

Network 

Operator 

     

Property 

Manager 

     

Source: Availability and Robustness of European Communications Infrastructures 

The application of the previously discussed approach to the selection of best practices has 

led us to the identification and examination of the following set of resilience related 

guidelines which appear to provide the required controls and instructions for addressing 

the resilience activities identified.  

The examined guidelines, the description of which is provided in Appendix 2, are:  

Table 5. Sources of guidance used in mapping exercise 

Availability and Robustness of Electronic Communications Infrastructures 

(ARECI) European Best Practices 

ISO/IEC 27002:2005, Code of practice for information security 

management 

ISO/IEC 27011 Information technology — Security techniques — 

Information security management guidelines for telecommunications 

organizations based on ISO/IEC 27002 

National Reliability and Interoperability Council (NRIC) V Network Outage 

Reporting System (NORS) Best Practices 

Disaster Recovery Institute (DRI) Professional Practices 

Centre for the Protection of the National Infrastructure: Sources of 
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Guidance on Security in the Telecommunications Sector 

Electronic Communications Resilience and Response Group (formerly the 

TI-EPF) Resilience Guidelines 

Enhanced Telecommunications Operations Map (eTOM) Business Process 

Framework 

Information Technology Infrastructure Library v3 

ALARM / AIRMIC Risk Management Standard 

 

Following the identification of the different sources listed in the previous table, the list of 

activities was parsed into a more accessible format to permit data analysis. This resulted 

in a table with each activity listed as a row and columns containing each source. The next 

stage was to review each activity identified and its accompanying description, assess its 

implications and relevance for resiliency from an operational standpoint and iterate 

through each source, identifying relevant examples or instances of guidance, good or best 

practice and inserting them into the appropriate cell. The data entered into each cell was, 

for reasons of brevity, kept to a heading or summary of the specific instance of guidance.  

When reviewing each source, a matrix approach was adopted in order to provide for 

comparability and an appropriate level of analysis bearing in mind the policy focus of this 

study. This entailed a review of the thematic or domain nature of the best practice 

example, followed by a review of the level at which the guidance was aimed at. If the Best 

Practice was highly detailed, of a specific operational or detailed niche management 

nature, this was omitted in order to provide for the highest degree of equality across each 

best practice. An example can be seen with the following NORS Best Practice: "7-7-0473 

Property Managers should consider maintaining a list of authorised climbers and a log of 

authorised tower climbs", which would be omitted on the basis that it is too specific. 

For the ARECI study, the ARECI European Best Practices web-page was used to retrieve 

relevant European Best Practices. The database was searched with the following criteria of 

Best Practice: Business Continuity; Disaster Recovery; Network Operations; Policy. From 

this 53 relevant records were received. Following this search, each record was reviewed 

for compatibility. 

The NORS / NRIC Best Practices was used to retrieve relevant NRIC Best Practices. The 

database was searched with the following criteria of Best Practices: 

 Business Continuity 

 Contractors 

 Corporate Ethics 

 Disaster Recovery 

 Documentation 

 Essential Services 



 

 

Measures associated to resilience challenges 63 

 Human Resources 

 Liaison 

 Network Operations 

 Policy 

 Procedures 

 Supervision 

 Technical Support 

 Training and Awareness. 

The other sources of guidance, codes of conduct or best practices, were looked upon for 

references to the resilience. In some circumstances this meant using searches either 

within documents to identify relevant terms present in a description of the guidance while 

for others it was possible to review each document completely. Following the best 

practices identification and mapping, a quantitative and qualitative assessment was 

completed where the ten sources identified above contain guidance to address identified 

activity areas. 


