
 

 

www.enisa.europa.eu 

Country Reports January      10 

 

 

 

 

 

Latvia Country Report 

 

 

  

 



 

 

Latvia Country Report 

 

 
2 

About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 

 

Contact details 

For contacting ENISA or for general enquiries on the Country Reports, please use the 

following details: Mr. Jeremy Beale, ENISA Head of Unit - Stakeholder Relations, 

Jeremy.Beale@enisa.europa.eu 

Internet: http://www.enisa.europa.eu/  
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Latvia 

The structure of the individual country reports 

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‟s “Who-is-who” publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

During the interview with NLO it has been highlighted that there is not defined strategy 

written for Latvia.  

Latvia‟s e-Government drive forms part of a wider policy for the development of the 

Information Society, whose objectives and priorities were set out in several official 

documents adopted in recent years. The latest of those documents, „Guidelines for the 

development of Information Society (2006-2013)‟, was adopted by the Latvian 

Government in July 2006. The guidelines are aimed at complying with the EU‟s Lisbon 

Strategy objectives and the European initiative i2010.  

This targets the achievement of a „Vision‟ according to which all Latvian citizens and 

businesses could fully access and use the ICT-based information resources, as well as 

public services that are tailored to their needs. Furthermore, the state administration 

would become increasingly efficient while dramatically cutting costs.  

The business environment would get more secure, faster and more competitive. In this 

light, the guidelines identify various Focus Areas and actions: 

 Infrastructure Expansion and Higher ICT Service Availability  

 Increase of the ICT users‟ know-how and skills 

 Development of Services and Electronic Content  

 Use of ICTs in Commerce and Innovations 

 Promotion of ICT Science and Research Work 

 Internet management and security 

 

E-government strategy 1 

Latvia‟s eGovernment strategy is laid down in the Latvian e-Government Development 

Programme 2005-2009, adopted by the Government on 29 September 2005. This 

programme is based on Latvia‟s e-Government Conception and on the Public 

Administration Reform Strategy 2001-2006.  

The Latvian e-Government Development Programme 2005-2009 is closely aligned with 

the eEurope 2005 Action Plan and the EU strategy „i2010 - A European Information 

Society for growth and employment‟2 adopted by the European Commission on 01 June 

2005.  

The basis of eGovernment development is the vision of Latvia as a developed, dynamic 

and prosperous country, one of whose basic features is a democratic and efficient state 

administration, oriented towards fulfilling citizen needs and that can ensure the 

competitiveness of the country as well as the welfare of its inhabitants. 

The overall objectives of Latvia‟s eGovernment programme are to implement information 

technology and optimise public administration processes, thus: 

 Improving the quality and accessibility of state government services and 

decreasing the administrative and financial burden for citizens and businesses;  

                                           

1 http://www.epractice.eu/files/eGovernment%20in%20LV%20-%20Sept%202009%20-%2012%200.pdf  
2 http://ec.europa.eu/information_society/eeurope/i2010/index_en.htm  

http://www.epractice.eu/files/eGovernment%20in%20LV%20-%20Sept%202009%20-%2012%200.pdf
http://ec.europa.eu/information_society/eeurope/i2010/index_en.htm
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 Developing a more efficient and cheaper government – improvement of 

administration effectiveness and reduction of costs; 

 Developing a more open and democratic government – increase of society 

participation in the work of state administration. 

 

The regulatory framework 

State Information Systems Law3 

The State Information Systems Law provides a legal framework for the operation of 

state information systems and the cooperation of involved organisational units. Adopted 

in May 2002, with amendments until 2008 this law is aimed at ensuring the availability 

and quality of the informative services provided by state and local government 

institutions in the state information systems.  

Information Systems Law foresees Operating Principles for State Information Systems:  

 The State Information Systems shall be merged within an integrated State 

information system. It is prohibited to collect data subjects and enter data into 

the State Information System databases which are accessible in the integrated 

State Information System; 

 During the course of operation of State Information Systems, regarding the data 

subject and their cognizable objects information shall be registered only once. 

The identification of objects should be prescribed by regulatory enactments, 

ensuring the updating of data. 

 The State Information Systems Law also provides rules for security of state 

information systems.  

Personal Data Protection Law 

The Law on Personal Data Protection was adopted by the Latvian Parliament on 23 March 

2000 and was lastly amended by Law of 19 December 2006. It is based on standard fair 

information practices and is fully compliant with the EU Data Protection Directive 

(95/46/EC).  

The aim of this Law is to protect the fundamental human rights and freedoms of natural 

persons, in particular the inviolability of private life, with respect to the processing of 

personal data. Application of the Law is overseen by the State Data Inspectorate. 

Law on Information Society Services 

The Law on Information Society Services, transposing EU Directive 2000/31/EC on 

certain legal aspects of Information Society services, in particular electronic commerce, 

in the Internal Market („Directive on electronic commerce‟) was passed by the Latvian 

Parliament on 4 November 2004.  

This Law governs the procedure of provision of electronic services, the conditions to be 

observed by eService providers and their responsibility, as well as the requirements for 

the protection of consumer rights.  

                                           

3 http://www.epractice.eu/files/eGovernment%20in%20LV%20-%20Sept%202009%20-%2012%200.pdf - 
note that the same source was used for several Latvian documents mentioned in this section. 

http://www.iub.gov.lv/iub/images/modules/items/item_file_1626_likums.doc
http://www.dvi.gov.lv/eng/legislation/pdp/
http://www.dvi.gov.lv/eng/legislation/pdp/
http://www.dvi.gov.lv/
http://www.ic.iem.gov.lv/files/lrcm/Personal_Identification_Documents_Law.doc#search=%2295%2F46%2FEC%22
http://www.epractice.eu/node/281006
http://www.eps.gov.lv/files/eng/Electronic_Documents_Law.doc
http://www.eps.gov.lv/files/juridiskabaze/IAL.doc
http://www.epractice.eu/files/eGovernment%20in%20LV%20-%20Sept%202009%20-%2012%200.pdf
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Electronic Communications Law 

The Electronic Communications Law was adopted on 28 October 2004 and entered into 

force on 1 December 2004. It aims to promote and regulate the provision of electronic 

communications services, transposing the EU regulatory framework for electronic 

communications. The law provides for forms of various electronic networks, including 

both public and private electronic networks. It also provides for duties and rights of 

providers, subscribers, and users of electronic networks. 

Communication service providers must take appropriate technical and organisational 

measures regarding security of its services and users‟ data protection. In case of 

particular security threat providers should inform users on the risks and available means 

of protection to minimize the risks. 

Electronic Documents Law  

The Electronic Documents Law was adopted by the Latvian Parliament on 31st of October 

2002 and came into force on 1st of January 2003. It transposes the EU Directive on a 

Community framework for electronic signatures (1999/93/EC) and defines the legal 

status of electronic documents and digital signatures.  

The Law sets an obligation for state and local government institutions to accept 

electronic documents from natural persons and legal persons no later than 1 January 

2004. Due the introduction of a qualified eSignature in September 2006 by the Latvian 

Post, all state and municipal authorities have to accept documents signed with such a 

qualified electronic signature.  

Law on Procurement for the Needs of Public Services Providers  

The Law on Procurement for the Needs of Public Services Providers (October 2004) 

implements Directive 2004/17/EC and thus regulates the use of electronic 

communication means in the public procurement process for the utility sector. From 1st 

of June 2009 the Department of eServices of State Regional Development Agency will be 

responsible for implementing eProcurement system in Latvia. 

IT Security Legislation4 

Several sections of the Latvian criminal law are related to cyber crime and security, like 

for instance:  

 Section 241.  “Arbitrarily Accessing Automated Data Processing Systems”;  

 Section 243. “Interference in the Operation of Automated Data Processing 

Systems and Unlawful Actions with the Information included in Such Systems”;  

 Section 244. “Unlawful Operations with Automated Data Processing System 

Resource Influencing Devices”;  

 Section 245. “Violation of Safety Provisions Regarding Information Systems”. 

 

Self-regulations 

Self-regulatory Code of Conduct for the Protection of Children in the Field of Mobile 

Communications in Latvia 5 

                                           

4 Source: http://www.cybercrimelaw.net/laws/countries/latvia.html  

http://ec.europa.eu/information_society/policy/psi/docs/pdfs/directive/psi_directive_en.pdf
http://www.likumi.lv/doc.php
http://www.eps.gov.lv/files/eng/VIS_tehniskas_prasibas_LV_EN.doc
http://www.vraa.gov.lv/en/about_us/
http://www.gsmeurope.org/documents/eu_codes/latvia_code_en.pdf
http://www.gsmeurope.org/documents/eu_codes/latvia_code_en.pdf
http://www.cybercrimelaw.net/laws/countries/latvia.html
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The Latvian mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the Latvian mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

 

NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  Ministry of Transport (& Communications) 
 State Information Network Agency (VITA) 
 Consultative council of security of electronic communication & information 

technology  
 Data State Inspectorate 
 Ministry of Regional Development and Local Government 
 State Police  
 Electronic Communications Office  
 Latvia Public Utilities Commission 
 Ministry of Education and Science 
 Ministry of Defense  
 Ministry of Interior 

CERTs  DDIRV – National Computer Emergency Response Team  
 CERT NIC.LV - Computer Emergency Response Team, Institute of 

Mathematics and Computer Science of University of Latvia 
Industry 
Organisations  

 LIKTA - The Latvian Information and Communication Technology Association 
 LDTA – Association of Computer Technologies of Latvia 
 LEtERA – Latvian Electrical Engineering and Electronics Industry Association 
 Information Systems Audit and Control Association (ISACA) Latvia 
 LIA – Internet Association of Latvia 
 LTA  - Telecommunication Association of Latvia 

Academic 
Organisations 

 Institute of Electronics and Computer Science 
 Riga Information Technology Institute 

 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory6. 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards. 

                                                                                                                                   

5 Source of information: http://www.gsmeurope.org/documents/eu_codes/latvia_code_en.pdf  
6 Source: http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country 

http://www.gsmeurope.org/documents/eu_codes/latvia_code_en.pdf
http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Latvia does not have a single agency or organization that is specialized in NIS or is 

recognized as the national agency for information security. There are many government 

bodies involved and the structure of information security responsibilities is unstructured. 

Co-operation via the Ministry of Transport  

The Ministry of Transport is responsible for the policy development. VITA that depends of 

the Ministry of Transport provides services of information technology and electronic 

communications to state institutions and enterprises throughout Latvia. 

The Electronic Communications Office that depends on the Ministry of Transport is 

specialized in the frequency management, numbering and all other associated services. 

Co-operation via the Ministry of Regional Development and Local Government 

The Ministry of Regional Development and Local Government is responsible for both the 

development and implementation of information security policy at the national level in 

Latvia. The minister organizes and coordinates the development and implementation of 

the state policy in the field of electronic government, Information Society and IT, and 

also facilitates and coordinates the development of state and local governments‟ 

electronic services.  

Co-operation with the Data State Inspectorate 

The Data State Inspectorate is state authority and responsible for the control and 

supervision of processing of personal data state-wide in compliance with requirements of 

the Personal Data Protection Law. The Data State Inspectorate is under supervision of 

Ministry of Justice. 

Co-operation via the State Information Network Agency (VITA) 

The agency is responsible for maintenance of the State Private Electronic 

Communications Network. It is also responsible for operating National CERT – DDIRV.  

Co-operation via the LV CERT initiative  

Regarding the incidence response there is an initiative group LV CERT that has been put 

into place. The LV CERT initiative is a forum of computer incident response teams and 

security specialists from various organizations in Latvia.  

The first meeting was held in 23rd of March 2007 and since then several workshops and 

meetings have been organized to discuss issues of common interest. The main goals of 

the forum are to exchange the contact information, to collaborate on incident response 

and to exchange experience on different computer security related topics. As a forum it 

does not handle incidents but fosters closer collaboration and better communication 

amongst public and private organizations in Latvia. 

Other co-operation of NIS stakeholders to combat spam and malware 

Cooperation between national bodies to combat spam and malware has been 

established. The national DPA, the consumer rights protection centre and the public 

utilities commission cooperate for the protection of personal data in electronic 

communications services, including the fight against spam. Also at an international level 

Latvia participates in the CNSA and the LAP.  
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Latvia‟s spam blacklist (MMS) (http://blw.cert.lv) has been created with the intention of 

blocking the IP addresses of spammers. Latvia‟s spam-blocking helps to reduce the 

number of spam letters sent and received in Latvia; lessen the risk that Latvian IP 

addresses will be included in foreign blacklists; strategically respond to local botnet 

flare-ups; assist users in recognizing hacking or viruses; relieve communications 

channels between Latvia and the rest of the world.  

Latvia‟s MMS is created: manually – IP addresses are added to the list by service 

providers associated with the project; automatically – e-mail service providers filter 

spam letters.  

Latvia‟s MMS is the co-project of INBOX.LV and CERT NIC.LV, which is supported by LV-

CERT. The project‟s technical and administrative functions are covered by INBOX.LV and 

CERT NIC.LV. 

International co-operation via the Cooperative Cyber Defence Centre of 

Excellence (CCD COE7) 

Latvia is participating in the Cooperative Cyber Defence Centre of Excellence (CCD COE) 

together with other sponsoring nations: Estonia, Germany, Italy, Latvia, Lithuania, 

the Slovak Republic and Spain. CCD COE is located in Estonia and is open to all NATO 

nations and may cooperate with other nations as contributing participants. 

The CCD COE first priorities are to provide insight, subject matter expertise, and 

assistance to NATO on various aspects of cyber defence: input to concept development, 

training and exercises, publishing lessons learned, and the development of a legal 

framework for cyber defence. 

                                           

7 Source: http://www.ccdcoe.org/  

http://blw.cert.lv/
http://www.ccdcoe.org/
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

Latvia has an independent public utility regulator the Latvian Public Utilities Commission 

(PUC). It supervises communication service providers and network operators as far as 

tariffs and access are concerned. 

A document on how to report does not exist for the operator as there are no 

requirements on reporting stated in the telecommunication law. In case of incidents, 

operators act accordingly but do not report to the authorities. Therefore, the authority 

may not hear about an incident. 

End-users can submit spam complaints to the consumer protection center and the 

national DPA. The site netsafe.lv is partially state funded and aims at increasing the 

safety of children in the internet. It also allows for the possibility to lodge complaints. It 

is not specifically dedicated to spam.  

It is interesting to mention that during the first half of 2009, Latvia was mentioned in the 

global report8 published by the Anti-Phishing Working Group (APWG)9 with the following 

relevant statistics: 

 19 unique phishing attacks reported for this country 

 13 unique domain names used for phishing reported for this country 

 A score of 2.6 phish per 10.000 domains registered in this country 

 A score of 3.8 attacks per 10.000 domains registered in this country. 

 

Emerging NIS risks 

The national risk management process 

After the Estonia incident in 2007, work has started on threat issues.  

Practically speaking, there is no national risk management process in place. Neither is 

specific attention given to issues pertaining to dependability and resilience of public e- 

communication networks. 

Relevant emerging NIS risks 

Statistics10 of the LV CERT indicate that the following key risks are increasing in Latvia: 

 Botnets 

 Spam 

 

                                           

8 Source: http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf  
9 The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 
10 Source: http://cert.nic.lv/uploads/uploads/CERT_ISF_2009_06_04.pdf  

http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
http://cert.nic.lv/uploads/uploads/CERT_ISF_2009_06_04.pdf
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Resilience aspects 

In Latvia, the Ministry of Transport is the only national authority responsible for issues 

related to resilience and the policy development. Currently the Ministry does not perform 

any special actions for enforcement related to the resilience of eCommunications 

networks in Latvia11.  

The primary regulations regarding resilience of the public eCommunications networks in 

Latvia are laid down in the Electronic Communications Law12 that defines the overall 

roles and responsibilities towards continuity aspects.  

As far as known in Latvia there is not yet available a centralised repository of resilience 

good practices and there are no specific initiatives between providers and public 

authorities regarding resilience aspects. 

 

Privacy and trust 

Status of implementation of the Data Protection Directive 

The Latvian Law 13on Personal Data Protection (the “Data Protection Act” or “DPA”) was 

adopted by the Latvian Parliament on 23rd of March 2000 and was lastly amended on 1 

July 2009. It incorporates the principles and provisions of the Data Protection Directive. 

The competent Latvian national regulatory authority on this matter is the State Data 

Inspection (the “SDI”).  

Personal Data and Sensitive Personal Data 

The definition of personal data in the DPA is closely based on the standard definition of 

personal data. In particular, it only applies to individuals as opposed to legal entities. 

Under the Latvian DPA, sensitive personal data means the standard types of sensitive 

personal data. There is a general ban for the processing of sensitive personal data. As an 

exception, sensitive personal data may be processed if the standard conditions for 

processing sensitive personal data are met or one of the alternative grounds set out in 

Latvian law are satisfied. Any consent for the processing of sensitive personal data must 

be in writing. 

These alternative grounds are processing: (i) carried out for non-commercial purposes 

by private entities provide the data only relates to members of that entity and are not 

disclosed to third parties: (ii) necessary for providing social aid; (iii) to develop the 

Latvian national archives; (iv) necessary for statistical surveys performed by the Central 

Statistical Bureau; (v) necessary for administrative functions or developing the state 

information systems; or (iv) necessary under an insurance contract. 

Information Security aspects in the local implementation of the Data Protection 

Directive 

The data controller and the data processor must comply with the general data security 

obligations. The mandatory technical and organisational requirements for protection of 

                                           

11 Source: ENISA “Analysis of Member States’ Policies and Regulations - Policy Recommendations”, see also 
http://www.enisa.europa.eu/resilience  
12 See : http://www.sprk.gov.lv/index.php?id=1116&sadala=193  
13 See also the Publication: “eGovernment in Latvia” available at http://www.epractice.eu/  

http://www.enisa.europa.eu/resilience
http://www.sprk.gov.lv/index.php?id=1116&sadala=193
http://www.epractice.eu/
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personal data processing systems are established by the Cabinet of Ministers of the 

Republic of Latvia in the form of specific regulations. 

Data protection breaches 

The DPA requires the data controller to notify third parties if they receive incorrect or 

illegal personal data. Any person that holds personal data without legal grounds shall 

delete the data right away. The DPA, however, does not oblige the data controller to 

notify the data subject about illegalities discovered in processing. 

Enforcement 

Complaints concerning violations in the field of personal data protection are reviewed by 

the SDI, which is also authorised to impose penalties. A report on the alleged violation of 

personal data protection is prepared by the inspector of the SDI or other SDI employee 

who initiates examination of the case. Following the completion of the examination of the 

case, the director of the SDI or the administrative punitive commission of the SDI makes 

a decision imposing either penalties or sanctions.  

The type of penalty or sanction depends on the severity of the violation and can either 

be a warning, fine or prohibition on data processing. The breaches of the DPA result in 

administrative liability in accordance with the Code of Administrative Offences of Latvia.  
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NIS awareness at the country level 

Awareness actions targeting the industry 

The Latvian internet safety awareness node consists of two nodes 

 Ministry of Regional Development and Local Government will represent the 

project at an e-government level in Latvia and implement project activities in 

accordance with state policy. The Ministry is responsible for e-government, 

information society and information technology policy development, 

implementation and co-ordination.  

 The Latvian Internet Association (LIA) is a public organisation of national Internet 

service providers acting for the development of the Latvian internet landscape. 

The participation of LIA clearly demonstrates the will of Latvian ISPs to enhance 

internet services in Latvia. The main role of LIA within the project will be to 

ensure efficient communication with Latvian ISPs as well as to involve various 

experts from the IT industry. 

If clients request then ISPs should provide their clients information on possible 

vulnerabilities and risks and provide (web-based) spam filters, use blacklists, etc. Banks 

inform and warn clients via their website about the risks of internet banking, in particular 

phishing, of which many clients had become victim.  

Baltic IT&T Review14 is published quarterly in the English language by the Ministry of 

Economic Affairs and Communications, Republic of Estonia, the Secretariat of Special 

Assignments Minister for Electronic Government Affairs, Republic of Latvia, the 

Information Society Development Committee, Government of Lithuania. The journal is 

published since 1996. Starting from autumn 2007 Baltic IT&T Review is published in on-

line format only. The journal is intended mainly for government and academic 

institutions, ICT providers and users in the Baltic States and beyond, international 

organizations, embassies and institutions of cross-border cooperation that operate / are 

interested in the Baltic region. Baltic IT&T Review is being read mostly in all three Baltic 

countries, in Scandinavia and other European countries. 

The journal is a unique publication which promotes the exchange of information and 

experience among the countries of the Baltic Sea region, reflecting important activities 

and events which take place, spotlighting significant ICT projects and initiatives in the 

region. The journal contains articles about: 

 ICT Events and Forums, 

 E-Government, 

 E-Society, 

 ICT Market, 

 Communications. 

 

Awareness actions targeting the consumers/citizens 

Net-Safe Latvia 15  project became an awareness center combining awareness work, 

hotline and helpline January 2009. As an awareness center the project is implemented 

by The State Regional Development Agency, Latvian Internet Association and the State 

Children Rights Inspectorate. 

                                           

14 http://www.ebaltics.com/ 
15 Source: http://www.canee.net/net_safe_project_in_latvia  

http://www.mkm.ee/
http://www.mkm.ee/
http://www.eps.gov.lv/
http://www.eps.gov.lv/
http://www.ivpk.lt/
http://www.canee.net/net_safe_project_in_latvia
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The aim of the awareness center is while informing about the possibilities provided by 

internet, warn about the potential threats and to provide facilities which can help to deal 

with illegal internet content and braches online. Three main target groups have been 

indicated by the project – children, their parents/caretakers, teachers/educators. 

Net-Safe Latvia project is the recognized in society as a valuable and needed project 

dealing with internet safety issues. Project has strong support from national stakeholders 

including Law Enforcement, Industry, educational institutions and several NGO‟s. 

The centre initiates, coordinates and participates in broad range of activities and 

initiatives promoting safer use of internet for all indicated target groups. Among others: 

 National campaigns; 

 Educational Seminars; 

 Youth Panel; 

 Development of educational materials; 
 Conduction of research. 

The Latvian Safer Internet Centre16 – Net-Safe Latvia project – has a combined web 

page containing all information on the work of the awareness centre, hotline and 

helpline; it is available in Latvian, Russian and English: http://www.drossinternets.lv   

The coordinators of the Latvian Awareness Centre: 

 State Regional Development Agency 

 Latvian Internet Association  

 The State Inspectorate for Protection of Children Rights 

 

Regional Awareness  

The regional “Baltic IT&T 2009 Forum: eBaltics” took place in April 2009 in Riga. This is 

one of the most significant ICT events in the Baltic Sea Region, bringing together senior 

government representatives, experts from European Commission and international 

organisations, as well as top level executives from the world‟s leading ICT companies 

and other business sectors. 

The 2009 forum addressed a series of relevant network and information security topics 

like for example:  

 IT security trends, 

 Secure Information Technology for the Society 

 Network and information security challenges today 

 Internet Resilience − Swedish Initiatives, etc. 

Some of the recognised benefits of the forum are related to the opportunities for 

exchange of good practice and cooperation between representatives of ICT industry, 

CIOs, business executives, public sector and representatives from other fields; co-

operation in cross-border projects in the Baltic Sea Region and Central and Eastern 

European Countries; development of expert and organizational networks. 

                                           

16Source: http://www.saferinternet.org/web/guest/centre/-
/centre/latvia?p_p_lifecycle=1&p_r_p_1607082367_country=Latvia&  

http://www.drossinternets.lv/
http://www.saferinternet.org/web/guest/centre/-/centre/latvia?p_p_lifecycle=1&p_r_p_1607082367_country=Latvia&
http://www.saferinternet.org/web/guest/centre/-/centre/latvia?p_p_lifecycle=1&p_r_p_1607082367_country=Latvia&
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Relevant statistics for the country 

The information society in Latvia is at a relatively early stage of development. Although 

progress has taken place since last year in the areas of broadband and internet usage, 

there is still room for improvement: low rankings on broadband penetration, of Internet 

usage and e-Governance show the need of further efforts to narrow the gap with the 

rest of Europe. 

Based on the Eurostat17 information, it appears that the broadband penetration trend for 

Latvia is significantly currently below the EU average: 

 

Based on the same source of information, the regular use of Internet by the population 

(use as % of the population) is slightly above the EU average and it continues on an 

increasing path. Rates of Internet usage have been gradually improving over the last few 

years to a level that is slightly higher than the EU average. Take-up of the Internet in 

Latvia is average and less than half of the population has never used the Internet. Usage 

of Internet services is correspondingly average and slightly above the EU average. 

 

                                           

17 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 
responsibilities 

National authorities  Role and responsibilities Website 

1. Ministry of 
Transport (& 
Communications) 

The responsibility and roles of the Ministry of Transport 
are the elaboration of the transport, communication 
policy, organisation and coordination of the 
implementation of transport, communication policy, as 
well the execution of other functions as laid out in 
normative acts. The main tasks of the Ministry of 
Transport and Telecommunication  are: 

 To elaborate state policy in transport and 
communications sectors (documents of policy 
planning) and coordinate its implementation; 

 To provide the attraction of financial resources to 
implement the state policy in transport and 
communication sectors; 

 To participate in elaboration of EU legal acts, 
identifying and defending Latvian interests; 

 To elaborate legal acts regulating the transport and 
communication sectors; 

 And within the competence of the Ministry to provide 

their implementation and control. 
 

www.sam.gov.lv 

2. State Information 
Network Agency 
(VITA) 

VITA provides services of information technology and 
electronic communications to state institutions and 
enterprises throughout Latvia. The agency is responsible 
for maintenance of the State Private Electronic 
Communications Network. It is also responsible for 
operating the Latvian national CERT – DDIRV.  

www.vita.gov.lv 

3. Consultative council 
of security of 
electronic 
communications & 
information 
technology  

The Council chaired by representative from the Ministry of 
Transport consists of representatives from all state 
institutions involved in security of electronic 
communications and information technology. Its functions 
are: 

 To promote cooperation among state institutions, 
local governments and private sector; 

 To promote elaboration of a common state policy; 
 To promote security of electronic communications and 

information technology. 
 

No internet site 
available 

4. Data State 
Inspectorate 

Control and supervision of processing of personal data 
state-wide in compliance with requirements of the Latvian 
Personal Data Protection Law. The main task of the Data 
State Inspectorate are to: 

 Control the compliance with safety requirements 
concerning the safety of information in personal data; 

 Handle complaints and make decisions related to 
protection of personal data; 

 Register data processing systems to develop the 
personal data processing register. 

www.dvi.gov.lv 

5. Ministry of Regional 
Development and 
Local Government 

The Ministry of Regional Development and Local 
Government is the leading state administrative institution 
in the field of planning and coordination of state and 
regional development, local government development, 
spatial planning, state investment and land policy, as well 
as e-government , information society and information 
technology area. The main tasks of the Ministry of the 
regional development and local government are 

 Participation in state development, land policy, 
regional policy and spatial planning policy 
development; 

 Coordination and implementation supervision of 

www.raplm.gov.lv 

http://www.raplm.gov.lv/
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National authorities  Role and responsibilities Website 

regional policy and spatial planning policy; 
 Supervision of implementation of assignments defined 

by law  
 in municipality working area, guidance of 

municipalities' development and implementation of 
municipalities' reform; 

 Organisation and implementation coordination of 

laws and other normative acts in regional policy, 
spatial planning policy and municipality working and 
development areas; 

 Coordination of cooperation between state 
administration and municipal institutions in 
development of electronic services; 

 Organisation and implementation coordination of 
information technologies in state administration in 
order to provide efficiency and modernisation of state 
administration; 

 Provision of attraction of investments in e-
government, information society and information 
technology areas; 

 Supervision of state information system in Latvia. 
 

The Ministry of Regional Development and Local 
Government has incorporated into its structure the 
Secretariat of Special Assignments Minister for Electronic 
Government Affairs, main tasks being: 

 Organize and coordinate the development and 
implementation of the state policy in the field of 
electronic government, Information Society and IT; 

 Develop different types of services and make 
technical and organizing infrastructure services 
available and easy accessible for usage; 

 Inform and educate the society so they can fully use 
ICTs options while using e-government services.  
 

6. State Police (4th 
Unit of Economic 
Police Department) 

Cybercrime combating and intellectual property 
protection. 

www.vp.gov.lv  

7. Electronic 
Communications 
Office  

The main tasks of the Electronic Communications Office 
are: 

 management of radio frequency spectrum and 
numbering to ensure their rational and effective use;  

 technical planning the use of radio frequency 
spectrum and assigning radio frequencies for radio 
equipment operation;  

 the provision of electromagnetic compatibility and 
numbering services;  

 assigning call-signs (identification) to radio stations. 
 

www.esd.lv/ 

8. Latvia Public Utilities 
Commission 

As a Multi-sectoral Regulator, the Public Utilities 
Commission‟s role is to provide users with high quality, 
continuous and safe public utilities for economically 
reasonable prices (tariffs), to stimulate efficiency and 
sustainable development of public utilities ensuring 
profitability levels consistent with the prevailing economic 
conditions and to promote economically justified 
competition in the regulated sectors. The main  tasks of  
the Latvia Public Utilities Commission are: 

 Sets tariff calculation methodologies; 
 Approves tariffs for utilities; 
 Issues licenses and supervises implementation of the 

set conditions; 
 Supervises compliance of utilities with requirements 

for quality and environmental protection, technical 
regulations, standards; 

www.sprk.gov.lv 

http://www.vp.gov.lv/structure/view.php?id=38
http://www.vp.gov.lv/structure/view.php?id=38
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National authorities  Role and responsibilities Website 

 Performs dispute out-of-court settlement, etc. 
 

9. Ministry of 
Education and 
Science 

The ministry is charged with development of technological 
research and curriculum in Latvia. The Ministry ensures 
development and implementation of a policy in the fields 
of education, science, sports and state language 
promoting sustainable growth of welfare of the citizens of 
Latvia as educated, healthy, physically and mentally 
developed personalities and integrity of the society of 
Latvia.  

The Ministry strengthens and ensures provision of 
information to the public, explanation of the adopted 
resolutions and the link with the society by means of 
implementing the best practice of the administration 
process and transparent principles of operation of the 
state administration.  

http://www.izm.go
v.lv 

10. Ministry of Defense  The Ministry of Defence is the leading State 
Administration institution in the field of defence.  

www.mod.gov.lv 

11. Ministry of Interior  The Ministry of Interior is the leading State Administration 
institution in the field of interior.  

www.iem.gov.lv 

 

Computer Emergency Response Teams (CERTs): role and responsibilities 

CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

12. DDIRV No Yes DDIRV is the National Computer Emergency 
Response Team.  

DDIRV was established to provide quality 
recommendations and consultations for IT 
administrators in Latvia in case of security 
incidents. 

www.ddirv.lv 

13. CERT 
NIC.LV 

Yes Yes CERT NIC.LV is the Computer Emergency 
Response Team under Institute of Mathematics 
and Computer Science of University of Latvia 
(IMCS UL). 

The main objective of CERT NIC.LV is to provide 
free (at the most possible extent) incident 
handling services to the Internet society of Latvia. 
CERT NIC.LV objectives are to: 

 Provide technical support to security incidents 
handling and recovering from their 
consequences; 

 Co-ordinate all responses to an incident; 
 Raise awareness and distribute educational 

materials to improve the overall knowledge of 
security techniques among the members of 
the constituency and society in Latvia at 
large. 
 

http://cert.nic.lv 

 

Industry organisations active in network and information security: role 
and responsibilities 

Industry 
organisations  

Role and responsibilities Website 

14. LIKTA - The Latvian 
Information and 
Communication 
Technology 
Association 

The Latvian Information and Communications Technology 
Association - LIKTA - is a professional association that 
regroups over 80 important ICTE product and service 
providers and educational institutions, as well as about 100 
individual professional members of the ICTE industry 

www.likta.lv/en/ 

http://www.ddirv.lv/
http://cert.nic.lv/
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Industry 
organisations  

Role and responsibilities Website 

sector in Latvia, namely in computer hardware and 
software, electronics, and telecommunications 
infrastructure and service providers. LIKTA is involved in: 

 Professional education ; 

 Computer literacy ; 

 Participation in projects of national importance ; 

 International activities ; 

 Promotion of ITTE product and services sales abroad. 

15. LDTA – Association 

of Computer 
Technologies of 
Latvia 

The major goals of LDTA, Association of Computer 

Technologies of Latvia, are: 

 Representation of the IT industry in the governmental 
and international institutions 

 Support of the beneficial infrastructure of IT 
development. 

 Taking part in educational program elaboration and 
implementation.  

 Realization of basic approaches of Information Society.  
 Close cooperation with other associations and state‟s 

institutions in order to meet the goals and tasks 
desired. 

www.itnet.lv 

16. Latvian Electrical 
Engineering and 
Electronics Industry 
Association - 
LEtERA 

LEtERA is an independent, voluntary and non-
governmental public organization and unites companies, 
research and educational institutions registered and 
operating in Latvia, whose activities are related to Industry 
of Electronics and Electrical Engineering, Information and 
Communications Technology. 

LEtERA is established in order to search for solution of 
different problems, which are common to several sectors 
of ITTE branch; supports cooperation with other branch 
associations in Latvia, as well as related organizations of 
European countries: 

 Search for solution of different problems, which are 
common to several sectors of ITTE branch; supports 
cooperation with other branch associations in Latvia, 
as well as related organizations of European countries; 

 LEtERA willingly consults Latvian government and 
administrative body so that in the most effective and 
practical methods it would be possible to establish in 
Latvia the legislation of European Union, as well as to 
express the propositions for supplementation of 
electrical engineering and electronics and related 
branch legislation; 

 LEtERA facilitates the development of education and 
science, the foundation of new enterprises, the 
economical and technical development of existent 
enterprises, to create favorable environment for 
innovations, which would stimulate to make new 

products with high added value.  
 

www.letera.lv 

17. Information 
Systems Audit and 
Control Association 
(ISACA) Latvia 

The Information Systems Audit and Control Association 
(ISACA) Latvia Chapter was officially founded on 1996, 
however the true story started almost four years before.  

ISACA Latvia Chapter while being small in numbers still is 
working  to fulfill the same mission as the international 
ISACA (mainly banks and audit companies) 

Numerous ISACA ideas have been implemented in 
regulatory acts and legislation (example: a need for IT 
auditor in each bank of Latvia), many more have been 
passed to legislators (example: a need for IT auditor in 
each governmental institution of Latvia). One of the main 
topics currently in focus is the new "Information System 
Law" in Latvia which has come into effect and now has to 
be implemented and adopted in real life as well.  

www.isaca.lv 
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Industry 
organisations  

Role and responsibilities Website 

18. Internet Association 
of Latvia 

LIA represents more than 90% of Latvian Internet Service 
providers (ISP) and other domestic and foreign enterprises 
dealing with different Internet services. Their objective is 
to develop, secure and popularize widely accessible 
Internet environment in Latvia. 

 To consolidate for social activities legal entities and 

individuals operating in Latvian Internet environment; 
 To stabilize, adjust and develop Latvian Internet 

environment; 
 To facilitate development and popularisation of 

Internet, and connected sectors, in Latvia; 
 To represent its members and Internet industry; 
 To foster qualitative up growth of LIA members, to 

facilitate cooperation and fellowship among members, 
to build up industries informative base; 

 To foster Internet popularisation in society and to 
stimulate growth of Internet accessibility; 

 To submit proposals concerning development of 
Internet related legal provisions; 

 To collaborate with Internet related non-governmental 
organizations in different countries, promoting bilateral 
and multilateral exchange of comprehensive 
information about information technologies. 

www.lia.lv 

19. Telecommunication 
Association of Latvia 
(LTA) 

LTA promotes cooperation and development between 
telecommunications organisations and enterprises in 
Latvia. 

www.telecom.lv 

 

Academic organisations active in network and information security 
bodies: role and responsibilities 

Academic bodies  Role and responsibilities Website 

20. Institute of 
Electronics and 
Computer Science 

IECS was founded as a research institution of the 
Latvian Academy of Sciences. 

www.edi.lv 

21. Riga Information 
Technology Institute 

The Rīga Information Technology Institute (RITI) is a 
private research and development organization. 

www.riti.lv 
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Country specific NIS glossary 

CCD COE Cooperative Cyber Defence Centre of Excellence 

DDIRV State Information Network Agency Computer Emergency Response Team  

DPA Data Protection Act (Law on Protection of Personal Data of Natural Persons of 23 March 2000) 

LDTA Association of Computer Technologies of Latvia 

LEtERA Latvian Electrical Engineering and Electronics Industry Association  

LIA Latvian  Internet Association 

LIKTA The Latvian Information and Communications Technology Association 

LTA Telecommunication Association of Latvia 

PIAA Latvia Consumer Association  

PUC Latvian Public Utilities Commission  

SDI State Data Inspectorate 

VITA State Information Network Agency  
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