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The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 
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Norway 

The structure of the individual country reports  

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‟s “Who-is-who” publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm 

 

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

National Guidelines for Information Security 

The guidelines describe trends within information security and challenges related to 

these trends. In addition, the national priority areas can take part in meeting these 

challenges. The guidelines also emphasize information security as a critical element in 

managing an organization. (http://www.regjeringen.no/nb/dep/fad/dok/lover-og-

regler/retningslinjer/2007/nasjonale-retningslinjer-for-informasjon.html?id=492953) 

Sikkerhetsloven 

The purpose of this law is to arrange for an effective way of meeting threats against 

national independence, security, and other vital national security interests. The law also 

covers legal protection for individuals. 

Ekomloven 

Ekomloven was passed on July 4th 2003. The main objective of the law is to secure 

users fair and future oriented electronic communication services. 

The preparedness and recovery measures 

Preparedness and recovery measures to mitigate the risk affecting the resilience of 

public e-communication networks are established on several levels. For 

preparedness/readiness on high level, the Norway National Security Authority (i.e. NSM) 

has established a system called SBS (in Norwegian; Forward-based system in English).  

The activities of SBS (Sivilt beredskapssystem - civil emergency management) are 

classified. On an operational level, NSM has a structure in place called VDI. VDI, 

Varslingssystem for Digital Infrastruktur, is the Norwegian Alert and Early Warning 

System for Digital Infrastructure identifying, classifying and issuing warnings about IT 

attacks against Norway. The system is developed and maintained by NorCERT (see 

reference list). VDI is a cooperation between the private sector and the government and 

focuses on critical infrastructure protection. Sensors monitor the Internet connectivity.  

For keeping such activities accurate and up-to-date, NSM is organising with other 

organisations the IKT (National Cyber Exercise) – latest one was held in December 2008. 

This exercise provided relevant information that further helps improving the resilience of 

Norway‟s public e-communication networks.  

As well, regular exercises with ISPs and critical infrastructure organisations are also 

organised. NPT participates in defining which services are critical to society. Specifically, 

priority services such as telephone and mobile phone as well as service availability in 

emergency situations. Provisions for enhancing the robustness of critical services may be 

identified and implemented.  

NPT cooperates with electricity providers on the mutual dependency between power grid 

and Internet: many providers report critical/ important installations to the electricity 

power providers in order to enhance preparedness. To assess the preparedness and 

recovery measures, NPT is frequently in contact with the key people among the 

providers. NPT wants to organise exercises every second year, whereby participants 

come from other sectors as well as the electronic communications sector. Furthermore, 

exercises covering smaller geographic regions will be organized. Main emphasis is on 

getting the power grid sector and local government involved. 

http://www.regjeringen.no/nb/dep/fad/dok/lover-og-regler/retningslinjer/2007/nasjonale-retningslinjer-for-informasjon.html?id=492953
http://www.regjeringen.no/nb/dep/fad/dok/lover-og-regler/retningslinjer/2007/nasjonale-retningslinjer-for-informasjon.html?id=492953
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Incident response capabilities  

Different structures in Norway deal with incident response:  

 NorCERT is the Norwegian national CERT. It coordinates responses to serious IT 

security attacks against critical infrastructure and information, as well as warns about 

serious vulnerabilities in vital computer systems in our society. It is the national 

contact point for security incidents; 

 UNINETT runs the academic CERT for Norway; 

 NorSIS (see reference list) – is the Norsk senter for informasjonssikring (Norwegian 

Centre for Information Security) - provides information and advisories to the general 

public, but is not involved in incident management.  

NorCERT is in close cooperation as regards incident handing with the European 

Government CERTs Group (EGC), as well as with other national CERTs in the world. They 

exchange regularly with other national CERTS, and participate in meetings, exercises 

and workshops. As regards analysis of past incidents and post-investigations, the NSM 

authority analyses only current incidents.  

In very severe situations, NSM might do a post-investigation. NPT may do post-

investigations in case of serious incidents and when an incident is caused by any new 

kind of problems. Usually, providers handle incidents. Analysis of past incidents is 

carried out on an ad-hoc basis. Such work helps in finding out whether new measures 

are needed or else current ones require change. These analyses might lead to new 

requirements imposed on providers involved in an incident or to a change in legislation. 

In addition, the larger ISP service providers also act as CERTs in their sector. 

Good practice on resilience  

The best online repository of good practice can be found on NORSIS web site (see 

reference list). Of course, it is in Norwegian. NSM gives guidelines for specific cases on 

its web site. NPT has a web site for safe use advice and similar good practices called 

Nettvett.no (see reference list). It targets private users, SMEs and others. The challenge 

is to assure that none of these organizations provide conflicting advice. As well, 

coordination between these actors and defining best practice is important. Sorting out 

and managing problems on their own is seen as the best incentive to help improve 

resilience. During workshops (see above) providers discuss among themselves how to 

handle important issues and to avoid regulation. It is preferable to set industry 

standards instead of regulation. The providers make a choice about the technologies and 

they will choose the most competitive. 

Guidelines for procurement  

There are no specific NIS elements in the guidelines for procurement except for the 

procurements covered by the national security law; although these do not address 

resilience in particular. NPT has one guideline dealing with the creation of service level 

agreements (SLAs). Here robustness and availability (resilience) are mentioned. There 

are 3 different SLA templates for different types of services. All kind of relevant issues 

are mentioned such as repair time etc. 

An Information Society for All 

Through the White Paper on ICT-policy "An Information Society for All" in 2006, the 

Stoltenberg-Government presented a new strategy for ICT-development. Previous 

actions and goals from the former eNorway-initiatives have been integrated in this new 

strategy. 
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Furthermore the new strategy enlightens two focused areas, digital inclusion and round-

the-clock electronic public administration services. 

Digital Inclusion 

Three preconditions in particular form the basis for the Government's commitment: 

 Digital access is above all a question of ensuring everyone of good provisions for 

high-speed Internet access.  

 Universal design of ICT solutions is a precondition for participation by everyone. 

The Government operates with the specific objective of ensuring that all technological 

solutions involving ICT in the public sector are based on universally designed 

solutions - in self-service machines as in computer solutions. 

 Digital skills throughout the nation are considered as essential. The Government of 

Norway will therefore be increasing the focus on digital skills and by stepping up the 

commitment to ICT in the Norwegian education system. Key elements of the strategy 

include ensuring access to computers and the Internet for all pupils and teachers and 

extending the use of digital learning resources. 

 

Round-the-clock electronic public administration 

Norway is internationally at the forefront in implementing ICT in the public sector – a 

large sector with many actors. Each individual government organisation is responsible 

for its own procurements or development of in-house ICT solutions, with the result that 

many electronic services are scarcely coordinated since the solutions have been 

developed "locally" without a reference to broader, common requirements. 

The Government's aims here are two-fold. On the one hand, the users should be offered 

an open, accessible and coherent public sector featuring integrated and fully digital 

services via sound electronic self-service solutions. On the other hand, resources should 

be freed up and used more effectively through ICT in order to strengthen public welfare 

provisions, while reducing administrative burdens. In the future, developments in society 

will put public finances under pressure, and increase the need for adjustment processes. 

The Government of Norway focuses on realisation of round-the-clock public 

administration that will be based on the main principle of developing electronic self-

service solutions, establishing common, cross-sectoral solutions and formulating 

universal architectural principles for ICT solutions in the public sector. Electronic 

services, both for citizens and businesses, must be accessible via the "Minside" 

("Mypage") citizens website portal and the business portal "Altinn" ("AllInn"). 

The government will base its software policy on open standards and more extensive use 

of open source software – this is an interesting aspect from an NIS viewpoint. The 

government also wants public enterprises to make more extensive use of solutions 

based on open source software. 

The Norwegian approach to eGovernment does generally reflect the decentralised 

budgeting responsibilities. At the ministerial level, the amount of ICT co-ordination 

varies and is linked to the level of centralisation / decentralisation of the structure of 

responsibilities within each ministry. 
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Strategy and actions for the use of electronic business processes and electronic 

procurement in the public sector 

The strategy document "Strategy and actions for the use of electronic business 

processes and electronic procurement in the public sector" and the success of the 

eProcurement portal Ehandel.no shows the Government's commitment to eGovernment.  

Despite this, and in contrast to other Nordic countries, in Norway there are relatively few 

central government projects to improve citizen online consultation and participation in 

policy making. Most of the eGovernment initiatives are targeted to providing information 

to citizens, rather than engaging them in eConsultation or eParticipation. In a fashion 

similar to most other OECD countries, seemingly little civil society mobilisation is focused 

on eGovernment issues, despite the increase in use of ICT and the Internet. 
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The regulatory framework 

The following Norwegian national regulations have relevance and applicability in the 

domain of network and information security: 

e-Governance Legislation 

In terms of regulations covering the conduct of Public Administration, there are few 

regulatory barriers to eGovernment in Norway. The Government has taken an active role 

in setting up a framework for implementation by breaking up legal and regulatory 

barriers to the provision on online services. Legal issues in new policy areas such as 

public key infrastructure (PKI) for electronic authentication have been addressed through 

intergovernmental working groups.  

These initiatives anticipate the needs of the Information Society and provide for 

legislative simplification without loss of rigor aiming to reduce administrative burdens 

imposed on citizens and businesses. The resulting regulatory environment rather enables 

than impedes eGovernment action. In general, the law now establishes a formal 

equivalence between paper and electronic processes, even though this fact has not been 

fully exploited yet. 

Freedom of Information Legislation 

Personal Data Act 

The purpose of the Act of 14 April 2000 No. 31 relating to the processing of personal 

data (Personal Data Act) is to protect natural persons from violation of their right to 

privacy through the processing of personal data. The Act shall help to ensure that 

personal data are processed in accordance with fundamental respect for the right to 

privacy, including the need to protect personal integrity and private life and ensure that 

personal data are of adequate quality. This Act transposes the Directive 95/46/EC of the 

European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of 

such data into Norwegian law. 

Personal Data Regulations 

The regulations on the Processing of personal data (Personal Data Regulations) were laid 

down by the Royal Decree of 15 December 2000 pursuant to the Act of 14 April 2000 

No. 31 on the processing of personal data (Personal Data Act), sections 3, 4, 12, 13, 14, 

26, 30, 31, 32, 33, 41, 43, 44, 48 and 51. They were amended on 23 December 2003 

(No. 1798 as the Personal Data Regulations). 

eCommerce Legislation 

eCommerce Act 

Norway's eCommerce Act (23.5.2003, No. 35) transposes into national law the EU 

Directive on electronic commerce (Directive 2000/31/EC).eCommunications Legislation 

The Electronic Communications Act 

Proclaimed in 4 July 2003, the Act aims to ensure good, reasonably priced and future-

oriented electronic communications services for the users throughout the country 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML
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through the efficient use of the society's resources by facilitating sustainable 

competition, as well as stimulating industrial development and innovation. The act 

regulates the transmission of electronic communications as well as the associated 

infrastructure, services, equipment and installations. It also covers the management of 

the electromagnetic frequency spectrum and that of numbers, names and addresses. 

Regulation on Electronic Communication with and within the Public 
Administration 

The government bill "Regulation on Electronic Communication with and within the Public 

Administration" prepared by the Ministry of Labour and Government Administration, was 

ratified on 1 July 2002. The regulation created the legal framework for a secure and 

effective use of electronic communication. 

eSignatures Legislation 

Electronic Signature Act 

The Act of 15 June 2001 No. 81 relating to electronic signature (Electronic Signature Act) 

contains detailed provisions for electronic identification of persons and gives qualified 

electronic signatures equal status to traditional signatures for administration purposes. 

The law, lastly updated by Act of 20 December 2002 No.110, implements the relevant 

EU directive (Directive 1999/93/EC). Of relevance here is also the sub-regulation on 

"Electronic Communication with and within the Public Administration". The Government 

has taken a pragmatic approach to PKI by establishing the regulatory and policy 

framework as well as technical requirements for the introduction of a common PKI 

solution for the public sector. By avoiding playing the pioneer when it comes to use new 

technologies and waiting for market actors such as Telenor or the banks to act, the 

Government has avoided taking the risk in developing and supplying solutions that are 

not aligned with the market. Development of common PKI specifications has been 
completed and the introduction of PKI is imminent. 

Self-regulations 

There is currently no code of conduct for Norwegian mobile telecom operators. 
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NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  Ministry of Transport and Communications 
 Ministry of Government Administration and Reform 
 Ministry of Justice 
 Ministry of Defence 
 National Security Authority 
 Norwegian Post- and Telecommunication Authority 
 NorCERT 
 Norwegian Data Inspectorate (Datatilsynet) 
 Agency for Public Management and eGovernment 
 Government Administration Services 

CERTs  Uninett-CERT 
 UiO-CERT  

Industry 
Organisations  

 NSR (Norwegian Business and Industry Security Council) 

Others  Norsis (The Norwegian Centre for Information Security) 
 Medietilsynet (The Norwegian Media Authority) 
 SERTIT 
 OWASP NORWAY 
 ISACA NORWAY 
 Forbrukerradet (Norwegian Consumer Council) 

 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory.1 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards. 

                                           

1 http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country 

http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Co-operation between public authority bodies 

The coordination committee for preventive information security (Koordineringsutvalg for 

forebyggende informasjonssikkerhet - KIS) is a body across all sectors. KIS was 

established on May 4th 2004 and is placed under Ministry of Government Administration 

and Communications (FAD). The mandate for KIS is: 

 Work for adequate coordination and development of regulations relevant for 

information security; 

 Discuss and recommend use of general standards, norms, methods, and tools for a 

business‟ work for information security; 

 Discuss and recommend coordination of the inspection practice within information 

security; 

 Discuss the risk- and vulnerability within information security and establish general 

understanding for this; 

 Recommend adequate approaches for the risk- and vulnerability scenario; 

 Discuss and recommend adequate coordination of information security measures and 

emergency planning; 

 Exchange experience about the work of information security and act as a quality 

assurance body for new measures; 

 Act as an advisor in relation to the implementation of national strategies within 

information security. 

 

Quarterly meetings are arranged by KIS for the governing bodies to come together and 

discuss information security. 

Exchange of information between providers and public authorities takes place at different 

levels and at different frequencies. NPT is collecting information about important security 

measures. Examples are:  

 Business continuity plans; 

 Information security policies; 

 Preparedness measures;  

 Information on geographical;  

 Topological and technical network structures;  

 Locations with high infrastructure density.  

All the above information is collected yearly from a selected group of operators. This 

selected group consists of about ten of the biggest and most important electronic 

communications network providers in Norway. The actual list of selected providers may 

change from year to year. On a continuous basis NPT may collect information on 

incidents from any provider where the seriousness level of an incident is high. The 

information and reports are not analysed further if the incident is not important. NPT 

uses the reports:  

 To assess the vulnerability and the high risks of the telecom infrastructure;  

 To discuss and suggest new measures to be implemented;  
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 To decide on what money should be spent (the reports are is considered very useful 

for making this decision);  

 A secondary use comes for planning exercises and planning scenarios.  

However, it should be kept in mind that the database with information and reports 

cannot be used for real time management of incidents as it is a snapshot of the 

infrastructure and out of date as the infrastructure is changing with time. Therefore, only 

guidelines are developed from NPT„s incident database. NPT does not share this 

information with other authorities in Norway.  

Co-operation between providers and public authorities 

Many initiatives between providers and public authorities focus on exchanging 

information during regularly held meetings and workshops. The NPT authority is 

organising forums and workshops every year with different stakeholder groups on 

different topics. These may cover any subject ranging from security and robustness of 

public e-communication networks to awareness raising for safe use of the Internet. The 

public authority is meeting organizer and invites. Participating stakeholders contribute 

the agenda items. In the framework of NorCERT, the NSM authority is organising: 

 Two annual forums and workshops for representatives coming from public and 

private sector involved with critical infrastructure. 

 Regular meetings - workshops take place with the 10 biggest ISPs in Norway. The 

ambience during these workshops is informal. This increases participation by 

operators and helps build trust between them and NSM. That way, NSM receives a lot 

of valuable information from the providers. The topics discussed during such events 

are security related such as discussing details about incidents, response matters, 

detection and so forth. As well, security threats that might be caused by new 

technologies are also addressed and how to regulate Spam and other matters. 

 There is also a NorCERT Expert Council – a small group of critical infrastructure 

experts – that meets twice a year and provides guidelines and input for future 

development of NorCERT. 

A public-private partnership (PPP) is used for developing the national strategy of 

information security with NorCERT and NorSIS working together this topic2. NorCERT 

represents the critical infrastructure community and NORSIS the rest of society.  

As regards to initiatives between providers, both authorities are aware of one initiative 

called ITAKT (see reference list). Members of ITAKT are operators. The initiative helps 

improve efforts including awareness to fight cyber-crime. Government authorities are 

not member of ITAKT but invited occasionally for purposes of information exchange. 

UNINETT that runs the academic CERT for Norway was active in pan-European CERT co-

ordination discussions3. 

                                           

2 See also the ENISA report “Stock taking of policies and regulations - Resilience of communication networks” 
published in September 2008: http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-
policies/stock-taking-report, page 266. 
3 We refer to ENISA report “CERT cooperation and its further facilitation by relevant stakeholders”, available at: 
http://www.enisa.europa.eu/act/cert/background/coop/files/cert-cooperation-and-its-further-facilitation-by-
relevant-stakeholders , page 25. 

http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report
http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report
http://www.enisa.europa.eu/act/cert/background/coop/files/cert-cooperation-and-its-further-facilitation-by-relevant-stakeholders
http://www.enisa.europa.eu/act/cert/background/coop/files/cert-cooperation-and-its-further-facilitation-by-relevant-stakeholders
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

There is a difference between the levels of incident reporting. Certain incidents are 

handled by NorCERT and others by for example ISPs depending the relevant sector and 

the nature of the incident. 

Security incidents are reported to NSM only if they concern security breaches of a certain 

gravity (falling under the security act, i.e. concerning classified matters). For all other 

cases of incident information, NSM has an active sensor network in place which is run by 

the NSM department NorCERT. Companies falling under the National Security Act are 

required by law to report incidents to NSM. Incoming cases are assessed in the NSM as 

to their potential damage relative to the Security Act. Cases judged to be of sufficient 

gravity are referred to the Police for investigation, including criminal investigation. NSM 

uses the reports and information for risk and threat assessment. A yearly formal report 

is made to the Ministry of Defence, but status and situation reports are more regularly 

sent to other ministries as well, depending on the situation at hand. 

In general, it depends very much on the level of a security incident whether it is notified 

or not. Providers are supposed to send notification regarding serious security incidents at 

least as a general description with the level of detail provided to mass media. There is no 

template for notifications.  

A serious incident is defined by NPT as an incident affecting ether 10.000 subscribers or 

the geographical area larger than a municipality, and lasting more than five hours. In 

cases of serious incident, a post-incident report may be requested by NTP. For the 

reporting, a template (skeleton structure) is made available to the provider covering the 

nature of the incident, organisations affected by the incident and a description of 

provisions made to avoid such an incident in the future.  

The Norwegian National Security Authority (NSM) is aware of an anonymous survey on 

security incidents with 5,000 firms in Norway. This survey is carried out in regular 

intervals (3-4 years) in the public and the private sector. It is called „Hidden Statistics‟ 

and is organised by the Business Security Council. 

It is also interesting to mention that during the first half of 2009, Norway was mentioned 

in the global report4 published by the Anti-Phishing Working Group (APWG)5 with the 

following relevant statistics: 

 52 unique phishing attacks reported for this country 

 43 unique domain names used for phishing reported for this country 

 A score of 1.0 phish per 10.000 domains registered in this country 

 A score of 1.2 attacks per 10.000 domains registered in this country 

 

                                           

4 See the document: http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf  
5  The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 

http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
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Emerging NIS risks 

With a tradition of quick adaptation of new technologies, the exposure to new risks is 

somewhat higher in Norway. With more official services such as tax statements, being 

available online, the risk of identity theft is higher. Therefore, the focus for information 

security has lately been moved from the risks on IT infrastructure to the risks within the 

services that are provided. 

A “Report on the Protection of Critical Infrastructures and Critical Societal Functions in 

Norway” was issued in April 2006 by the Norwegian Commission for the Protection of 

Critical Infrastructure for the attention of the Ministry of Justice and Police and 

represents the most recent analysis of CIP and CIIP in Norway. It is a comprehensive 

assessment on how critical infrastructures and critical societal function are protected in 

Norway and analyzes the impact of recent evolvements (emergence of new threats, 

shifts in the ownership of infrastructures, reorganizations within the government) on CIP 

and CIIP. 

The report starts by defining critical sectors and critical societal functions and clarifies 

the concepts of threats, risks, vulnerabilities, prevention, etc. Furthermore, it provides 

an overview on the situation in all critical sectors and functions. The report also contains 

various recommendations to improve the protection of critical infrastructures including 

network). The Commission for the Protection of Critical Infrastructure highlights the 

importance of coordinating the various CIIP efforts and recommends that the Ministry of 

Justice and Police assume leadership with regard to this task. 

There is no formal risk management process in place in Norway. However, several 

activities are undertaken to deal with risk management:  

 Ad-hoc risk management work is performed but not in a formalized project; 

 The National Information Security Coordination Council collects reports from 

authorities but not specifically on resilience; 

 NPT is doing a yearly ad-hoc review on threats and vulnerabilities based on the 

information collected from the providers. 
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Resilience aspects 

Regulatory issues of resilience of public and other essential eCommunications 

networks 

The NPT - Norwegian Post and Telecommunications Authority has issued a number of 

regulations in place concerning the resilience of public e-communication networks laid 

out in the Electronic Communications Act6 (NO 1). Several sections are highly relevant to 

resilience, as for example below: 

 Section 2-10 is the most important one dealing with security and preparedness. 

“Providers shall offer electronic communications networks and services with the 

necessary security for the users in peacetime, crises and war. Providers shall 

maintain the necessary preparedness and entities important to the community shall 

be prioritized when necessary. Providers shall communicate important messages 

from the State authority. To ensure the fulfillment of national requirements for 

electronic communications security the Authority may issue regulations, issue 

individual decisions or conclude agreements that providers shall implement measures 

pursuant to the first paragraph. Such measures may include inter alia:  

o introduction of special functions and services in electronic communications 

networks, operating systems and operating organizations;  

o contingency planning and preparedness plans, including contributing to 

national preparedness plans and participation in drills;  

o physically securing of important installations in electronic communications 

networks.  

We refer the reader to the Electronic Communication Act for more information on 

resilience related items to the following sections:  

 Section 2-3: requirements for networks, services, associated equipment and 

installations; 

 Section 2-5: use on electronic communications networks and services; 

 Section 2-7: communication protection; 

 Section 10-3: duty to provide information; 

 Section 10-4 and 10-5: providers to cooperate for supervision and internal control; 

 Section 10-5: instructions given by the authority to the operator to take corrective 

action and make changes; 

 Section 10-7: regulatory measures in case of failures. 

 

The Act regulates also cooperation with other national and international authorities and 

addresses the issue of possible other or joint-activities. The Ecom Regulations 7 (see NO 

2) has a few relevant sections in chapter 8 (Security and preparedness) that address 

dependability and reliability issues regarding infrastructure:  

 Section 8-1: the obligation to have and to provide information;  

 Section 8-2: obliges the providers to prepare and maintain emergency preparedness 

plans and exercises;  

                                           

6 http://www.npt.no/ikbViewer/Content/7922/ekomlov_eng_jan_09.pdf  
7 http://www.npt.no/ikbViewer/Content/30917/ekomforskrift_eng_jan_09.pdf  

http://www.npt.no/ikbViewer/Content/7922/ekomlov_eng_jan_09.pdf
http://www.npt.no/ikbViewer/Content/30917/ekomforskrift_eng_jan_09.pdf
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 Section 8-4 deals with the prioritising of services; 

 Section 8-5 addresses the issue of Notification of significant operational and technical 

problems.  

The national guidelines for improving the information security - current version 2007 – 

2010 – are updated on a yearly basis.  

The NPT authority may perform audits as part of the information collection. Annual 

interviews take place with each of the about 10 selected operators about measures and 

compliance with the telecom law. The main focus of these interviews is to check 

documentation and infrastructure against the existing legislation. An audit may also be 

carried out if a significant incident has been reported. A request may be made to 

implement additional security measures, and in such cases there may be a follow up 

audit to check whether the measures have been put in place. NSM audits on systems 

and companies that fall under the Security Act. Regular audits take place, and the 

companies are notified beforehand.  

In these audits, the collaborators of NSM are the auditors. There is a protocol of how an 

audit should be carried out in place; it should not be considered as a certification 

scheme, though. The NSM auditors mostly inspect documentation, but also have the 

mandate to do system penetration.8 

The best online repository of good practice can be found on NORSIS web site (see 

reference list). NSM gives guidelines for specific cases on its web site. NPT has a web 

site for safe use advice and similar good practices called Nettvett.no (see reference list). 

It targets private users, SMEs and others. The challenge is to assure that none of these 

organizations provide conflicting advice. As well, coordination between these actors and 

defining best practice is important.  

Sorting out and managing problems on their own is seen as the best incentive to help 

improve resilience. During workshops providers discuss among themselves how to 

handle important issues and to avoid regulation. It is preferable to set industry 

standards instead of regulation. The providers make a choice about the technologies and 

they will choose the most competitive. 

 

Crisis Management – Simulation and Training 

Norway organises periodically a national scenario-based exercises on crisis 

management 9 , with focus on Information and Communication Technologies (ICT) in 

Critical Infrastructures (CI) and with involvement of relevant NIS actors, including 

providers and the NSM – the latest one was held in December 2008. This exercise 

provided relevant information that further helps improving the resilience of Norway‟s 

public e-communication networks.  

For example, more than 30 central and important actors from private and public sectors 

were involved, including from the following sectors that are heavily dependent on IT and 

eCommunications: banking and finance sector, electric power supply sector, oil and gas 

sector, telecommunications sector, justice and police sector. 

                                           

8 See: http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report  
9 See “Crisis Management – Simulation and Training” overview presentation of the Norwegian Exercise IKT 08, 
source: Norwegian National Security Authority; www.nsm.no  

http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies/stock-taking-report
http://www.nsm.no/
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The main goal of IKT 08 was to allow stakeholders to gain experience relevant to the 

development of the ability and capacity of Norway society to manage the phases before, 

during, and after massive attacks on the country‟s digital infrastructures. Few targets 

were set for the exercise: 

 establishing an understanding of responsibilities and roles before, during, and 

after the event 

 exploring the suitability of existing emergency planning 

 testing vertical and horizontal information sharing between decision-making 

levels before, during, and after the event 

 testing media management and crisis communications before, during, and after 

the event 

The lessons learned from the Norway exercise may be very interesting for the readers of 

this country report; therefore they are presented as such. Key lesson learned from the 

IKT 08 exercise facilitated by the Norwegian National Security Authority (NSM): 

 planning process exposed interdependencies and vulnerabilities - security issue, 

led to ”no observers” policy; 

 planning process highlighted need for cross-sectoral co-ordination; 

 sudden need for fast co-ordination is a challenge; pre-crisis networking is 

essential; 

 national CERT is crucial, fast-acting resource; 

 national CERT needs access to powers invested in other agencies, particularly 

post & telecom (legal powers to shut down IP addresses and .no domains 

controlling botnets); 

 national continuity of government planning is not relevant for cyber crisis 

management; 

 fast electronic info exchange is essential for early situation awareness; 

 sharing of classified information with private actors is a challenge;  

 conflicts of interests were exposed between law enforcement and continuity of 

operations - between law enforcement agencies, the post & telecom agency, and 

the NorCERT; 

 actors are frequently not aware of their dependency on the Internet; 

 private public partnerships within sectors worked very well with complete mutual 

trust. 
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Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented by Norway in the Act on Processing 

of Personal Data (the “DPA”) dated 14 April 2000. The DPA is supplemented by a 

regulation dated 15 December 2000 (the “Regulation”), as last amended on 24 April 

2008. A new chapter (regarding monitoring of employee e-mail) was proposed on 17 

October 2006. It is expected to be enacted and implemented within 2008.  

The competent national regulatory authority on this matter is The Norwegian Data 

Inspectorate (the “Inspectorate” or “Datatilsynet”).  

Personal Data and Sensitive Personal Data 

The Norwegian definition of personal data in the DPA is closely based on the standard 

definition of personal data. However, in relation to credit information agencies, the DPA 

applies to both individuals and legal persons. 

Under the Norwegian DPA, sensitive personal data includes both: (i) the standard types 

of sensitive personal data; and (ii) the fact that a person has been suspected of, charged 

with, indicted for or convicted of a criminal act.  

Sensitive personal data may be processed if the standard conditions for processing 

sensitive personal data are met or if the processing is laid down by law. In addition, a 

licence from the Inspectorate is required prior to the processing of sensitive data, 

provided that no exemptions apply.  

National identity numbers and other clear means of identification, including biometric 

data, may only be used in the processing when there is an objective need for certain 

identification and the method is necessary to achieve such identification. Video 

surveillance of a place regularly frequented by a limited group of people is only 

permitted if there is a special need for such surveillance and it must be notified. 

Information Security aspects in the local implementation of the Data Protection 

Directive 

In accordance with the DPA and the Regulation, the data controller must by means of 

planned, systematic measures ensure satisfactory data security with regard to 

confidentiality, integrity and accessibility in connection with the processing of personal 

data, as well as internal control. The data system and the security measures must be 

documented, and must be accessible to such employees of the data controller as need 

this in their work, as well as to the Inspectorate and the Privacy Appeals Board. 

Data protection breaches 

The Inspectorate must be notified if breach of these security obligations has resulted in 

the unauthorised disclosure of confidential personal data. 

Enforcement 

The Inspectorate may issue orders to the effect that the processing of personal data 

which is contrary to the DPA or the Regulation shall cease or impose conditions which 

must be fulfilled in order for the processing to be in compliance with the DPA or the 

Regulation. The Inspectorate may impose a coercive fine (an administrative sanction) 

which runs from the expiry of the time limit set for the compliance with the order. 

Decisions by the Inspectorate may be appealed to the Privacy Appeal Board. The 
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Inspectorate has no power to impose any other fines or imprisonment. Prosecutions for 

criminal offences are brought before the courts. 

 

NIS awareness at the country level 

Based on the various efforts by public and private sector in Norway, it is a relatively 

heightened awareness related NIS in Norway. 

Awareness actions targeting the safe use of the internet 

The Norway National Security Authority (NSM) informs end users and IT experts about 

serious data attacks and unclassified risk evaluations. The information is provided and 

shared through information online, publications, courses and conferences. Also, NSM 

performs inspections related to security issues within businesses and the overall 

community. 

 NSM together with SERTIT (Certification of IT) arranged the 10th Common Criteria 

Conference in September. The goal for this conference was to give IT-experts, 

researchers, and developers from different areas (public, private, or academic) a 

forum to share experience and knowledge about security evaluation and certification 

of IT products and -systems. 

 NSM security conference 17th – 18th of November 2009. The main topic of this years‟ 

conference will be the ICT threat scenario. 

The purpose of the Safe Use-project (Trygg bruk-prosjektet) is to establish and act as 

the national awareness network node in Norway, and to empower all users so that they 

can use electronic media in a fun and positive way. The project is situated within the 

Norwegian Media Authority.The project receives financial funding through the Safer 

Internet Programme, which aims to promote safer use of the Internet and new online 

technologies, particularly for children, and to fight against illegal content and content 

unwanted by the end-user, as part of a coherent approach by the European Union. 

The project's core task is to increase the public knowledge of the potential of electronic 

communication technologies, and the potential dangers associated with them. This will 

be done by utilising already existing resources, human and institutional, in addition to a 

vast body of recent research data.  

The large and well-respected Safe Use-survey has been done every other or third year in 

Norway since 2003 – and makes up a wide and factual base. As well as the survey, it is 

a goal for the Norwegian project and The Norwegian Media Authority to have two active 

forums; the Children‟s Panel and the Youth Panel – which ensures that our work is done 

at their level, with a greater understanding of their thoughts, and always with children‟s 
rights in mind. 

Awareness actions related to Internet safety for children 

The safe-use project of the Norwegian media Authority (medietilsynet) works with safe 

usage of digital media for children. In cooperation with six departments, the authority 

provides advisory services to schools, local authorities, and private persons. Also, a 

programme of initiatives for children and usage of new media has been developed 

together with the Ministry of Children and Equality. 
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Relevant statistics for the country 

Based on the Eurostat 10  information, it appears that the population regularly uses 

Internet (use as % of the population) in a constant manner upon the EU average. 

Therefore dependency upon the use of Internet services is correspondingly high. 

 

 

                                           

10 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 
responsibilities 

National authorities  Role and responsibilities Website 

1. Ministry of Transport 

and Communications 

The Ministry of Transport and Communications is in 
charge of the security related to network and electronic 
communications. 

According to its mandate mentioned above, the MTC is 
also responsible for coordinating policies and regulations 
in electronic communications. 

http://www.regjerin
gen.no/en/dep/sd.ht
ml?id=791  

 

2. Ministry of 

Government 

Administration and 

Reform - Norwegian 

Data Inspectorate 

The Ministry of Government Administration and Reform is 
the coordinator of Norwegian IT policy and ICT security. 

This authority is responsible for the implementation of 
egovernment in Norway. Within the Ministry, the 
Department of ICT Policy and Public Sector Reform is 

responsible for the work associated with preventive ICT 
security, including a number of issues relating to personal 
data protection. The Department of Government Services 
has the Norwegian Data Inspectorate and Government 
Administration Services as subordinate enterprises. 

http://www.regjerin
gen.no/en/dep/fad.h
tml?id=339 

http://www.regjerin
gen.no/en/dep/fad/S
elected-topics/ict-
policyenorway.html?
id=1367 

3. Ministry of Justice The Ministry of Justice takes care of the coordination of 
the different sectors and has overall responsibility for 
critical infrastructure.  

This authority is not only the coordinator of emergency 
preparedness, but is also responsible for crisis and critical 
infrastructure protection. 

http://www.regjerin
gen.no/en/dep/jd.ht
ml?id=463  

4. Norwegian Ministry 

of Defence 

The Ministry of Defence is responsible for security related 
to their own network and communication. 

It coordinates defence and national security.  

http://www.regjerin
gen.no/en/dep/fd.ht
ml?id=380  

5. National Security 

Authority (NSM) 

The Norwegian National Security Authority (NSM) is a 
cross-sectoral professional and supervisory authority 
within the protective security services in Norway. The 
purpose of protective security is to counter threats to the 
independence and security of the realm and other vital 
national security interests, primarily espionage, sabotage 
or acts of terrorism.  

Among the Authorities tasks are: development of the 
Norwegian Computer Network Defence, strategy 
certification of information systems and products 
(through SERTIT), co-ordination of preventative work and 
responses against IT security breaches aimed at vital 
infrastructure in Norway (through NorCERT), 
development of security measures including R&D. 

Its main responsibilities are: 

 reporting to Ministry of Justice and Ministry of 
Defence; 

 enforcing the Security Act; 
 warning system for digital infrastructure and the 

national CERT (NORCERT). 

www.nsm.stat.no  

6. Norwegian Post- and 

Telecommunication 

Authority 

The Norwegian Post- and Telecommunication Authority 
oversees the following elements: 

 that laws, directions, and concessions are 
followed; 

 the main actors in post- and 
telecommunications; 

 the issuers of qualified electronic certificates; 
 distribution of domains under Norwegian land 

code domain name; 

www.npt.no 

www.nettvett.no 

http://www.regjeringen.no/en/dep/sd.html?id=791%20
http://www.regjeringen.no/en/dep/sd.html?id=791%20
http://www.regjeringen.no/en/dep/sd.html?id=791%20
http://www.regjeringen.no/en/dep/fad.html?id=339
http://www.regjeringen.no/en/dep/fad.html?id=339
http://www.regjeringen.no/en/dep/fad.html?id=339
http://www.regjeringen.no/en/dep/fad/Selected-topics/ict-policyenorway.html?id=1367
http://www.regjeringen.no/en/dep/fad/Selected-topics/ict-policyenorway.html?id=1367
http://www.regjeringen.no/en/dep/fad/Selected-topics/ict-policyenorway.html?id=1367
http://www.regjeringen.no/en/dep/fad/Selected-topics/ict-policyenorway.html?id=1367
http://www.regjeringen.no/en/dep/fad/Selected-topics/ict-policyenorway.html?id=1367
http://www.regjeringen.no/en/dep/jd.html?id=463%20
http://www.regjeringen.no/en/dep/jd.html?id=463%20
http://www.regjeringen.no/en/dep/jd.html?id=463%20
http://www.regjeringen.no/en/dep/fd.html?id=380%20
http://www.regjeringen.no/en/dep/fd.html?id=380%20
http://www.regjeringen.no/en/dep/fd.html?id=380%20
http://www.nsm.stat.no/
http://www.npt.no/
http://www.nettvett.no/
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National authorities  Role and responsibilities Website 

 the preparation of regulations. 

According to its mandate mentioned above, this authority 
is also responsible for reports to Ministry of Transport and 
Communications, monitoring and regulating in electronic 
communications and finally for ICT-security awareness-
raising website. 

7. NorCERT NorCERT oversees attacks on the Internet and is placed 
under NSM. 

Besides this, NorCERT coordinates preventative work and 
responses against IT security breaches aimed at vital 
infrastructure in Norway. Its tasks include: gathering 
information related to serious IT security threatening 
incidents; coordinating early patching of serious 
vulnerabilities in vital computer systems; sharing 
information with other response teams regarding new 

threats; assisting other response teams and aiding 
national readiness measures; being Norway„s point of 
contact for similar organizations abroad. NorCERT is an 
operational department in NSM consisting of two 
integrated sections: 

 VDI is the Norwegian Alert and Early Warning 
System for Digital Infrastructure identifying, 
classifying and issuing warnings about IT attacks 
against Norway; 

 Incident Handling is Norway„s national centre 
coordinating the handling of attacks against vital 
Norwegian ICT security. 

www.nsm.stat.no 

8. The Norwegian Data 

Inspectorate 

(Datatilsynet) 

The Norwegian Data Inspectorate supervises the ICT 
security and verifies Verify statutes and regulations which 
apply to the processing of personal data are complied 
with, and that errors or deficiencies are rectified. 

The Norwegian Data Inspectorate also ensures 
enforcement of the Personal Data Act of 2000. Its tasks 
include: keeping a systematic, public record of all 
processing that is reported or for which a license has 
been granted; dealing with applications for licenses; 
verifying that statutes and regulations which apply to the 

processing of personal data are complied with, and that 
errors or deficiencies are rectified; providing information 
on general national and international developments in the 
processing of personal data and on the problems related 
to such processing; identifying risks to protection of 
privacy, and provide advice on ways of avoiding or 
limiting such risks; providing advice and guidance in 
matters relating to protection of privacy and the 
protection of personal data to persons who are planning 
to process personal data or develop systems for such 
processing, including assistance in drawing up codes of 
conduct for various sectors; on request or on its own 
initiative giving its opinion on matters relating to the 
processing of personal data. 

www.datatilsynet.no   

9. Agency for Public 

Management and 

eGovernment 

The Agency for Public Management and eGovernment 
provides assistance with reorganization processes in the 
public sector; developing a good national information 
policy; encouraging coordinated and cost-efficient use of 
ICT within the public sector; making public information 
and services more accessible for citizens and public 
agencies. 

Direktoratet for forvaltning og IKT (DIFI), the Agency for 
Public Management and eGovernment (DIFI) was 
established in January 2008. The agency aims to 
strengthen the government„s work in renewing the 

www.difi.no  

http://www.datatilsynet.no/
http://www.difi.no/
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National authorities  Role and responsibilities Website 

Norwegian public sector and to improve the organization 
and efficiency of government administration. 

10. Government 

Administration 

Services 

Government Administrative Services (GAS) is a 
governmental agency. The main purpose of GAS is to 
provide synergy for the ministries with cost-effective and 
reliable shared services, including running computer 
systems. 

www.dss.dep.no 

 

Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 
memb
er 

TI 
Liste
d 

Role and responsibilities Website 

11. Uninett-

CERT 

Yes Yes UNINETT-CERT is a CERT with a constituency 
comprising the UNINETT member organizations 
and their networks. UNINETT's basic service is 
to provide assistance with handling and 
investigating incidents, including spam, 
portscanning, denial of service, break-ins, 
piracy and phishing attempts that involve one 
or more members of its constituency. 

www.cert.uninett.no 

12. UiO-CERT Yes Yes UiO-CERT is the University of Oslo Computer 
Emergency Response Team. UiO CERT handles 
IT-related security incidents, such as virus, 
break-ins and vulnerabilities for the 
constituency. UiO CERT enforces the acceptable 
use-policy and the IT security handbook and is 
the hub of information in security related 
issues. 

cert.uio.no 

 

Industry organisations active in network and information security: role 
and responsibilities 

Industry 
organisations  

Role and responsibilities Website 

13. NSR (Norwegian 

Business and 

Industry Security 

Council) 

Norway‟s major industrial and employers‟ organisations 

have joined forces to promote security in business and 
industry through the establishment of the Norwegian 
Business and Industry Security Council (NSR). The NSR 
seeks to serve companies, public authorities and the 
public at large in its role as: 

 a consultative body for deliberation of security 
issues between the private sector and the 
authorities; 

 a unified body representing the interests and 
needs of business and industry with regard to 
crime prevention and security; 

 an advisory body for business and industry on 
matters relating to measures to prevent criminal 
activity and a provider of expertise and insight to 
member companies who lack the competence 
needed in this field. 

The NSR also unveils threats and advice on 
countermeasures. 

www.nsr-org.no 

 

http://www.dss.dep.no/
http://www.cert.uninett.no/
http://cert.uio.no/
http://www.nsr-org.no/
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Academic organisations active in network and information security: role 
and responsibilities 

No relevant academic bodies have been identified or highlighted. 

 

Other bodies and organisations active in network and information 
security: role and responsibilities 

Other organisations Role and responsibilities Website 

14. Norsis (The 

Norwegian Centre for 

Information 

Security) 

The Norwegian Centre for Information Security (NorSIS) 
is responsible for coordinating activities related to ICT 
security in Norway. The primary target group is the small 
and medium enterprises and the public authorities. 
NorSIS reaches its objectives through: making the public 
aware of the importance of information security by means 
of training and information; compiling of guidelines and 
tutorials to help solve specific problems; and establishing 
an overall awareness towards information security.  

ICT-security activities. Awareness-raising actions for 
municipalities and SMEs in the public and private sectors. 

www.norsis.no 

15. Medietilsynet (The 

Norwegian Media 

Authority) 

Part of the European „Insafe‟ Internet safety network 
under the „Safer Internet‟ program which aims to promote 
the safer use of the Internet and new online technologies, 
particularly for children. Its goal is also to fight against 
illegal content and content unwanted by the end-user. 
The initiative is part of the EU‟s coherent approach. 

www.medietilsynet.no 

16. SERTIT SERTIT is the Norwegian certification authority for IT-
security and represents Norway in the international 
arrangement “Arrangement on the Recognition of 
Common Criteria Certificates in the Field of IT Security 
(CCRA)". SERTIT is recognised as an certificate 
authorising participant under the CCRA. 

http://sertit.no/  

17. OWASP Norway The Open Web Application Security Project (OWASP) is an 
open-source application security project with local 
chapters. The OWASP community includes corporations, 
educational organizations, and individuals from around 
the world. This community works to create freely-
available articles, methodologies, documentation, tools, 
and technologies. OWASP advocates approaching 
application security by considering the people, process, 
and technology dimensions. 

The chapter in Norway organizes local events such as the 
OWASP PL chapter meetings and specific events. 

http://www.owasp.org
/index.php/Norway  

18. ISACA Norway ISACA is a Worldwide association of IS professionals 
dedicated to the knowledge and good practices regarding 
audit, control, and security of information systems.  

The local chapter organizes local events such as 
education and training, workshops, roundtables and other 
specific events. 

http://www.isaca.no  

19. Forbrukerradet 

(Norwegian 

Consumer Council) 

A consumer organization, its aim is to protect and 
educate consumers. 

forbrukerportalen.no  

http://www.norsis.no/
http://www.medietilsynet.no/
http://sertit.no/
http://www.owasp.org/index.php/Norway
http://www.owasp.org/index.php/Norway
http://www.isaca.no/
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Country specific NIS glossary 

DPA Data Protection Act 

FAD Ministry of Government Administration and Communications 

Forbrukerradet Forbrukerradet is the Norwegian Consumer Council 

KIS Coordination committee for preventive information security - Koordineringsutvalg for 
forebyggende informasjonssikkerhet 

Medietilsynet Medietilsynet is the Norwegian Media Authority 

NISLab NISLab is the Norwegian Information Security Laboratory 

Norsis Norsis is the Norwegian Centre for Information Security 

NPT Norwegian Post and Telecommunications Authority ( 

NSDI national spatial data infrastructure 

NSM NSM is the Norwegian National Security Authority 

Personal Data The definition of personal data in the DPA is closely based on the standard definition of 
personal data. However, in relation to credit information agencies, the DPA applies to 
both individuals and legal persons. 

PSI Public Sector Information 

SERTIT public Certification Authority for IT Security 

UNINETT Norwegian government-owned company responsible for deploying and maintaining a 
national research based computer network 
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