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About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 
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Sweden 

The structure of the individual country reports  

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‟s “Who-is-who” publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

Action plan for information security in Sweden 

The government has commissioned MSB with administrating the national plan of action 

for information security drawn up in 2008. The plan is based on the national information-

security strategy and was drawn up in collaboration with a number of other authorities 

and organisations with crucial remits in the field.  

Four areas have been identified as priorities: 

 There is a need for improved multi-sector and inter-sector work on societal 

information security. Comprehensive information security regulations could be 

designed so as to apply to all authorities under government control. 

Responsibility by sector simultaneously needs clarifying. Opportunities to issue 

appropriate recommendations to other sections of society are also needed; 

 A basic security level for societal information security needs to be established. A 

basic level such as this is a prerequisite for safeguarding the information assets 

that have increasingly become fundamental to both commerce and the public 

sector; 

 Society must be able to handle extensive IT-related disturbances and crises. An 

operational national coordinating function should thus be established; 

 There is a lack of information security expertise at all levels of society. The rapid 

development also means that lack of skill in individual users is having bigger and 

bigger consequences. Several proposals are thus being presented that together 

constitute a wide-ranging investment in skills enhancement in the field. 

The proposed measures also take into consideration, among other things, the 

Commission on Information Security‟s report Secure Information; the government bill for 

improved emergency preparedness and the committee directive for a new agency with 

responsibility for emergency preparedness and security matters. 1 

Action Plan for eGovernment 2 

Since 2008 an Action Plan called "New grounds for IT-based business in Public 

Administration" has been set up. This plan highlights the prioritised policy areas until 

2010, indicates the responsible Government departments and defines the necessary 

coordination with municipalities and regions (county councils).  Thanks to modern 

techniques and other special measures, the Government intends to create a Public 

Administration that emanates from the needs of both the citizens and the entrepreneurs, 

so as to achieve significant changes in their daily lives. Likewise, the Government has 

set the goal to reduce administrative costs by at least 25 % by 2010.  

Among other aspects, the information handling of the public authorities will be made 

more efficient, information security should increase and automatic IT-support for case 

handling and procurement will be introduced.  

Key elements of the Action Plan include:  

 Safe electronic communication and secure/efficient information exchange, such as 

the issue of eIdentification;  

                                           

1 http://www.msb.se/sv/Tools/News/Information-security-in-Sweden---Situational-assessment-2009/  
2 http://www.epractice.eu/en/document/288378  

http://www.msb.se/sv/Tools/News/Information-security-in-Sweden---Situational-assessment-2009/
http://www.epractice.eu/en/document/288378
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 Simplified access to information;  

 IT-standardisation and common demand specifications;  

 Automatic handling of cases;  

 Common administrative interface for safe communication and documentation;  

 Accessibility and usefulness.  

The "E-Government Delegation" ("E-delegationen" in Swedish) established in March 

2009 will contribute to the implementation of the Action Plan for eGovernment by 

leading and coordinating the development of eGovernment in the country.  

The E-Government Delegation will aim to enlarge the prospects for developing more 

user-friendly interfaces for eServices to citizens and businesses, especially for those 

services that integrate the processes of several public agencies. Other tasks of the E-

Delegation will include guaranteeing a strong privacy protection and supporting 

eDemocracy.  

The development of eGovernment will take place in collaboration between the State and 

the Swedish Association of Local Authorities and Regions (Swedish acronym: SKL).  

Action plan for internet security 

Since 2009 the aim of a strategy for a more secure internet in Sweden is to safeguard 

critical functions in internet infrastructure which, if not maintained, would create 

extensive disturbances or interruptions and thus impede or prevent use of the internet 

by large groups of individual users or societally important companies, authorities and 

organisations. Large parts of the infrastructure are provided by private operators.  

The starting point for security in internet infrastructure is thus the providers' 

responsibility for networks and services based on market requirements. The public 

undertaking is based on there being requirements that the market cannot meet. 3 

National Strategy for eHealth 4 

The strategy lays down a set of basic principles for national collaboration on ICT 

development in the health care sector. It first establishes a common vision of how 

eHealth should be used to support and improve healthcare.  The work to be jointly 

undertaken is grouped into six action areas with the following objectives:  

 to bring laws and regulations into line with extended use of ICT;  

 to create a common information structure;  

 to create a common technical infrastructure;  

 to facilitate interoperable, supportive ICT systems;  

 to facilitate access to information across organisational boundaries;  

 to make information and services easily accessible to citizens.  

Furthermore, this strategy will be followed by implementation plans and the problems 

identified during its application will be considered for possible strategy updates. The 

relevant work is to be undertaken by High-Level Group for eHealth.    

                                           

3 http://www.msb.se/sv/Tools/News/Information-security-in-Sweden---Situational-assessment-2009/  
4 http://www.epractice.eu/en/document/288378  

http://www.msb.se/sv/Tools/News/Information-security-in-Sweden---Situational-assessment-2009/
http://www.epractice.eu/en/document/288378
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The regulatory framework 

Overview of the Swedish security policy 

The conditions governing Sweden's security policy have fundamentally changed in the 

last decade. Sweden's security policy can be expressed as follows: 

 "The aims of Sweden's security policy are to preserve the country's peace and 

independence, contribute to stability and security in the vicinity and strengthen 

international peace and security"; 

 "Sweden is not a member of any military alliance. This security policy approach, 

which allows us to remain neutral in the event of conflicts in the region around 

Sweden, has served us well; 

 "Looking to the future, it is clearer than ever that security is more than the 

absence of military conflicts. Threats to peace and the security can best be 

averted collectively and in cooperation with other countries. At global level, the 

primary expression of this is the Swedish support for the United Nations. As a 

member of the European Union, we are part of a community characterized by 

solidarity, whose primary purpose is to prevent war on the European continent”; 

The only form of cooperation that Sweden excludes is agreements on binding mutual 

defense guarantees. Sweden is prepared to take part in all other cooperation that can 

contribute to achieving these overall goals to the best of its ability and after a decision is 

taken in each individual case.  

Sweden's security policy is based on a broad perception of security. Today, threats to 

the Swedish security are different and more complex than the traditional military 

threats. The new, expanded concept of security also includes non-military threats. The 

rights and security of individuals are of major importance, not just those of states. 5 

eGovernment Legislation 

There is currently no overall eGovernment legislation in Sweden. eGovernment activities 

are regulated by general laws and ordinances on Public Administration, public registers 

and data security. 6 

Data Protection/Privacy Legislation 

The Personal Data Act lists certain fundamental requirements concerning the processing 

of personal data. These demands include, inter alia, that personal data may only be 

processed for specific, explicitly stated and justified purposes. Once these requirements 

are satisfied, personal data may only be processed if the person registered gives his/her 

consent. Exemptions to this rule include the exercise of official powers or the fulfilment 

of a legal obligation by the controller of personal data. 7 

eSignatures Legislation 

The Act on Qualified Electronic signature does not make a literal translation of the 

eSignature definition stated in the European Directive. Rather, a Swedish electronic 

signature includes both authentication and integrity requirements. Electronic signatures 

indeed defined as “data in electronic form attached to or logically associated with other 

                                           

5 http://www.sweden.gov.se/sb/d/3103/a/116839 
6 http://www.epractice.eu/en/document/288379 
7 http://www.epractice.eu/en/document/288379 
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electronic data and used to verify that the content originates from the alleged issuer and 

has not been altered.” 8 

Cybercrime Legislation 

Offences against the Confidentiality, Integrity and Availability of information in Sweden 

are mainly managed through the Swedish Criminal Code and in particular through 

chapter 4 which deals with “Crime Against Liberty and Peace”, chapter 12 which deals 

with “Crime Inflicting Damage”, and chapter 13 that deals with “Crimes Involving public 

Danger”. Chapter 4 of the Swedish Criminal Code is the one most frequently used to 

handle these CIA offences. Sec 8 deals with the “breach of postal or telecommunications 

secrecy”: it is a provision dealing with unauthorised access to a communication or its 

unauthorised interception. 

Other provisions relating to these offences are sec 9, 9a and 9c of the same chapter. In 

particular, sec 9 deals with “intrusion into a safe depository” establishing that it is an 

offence to open letters or telegrams or to otherwise obtain access to something kept 

under seal or lock or otherwise enclosed. 

Sec 9a establishes that it is an offence to unlawfully and secretly listen to or record by 

technical means for sound reproduction, speech in a room, a conversation between 

others or discussions at a conference or other meeting to which the public is not 

admitted and in which the person doing the listening has improperly obtained access. 

All these conducts are defined as “eavesdropping”. Sec 9 c deals with the “breach of 

data secrecy”, the case in which a person unlawfully obtains access to record automatic 

data processing activities or unlawfully alters or erases or inserts such a recording 

device. 

Chapter 12 of the Swedish Criminal Code deals with the infliction of damage: the first 

section deals with persons who destroy or damage property to the detriment of 

another‟s right thereto. The penalty provided is a fine or a term of imprisonment up to 

one year. The third section of the article deals with serious cases of inflicting damage. 

Damage is to be considered serious when it causes a risk to anyone‟s life or health, or 

when the damage was to something of great cultural or financial importance. In this 

case the penalty is a term of imprisonment of up to 4 years. 

Another important chapter of the Swedish Criminal Code that has to be taken into 

consideration in relation to these sorts of offences is Chapter 13 which deals in general 

with “Crimes Involving Public Danger.” This also applies to anyone who destroys or 

damages or seriously disrupts or obstructs public traffic or the use of telegraph, 

telephone, radio or other similar public services, or the use of an installation for the 

supply of water, light, heat or power to the public. The penalty for this offence is a term 

of imprisonment up to 4 years. 

A great emphasis is placed on the computer crime awareness of individual law 

enforcement officers in Sweden. All officers are given a basic understanding of computer 

crime and dealing with computer evidence (at a basic level) when they pass through 

Police College. 

At the local level, there are 21 independent state police departments which cover 

distinguished geographic regions. In each unit there are 1 or 2 specially trained 

                                           

8 http://www.epractice.eu/en/document/288379 
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investigators. This number can be higher in the major departments with other local 

experts being present. Furthermore, each regional state unit is able to call upon the 

national unit for support if required. The IT crime squad forms part of the National 

Criminal Investigation Department (Rikskriminalpolisen). There are 15 officers in the 

Squad, who are a mix of police officers and special profile technicians. The IT Crime 

Squad (ITbrottsroteln) is divided into subunits concerned with search and seizure and 

interne surveillance, which mirrors the structure of other national units (e.g. the UK 

NHTCU). 

The responsibilities and supportive measures are first and foremost directed to local 

police units in each state department, but also to international liaisons, specifically with 

Interpol, Europol and the G-8 24/7 reporting points. This unit does not, however, cover 

national intelligence related liaisons regarding computer crime, which is handled by the 

Swedish Security Service (Sakerhetspolisen, Sweden’s internal intelligence agency). 

In the Swedish National Forensic Laboratory (Statens kriminaltekniska laboratorium) 

there are five engineering staff who deal exclusively with computer forensics. They are a 

resource that can be called upon by the National unit and state forces.  

The Police College programme includes a basic level of digital and computer evidence 

awareness in basic training, but a special 13 week course also exists for specialist 

investigators. This consists of a 10 week introductory course with regards to computing 

and information technology, covering operation of Information Technology at an 

advanced level. A further 3 weeks provide training on legal considerations, software and 

forensic tools. Other advanced training courses are available on a topical basis (e.g. the 

rise in popularity of Distributed Denial of Service attacks). Opportunities are available for 

CSSIP qualification, but as the state departments pay for this, it is not mandatory. 

The level of sophistication is quite high, and outside civilian experts are only called in 5 

to 6 times a year for specific assistance on investigations. The IT Crime Squad also 

cooperates with the military, intelligence services and other national research agencies. 

This co-operation is normally along the lines of seminars and workshops as well as the 

more obvious operational assistance. 

Sweden has two parallel types of court - general courts, which deal with criminal and 

civil matters, and general administrative courts, which deal with administrative matters. 

There are three levels of general courts - the district courts (tingsratt), the courts of 

appeal (hovratt) and the Supreme Court (Hogsta domstolen). There are also three levels 

of administrative courts –  the county courts (lansratt), the administrative courts of 

appeal (kammarratt) and the Supreme Administrative Court (Regeringsratten). 9 

                                           

9 Source : ftp://ftp.cordis.europa.eu/pub/ist/docs/directorate_d/trust-security/ec-csirt-d15.pdf  

ftp://ftp.cordis.europa.eu/pub/ist/docs/directorate_d/trust-security/ec-csirt-d15.pdf
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Self-regulations 

Self-regulatory Code of Conduct for Premium Rate Call Services 10 

Code of Conduct - Mobile Premium Services  

Code of conduct- Safer use of mobile phones and services by younger teenagers and 

children 

The Swedish mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the Swedish mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

                                           

10 http://www.gsmeurope.org/safer_mobile/national.shtml 

http://www.gsmeurope.org/documents/eu_codes/sweden_ethical.pdf
http://www.gsmeurope.org/documents/eu_codes/sweden_premium_services.pdf
http://www.gsmeurope.org/documents/eu_codes/Swedish%20code_EN.pdf
http://www.gsmeurope.org/documents/eu_codes/Swedish%20code_EN.pdf
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NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters.  

National Authorities  Ministry of Enterprise, Energy and Communications 
 National Post and Telecom Agency 
 Swedish Data Inspection Board 
 Media Council 
 Ministry of Justice 
 Ministry of Defence 
 Swedish Defence Materiel Administration 
 Försvarets radioanstalt (FRA) - Swedish National Authority for Signals 

Intelligence 
 Agency for Civil Protection and Preparedness  (MSB) 
 Swedish Defence Research Agency (FOI) 
 National Police 
 Ministry of Finance 
 Swedish  National Financial  Management Authority(ESV) 
 Swedish Institute for Transport and Communications Analysis (SIKA) 
 SWEDAC (Swedish Board for Accreditation and Conformity Assessment) 
 Answer 

CERTs  SITIC - Swedish IT incident centre 
 SUNet-CERT - Swedish University Network Computer Emergency Response 

Team 
 TS-CERT – TeliaSonera CERT CC 

Industry 
Organisations  

 Swedish IT and Telecom Industries 
 ISACA Sweden 
 SIG  security 
 Swedish Risk Management and Security organization 

Academic 
Organisations 

 ICT, Royal Institute of Technology 
 Department of Computer and Systems Sciences (DSV) 

Others  The Swedish Association of Local Authorities and Regions 
 The Swedish Consumers‟ Association 

 

For contact details of the above-indicated stakeholders we refer to the ENISA “Who is 

Who” – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory11. 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards. 

                                           

11 Source : http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country 

http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Co-operation between public authority bodies 

Sweden does not have a single government body that is recognized among NIS 

stakeholders as the national security agency – various institutions (National Post and 

Telecom Agency, Swedish Data Inspection Board, Swedish Emergency Management 

Agency, National Defense Radio Establishment, Swedish Defense Materiel Administration 

and Swedish Security Service) share the tasks and competencies.  

The Ministry of Enterprise, Energy and Communications, Ministry of Justice and Ministry 

of Defense are responsible for the coordination of the development of national 

information security policy/ strategy, legislation and research in the NIS domain. The 

execution of strategic policies is carried out by the organizations that are overseen by 

the mentioned ministries.  

National Post and Telecom Agency overseen by Ministry of Enterprise, Energy and 

Communications, Swedish Data Inspection Board overseen by Ministry of Justice, MBS 

(role taken before January 2009 by the Swedish Emergency Management Agency) and 

National Authority for Signals Intelligence overseen by Ministry of Defense, and Swedish 

Security Service cooperate together so that information and infrastructure security is 

ensured in Sweden.  

The PTS also exercises supervision to ensure compliance with legislation and decisions 

concerning obligations and requirements, in addition to regulations issued under law. If 

there is reason to suspect that an operator is not complying with these rules, PTS may 

inform the operator of the circumstance. In case of dispute between operators a decision 

issued by PTS to resolve the situation can only regulate the terms between the parties in 

the specific dispute, and only the parties to the dispute are to be directly encompassed 

by a decision issued by PTS to resolve the dispute.  

The Swedish Data Inspection Board is an independent oversight body responsible for 

protection of the individual's privacy in the information society without unnecessarily 

preventing or complicating the use of new technology. The Board works to prevent 

encroachment upon privacy through information and by issuing directives and codes of 

statutes. Sweden has security response teams in place to handle security breaches and 

other incidents.  

Swedish IT Incident Centre (SITIC) is an independent organisation that supports the 

society against threats within the IT security area. Sitic is a part of the National Post and 

Telecom Agency (PTS). Sitic assess and inform continuously about threats against the IT 

security that involve risks against public authorities, county councils, municipalities and 

companies, acting as a state and governmental CERT. There are a number of advanced 

e-government projects currently underway in the country as well as Internet security 

related ones. Sweden hosts a number of conferences prevalently organized by the main 

NIS stakeholders. 

As part of the Ministry of Culture, the Swedish Media Council is an expert committee on 

children and media in Sweden. The aim of the Council's work is to protect children and 

minors from harmful effects of media content and media use. 

Co-operation at the international level  

The new kinds of threats are very much trans-boundary. Looking to the future, it is thus 

clearer than ever that security can best be achieved collectively and through close 
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cooperation with other countries. Sweden is an active and loyal partner in the work for 

stability and security in Europe and around the world. At global level, the primary 

expression of this is the Swedish support for the United Nations. The Swedish 

commitment to the UN and its work for peace, security and development is integrated 

into the foreign and security policy. The UN is also of fundamental importance to the 

development and protection of international law. A strong transatlantic link is of vital 

importance to the stability and security of Sweden and Europe as a whole. 

For Sweden the security has been deepened and expanded to a great extent: Estonia, 

Latvia and Lithuania. The security policy cooperation with Finland is particularly close. 

Sweden actively participates in Arctic, Barents Sea and Baltic Sea cooperation, and we 

also contribute to the EU's Northern Dimension. Security in the Baltic Sea region has 

been fundamentally strengthened now that Estonia, Latvia and Lithuania have become 

members of the EU and NATO.12 

Co-operation of NIS stakeholders to combat spam and malware 13 

SAMFI is a collaboration group which supports agencies within the information security 

field. The group consists of the Swedish Defence Materiel Administration, the National 

Defence Radio Establishment, the Swedish Armed Forces, the Swedish Civil 

Contingencies Agency, The Swedish Police, SITIC and the Swedish Administrative 

Development Agency.  

Sweden can be considered as a Member State where moderate information can be found 

on a diversified series of actions and measures related to the combat against online 

malpractices such as spam, spyware or malicious software.  

Co-operation between public and private stakeholders for internet security 

The SurfaLugnt14 national campaign for a safer Internet is one of the most successful 

partnerships between the IT industry and relevant authorities.  

The partnership leveraged respective expertise and access to channels and was formed 

as an alliance is viewed as being more credible and has more opportunity of gaining 

attention among the target groups and the media. 

INFOSAFE is an international EU network with a local presence, organizing events and 

promoting awareness. The Swedish node for internet safety awareness is coordinated by 

the Swedish Media Council. 

Safer Internet Day is organized by INSAFE each year in February to promote safer and 

more responsible use of online technology and mobile phones, especially amongst 

children and young people across the world. 

There exists also Internetsakerhe15 - a practical site that provides SMEs and citizens with 

helpful information on Internet security. 

Regarding the security for consumers there exists the website: “Computer security test 

for consumers”.  Through this web service a consumer who is connected to the Internet 

                                           

12 See: http://www.sweden.gov.se/sb/d/3103/a/116839  
13 Source: 
http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_sp
yware_legal_study2009final.pdf  
14 http://surfalugnt.se/  
15 http://www.pusha.se/nyckelord/internetsakerhe  

http://www.sweden.gov.se/sb/d/3103/a/116839
http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_spyware_legal_study2009final.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_spyware_legal_study2009final.pdf
http://surfalugnt.se/
http://www.pusha.se/nyckelord/internetsakerhe
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from home can obtain a grade relating to whether their computer is open to violation 

when they surf.  

The e-Security16 is campaign initiative initiated by the city of Stockholm. As the public 

administration increase their service and contact with their citizens there is an increased 

demand for e-Security. Citizens using the new services expect the same security, 

confidentiality and reliability as when they get the service over-the-counter. For citizens 

to accept and start using the new services they must have confidence in them and 

therefore e-Security is a very important issue for all governments and local-

governments. 

There are a number of e-Security initiatives but most within awareness raising programs 

towards citizens and businesses. With the increased pressure towards cities to provide a 

secure and confidential service, there is a strong need for cities to work together in 

establishing standards and sharing best practices within e-Security. 

Information exchange platform on regulation and personal data processing 

Regarding exchange mechanisms there exists the PTS website that provides information 

about PTS decisions and regulations and also informs and provides tips to around the 

four primary areas:  

 A focus on consumer interests; 

 Sustainable competition; 

 Efficient utilisation of resources and; 

 Secure communications. 

In accordance with Section 26 of the Personal Data Act (1998:204), Swedish citizens 

have the right once every calendar year to request information on the personal data that 

has been processed at PTS.  

The PTS website also provides up-to-date information regarding regulatory policies, 

competition issues, and information about efficient utilization of resources and secure 

communications.  

 

 

                                           

16 See : http://www.esecurity.se/  

http://www.esecurity.se/
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

As part of the PTS, Sitic assess and inform continuously about threats against the IT 

security that involve risks against public authorities, county councils, municipalities and 

companies. Sitic provides a function for information exchange about IT-incidents among 

society's organisations and disseminates information in the society about new problems 

that can disturb IT systems.  

SITIC has a staff of ten people and a budget of fifteen million Swedish kronor. 

Operations have been established in accordance with the original task definition and 

today SITIC is a complete, functioning and internationally established CSIRT 

organisation with operations during office hours.  

Office hours operations are supplemented with evening and weekend activity, as well as 

round the clock on call services for part of the incident handling services. More emphasis 

is put on incident response, critical infrastructure activities and active contributions to 

joint international development and co-operation projects. Clearer focus is put on the 

ability to gather data through the operation of traffic monitoring systems. Proprietary 

periodic statistics reports are substituted by continuous situation information. 17 

There is no fixed format on how to report an incident. However, the forerunner of 

MIMER-P is the beginning for raising awareness18. MIMER-P is one approach for finding a 

better way to share and exchange information about the networks. It also helps reduce 

the number of calls made by the public to the service centers and offers answers and 

solutions online for customers.  

The main collaborators are the utilities because without power a public e-communication 

network cannot function. Nevertheless, when the utility tries to repair power lines or a 

transformer station, communication with people involved is a necessity. In Sweden, 

whenever dependability and reliability become an issue, the root is very likely the power 

supply. Issues relating to vulnerability concern a very large number of actors and 

interests in society, and it is a highly dynamic sphere of activity.  

Accordingly, consumers call operators about network failures or issues affecting 

reliability and dependability of public e-communication networks. Often, before they call 

the operator, consumers try to investigate themselves by using an online facility.  

It is interesting to mention that during the first half of 2009, Sweden was mentioned in 

the global report19 published by the Anti-Phishing Working Group (APWG)20 with the 

following relevant statistics: 

 94 unique phishing attacks reported for this country 

 72 unique domain names used for phishing reported for this country 

 A score of 0.8 phish per 10.000 domains registered in this country 

 A score of 1.1 attacks per 10.000 domains registered in this country. 

                                           

17 Source : http://www.pts.se/en-gb/Documents/Reports/Internet/2006/The-Development-of-SITIC-Swedish-
IT-Incident-Centre---PTS-ER-200642/  
18 Source : http://www.enisa.europa.eu/media/press-releases/2008-prs/stock-taking-on-eu-resilience  
19 Source : http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf  
20 The Anti-Phishing Working Group (APWG) is the global pan-industrial and law enforcement association 
focused on eliminating the fraud and identity theft that result from phishing, pharming and email spoofing of 
all types. 

http://www.pts.se/en-gb/Documents/Reports/Internet/2006/The-Development-of-SITIC-Swedish-IT-Incident-Centre---PTS-ER-200642/
http://www.pts.se/en-gb/Documents/Reports/Internet/2006/The-Development-of-SITIC-Swedish-IT-Incident-Centre---PTS-ER-200642/
http://www.enisa.europa.eu/media/press-releases/2008-prs/stock-taking-on-eu-resilience
http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
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Emerging NIS risks 

Vulnerabilities in the public sector 

The municipalities for the most part have policy documents containing defined 

responsibilities and guidelines regarding implementation of the work on information 

security, though as a rule the policy documents provide no direct guidance on the scope 

of continuity planning.  

In no instance has management stated that there are particular reasons for preparing an 

emergency plan, and there are usually no plans for coordination of continuity planning 

amongst management, operations and IT support. Responsibility for dealing with 

interruptions clearly lies with line organisation, but at the same time there is no insight 

into the dependency of internal operations on IT support. Various responsibility roles 

regarding information security have been defined, but in several instances their 

significance is unclear, particularly with regard to the system-ownership role. 

But more globally, the main administrative vulnerabilities and risks considered by 

Swedish authorities are: 

 Insufficient capability to deal with large-scale attacks; 

 Government agencies' inadequate routines and ways of working; 

 Dependency on electronic data communications in the medical care and financial 

sectors; 

 Vulnerabilities in the Internet infrastructure; 

 Deficiencies in government networks and websites. 

 

Technical vulnerabilities 

The technical vulnerabilities are mainly caused by the transition to digital technology: IP, 

Telephony, Digital TV, Dependency between IT systems and physical supply systems.  

Mobile telephony vulnerabilities 

The risk of security threats to mobile telephony is currently considered to be small. 

According to the mobile operators, only a few cases of mobile telephones that have been 

infected by harmful codes have been found. However, a number of general trends can be 

discerned, which in the future may lead to increasing security risks for mobile telephones 

and mobile telephone users. 
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Resilience aspects 

Good practice on resilience  

There is no repository for good practices on resilience. However, a strategy for improving 

robustness exists as well as does regulation that should help to build more robust 

networks and network nodes. These efforts focus on organisations that build 

infrastructure. Information exchange between the regulator and vendors is limited. 

Consultations are indirect, whereby operators may bring vendors to meetings. As well, 

informal discussions may be held with a vendor.  

However, if the regulator talks with vendors, such as Alcatel-Lucent or Ericsson, it is 

usually about technology. Even if a vendor runs a network, the firm does it as sub-

contractor to a telecom provider. Hence, Sweden„s regulator talks to the infrastructure 

owners who are responsible.  

Regulation regarding Universal Service Obligations (USO) exists in Sweden. However no 

operator has been issued any obligations under USO.  

Traditionally the incumbent TeliaSonera has been the provider of fixed telephony access. 

However, in recent years this has become a challenge because the operator does not 

longer repair or deploy fixed lines in the more rural areas. PTS is at the moment 

evaluating different approaches to the USO-problem. One way is to have a type of USO-

obligation with some operators for particular geographical regions. There is also a 

financial issue since the costs could be exorbitant. Finally, the Robust Communications 

Unit uses a three year strategy to decide prioritized areas. In turn, this may result in a 

shift of funding priorities for resilience work regarding public e-communication networks.  

Regulatory issues of resilience of public e-Communications networks 21 

The Electronic Communications Act (2003:389) does address resilience in chapter 5 

article 6a. This part of the law has been translated except for this critical article. An 

unofficial translation looks like this: “A party that provides a public electronic 

communication service or a public electronic communication network shall ensure that 

the service and the public network satisfy reasonable demands for good function and 

technical security and also for sustainability and accessibility in the case of extraordinary 

events during peacetime” [Chapter 5 of the Electronic Communications Act (EkomL)]. 

Sweden follows the principled-based standard approach. Accordingly, in contrast to rule-

based standard descriptions regarding continuity planning as well as incident planning 

are quite general. In turn, much interpretation is left to the operator who experiences 

pressure by the market to provide adequate resilience at a competitive price. As well, 

regulations require that operators demonstrate adequate measures were taken to assure 

satisfactory reliability and dependability of public e-communication networks. 

Audits related to resilience 

Sweden prefers to conduct supervision activities instead of full-blown audits. All 

regulatory work is conducted by the Security and Addressing Unit. 

Whilst it may hire outside experts to do part of the job, it will keep responsibility and will 

be the lead on the project. The Robust Communications Unit stays away from such work 

because its focus is to work closely together with operators to improve resilience. 

Enforcing regulation, however, might jeopardize trust and reduce operators„ willingness. 

                                           

21 See the ENISA report: http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies  

http://www.enisa.europa.eu/act/res/policies/stock-taking-of-national-policies
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Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented through the Swedish Personal Data 

Act (Sw. Personuppgiftslagen (1998:204)) (the “Act”). The competent national 

regulatory authority on this matter is the Datainspektionen (the “Data Inspection 

Board”).  

Personal Data and Sensitive Personal Data 

The definition of personal data in the Act is closely based on the standard definition of 

personal data. In particular, it only applies to living individuals, as opposed to legal 

entities or dead persons. The Swedish courts and regulator tend to interpret the concept 

of personal data broadly. The guidelines issued by the regulator are, however, in all 

relevant respects in line with the Opinion on Personal Data.  

IP addresses are considered as personal data. This has been confirmed by the 

Administrative Court of Appeal who stated that an IP address is referable to a natural 

person and shall therefore be considered as personal data. 

Under the Swedish Personal Data Act, sensitive personal data includes the standard 

types of sensitive personal data. Certain alternative provisions apply to information 

about legal offences and personal identity numbers (the Swedish equivalent to social 

security numbers). In general, sensitive personal data may be processed if the standard 

conditions for processing sensitive personal data are met. A data subject‟s consent does 

not have to be made in writing but must be voluntary, explicit and informed.  

Data concerning legal offences may only be processed by public authorities unless 

permission is granted by the Data Inspection Board.  

Personal identity numbers may, in the absence of consent, only be processed when it is 

clearly justified with regard to the purpose of the processing, the importance of secure 

identification or some other noteworthy reason.  

Information Security aspects in the local implementation of the Data Protection 

Directive 

The data controller must comply with the general data security obligations. This applies 

also when processing personal data in accordance with the Unstructured Material Rule. 

Enforcement and data protection breaches 

The Swedish Personal Data Act contains a general obligation for the personal data 

representative to inform the Data Protection Board of any suspected breaches. 

The Data Inspection Board has the authority to fine organisations and/or to prohibit 

them from processing personal data. The Data Inspection Board may also apply to the 

Swedish Administrative Courts to delete unlawfully processed personal data.  
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NIS awareness at the country level 

Awareness actions for all players in society who are involved in managing 

information-security issues 

Since 2008 MSB redacts an assessment on Information security in Sweden (Situational 

assessment 2009).   

Such a situational assessment provides a picture of the level of societal security presents 

the latest developments made, the threats, the vulnerabilities, the risks and the 

measures carried out. This assessment is used in order to compare the Swedish 

Information security situation with the situation targeted. Such an exercise can thus be 

used as a basis for prioritisation of the areas to which particular attention needs to be 

devoted. 

MSB's remit is to support and coordinate the work on societal information security and to 

analyse and assess outside developments in the area. The situational-assessment work 

forms part of the monitoring of outside events and the analytical work, and constitutes 

support in the work on the national plan of action for information security administrated 

by MSB. The situational assessment constitutes support for players in society who are 

involved in managing information-security issues. The assessment is primarily based on 

developments during 2008 and the beginning of 2009. 

The objectives for the work on information security at societal level are stated in the 

national strategy. The strategy is currently expressed in several versions with unclear 

status and mutual order. Work is thus currently in progress on updating and clarifying 

the strategy for societal information security. 

Awareness actions targeting the safe use of the internet 

Specific actions on awareness include the National Post and Telecom‟s websites on 

Internet security and the establishment of the CERT Swedish IT Incident Centre (SITIC).   

It is also worth noting that awareness raising is often a natural part of the work plan in 

an agency or a business and would come about with or without a national strategy. 

Examples are consumer protection agencies, sector agencies (electronic communication, 

finical services etc.) and law enforcement agencies.  

The Swedish Consumer Agency for example provides information on safe e-commerce, 

provides a tool to protect IT users from modem hi-jacking (which for a period of time 

was a very large problem), and provides the ability to measure the actual bandwidth 

delivered by an ISP.  

The Swedish strategy – from a governmental point of view focuses mainly on educating 

users to increase the security level of their computer equipment and less on 

administrative actions against malicious software. A lot of practical work is most likely 

done at the level of ISPs who offer security packages and filter spam and e-mails 

containing viruses. There seems, however, not too much cooperation between ISPs and 

software companies except in cases of information campaigns. The government and the 

ISP industry created a PPP initiative to create a more secure web for the public. 22 

                                           

22 Source of information: 
http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_sp
yware_legal_study2009final.pdf  

http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_spyware_legal_study2009final.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/library/ext_studies/privacy_trust_policies/spam_spyware_legal_study2009final.pdf
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The Young Internet is a campaign promoting safer use of the Internet among children 

and young people. The campaign is run by the Media Council in collaboration with BRIS 

(Children‟s Rights in Society), a Swedish NGO, and is partly funded by the European 

Commission. Through its work with The Young Internet campaign, the Media Council 

represents Sweden in Insafe, a European network of e-safety awareness. The Young 

Internet aims to raise awareness23 about Internet safety and promote dialogue between 

children and adults.  

The Swedish Safer Internet Centre is coordinated by the Swedish Media Council. In 

collaboration with BRIS – Children‟s Right in Society, a Swedish NGO, they will use their 

position as national awareness centre to coordinate a strong, consistent and up-to-date 

safety message and ensure that it reaches all relevant target groups24.  

Other awareness-raising events 

The Swedish Media Council is a committee of inquiry in the Swedish government offices, 

working with children‟s and young people‟s media situation, with an aim to reduce the 

risks of harmful effects of the media. The Council covers all moving image media, i.e. 

the Internet, film, television, computer and video games.  

The Media Council gathers relevant research in this area for the purpose of dissemination 

and coordination of educational efforts. With this knowledge the Media Council25 tries to 

raise awareness about the risks and benefits of media use, offering advice to parents, as 

well as those engaged in professions that deal with children and youth.  

                                           

23 Source: http://www.medieradet.se/Om-Medieradet/About-the-Swedish-Media-Council-in-English-/  
24 Source: http://www.saferinternet.org/web/guest/centre/-
/centre/sweden?p_p_lifecycle=1&p_r_p_1607082367_country=Sweden&  
25 Source: http://www.medieradet.se/Om-Medieradet/About-the-Swedish-Media-Council-in-English-/  

http://www.medieradet.se/Om-Medieradet/About-the-Swedish-Media-Council-in-English-/
http://www.saferinternet.org/web/guest/centre/-/centre/sweden?p_p_lifecycle=1&p_r_p_1607082367_country=Sweden&
http://www.saferinternet.org/web/guest/centre/-/centre/sweden?p_p_lifecycle=1&p_r_p_1607082367_country=Sweden&
http://www.medieradet.se/Om-Medieradet/About-the-Swedish-Media-Council-in-English-/
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Relevant statistics for the country 

The information society in Sweden is at a relatively mature stage of development. The 

progress made can considered as constant over the last years: high rankings on 

broadband penetration, of Internet usage and e-Governance and its constant 

progression through the years show that Sweden is a bit in advance with the rest of 

Europe. Based on the Eurostat26 information, it appears that the broadband penetration 

trend for Sweden is significantly currently above the EU average: 

 

Based on the same source of information, the regular use of Internet by the population 

(use as % of the population) is constantly upon the EU average but it continues on an 

increasing path. Rates of internet usage have been maintained rather constant. We 

notice here that the take-up of the Internet in Sweden is still high and a major segment 

of the population uses regularly the Internet. Usage of Internet services is 

correspondingly high. 

 

                                           

26 Source: Eurostat 
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APPENDIX 

National authorities: mandate, role and responsibilities, tasks 

National 
authorities  

Role and responsibilities Website 

1. Ministry of 
Enterprise, Energy 
and Communications 

The main responsibility area of the ministry of Ministry of 

Enterprise, Energy and Communications are the: 

 Transport and infrastructure ; 
 ICT Policy ; 
 No submenu Electronic Communications ; 
 No submenu Postal communications and cashier 

service. 
The role of Ministry of Enterprise, Energy and 
Communications is to ensure efficient and secure 
electronic communications.  

www.sweden.gov.se/en
terprise  

2. National Post 
and Telecom Agency 
(PTS) 

The authority is an independent agency according to the 
Swedish public authority model. PTS‟s work concerning 
secure communications involves supervision under the 
Electronic Communications Act. The Swedish Post and 
Telecom Agency (PTS): 
 Monitors the electronic communications and postal 

sectors in Sweden; 
 Acts as regulating authority for security in electronic 

communications (Telecommunications, Internet and 
radio) and in the use of electronic signatures.  

The Agency works with consumer and competition issues, 
efficient utilization of resources and secure 
communications. 

The authority may require that all networks for electronic 
communications should satisfy reasonable requirements 
for good functionality and security. One important 
component of enhancing security on the Internet is well-
informed and aware users. PTS has consequently taken 
initiatives to inform consumers about these areas. 

Furthermore, supervision is conducted in this area to 
verify that the stakeholders in the market comply with the 
legal provisions concerning protection of privacy. This 
supervision comprises for example dealing with 
complaints received, inspections and follow up of demands 
imposed. 

www.pts.se 

3.  Swedish Data 
Inspection Board 

Protecting the individual‟s privacy in the information 
society without unnecessarily preventing or complicating 
the use of new technology. The government has given the 
task of creating the preconditions for the processing of 
personal data so as not to lead to undue privacy 
infringement. 

The Board works to prevent encroachment upon privacy 
through information and by issuing directives and codes of 
statutes. The Board also handles complaints and carries 
out inspections. By examining government bills the Data 
Inspection Board ensures that new laws and ordinances 
protect personal data in an adequate manner. 

www.datainspektionen.
se  

4. Media Council Part of the European „Insafe‟ Internet safety network 
under the „Safer Internet‟ programme which aims to 
promote safer use of the Internet and new online 
technologies, particularly for children. Its goal is also to 
fight against illegal content and content unwanted by the 
end-user. The initiative is part of the EU‟s coherent 
approach. The Media Council's tasks are to: 

 Be an expert on media development and the effects of 
the media on children and young people; 

 Be updated on the latest research on the effects of the 
media, provide factual information and guidance; 

 Encourage self-regulation in the media industry; 

www.medieradet.se 
 

http://www.sweden.gov.se/enterprise
http://www.sweden.gov.se/enterprise
http://www.pts.se/
http://www.datainspektionen.se/
http://www.datainspektionen.se/
http://www.medieradet.se/
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National 
authorities  

Role and responsibilities Website 

 Promote the inclusion of media studies in schools‟ 
curricula; 

 Protect and strengthen children and young people in 
the new media landscape through cooperation with 
other actors; 

 Keep updated on international developments and take 

part in international cooperation in the field; 
 Give particular attention to portrayals of violence and 

pornography and apply a clear gender perspective. 
 

The media council is a part of the Ministry of Culture. 

5. Ministry of 
Justice 

Development of Security Technology and Standards 

Policy, Implementation of Security Technology and 

Standards. More globally the area of responsibility of the 

Ministry of Justice  are:  

 Legislation; 

 The Judicial System; 
 Criminal Matters; 
 International Judicial Cooperation; 
 Strategy to meet the threat of terrorism; 
 Migration and Asylum Policy; 
 The Principle of Public Access; 
 Plain Language Work; 
 Transparency in the EU. 

www.sweden.gov.se/ju

stice 

 

www.sweden.gov.se/sb

/d/584 

 

 

6. Ministry of 
Defence 

The Ministry of Defence is responsible of: 
 
 Protection and preparation against accidents; 
 Severe peacetime emergencies; 
 Security policy in the field of defence; 
 International operations; 
 Intelligence issues; 
 Gender equality and diversity. 
The Ministry has the National Defence Radio 
Establishment organization to assist it with IT security 
matters. 

www.sweden.gov.se/de
fence 
 
 

7. Swedish 
Defence Materiel 
Administration 

FMV is a civil government agency with the task of 
boosting the overall capability of the total defence 
organisation.  

The aim is to be a defence-equipment supply agency that 
is skilled and is in demand, including in an international 
perspective. A business-like approach, know-how in 
system development and a high level of cooperation 
capability are characteristic features of FMV. 

FMV is also a supervisory authority with regard to 
electromagnetic compatibility (EMC) for the Swedish 
Armed Forces, the National Fortifications Administration, 

the National Defence Radio Establishment and the 
Swedish Defence Research Agency. EMC means the ability 
of a device, equipment or system to function satisfactorily 
in its electromagnetic environment without introducing 
unacceptable electromagnetic interference into its 
surroundings. 

In addition, FMV has to establish a certification function to 
draw up and maintain a Swedish system based on the 
international standard ISO/IEC 15408 Evaluation and 
Certification of Products and Systems. This standard is 
more generally known as Common Criteria (CC). 

www.fmv.se 

 

8. Försvarets 
radioanstalt (FRA) - 
Swedish National 
Authority for Signals 
Intelligence 

FRA is engaged in information assurance. On demand, the 
Authority supports government authorities and state 
owned companies regarding current IT threats as well as 
giving general advice to improve security.  

It monitors radio and cable-based communication in order 

www.fra.se/ 

 

http://www.sweden.gov.se/sb/d/2707
http://www.sweden.gov.se/sb/d/2708
http://www.sweden.gov.se/sb/d/2138/a/14884
http://www.sweden.gov.se/sb/d/2710
http://www.sweden.gov.se/sb/d/10648
http://www.sweden.gov.se/sb/d/3083/a/18320
http://www.sweden.gov.se/sb/d/2184/a/15521
http://www.sweden.gov.se/sb/d/4409
http://www.sweden.gov.se/sb/d/11880
http://www.sweden.gov.se/justice
http://www.sweden.gov.se/justice
http://www.sweden.gov.se/sb/d/584
http://www.sweden.gov.se/sb/d/584
http://www.sweden.gov.se/sb/d/2174/a/21967
http://www.sweden.gov.se/sb/d/2174/a/27216
http://www.sweden.gov.se/sb/d/4182
http://www.sweden.gov.se/defence
http://www.sweden.gov.se/defence
http://www.fmv.se/
http://www.fra.se/


 

 

Sweden Country Report 

 

 
24 

National 
authorities  

Role and responsibilities Website 

to identify and asses potential threats.  

FRA's main customers are the Foreign Ministry, the 
Ministry of Defence, the Military Intelligence & Security 
Directorate (MUST) and the Security Police. 

9. Agency for Civil  
Protection and  
Preparedness  (MSB) 

MSB is an organization that replaces the Swedish 
Emergency Management Agency (SEMA) and the Swedish 
Administrative Development Agency (Verva) (since 
January 2009) and so integrate their competences.  

SEMA coordinates the work to develop the preparedness 
of Swedish society to manage serious crises. It works 
together with municipalities, country councils and 
government authorities, as well as the business 
community and several organizations, to reduce the 
vulnerability of society and improve the capacity to handle 
emergencies. In January 2007, SEMA was commissioned 
by the government to prepare proposals for an action plan 
for information security in Sweden. The action plan 
consists of 47 proposed measures.  

Verva coordinates the development of central government 
in Sweden and is one of the Government„s central 
advisory agencies. Verva is the expert in the field of public 
administration development, it promotes and supports the 
development of public administration, it supports human 
resource development and strategic human resource 
management, and it enhances coordination in government 
administration. Verva coordinates the procurement of 
framework contracts concerning products and services for 
the entire public sector in the fields of information and 
communications. 

Verva coordinates the development of central government 
in Sweden and is one of the Government‟s central 
advisory agencies and also: 

 
 Is the expert in the field of public administration 

development; 
 Promotes and supports the development of public 

administration; 
 Supports human resource development and strategic 

human resource management. 
Enhances coordination in government administration. 

 

www.krisberedskapsmy

ndigheten.se/defaultEN

____224.aspx 

 

www.verva.se 

 

10. Swedish 
Defence Research 
Agency (FOI) 

FOI is one of Europe„s leading research institutes in the 

defence and safety area. The agency is financed on 

contracts basis and is responsible to the ministry of 

defence. The core business is research, method and 

technology development and studies.  

FOI carries out security policy studies and analyses 
evaluate different types of threats and develop tools for, 
as an example, adaptation of society due to climate 
change. FOI develops systems for crisis management in 
connection with major accidents and catastrophic events. 

www.foi.se 

11. National Police The Police inform about IT security and crime in addition 

to enforcing IT-related legislation. 

www.polisen.se  

12. Ministry of 
Finance 

The Ministry of Finance is responsible for handling 
government business in the following areas: 

 Central government budget; 
 Taxes; 
 Banks, securities and insurance; 
 International cooperation; 
 Local authorities; 
 County administrative boards; 
 Public administration. 

www.regeringen.se/sb/

d/2062  

http://www.krisberedskapsmyndigheten.se/defaultEN____224.aspx
http://www.krisberedskapsmyndigheten.se/defaultEN____224.aspx
http://www.krisberedskapsmyndigheten.se/defaultEN____224.aspx
http://www.verva.se/
http://www.foi.se/
http://www.polisen.se/
http://www.regeringen.se/sb/d/2062
http://www.regeringen.se/sb/d/2062
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National 
authorities  

Role and responsibilities Website 

The Ministry of Finance is responsible for the National 
Debt Office, one of the largest actors on the Swedish 
financial market. The task of this agency is to finance and 
manage the central government debt. The Office borrows 
money to cover the budget deficit (if any) and to refinance 
old loans that fall due for payment. The Ministry of 

Finance is also responsible for the Financial Supervisory 
Authority (Finansinspektionen), which supervises financial 
markets, marketplaces and financial enterprises and is 
responsible for the Swedish National Financial 
Management Authority. 

13. Swedish  
National Financial  
Management 
Authority(ESV) 

As part of the ministry of finance the Swedish National 
Financial Management Authority is responsible for 
implementing e-invoicing. 

www.esv.se  

14. Swedish 
Institute for 
Transport and 
Communications 
Analysis (SIKA) 

SIKA is an agency that is responsible to the Ministry of 
Enterprise. SIKA was established in 1995 and has three 
main areas of responsibility in the transport and 
communications sector: 

 To carry out studies for the Government  
 To develop forecasts and planning methods  
 To be the responsible authority for official statistics 
 Produces statistics and forecasts within the 

communications sector. 

www.sika-institute.se 

15.  SWEDAC 
(Swedish Board for 
Accreditation and 
Conformity 
Assessment) 

SWEDAC is the national accreditation body in Sweden. It 
is a government authority under the Ministry for Foreign 
Affairs as well as the Ministry of Enterprise, Energy and 
Communications. 

SWEDAC is a public authority which duties are funded by 

a Government grant, while its commercial work is funded 
by fees. This commercial work is self-financing, i.e. its 
costs are completely covered by its fees.   

http://www.swedac.se/
sdd/System.nsf/(GUIvi
ew)/index_english.html 
 

16. Answer The Swedish Media Council coordinates the Swedish node 
for internet safety awareness. In February 2007 BRIS-
Children‟s Right in Society joined the project as helpline 
partner. Together they coordinate a strong, consistent and 
up-to-date safety message and ensure that it reaches all 
relevant target groups.  

www.saferinternet.org/
ww/en/pub/insafe/focu
s/sweden.htm  
 

 

http://www.esv.se/
http://www.sika-institute.se/
http://www.swedac.se/sdd/System.nsf/(GUIview)/index_english.html
http://www.swedac.se/sdd/System.nsf/(GUIview)/index_english.html
http://www.swedac.se/sdd/System.nsf/(GUIview)/index_english.html
http://www.saferinternet.org/ww/en/pub/insafe/focus/sweden.htm
http://www.saferinternet.org/ww/en/pub/insafe/focus/sweden.htm
http://www.saferinternet.org/ww/en/pub/insafe/focus/sweden.htm
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Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 
member 

TI 
Listed 

Role and responsibilities Website 

17. SITIC 
(Swedish IT 
incident centre) 

Yes Yes Sitic is the Swedish government CERT. Sitic is 
the national alert, warning and response 
system and is responsible for technical 
vulnerability disclosure co-ordination. 

Sitic provides information and advice 
regarding proactive measures, and compiles 
and publishes statistics. It is part of the 
National Post and Telecom Agency. 

www.sitic.se 
 
www.sitic.se/in-
english 
 
 

18. SUNet-
CERT 

Yes Yes SUNet-CERT is the Swedish University 
Network Computer Emergency Response 
Team. SUNet CERT helps University, college 
and other organisation connected to SUNET 
network with coordination of incidents. SUNet 
CERT will also help to keep the competence at 
IT security organisation within University's 
and colleges. SUNet CERT will also keep a 
close contact with other ISP in Sweden and 
abroad and cooperate with national and 
international CERT organisation. 

www.cert.sunet.se  

19. TS-CERT Yes Yes TS-CERT is the TeliaSoneraCERT CC. 
TeliaSonera provides telecommunication 
services in the Nordic and Baltic countries, the 
emerging markets of Eurasia, including Russia 
and Turkey, and in Spain. As of July 1, 2005, 
TeliaSonera will follow the Swedish Code of 
Corporate Governance. This will entail, among 
other things, the publication of a separate 
report on corporate governance in connection 
with TeliaSonera's Annual Report. 
TeliaSonera's home page will also be 

continuously updated with information in 
accordance with the Code's provisions. 

http://www.teliason
era.com/ 
 

20. SIST No No SIST is the SNIC IT Security Team. SIST 
coordinates and supports the local IT security 
staff at the Swedish high performance 
computing sites within the SNIC (Swedish 
National Infrastructure for Computing) meta-
centre. 

Since each SNIC site is also within the 
constituency of their respective host 
university's IT security teams, SIST's work is 
strictly limited to matters that are HPC 
specific (e.g. vulnerabilities in batch systems 
or grid middleware), strongly tied to HPC 
systems (e.g. Linux kernel vulnerabilities), or 
otherwise relevant to SNIC as a whole (e.g. 
password compromises of users with accounts 
at multiple SNIC sites). 

http://www.snic.vr.s
e/snic-
committees/sist 
 

 

http://www.sitic.se/
http://www.sitic.se/in-english
http://www.sitic.se/in-english
http://www.cert.sunet.se/
http://www.teliasonera.com/
http://www.teliasonera.com/
http://www.snic.vr.se/snic-committees/sist
http://www.snic.vr.se/snic-committees/sist
http://www.snic.vr.se/snic-committees/sist
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Industry organisations: role and responsibilities, tasks 

Industry 
organisations  

Role and responsibilities Website 

21. Swedish IT and 
Telecom Industries 

Swedish IT and Telecom Industries promotes the 
increasing use of IT in Sweden and provides vital support 
to the development of individual member companies by 
promoting business opportunities, removing barriers and 
providing member service. 

www.itforetagen.se 

22. ISACA Sweden ISACA provides security certificates. www.isaca.se  

23. SIG  security The organization„s main issue is to give rise to the 
understanding of and inspire to the work within the 
information security area. 

www.sigsecurity.se 

24. Swedish Risk 
Management and 
Security organization 

The organization's task is to promote awareness in the 
field of risk by monitoring current events, expert 
interaction etc. 

www.svensktnarinsg
liv.se 

 

Academic bodies: role and responsibilities, tasks 

Academic bodies  Role and responsibilities Website 

25. ICT, Royal Institute 
of Technology 

The ICT faculty provides IT-related research and 
education. 

http://www.kth.se 

26. Department of 
Computer and Systems 
Sciences (DSV) 

The Department of Computer and Systems Sciences 
(DSV) is a joint department between Stockholm 
University and the Royal Institute of Technology. The DSV 
hosts SecLab, a laboratory for research and education in 
Computer Security and Security Informatics. 

http://www.dsv.su.s

e/en/seclab/ 

 

Other bodies and organisations active in NIS: role and responsibilities 

Other organization Role and responsibilities Website 

27. The Swedish 
Association of Local 
Authorities and Regions 

The Swedish Association of Local Authorities and the 
Federation of Swedish County Councils represent the 
governmental, professional and employer related 
interests of Sweden‟s 290 local authorities, 18 county 
councils and two regions. 

The association strives to promote and strengthen local 
self-government and to create the best possible 
conditions for the work of their members. Membership 
fees largely finance the activities. 

The association has published information on information 
security policy adapted to local and regional authorities. 
Security issues are discussed at conferences and best 
practice from a local authority could be highlighted. 
Information such as advice on new and relevant 
legislation is published on the website. 

http://kikaren.skl.se
/artikel.asp?C=756&
A=180 
 

28. The Swedish 
Consumers‟ Association 

The Swedish Consumers Association is an independent, 
non-partisan cooperative organisation consisting of 28 
member organisations.  

The Swedish Consumers Association aims to strengthen 
the position of consumers in order to improve people‟s 
ability to bring their consumer power to bear. Our goal is 

to ensure that political, business, and government 
decision makers always have the best interests of the 
consumer in mind. 

www.sverigeskonsu
mentrad.se/start.asp
?sida=3241 
 
 

http://www.itforetagen.se/
http://www.sigsecurity.se/
http://www.svensktnarinsgliv.se/
http://www.svensktnarinsgliv.se/
http://kikaren.skl.se/artikel.asp?C=756&A=180
http://kikaren.skl.se/artikel.asp?C=756&A=180
http://kikaren.skl.se/artikel.asp?C=756&A=180
http://www.sverigeskonsumentrad.se/start.asp?sida=3241
http://www.sverigeskonsumentrad.se/start.asp?sida=3241
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Country specific NIS glossary 

BRIS Children‟s Rights in Society Swedish NGO 

Datainspektionen Data inspection 

DPA Data Protection Act 

DSV Department of Computer and Systems Sciences  

E-delegationen E-Government Delegation 

ESV Swedish  National Financial  Management Authority 

FOI Swedish Defence Research Agency  

FRA Försvarets radioanstalt is the Swedish National Authority for Signals Intelligence 

Hogsta domstolen Supreme Court  

Hovratt Courts of appeal 

INFOSAFE international EU network with a local presence 

Internetsakerhe Internet site that provides SMEs and citizens information on Internet security 

ITbrottsroteln IT Crime Squad 

Kammarratt Administrative courts of appeal 

Lansratt County courts  

MIMER-P    

MSB Agency for Civil Protection and Preparedness   

Personal Data The definition of personal data in the Act is closely based on the standard definition 
of personal data. In particular, it only applies to living individuals, as opposed to 
legal entities or dead persons. The Swedish courts and regulator tend to interpret the 
concept of personal data broadly. The guidelines issued by the regulator are, 
however, in all relevant respects in line with the Opinion on Personal Data. 

Personuppgiftslagen Personal data 

PTS National Post and Telecom Agency 

Regeringsratten Supreme Administrative Court  

Rikskriminalpolisen National Criminal Investigation Department 

Sakerhetspolisen, 

Sweden 

Swedish Security Service  

SAMFI   

SIKA Swedish Institute for Transport and Communications Analysis  

SITIC Swedish IT incident centre 

SKL Swedish Association of Local Authorities and Regions  

Statens 
kriminaltekniska 
laboratorium 

Swedish National Forensic Laboratory  

SUNet-CERT   

SurfaLugnt national campaign for a safer Internet  

SWEDAC Swedish Board for Accreditation and Conformity Assessment 

Tingsratt district courts  

TS TeliaSonera, Swedish operator that provides fixed telephony access in Sweden 

TS-CERT   

USO Universal Service Obligations  
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