
 

www.enisa.europa.eu 

Country Reports January         10 

 

 

 

 

 

United Kingdom Country Report 

 



 
United Kingdom Country Report 

 

 
2 

About ENISA 

The European Network and Information Security Agency (ENISA) is an EU agency 

created to advance the functioning of the internal market. ENISA is a centre of 

excellence for the European Member States and European institutions in network and 

information security, giving advice and recommendations and acting as a switchboard of 

information for good practices. Moreover, the agency facilitates contacts between the 

European institutions, the Member States and private business and industry actors. 
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United Kingdom 

The structure of the individual country reports  

The individual country reports (i.e. country-specific) present the information by following 

a structure that is complementary to ENISA‘s ―Who-is-who‖ publication and is intended 

to provide additional value-added to the reader: 

 NIS national strategy, regulatory framework and key policy measures 

 Overview of the NIS governance model at country level 

o Key stakeholders, their mandate, role and responsibilities, and an overview of 

their substantial activities in the area of NIS: 

 National authorities 

 CERTs 

 Industry organisations 

 Academic organisations 

 Other organisations active in NIS 

o Interaction between key stakeholders, information exchange mechanisms in 

place, co-operation & dialogue platforms around NIS 

 Country specific NIS facts, trends, good practices and inspiring cases. 

 

For more details on the general country information, we suggest the reader to consult 

the web site: http://europa.eu/abc/european_countries/index_en.htm   

 

 

 

http://europa.eu/abc/european_countries/index_en.htm
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NIS national strategy, regulatory framework and key policy measures 

Overview of the NIS national strategy 

National Information Assurance Strategy 

The National Information Assurance Strategy outlines an approach for the UK in adopting 

information risk management by ensuring the right level of: professionalism, education 

and training; availability of IA products and services as well as compliance and adoption 

of standards. The Strategy aims to ensure that:  

 Government is better able to deliver public services through the appropriate use 

of ICT; 

 The UK‘s national security is strengthened by protecting information and ICT at 

risk of compromise; 

 The UK‘s economic and social well-being is enhanced as government, businesses 

and citizens realise the full benefits of ICT. 

 

National risk strategy  

A national risk management process is in place as stipulated in the Civil Contingencies 

Act 2004. The national risk assessment process is run by the Cabinet Office and includes 

threats and hazards relevant to all sectors, including communications. The national risk 

assessment collates input from all departments of state but does not involve industry 

directly. BIS leads the policy setting in communications, and risk management of the 

sector lies also with BIS. Industry owns and operates a national telecommunications 

emergency plan, which outlines some of the steps that can aid restoration of services in 

the event of an emergency.  

There are no financial or other incentives available for achieving better hardware and 

software architecture to secure better resilience of e-communication networks. 

Nevertheless, CPNI provides free guidance with its reports, studies, guidelines and white 

papers which are accessible via the website.  

UK Cyber Security Strategy 

The UK Government published in 2009, alongside the first annual update of the National 

Security Strategy, the first Cyber Security Strategy of the United Kingdom1.   

The UK Cyber Security Strategy recognises the challenges of cyber security and the need 

to address them. It stresses that the UK needs a coherent approach to cyber security, 

and one in which Government, organisations across all sectors, the public, and 

international partners all have a part to play. The Strategy outlines the Government‘s 

approach - it establishes two new organisations that the UK needs in order to weave 

together new and existing work to make cyber space a safe, secure and resilient place 

where we can live and work in confidence.  

The UK Cyber Security Strategy states that ―[c]yber security embraces both the 

protection of UK interests in cyberspace and also the pursuit of wider UK security policy 

through exploitation of the many opportunities that cyber space offers‖. By comparison, 

the US Cyberspace Policy Review defines cybersecurity policy broadly as the ―strategy, 

policy, and standards regarding the security of and operations in cyberspace‖. 

                                           

1
 http://www.cabinetoffice.gov.uk/reports/cyber_security.aspx 
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The Cyber Security Strategy set out the Government‘s plans to establish two new 

organisations and will be operational by the end of March 2010:  

 An Office of Cyber Security (OCS) to provide strategic leadership for and 

coherence across Government. The OCS will establish and oversee a cross-

government programme to address priority areas in pursuit of the UK‘s strategic 

cyber security objectives. 

 A Cyber Security Operations Centre (CSOC) that will bring together existing 

functions: to actively monitor the health of cyber space and co-ordinate incident 

response; to enable better understanding of attacks against UK networks and 

users; and to provide better advice and information about the risks to business 

and the public. 

 

The Office of Cyber Security (OCS) is dedicated to protecting Britain's IT infrastructure 

and was created in line with a model proposed — and in part practised by — the US. The 

OCS will have charge of a cross-government programme of work, while the multi-agency 

Cyber Security Operations Centre (CSOC) will coordinate the protection of critical IT 

systems. 

The cross-government programme addresses the following priority areas in pursuit of 

the UK‘s strategic cyber security objectives: 

 Safe Secure & Resilient Systems 

 Policy, Doctrine, Legal & Regulatory issues 

 Awareness & Culture Change 

 Skills & Education 

 Technical Capabilities & Research and Development 

 Exploitation 

 International Engagement 

 Governance, Roles & Responsibilities 

 

Technology and innovation strategy  

The Technology Strategy Board (http://www.innovateuk.org/) advises the UK 

Government on how to remove barriers to innovation and accelerate the exploitation of 

new technologies. It is engaged in a range of activities which include a strong ICT 

component including Knowledge Transfer Networks (KTNs) in Grid Computing, Digital 

Communications and Cyber Security; Innovation Platforms in Intelligent Transport 

Systems and Services, Network Security and Assisted Living, and the new creative 

industries key application area.  

KTNs have been established and are funded by government, industry and academia. 

They bring together diverse organisations and provide activities and initiatives that 

promote the exchange of knowledge and the stimulation of innovation in these 

communities. There are currently 24 KTNs. 

On May 2008, the Technology Strategy Board launched its Strategic Plan: "Connect and 

Catalyse - a strategy for business innovation." The plan sets out the focus over the next 

three years as well as provide a longer term perspective. The objective is to make the 

UK a global leader in innovation.  

http://www.innovateuk.org/
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The Strategic Plan explains the journey that will take to reach the destination of the UK 

becoming a global leader in innovation and how to work to ensure UK business success 

by:  

 providing leadership;  

 working with different parts of Government to simplify and connect the innovation 

landscape;  

 ensuring the UK has the necessary capability in underpinning technologies;  

 addressing major challenges to create new business opportunities;  

 investing in people, networks and creating a culture supportive of innovation.   

 

To do all of this, the Technology Strategy Board has a budget for 2008-2011 of £711 

million plus aligned funding from the Regional Development Agencies of £180 million and 

at least £120 million from the Research Councils.   

eGovernment strategy  

The CIO Council exists to improve public service delivery. The Prime Minister has set the 

CIO Council members and their staff the mission of ―ensuring that IT supports the 

business transformation of Government itself so that we can provide better, more 

efficient, public services.‖  

The e-Government Unit (eGU) is responsible for: 

 formulating information technology (IT) strategy and policy  

 developing common IT components for use across government  

 promoting best practice across government  

 delivering citizen-centred online services  

 

The UK‘s current eGovernment strategy is set in the document ‗Transformational 

Government - Enabled by Technology‘ published on 02 November 2005. The Prime 

Minister commissioned this strategy to seize the opportunity provided by technology to 

transform the business of government. UK‘s strategy focuses upon the core themes 

which each public sector organisation needs to develop into actions for its area of 

responsibility, and on the supporting actions to be taken across government as a whole. 

The strategy has been initially complemented by the ‗Transformational Government‘ 

Implementation Plan, published on 29 March 2006.  

The ‗Transformational Government‘ states that government IT systems must be secure 

and convenient for users and that the Government must review its risk management 

model to provide guidance on this, and ―develop a simple tiered architecture for 

government networks to support this model in practice, with an updated application of 

the protective marking scheme for electronically held information‖. It also states that the 

Government must work with the private sector to promote internet safety and promote 

the availability of assured goods and services. 

Information security elements in the UK Organised Crime Control Strategy of 

SOCA 

In its Annual Plan for 2009/2010, the UK serious organised crime agency (SOCA) 

highlights its strategy to address the following crimes relevant for NIS area: 
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 Technology-enabled crime aim: to reduce the harm caused to the UK by the 

exploitation of technology, primarily Information and Communication Technology 

(ICT) by organised crime. To deter organised criminals from using ICT to attack 

UK victims and to develop new investigative and intervention tools to disrupt the 

use of ICT by organised crime. 

 Identity fraud and counterfeiting (including intellectual property crime) aim: to 

reduce the harm caused to the UK from identity crime, intellectual property crime 

and currency counterfeiting. 

 

Strategy for Enhancing the Resilience of Emergency Responders’ 

Telecommunications 

The aim of this strategy2 is to ensure that the UK emergency responders at all levels can 

communicate and share information effectively in a major emergency. This strategy 

draws from the National Risk Assessment and associated National Resilience Planning 

Assumptions a set of tailored planning assumptions to inform the range of consequences 

which emergency responders‘ telecommunications should be resilient against. 

The strategy comprises four broad strands:  

 Strand 1. Working with providers and responders to enhance the resilience of 

every-day commercially available telecommunications  

 Strand 2. Improving the management, take-up and resilience of privileged 

telecommunications schemes that are only accessible to emergency responders  

 Strand 3. Delivering a high integrity telecommunications system providing 

connectivity and services between key responder sites at the national, regional 

and local level and  

 Strand 4. Delivering a means for securely sharing information between all local 

regional and national responders both in preparing for and in response to an 

emergency  

Objectives: 

a. Encouraging a diversity of telecommunications provision, so that emergency 

responders are not reliant on a single system. 

b. Making telecommunications networks likely to be used by emergency responders 

more resilient against the anticipated impacts of major emergencies, including by 

exploiting those networks which have the highest degree of embedded resilience. 

c. Ensuring that emergency responders know about privileged telecommunications 

services, and that such services function effectively in a way which meets their 

operational needs. 

d. Making information available on the take-up of privileged services. 

 

                                           

2
 See http://www.cabinetoffice.gov.uk/media/131459/resilient_telecomms_strategy.pdf 

http://www.cabinetoffice.gov.uk/ukresilience/preparedness/resilient_telecommunications/govt_strategy/strand1.aspx
http://www.cabinetoffice.gov.uk/ukresilience/preparedness/resilient_telecommunications/govt_strategy/strand2.aspx
http://www.cabinetoffice.gov.uk/ukresilience/preparedness/resilient_telecommunications/hits.aspx
http://www.cabinetoffice.gov.uk/ukresilience/preparedness/resilient_telecommunications/govt_strategy/strand4.aspx
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The regulatory framework 

Data Protection/Privacy Legislation 

Data Protection Act 1998 

The Data Protection Act 1998 received Royal Assent in July 1998 and came into force on 

1 March 2000, giving effect to the EU Data Protection Directive (95/46/EC). The Act 

gives rules for the way organisations must treat personal data and information, which 

apply to paper as well as electronic records. These rules are mandatory for all 

organisations that hold or process personal data, in the public as well as private and 

voluntary sector. The Act contains eight Data Protection Principles, stating that all data 

must be:  

 Processed fairly and lawfully;  

 Obtained & used only for specified and lawful purposes;  

 Adequate, relevant and not excessive;  

 Accurate, and where necessary, kept up to date;  

 Kept for no longer than necessary;  

 Processed in accordance with the individuals rights;  

 Kept secure;  

 Transferred only to countries that offer adequate protection. 

 

The UK‘s Data Protection Act requires all organisations which handle personal 

information to comply with a number of important principles regarding privacy and 

disclosure. The Act states that anyone who processes personal information must comply 

with eight principles. The Act also allows people to find out what personal information is 

held about them by making a subject access request. This covers information held 

electronically and in some paper records, and includes credit reference details. 

The Information Commissioner's Office (ICO) is the UK's independent authority set up to 

promote access to official information and to protect personal information. Its main 

functions are educating and influencing (promote good practice and give information and 

advice), resolving problems (resolve eligible complaints from people who think their 

rights have been breached) and enforcing (use legal sanctions against those who ignore 

or refuse to accept their obligations).  

The data protection powers of the Information Commissioner's Office are to: 

 conduct assessments to check organisations are complying with the Act;  

 serve information notices requiring organisations to provide the Information 
Commissioner's Office with specified information within a certain time period;  

 serve enforcement notices and 'stop now' orders where there has been a breach 

of the Act, requiring organisations to take (or refrain from taking) specified steps 

in order to ensure they comply with the law;  

 prosecute those who commit criminal offences under the Act;  

 conduct audits to assess whether organisations processing of personal data 
follows good practice; and  

 report to Parliament on data protection issues of concern.  
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Appeals from notices are heard by the Information Tribunal, an independent body set up 

specifically to hear cases concerning enforcement notices or decision notices issued by 

the Information Commissioner. 

A new legislation approved in 2009 gives the ICO the power to impose substantial fines 

on organisations that deliberately or recklessly commit serious breaches of the Data 

Protection Act. 

eSignatures Legislation 

Electronic Communications Act 2000 and Electronic Signatures Regulations 2002 

The Electronic Communications Act 2000 aims to help build confidence in electronic 

communications by creating a legal framework for electronic commerce and the use of 

electronic signatures, both in the private and public sectors. The Act is completed by the 

Electronic Signatures Regulations 2002, which implements in UK Law the European 

Directive 1999/93/EC on a Community framework for electronic signatures. 

Cybercrime legislation 

English law also generally applies to Northern Ireland. Much of what is conventionally 

labelled ―computer crime‖ can be prosecuted in the English courts by the use of regular 

statutes and case law. Thus: a ―computer fraud‖ is prosecuted under the law of 

deception within the various Theft Acts; child pornography is prosecuted under the 

Protection of Children Act 1978, as amended. Much law reform is achieved by modifying 

and extending exist law to cope with new situations rather than by the introduction of 

completely new legislation. This can sometimes make it difficult to find a single place 

where the whole of an area of law is clearly set out. Criminal lawyers use a reference 

book called ―Archbold‖ to assist them.  

Computer Misuse Act 

In the United Kingdom, the key legislative instrument regarding attacks against 

computer systems and data is the Computer Misuse Act of 1990 which outlaws the 

unauthorised modification of data stored or transmitted by IT systems, as well as 

unauthorised access to such systems.  

It remains the primary piece of UK legislation focusing on the misuse of computer 

systems. It covers crimes such as hacking and the deliberate spread of viruses, and was 

created to prevent unauthorised access to or modification of computer systems and to 

deter criminal elements from using a computer to assist in the commission of a criminal 

offence or from impairing or hindering access to data stored in a computer. It is 

important to note that computer crime cases are heard in exactly the same way as 

regular criminal trials. 

There is a range of other legislation in the UK dealing with offences utilising computer 

systems and networks, for example using computers or the Internet to facilitate fraud is 

covered by offences in fraud legislation.  

Computer Crimes covered by the Police and Justice Act 2006 Chapter 48 that amends 

the Computer Misuse Act (Part 5 sections 35-38) 

Several articles of the UK are of relevance in the NIS context, as they directly address 

the computer misuse and the unlawful access to, or use of, information. The new 

amendments came into force on October 1, 2008, and reads as follows: 
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35 

Unauthorised 

access to 

computer 

material 

(1) In the Computer Misuse Act 1990 (c. 18) ("the 1990 Act"), section 

1 (offence of unauthorised access to computer material) is amended as 

follows. 

(2) In subsection (1)-  

(a) in paragraph (a), after "any computer" there is inserted ", or to 
enable any such access to be secured"; 

(b) in paragraph (b), after "secure" there is inserted ", or to enable to 

be secured,". 

(3) For subsection (3) there is substituted - "(3) A person guilty of an 

offence under this section shall be liable-  

(a) on summary conviction in England and Wales, to imprisonment for 
a term not exceeding 12 months or to a fine not exceeding the 
statutory maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory 
maximum or to both; 

(c) on conviction on indictment, to imprisonment for a term not 

exceeding two years or to a fine or to both." 

36 

Unauthorised 

acts with 

intent to 

impair 

operation of 

computer, etc 

For section 3 of the 1990 Act (unauthorised modification of computer 

material) there is substituted-  

"3 Unauthorised acts with intent to impair, or with recklessness as to 

impairing, operation of computer, etc. 

(1) A person is guilty of an offence if-  

(a) he does any unauthorised act in relation to a computer; 

(b) at the time when he does the act he knows that it is unauthorised;  

(c) either subsection (2) or subsection (3) below applies. 

(2) This subsection applies if the person intends by doing the act-  

(a) to impair the operation of any computer; 

(b) to prevent or hinder access to any program or data held in any 
computer; 

(c) to impair the operation of any such program or the reliability of any 
such data; or 

(d) to enable any of the things mentioned in paragraphs (a) to (c) 
above to be done. 

(3) This subsection applies if the person is reckless as to whether the 

act will do any of the things mentioned in paragraphs (a) to (d) of 

subsection (2) above. 

(4) The intention referred to in subsection (2) above, or the 

recklessness referred to in subsection (3) above, need not relate to-  

(a) any particular computer; 

(b) any particular program or data; or 

(c) a program or data of any particular kind. 

(5) In this section-  

(a) a reference to doing an act includes a reference to causing an act 
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to be done; 

(b) "act" includes a series of acts; 

(c) a reference to impairing, preventing or hindering something 
includes a reference to doing so temporarily. 

(6) A person guilty of an offence under this section shall be liable-  

(a) on summary conviction in England and Wales, to imprisonment for 
a term not exceeding 12 months or to a fine not exceeding the 
statutory maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory 
maximum or to both; 

(c) on conviction on indictment, to imprisonment for a term not 

exceeding ten years or to a fine or to both." 

37 Making, 

supplying or 

obtaining 

articles for 

use in 

computer 

misuse 

offences 

After section 3 of the 1990 Act there is inserted-  

"3A Making, supplying or obtaining articles for use in offence under 

section 1 or 3 

(1) A person is guilty of an offence if he makes, adapts, supplies or 

offers to supply any article intending it to be used to commit, or to 

assist in the commission of, an offence under section 1 or 3. 

(2) A person is guilty of an offence if he supplies or offers to supply 

any article believing that it is likely to be used to commit, or to assist 

in the commission of, an offence under section 1 or 3. 

(3) A person is guilty of an offence if he obtains any article with a view 

to its being supplied for use to commit, or to assist in the commission 

of, an offence under section 1 or 3. 

(4) In this section "article" includes any program or data held in 

electronic form. 

(5) A person guilty of an offence under this section shall be liable-  

(a) on summary conviction in England and Wales, to imprisonment for 
a term not exceeding 12 months or to a fine not exceeding the 
statutory maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory 
maximum or to both; 

(c) on conviction on indictment, to imprisonment for a term not 

exceeding two years or to a fine or to both." 

Computer 

Misuse Act 

1990 

Chapter 18 

1. Unauthorized access to computer material: 

(1) A person is guilty of an offense if- 

(a) he causes a computer to perform any function with the intent to 

secure access to any program or data held in any computer, or to 

enable any such access to be secured, 

(b) the access he intends to secure, or to enable to be secured, is 
unauthorized, and 

(c) he knows at the time when he causes the computer to perform the 
function that that is the case. 
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(2) The intent a person has to have to commit an offense under this 

section need not to be directed at: 

(a) any particular program or data, 

(b) a program or data of any particular kind, or 

(c) a program or data held in any particular computer. 

(3) A person guilty of an offence under this section shall be liable- 

(a) on summary conviction in England and Wales, to imprisonment for 

a term not exceeding 12 months or to a fine not exceeding the 

statutory maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory 
maximum or to both; 

(c) on conviction on indictment, to imprisonment for a term not 
exceeding two years or to a fine or to both. 

 

2. Unauthorized access with intent to commit or facilitate 

commission for further offences.  

(1) A person is guilty of an offense under this section if he commits an 

offense under section 1 above (" the unauthorized access offense") 

with intent 

(a) to commit an offense to which this section applies; or 

(b) to facilitate the commission of such an offense ( whether by 
himself or by any other person); and the offense he intends to commit 

or facilitate is referred to below in this section as the further offense. 

(2) This section applies to offences 

(a) for which the sentence is fixed by law; or 

(b) for which a person of twenty-one years of age or over (not 
previously convicted) may be sentenced to imprisonment for a term of 
five years (or, in England and Wales, might be so sentenced but for 
the restrictions imposed by section 33 of the Magistrates Courts Act 

1980). 

(3) It is immaterial for the purposes of this section whether the further 

offense is to be committed on the same occasion as the unauthorized 

access offense or on any future occasion. 

(4) A person may be guilty of an offense under this section even 

though the facts are such that the commission of the further offense is 

impossible. 

(5) A person guilty of an offense under this section shall be liable 

(a) on summary conviction, to imprisonment for a term not exceeding 
the statutory maximum or to both; and 

(b) on conviction on indictment, to imprisonment for a term not 
exceeding five years or to a fine or to both. 

 

3 Unauthorised acts with intent to impair, or with recklessness 

as to impairing, operation of computer, etc. 
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(1) A person is guilty of an offence if- 

(a) he does any unauthorised act in relation to a computer; 

(b) at the time when he does the act he knows that it is unauthorised; 
and 

(c) either subsection (2) or subsection (3) below applies. 

(2) This subsection applies if the person intends by doing the act- 

(a) to impair the operation of any computer; 

(b) to prevent or hinder access to any program or data held in any 
computer; 

(c) to impair the operation of any such program or the reliability of any 
such data; or 

(d) to enable any of the things mentioned in paragraphs (a) to (c) 
above to be done. 

(3) This subsection applies if the person is reckless as to whether the 

act will do any of the things mentioned in paragraphs (a) to (d) of 

subsection (2) above. 

(4) The intention referred to in subsection (2) above, or the 

recklessness referred to in subsection (3) above, need not relate to- 

(a) any particular computer; 

(b) any particular program or data; or 

(c) a program or data of any particular kind. 

(5) In this section- 

(a) a reference to doing an act includes a reference to causing an act 
to be done; 

(b) "act" includes a series of acts; 

(c) a reference to impairing, preventing or hindering something 
includes a reference to doing so temporarily. 

(6) A person guilty of an offence under this section shall be liable- 

(a) on summary conviction in England and Wales, to imprisonment for 

a term not exceeding 12 months or to a fine not exceeding the 
statutory maximum or to both; 

(b) on summary conviction in Scotland, to imprisonment for a term not 
exceeding six months or to a fine not exceeding the statutory 

maximum or to both; 

 

(c) on conviction on indictment, to imprisonment for a term not 
exceeding ten years or to a fine or to both. 

 

 

Enforcement is carried out at two levels: Serious and Organised Crime Agency (SOCA) is 

responsible for combating serious and organised computer criminality. It provides 

strategic assessments, operational and tactical support, business intelligence and best 

practice advice for constabularies. SOCA also has a strong role in crime prevention and 

engages actively with the likely victims of crime — such as the financial institutions — to 

share information on actual and possible criminal activities. SOCA is staffed by officers 

from a number of law enforcement agencies, including the military. 
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The main operational policing responsibility for investigating computer crime rests within 

the specialist cybercrime units which have been established within every constabulary (a 

police force based largely on county and large metropolitan boundaries). The UK 

government has provided additional funding to provide staffing, training and equipment 

in every local police constabulary in England and Wales to supplement the expertise in 

their specialist cybercrime unit. 

In England and Wales simpler cases are heard in lower courts known as Magistrates‘ 

Courts. These are presided over either by lay justices who are assisted by professional 

Clerks or by full-time District Judges. Magistrates‘ Courts do not have juries. 

More serious and complex cases are heard in the Crown Courts. These are presided over 

by judges who act as chairmen of events and articulate the law. The prosecution and the 

defence cases are presented by lawyers (barristers). Juries decide on the basis of facts 

and instructions on the law given by the judge. 

Appeals are heard in the first instance by the Court of Appeal with a final appeal to the 

House of Lords. Computer crime cases are heard in exactly the same way as regular 

criminal trials. 

Anti-spam regulation 

The UK Department for Trade and Industry (DTI) implemented an anti-spam regulation, 

based on the EU Directive 58/2002 with the Privacy and Electronic Communications (EC 

Directive) Regulation, which came into force on 11 December 2003. According to this 

law, spam e-mail and SMS messages sent to individual subscribers will need their prior 

agreement so that they may only be sent if the recipient has agreed in advance. The rule 

will not apply where there is an existing customer relationship. So while the UK 

government is applying the 'opt-in' approach to regulating spam for consumers, 

corporations can still be approached with emails but in these instances emails must have 

an opt-out option. 

The UK anti-spam regulation, which implement the European Personal Data and 

Protection of Privacy Directive (the Privacy Directive), covers the use of automated 

calling systems, unsolicited tele-faxes for direct marketing purposes and unsolicited 

telephone calls. This is in line with the Privacy Directive, which recognizes that 

―Safeguards should be provided for subscribers against intrusion of their privacy by 

unsolicited communications for direct marketing purposes in particular by means of 

automated calling machines, tele-faxes, and e-mails, including SMS messages.‖ 

The following exceptions related to transmission of unsolicited communications for the 

purposes of direct marketing by means of electronic mail are applied: 

 Existing customer or contact details obtained from recipient in previous 

negotiations; – direct marketing of similar products and services; and  

 Unsubscribe facility at time contact details collected and at each subsequent 

communication. 

In UK, the enforcement agency provides an online complaint form, which is an efficient 

mean to collect complaints and evidence against spam cases. 

Self-regulations 

Self-regulatory Code of Practice for the Self-regulation of New Forms of Content on 

Mobiles  

http://www.gsmeurope.org/documents/eu_codes/uk_self_reg.pdf
http://www.gsmeurope.org/documents/eu_codes/uk_self_reg.pdf
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The British mobile telecom operators have adopted a code of conduct that describes 

duties of the signatory members in ensuring minimum protective measures for safer use 

of the content provided on the mobile phone. The code has been tailored to the needs of 

the British mobile electronic telecommunications market and complies with applicable 

European and national legislation. 

This Code of Practice 3  has been developed by Orange, O2, T-Mobile, Virgin Mobile, 

Vodafone and 3 for use in the UK market. 

The background to the code is that, increasingly, mobile devices are available with 

enhanced features, including colour screens, picture messaging, video cameras and 

Internet browsers and can be used to access a growing variety of content. 

In anticipation of these products being widely adopted by consumers, including 

consumers under the age of 18, the mobile operators put in place a series of measures 

with the intention that parents and carers should have access to the information with 

which they can show their children how to use new mobile devices responsibly and the 

power to influence the type of content they can access. 

The code covers new types of content, including visual content, online gambling, mobile 

gaming, chat rooms and Internet access. It does not cover traditional premium rate 

voice or premium rate SMS (texting) services, which will continue to be regulated. 

The code does not cover peer to peer communications but it does give assurances to 

customers that the mobile operators are taking action to combat illegal, bulk and 

nuisance communications. 

ISPA Code of Practice 

A Code of Practice4 governs the conduct of the members of the UK Internet Services 

Providers Association (ISPA). It covers aspects like: 

 Data Protection and Privacy 

 Complaints Procedure and Sanctions 

 Best practices. 

 

UK Government Security Policy Framework (HMG Security Policy Framework) 

The responsibility for security is delegated down from the Prime Minister and Cabinet to 

the Head of the Home Civil Service and chairman of the Official Committee on Security, 

and then to Heads of Department.  

The new Security Policy Framework5 replaces the Manual of Protective Security and the 

Counter-Terrorist Protective Security Manual. It sets out universal mandatory standards, 

as well as offering guidance on risk management and defining new compliance and 

assurance arrangements. The framework allows increasing awareness, transparency and 

sharing of good practice.  

                                           

3
 See: http://www.imcb.org.uk/assets/documents/10000109Codeofpractice.pdf  

4
 See: http://www.ispa.org.uk/about_us/page_16.html 

5
 See the UK Government Security Policy Framework available at: 

http://www.cabinetoffice.gov.uk/media/207318/hmg_security_policy.pdf  

http://www.cabinetoffice.gov.uk/media/207318/hmg_security_policy.pdf
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There are seven security policies within the HMG Security Policy Framework which 

outline the mandatory security requirements and management arrangements to which 

all Departments and Agencies (defined as including all bodies directly responsible to 

them) must adhere: 

 Governance, Risk Management and Compliance  

 Protective Marking and Asset Control  

 Personnel Security  

 Information Security and Assurance  

 Physical Security  

 Counter-Terrorism  

 Business Continuity 
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NIS Governance 

Overview of the key stakeholders 

We included below a high-level overview of the key actors with relevant involvement, 

roles and responsibilities in NIS matters. 

National Authorities  BIS – (Department for Business, Innovation and Skills) 
 OCS 
 CSOC 
 CSIA (Central Sponsor for Information Assurance) — Cabinet Office 
 Chief Information Officer Council (CIO council) – Cabinet Office 
 Home Office 
 CPNI (Centre for the Protection of National Infrastructure) 
 Information Commissioner‘s Office 
 CESG (Communications-Electronics Security Group) 
 Consumer Focus 
 Defence Science and Technology Laboratory (Dstl)  
 London Resilience Partnership  
 Association of Chief Police Officers (ACPO) 
 Attorney General‘s Office & the National Fraud Strategic Authority 
 Serious Organized Crime Agency (SOCA)  
 Ofcom 

CERTs (as Members of 
FIRST) 

 BP DSAC 
 BTCERTCC 
 Bunker 
 Cisco PSIRT  
 Citigroup 
 CSIRTUK 
 DANCERT 
 DCSIRT 
 E-CERT 
 EUCS-IRT 
 GovCertUK 

 ISPIRIT 
 JANET CSIRT 
 MLCIRT 
 MODCERT 
 OxCERT 
 P-CIRF 
 Pentest 
 Q-CIRT 
 RBSG 
 RM CSIRT 

 

Industry 
Organisations 
 

 EC-RRG 
 CBI (Confederation of British Industry) 
 TUFF (Telecommunications UK Fraud Forum) 
 MICAF (Mobile Industry Crime Action Forum) 
 OWASP (The OpenWeb Application Security Project) 
 British Security Industry Association (BSIA)  
 The UK Technology Industry (Intellect)  
 British Computer Society - Information Security Specialist Group (BCS-ISSG)  
 CIFAS  
 Federation of Communication Services (FCS) – FCS Industry Forum  
 tScheme  
 Information Security Awareness Forum 

Others  Royal Holloway University of London 
 British Standards Institute (BSI)  
 APACS (the UK Payments Trade Association) 

 ISACA (Information Systems Audit and Control Association) – UK Chapter 
 Get Safe Online 
 IISP (Institute for Information Security Professionals) 
 ―Which?‖ 
 ISCA 
 BCS Security Forum 
 The Cyber Security Knowledge Transfer Network (KTN)  
 Information Assurance Advisory Council (IAAC)  
 Internet Watch Foundation (IWF)  
 IAAITC 
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For contact details of the above-indicated stakeholders we refer to the ENISA ―Who is 

Who‖ – 2010 Directory on Network and Information Security and for the CERTs we refer 

to the ENISA CERT Inventory6 

NOTE: only activities with at least a component of the following eight ENISA focus points 

have been taken into account when the stakeholders and their interaction were 

highlighted: CERT, Resilience, Awareness Raising, Emerging Risks/Current Risks, Micro-

enterprises, e-ID, Development of Security, Technology and Standards Policy; 

Implementation of Security, Technology and Standards. 

 

Interaction between key stakeholders, information exchange 
mechanisms in place, co-operation & dialogue platforms around NIS 

Interaction between key stakeholders 

The Office of Cyber Security provides strategic leadership for and coherence across 

Government on matters of Network and Information Security.  The OCS was established 

in September 2009 and will establish and oversee a cross-government programme to 

address priority areas in pursuit of the UK‘s strategic cyber security objectives. 

A Cyber Security Operations Centre (CSOC) that will bring together existing functions: to 

actively monitor the health of cyber space and co-ordinate incident response; to enable 

better understanding of attacks against UK networks and users; and to provide better 

advice and information about the risks to business and the public.  

The Department for Business, Innovation and Skills (BIS) aims to increase the 

productivity of UK businesses and encourage confidence in the use of new information 

and communications technologies. It works closely with the telecoms industry to 

increase levels of resilience in the telecoms networks, as well as with business to raise 

awareness of the importance of effective information security management and to 

encourage the adoption of security standards.  

The Home Office has lead responsibility in Government for a range of issues from 

promoting active citizenship, to reducing crime, regulating immigration, and effectively 

enforcing law and order. It is also responsible for the policing of computer crime, and 

ensuring that the UK's Critical National Infrastructure is protected. 

The Centre for the Protection of National Infrastructure (CPNI) provides integrated 

(combining information, personnel and physical) security advice to the businesses and 

organisations which make up the national infrastructure, with the objective of reducing 

the vulnerability of the national infrastructure to terrorism and other threats. 

The Communications-Electronics Security Group (CESG) is the national technical 

authority for information assurance, providing advice and assistance on the security of 

communications and electronic data. CESG delivers information assurance policy, 

services and advice that government and other customers need to protect vital 

information services.  

Information Security and Assurance (IS&A) is a unit within the UK Government's Cabinet 

Office providing a central focus for Information Assurance (IA) activity across the UK.  

                                           

6 http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country 

http://www.enisa.europa.eu/act/cert/background/inv/certs-by-country
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The Information Assurance Policy and Program Board (IAPPB), and the Chief Information 

Officer (CIO) Council from the Cabinet Office are responsible for NIAS (National 

Information Assurance Strategy) implementation. Several academic and industry 

organizations are also involved at various stages of the development and implementation 

of national information security policy.  

In terms of data protection and privacy, the Information Commissioner's Office (ICO), 

the UK's independent supervisory authority, oversees and ensures compliance with both 

the Data Protection Act 1998 and the Freedom of Information Act 2000.  

The United Kingdom has many different CERTs, all of which fulfil specific functions. 

 

Co-operation and information exchange mechanisms via CERT’s 

CSIRTUK and GovCERTUK 

The Combined Security Incident Response Team (CSIRTUK, part of CPNI) provides co-

ordination of incidents affecting the national infrastructure. GovCERTUK, part of the 

Communications-Electronics Security Group (CESG) deals with incidents affecting 

government networks. Other organisations have their own CERT/CSIRT capability, such 

as BT, or provide commercial CERT/CSIRT services, such as Symantec.  

Most CERTs/CSIRTs have bilateral or multilateral relationships with other CSIRTs for 

information sharing purposes or cooperative working, sometimes on a global basis. For 

example, both CSIRTUK and GovCERTUK are members of the European Government 

CERTs Group (EGC), TERENA‘s TF-CSIRT and worldwide through FIRST. Meetings of the 

CSIRTs in UK also take place on a periodic basis.  

MODCERT 

The UK Ministry of Defence Computer Emergency Response Team (MODCERT) is 

responsible for information security within the Ministry of Defence. It is a member 

organization of both the international Forum of Incident Response Security Teams 

(FIRST) and the Trusted Introducer (TI) scheme, both of which provide a mechanism for 

sharing information on computer security incidents among the communities concerned. 

MODCERT consists of a central co-ordination center and a number of monitoring and 

reporting centers, Warning, Advice, and Reporting Points (WARPs), and incident 

response teams. It also works closely with GovCertUK and CSIRTUK. 

Co-operation via the Cabinet Office (Information Security and Assurance unit - 

IS&A)  

Information Security and Assurance (IS&A) is a unit within the UK Government's Cabinet 

Office providing a central focus for Information Assurance (IA) activity across the UK. 

Information Assurance (IA) is defined by the IS&A as the confidence that information 

systems will protect the information they carry and will function as they need to, when 

they need to, under the control of legitimate users. The IS&A is responsible for providing 

a strategic direction for the UK in managing risks to information. IS&A vision is to enable 

a UK environment where citizens, businesses and government use and enjoy the full 

benefits of ICT with confidence.  

The IS&A works in partnership with the wider IA centre comprising the Cabinet Office, 

National Technical Authority for Information Assurance (CESG) and the Centre for 

Protection of the National Infrastructure (CPNI).  



 
United Kingdom Country Report 

 
21 

The IS&A produces and maintains the National Information Assurance Strategy and, 

along with partner organisations, coordinates and sponsors work programmes to deliver 

on the strategy's recommendations. As such, the IS&A has a lead role in helping 

government to ensure the following strategic outcomes:  

 UK Government being better able to deliver public services through the 

appropriate use of ICT  

 The UK's national security is strengthened by protecting information and 

information systems at risk of compromise  

 The UK's economic and social well-being is enhanced as government, businesses 

and citizens realise the full benefits of ICT.  

There are a number of government departments and organisations involved in the field 

of information assurance with which IS&A works, including:  

 Centre for the Protection of National Infrastructure (CPNI)  

 National IA Technical Authority (CESG)  

 Department for Business, Enterprise and Regulatory Reform (BERR)  

 Home Office  

 Serious and Organised Crime Agency, e-crime unit (SOCA)  

 Information Commissioners Office (ICO) 

 

Co-operation via the Cabinet Office (Natural Hazards Team)  

The Natural Hazards Team in the Cabinet Office has produced a draft Strategic 

Framework and Policy Statement7 on improving the resilience of critical infrastructure, 

which sets out the proposed policy intent, scope, aims, timescales and workstreams for 

the resilience programme.  

This document is being currently circulated for discussion with the UK government, 

regulators, industry groups, infrastructure owners and operators, and other interested 

parties.  

Co-operation and information exchange mechanisms in place on network 

resilience aspects 

Information on vulnerabilities and incidents which may undermine security and resilience 

are discussed at UK-NSIE (UK‘S Network Security Information Exchange). Good practice 

on resilience is shared at EC-RRG (Electronic Communication – Resilience & Response 

Group). For networks used by government, information security policies, design 

documents, test plans etc are shared with government as part of the accreditation ("risk 

management") process. Generally, the information is used to improve good practice in 

industry by industry. In the latter case where government networks are involved, the 

information is used for risk management.  

The UK does not currently collect data on the number of connections that are offline 

before operators need to inform the appropriate bodies. Such connections are normally 

dealt with by industry on a business as usual basis.  

                                           

7
 The document is published on the UK Resilience website www.cabinet-office.gov.uk/ukresilience  

http://www.cabinet-office.gov.uk/ukresilience
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In the event of an emergency where a number of operators are or could be affected, 

industry will instigate a NEAT (National Emergency Alert for telecoms) call, in order to 

allow information sharing and provide rapid recovery from any situation. 

Ofcom, the independent regulator and competition authority for the UK communications 

industries, may conduct an investigation with the operators after a crisis or incident. 

Ofcom operates under the Communications Act 2003. The Act states that Ofcom‘s 

general duties should be to further the interests of citizens and of consumers. 

Accountable to Parliament, Ofcom is involved in advising and setting some of the more 

technical aspects of the policy, implementing and enforcing the law.  

Co-operation and dialogue platforms around NIS 

 WARPs 

A WARP (Warning, advice and reporting point) is a community based service where 

members can receive and share up-to-date advice on information security threats, 

incidents and solutions.  

 

It is run by a WARP operator who understands the information security needs of its 

members. The operator will: 

• filter relevant information and deliver it to the community;  

• facilitate the sharing of advice and best practice within the members of that 

community. This will help build trust within the community thereby encouraging 

members to report incidents to each other;  

• anonymise these reports and may share them with other WARPs.  

 

WARPs have been shown to be very valuable because they:  

• deliver customised early warnings.  

• facilitate the exchange of advice and best practice within the community.  

• provide a trusted environment for sharing incident reports.  

• are cost-effective. 

 

 CPNI Information Exchanges 

CPNI runs a number of information exchanges (IEs), all of which share mutually 

beneficial information regarding security threats. The IEs employ mechanisms based 

upon the personal trust of representatives, sharing information in a confidential 

meeting, run under a version of the Chatham House Rule. Representatives are 

expected to attend all meetings, which are held every two months. Meeting face-to-

face, a trusted, relatively small community with a common interest is established  

 

For example, the UK Network Security Information Exchange (UK-NSIE), which was 

formed in April 2003, has six weekly meetings. Organisations wishing to join the 

group must first apply for membership and members have to agree its participation. 

The group discusses incidents and vulnerabilities that may affect networks and 

infrastructure.  

 

It currently includes Internet providers; core mobile operators; and traditional 

telecommunications providers, as well as CPNI and CESG. Participating companies 

now cover over 80% of the telecommunications market in the UK.   

 

It is linked to NSIE in USA and a similar forum (ICNCP) in Canada.  CPNI acts with 

others as the channel for information between the UK and US information exchanges.  

 

Under the aegis of the NSIE, a number of working groups have been established, and 

several guidance documents and technical papers have been produced. These 
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include: a guide to the procurement of resilient telecoms; best practice guidance on 

the secure implementation of BGP. 

 

Further information on CPNI information exchanges can be found on the CPNI 

website:  www.cpni.gov.uk . 

http://www.cpni.gov.uk/
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Interaction via the Serious Organised Crime Agency (SOCA) 

A Confidentiality Charter was developed in the past by the NHTCU8 to help business to 

interact with it in a secure, efficient and confidential manner when wishing to exchange 

information, and especially when reporting hi-tech crime, or seek advice.  

However, after the Serious Organised Crime Agency9 (SOCA) has replaced the NHTCU, 

there is no longer a Confidentiality Charter, which allowed firms to report computer 

attacks directly to the NHTCU with a guarantee of privacy. The charter was established 

in the past because many firms were reluctant to report security breaches to the police, 

for fear of damage if the details became public. 

                                           

8
 The ex-National Hi-Tech Crime Unit (NHTCU), currently replaced by SOCA  

9
 See: http://www.soca.gov.uk/ 
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Country-specific NIS facts, trends, good practices and inspiring cases 

Security incident management 

In line with the HMG Security Policy Framework (SPF); outlining the mandatory security 

requirements and management arrangements to which all UK Government departments 

and agencies (defined as including all bodies directly responsible to them) must adhere, 

all departments and agencies must have clear policies and processes for reporting, 

managing and resolving ICT security incidents. All security incidents must be reported 

to:  

 Appropriate departmental security authorities.  

 HMG incident management bodies: GovCERT for network incidents and CINRAS 

for communications security (involving cryptographic items).  

 The Information Commissioners Office and the Cabinet Office Central Sponsor for 

Information Assurance for significant actual or possible losses of personal data. 

In the UK, there is no obligation to report security incidents but CPNI Information 

Exchanges may discuss those that may have affected them and describe how they dealt 

with the problem. Organisations that are part of CSIRTUKs (CPNI Combined Security 

Incident Response Team) community are encouraged to report incidents and CSIRTUK, 

working with other agencies as required, will provide advice and assistance in managing 

the response to the event.  

This illustrates two example mechanisms: 

 The IE discussing what happened and sharing information; and  

 CSIRTUK providing assistance in managing the response to the event.  

If the incident demonstrates a new threat, vulnerability, pattern or trend, then a 

CSIRTUK advisory may be issued.  

UK national infrastructure organizations can contact CSIRTUK about potential security 

vulnerabilities, incidents, or events, whether they be electronic, physical, or personnel-

related. Information received is treated confidentially and, if necessary, particular details 

that would identify individuals or organizations are removed so the information can be 

incorporated into generic security advice. In this way, valuable experience can be shared 

to help others. By enhancing the traditional CERT role to cover holistic advice – including 

physical, personnel, and electronic issues – CSIRTUK provides a central point for 

reporting security incidents and for receiving advice and guidance. 

Electronic attacks on the UK's critical national infrastructure (including 

eComminications networks) 

CPNI examines all types of electronic attack on information and process control systems 

that form part of the UK's critical national infrastructure. This could include malware, 

hacking, botnets, keystroke logging, phishing and denial of service. CPNI liaises with 

vendors about the responsible disclosure of patches for vulnerabilities discovered in their 

products, helping to prevent attacks that use previously unpublished vulnerabilities. 

Trends 
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An interesting source of incidents statistical data relevant for UK is also the Get Safe 

Online Report 10  published in November 2009 by the GetSafeOnline.org. This report 

reveals that despite the notable growth in worm attacks globally, the most dominant 

threats in the UK are trojans and adware, accounting for 33.7% and 21.1% of infections 

respectively, meaning individual PC security is as vital as ever.  

 

The most prevalent internet crimes cited by the above-mentioned report are virus 

attacks to the PC (34%), phishing attacks (22%), online identity theft (21%, up from 

15% in 2008) and scam emails or websites (15%). 

Emerging NIS risks 

The national risk assessment process 

National Risk Assessment 

Since 2005, the UK Government has carried out a classified assessment of the risks 

facing the United Kingdom: this is the National Risk Assessment (NRA), and it is the 

basis for the public National Risk Register. 

The NRA process uses historical and scientific data, and the professional judgements of 

experts to analyse the risks to the UK. There are three stages to this analysis: 

identification of risks; assessment of the likelihood of the risks occurring and their 

impact if they do; and comparison of the risks. 

Local Risk Assessment 

The National Risk Assessment considers the whole of the UK and that means that the 

risks it assesses do not apply equally to all parts of the country. Each region and 

community has its own risk profile, different to that of other regions and communities, 

just as the United Kingdom itself is subject to different risks of emergencies than other 

countries. 

In addition to the National Risk Assessment, Local Resilience Forums (LRFs) in England 

and Wales are required to carry out and publish local assessments of the risk of non-

                                           

10
 Source: the Get Safe Online Report published in November 2009 by the GetSafeOnline.org initiative, 

available at http://www.getsafeonline.org/media/GSO_Report_2009.pdf 
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malicious emergencies occurring in their area: these are known as Community Risk 

Registers. There are also equivalent processes in the Devolved Administrations. 

UK National Risk Register 

As announced in the National Security Strategy, the UK Government has published a 

National Risk Register which sets out our assessment of the likelihood and potential 

impact of a range of different risks that may directly affect the UK. 

The National Risk Register is designed to increase awareness of the kinds of risks the UK 

faces, and encourage individuals and organisations to think about their own 

preparedness. The register also includes details of what the Government and emergency 

services are doing to prepare for emergencies. 

Major incidents for the communications networks is identified as a specific category of 

risks in the UK National Risk Register. According to the document, as a mitigating 

measure, telephone companies have their own plans for dealing with disruption, and 

there are arrangements for them to work together where necessary and appropriate. 

Action to restore services following a major incident will begin immediately but the time 

to get services back on line will depend on the cause and severity of the loss of the 

telecommunications network and service. 

Another category of identified security risks relates to the high levels of covert non-

military activity by foreign intelligence organisations. According to the National Risk 

Register, these are increasingly combining traditional intelligence methods with new and 

sophisticated technical attacks, for example attempting to penetrate UK computer 

networks through the internet. In addition, malicious acts by individuals against essential 

services, whether for criminal or personal motives, can have the same effect as 

significant accidents. 

The Electronic attacks are highlighted as a separate and specific risk category. CESG, the 

Information Assurance arm of GCHQ (Government Communications Headquarters), uses 

its expertise in this fast moving arena of internet security to provide help and support to 

government in dealing with these risks. The Centre for the Protection of National 

Infrastructure (CPNI) also provides advice on protective security measures and direct 

technical support to organisations within the national infrastructure. 

Emerging risks identified in the UK Cyberspace Policy Review 

The UK Cyberspace Policy Review 11  views the ―established capable states‖ as the 

potentially most sophisticated threat, even though it is recognized that ―those who seek 

to use cyber space for malicious purposes include criminals, terrorists, and states, 

whether for reasons of espionage, influence or even warfare.‖ 

Generic emerging risks identified in the National Information Assurance 

Strategy 

The National Information Assurance Strategy highlights a significant increase in the 

threat to information and information systems, particularly that associated with the rise 

of the Internet and the ability to attack and disrupt at a distance.  

This National Information Assurance Strategy highlights a rise of the e-crime, ID fraud 

and theft and other malicious activity aimed at disrupting information and/or information 

                                           

11
 See: UK Cyber Security Strategy, 2009: pp. 12f. 
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systems. Also, the increasing risk of compromise by organisational ‗insiders‘, either 

malicious or non-malicious, is identified as a serious concern. The scale of these threats 

is highlighted by the following information published in the National Information 

Assurance Strategy document: 

 The Internet is a common part of business delivery; 97% of businesses make use 

of it. 

 On average, every UK company suffers several security breaches a day. Over 

50% of very large businesses experience hundreds of attempts to break into their 

networks on a daily basis.  

 New technologies pose a particular threat:  

a. Only 1% of UK businesses have a comprehensive approach for identity 

management;  

b. 20% of wireless networks are completely unprotected. 

 Two thirds of UK businesses would suffer significant business disruption if their 

critical information were corrupted.  

 Overall, the cost of security breaches to UK plc has increased by roughly 50% 

since 2004, and is of the order of £10Bn p.a. These threats are expected to 

increase: 63% of UK businesses expect their number of security incidents to rise 

in and a similar percentage (60%) believe it will be harder to detect security 

breaches in the future. 

 

Other relevant information on emerging NIS risks 

According to the ‗Information Security Breaches Survey 2008‘ from the ―UK Department 

of Business, Enterprise and Regulatory Reform (BERR)‖, after the peak in 2004, the 

number of companies reporting a security breach has returned to roughly the level seen 

in 2002. However, attitudes and controls in some companies mean that incident 

statistics are probably understated. For example, companies that carry out risk 

assessment are four times as likely to detect identity theft as those that do not. In 

addition the average seriousness of incidents has increased, so roughly a quarter of 

companies had a serious breach, the same as in 2006. 

Virus infection has dropped from the largest cause of security incidents (which it has 

been for the last decade) to fourth place out of five. The number of companies infected 

has fallen back to levels last seen in 2000. In contrast, unauthorised access by outsiders 

is not declining and remains at four times the level seen in 2000. 

The total cost to UK plc has dropped by roughly a third compared with two years ago, 

returning to the levels seen in 2004. An indicative estimate of the overall cost is in the 

order of several billion pounds a year. Companies are generally pessimistic, with only 

17% expecting fewer security incidents next year. 

Emerging E-Crime Risks and Threats 

In its annual report ―United Kingdom threat assessment of organised crime 2009‖ 

published by SOCA, the technology-enabled crimes and the related emerging risks and 

threats are addressed in a separate and dedicated section that provides details on the 

follwing: 

 Organised criminals are increasingly using Information and Communications 

Technology (ICT) to support a wide range of traditional and newer criminal 
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activities, to enhance their communications and operational security and to gain 

access to criminal markets. 

 Highly skilled criminals are constantly scanning operating systems and application 

software for new security vulnerabilities. Once discovered, they develop and 

deploy new attack tools (―exploits‖) to breach the security of these systems.  

 Private data being transmitted between individuals and businesses, typically 

through point of sale terminals and payment processing or shopping cart 

software, is vulnerable to attack.  

 E-Commerce software, used to manage credit applications or process payments 

for online retailers, is also subject to attack.  If undetected, malicious software 

can gather (―sniff‖) private information being passed through these systems and 

forward the stolen data to criminals. There is growing evidence of successful 

―sniffing‖ attacks on UK retailers.  

 It is likely that e-criminals will become more sophisticated, for example through 

the use of more advanced ―malware‖ and ―botnets‖ (networks of compromised 

internet-connected computers) which will allow them to steal more private data 

and effectively conceal their activity. 

 E-criminals will continually adapt their tactics, as new defences are implemented 

by software and anti-virus vendors, in order to serve the illicit market in 

compromised private data.  

 Permanent Persistent Virtual Worlds (PPVW) and Massively Multiplayer Online 

games (MMOG) continue to develop, creating new opportunities for money 

laundering, criminal communications, and compromise of private data. These 

systems could be exploited by criminals for money laundering and identity theft. 

 The increasing diversity of web-based technologies, for example through hybrid 

web applications, will create new vulnerabilities that e-criminals can use to access 

and exploit victims and conceal their own activities.  

 User generated applications may be more likely to contain security vulnerabilities 

than those developed by professionals. 

 Organised criminals involved in other types of criminal activity are increasingly 

using ICT, especially mobile telephony, particularly ―pay as you go‖ mobile 

telephones. There has been an increase in the use of Instant Messaging (IM) 

services to communicate and exchange data and photographs with associates. 

 

Resilience aspects 

The UK government's strategy for enhancing resilience is formalised and published on 

the web site of the Cabinet Office12. The following initiatives support the strategy for 

enhancing resilience:  

 The Electronic Communications Resilience and Response Group has been 

restructured (Strand 1)  

 The Telecommunications course at the Emergency Planning College has been 

refreshed to more closely meet the needs of the responder community (Strand 1)  

 Telecommunications Sub-Groups have been established in LRF areas to lead 

resilience enhancement locally (Strand 1)  

 The Mobile Telecommunications Privileged Access Scheme (MTPAS) was 

scheduled to be launched before Autumn 2009 (Strand 2)  

                                           

12
 See: http://www.cabinetoffice.gov.uk/ukresilience/preparedness/resilient_telecommunications.aspx 
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 The diversity of responders‘ telecommunications have been enhanced through the 

high take-up of commercial satellite systems provided through the Catalogue 

(Strand 2)  

 High Integrity Telecommunications System (HITS) a pilot was planned for the 

Autumn 2009 (Strand 3)  

 The National Resilience Extranet was scheduled for launch in Autumn 2009 

(Strand 4) 

 

Guiding principles for enhancing the resilience of communications were published13 on 

the web site of the Cabinet Office, including advice see towards achieving resilient 

telecommunications and a survey of some technical solutions for ensuring resilient 

telecommunications. 

The Electronic Communications - Resilience and Response Group (EC-RRG) is an 

industry-led group, which shares promotes good practice in telecoms security and has an 

exercise programme, which helps to establish preparedness. EC-RRG owns the National 

Emergency Plan for Telecoms, of which NEAT – the National Emergency Alert for 

Telecoms – is part.  NEAT is activated in the event of an emergency which may affect 

telecoms across different operators.  The EC-RRG ensures that the guidelines are up to 

date through regular exercises. If restoration of parts of the network is needed, telecom 

providers, where necessary will collaborate in order to do so, where relevant in close 

coordination with Government and Ofcom .  Recovery of telecoms networks is based on 

industry restoration plans.  This has always worked well.  

In the event of an emergency where multiple services and operations across different 

sectors are affected the Civil Contingencies Committee may convene to address the 

problem. 

 

Privacy and trust 

Status of implementation of the Data Protection Directive 

The Data Protection Directive has been implemented by the UK Data Protection Act 1998 

(the ―DPA‖).  

The competent national regulatory authority on this matter is the Information 

Commissioner (the ―Information Commissioner‖ or ―Information Commissioner's Office‖ 

or ―ICO‖).  

Personal Data and Sensitive Personal Data 

The UK DPA defines personal data to mean any data relating to living individuals who 

can be identified from: (i) the data; or (ii) the data and other information which is, or is 

likely to come into, the possession of the data controller, including expressions of 

opinion and indications of the data controller in respect of that individual. This definition 

is therefore closely based on the standard definition of personal data.  

The requirement that personal data ―relate to‖ an individual was considered by the Court 

of Appeal, which suggested that there are two notions which may be used to help decide 

                                           

13
 Idem. 
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whether information could be considered to be ―personal data‖. The first is whether the 

information is ―biographical in a significant sense, that is, going beyond the recording of 

the putative data subject‘s involvement in a matter or an event that has no personal 

connotations, a life event in respect of which his privacy could not be said to be 

compromised‖. The second is that the information should have the data subject as its 

focus rather than some other person or event such as an investigation into some other 

body‘s conduct. The court also held that: ―In short, [personal data] is information that 

affects his privacy, whether in his personal or family life, business or professional 

capacity.‖  

Under the UK DPA, sensitive personal data includes both: (i) the standard types of 

sensitive personal data; and (ii) information about criminal offences or criminal 

proceedings.  

Sensitive personal data may be processed if the standard conditions for processing 

sensitive personal data are met. A range of additional processing conditions are set out 

both in the DPA and in a separate Order including processing for equal opportunities 

monitoring, regulatory investigations, research and political activities. 

Information Security aspects in the local implementation of the Data Protection 

Directive 

The DPA only refers to the general data security obligations and does contain any 

specific security requirements. However, the ICO has issued guidance which, amongst 

other things, recommends the use of encryption (especially on mobile devices such as 

laptops). He also recommends the adoption of ISO 27001. 

Data protection breaches 

The DPA does not contain any obligation to inform the Information Commissioner (ICO) 

or data subjects of a security breach. However, the Information Commissioner has 

issued guidance stating he expects to be informed of any serious security breaches. 

Moreover, data controllers in certain sectors may be required to inform sectorial 

regulators of any breach (for example, financial services firms may be required to inform 

the Financial Services Authority of any breach). 

Enforcement 

In general, the Information Commissioner has limited power to take direct enforcement 

action in the UK and can only issue Enforcement Notices, the breach of which is a 

criminal offence. The actual prosecution for a criminal offence must be brought before 

the UK criminal courts.  

However, the Information Commissioner may soon have the power to impose an 

administrative fine on an organisation by issuing a monetary penalty notice (see above).  

A new legislation approved in 2009 gives the ICO the power to impose substantial fines 

on organisations that deliberately or recklessly commit serious breaches of the Data 

Protection Act. 

 

NIS awareness at the country level 

Lack of awareness has been the main cause of some of the most impactful security 

incidents in the UK in the last few years whether as a result of HMRC sending 

inadequately protected discs containing millions of peoples sensitive data in the post, the 
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MOD leaving a lap top in a car with hundreds of thousands of confidential data records 

on it, TJX transmitting millions of credit card transactions over an open wireless network, 

or individuals simply replying to phishing emails.  

Awareness actions targeting the consumers/citizens 

ITsafe - Get Safe Online 

Get Safe Online (http://www.getsafeonline.org/) is a UK-based campaign and national 

initiative to teach citizens and micro-businesses about basic computer security and 

internet privacy. It was launched in October 2005 with the backing of the UK 

Government, the Serious Organised Crime Agency (SOCA), the OFCOM, the UK Internet 

Services Providers' Association (ISPA UK), ISSA UK Chapter and a series of other NGOs 

and private partners. The campaign's centre point is its website where people can go to 

get information about internet safety, how to protect themselves online, and practical 

advice. The site offers a 10-minute guide for beginners, as well as more technical 

information and guidance for businesses as well as home users. 

The awareness raising action is implemented via the http://www.getsafeonline.org/ web 

site. According to the Get Safe Online Report14 published in November 2009 by the 

GetSafeOnline.org, the UK web users appear to be taking on board messages about 

Internet security, and are beginning to improve their online safety habits and 

behaviours.  

The 2009 Get Safe Online survey reveals UK web users are increasingly aware of the 

dangers such as opening email attachments from an unknown source. In 2009, only 

15% of respondents admitted to having done this, compared with 17% in 2008 and 24% 

in 2007. 

This positive trend seems also to be reflected in other key areas of risk, like for instance, 

the proportion that use different passwords to access password-protected sites is 

showing a positive, albeit slow, move in the right direction – with 31% in 2007, 32% in 

2008 and 33% in 2009. 

That said, 17% of the surveyed users still use the same password for every site they 

access showing there is plenty of room for improvement. Figures show that more than 

two-thirds of us (67%) avoid using the PIN and password function on mobile devices. 

Thinkuknow program 

The Child Exploitation and Online Protection (CEOP) Center is dedicated to eradicating 

the sexual abuse of children. CEOP compiles intelligence, informs operational 

deployments, steers CEOP Academy programs to law enforcement, child protection and 

educational sectors, and drives the campaign's dedicated Thinkuknow program 

(http://www.thinkuknow.co.uk) for children and parents of all ages. The website 

includes an online panel for reporting cyberbullying, hacking, viruses, harmful content, 

etc.  

Awareness actions targeting the government bodies 

The seven security policies within the HMG Security Policy Framework are published 

online on the web site of the Cabinet Office and outline the mandatory security 

requirements and management arrangements to which all Departments and Agencies 

                                           

14
 See the Get Safe Online Report published in November 2009 by the GetSafeOnline.org initiative, available at 

http://www.getsafeonline.org/media/GSO_Report_2009.pdf 

http://www.getsafeonline.org/
http://www.getsafeonline.org/
http://www.thinkuknow.co.uk/
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(defined as including all bodies directly responsible to them) must adhere. Mandatory 

requirements, detailed implementation guidance, standards and good practices are 

included in the Security Policy Framework document. 

There is also a wide range of private-sector organizations that work with the public 

sector to promote information assurance awareness. These include: 

 The Information Assurance Advisory Council; 

 The British Computer Society, 

 The Internet Security Forum, 

 The National Computing Centre, 

 The Internet Watch Foundation, 

 The Confederation of British Industry, 

 The Institute of Information Security Professionals, 

 European Information Society Group, 

 Royal United Services Institute, 

 Chatham House. 

 

Awareness actions targeting the industry 

The annual RSA Conference offers enterprise and technical professionals one-stop 

learning at its events, with targeted classroom sessions, innovative and interactive 

programs, and provocative keynotes for hundreds of information security professionals.  

Infosecurity organizes annually an event for information security professionals. In this 

event, participants can engage in a free education programme where influential global 

experts stimulate debate and industry practitioners share case study experiences.  

The IA Industry Forum is the government's national information assurance event, hosted 

by the CESG annually. This event provides the opportunity for information assurance 

specialists, department security officers, IT security officers, and communications 

specialists across HMG to see a live demonstration of the latest in secure wireless 

communications technology and to understand how this capability will be delivered 

through collaborative government efforts.  

CPNI website contains awareness information on the various types of attack on the UK‘s 

critical national infrastructure and how to mitigate the threats (including malware, 

hacking, botnets, keystroke logging, phishing and denial of service). There are also CPNI 

technical notes on firewalls, web browser configuration, spam mitigation techniques and 

other important issues. 

 

Other awareness-raising events 

In light of so many breaches associated with lack of awareness, the Information Security 

Awareness Forum (ISAF) was established in 2008 as a cross industry initiative dedicated 

to improving information security awareness by pooling the expertise and resources of 

most influential groups and industry bodies in the UK associated with information 

security. The member representatives meet twice a month to progress the agenda and 

actions of the forum.  

The ISAF has the following target groups:  
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 Children/parents 

 Consumers/End-users 

 SME‘s 

 Large corporates 

 Associations and organizations 

 Online communities 

 

Get Safe Online Week15 is an annual event to raise awareness of internet safety issues. 

Its objective is to encourage users to learn more about Internet safety and to make sure 

that their computer is properly protected. This event is currently in its fifth year. 

 

Relevant statistics for the country 

The information society in the United Kingdom (UK) has been ahead of the European 

average development since many years. Further progress has taken place since the last 

years in the areas of broadband and internet usage. Based on the available Eurostat16 

information it is clear that the relative increase of the UK broadband penetration rate (% 

of the population) to the European average in the past years is very explicit. 

 

 

Based on the same source of information, the regular use of Internet by the population 

(use as % of the population) is constantly above the EU average while it continues on an 

increasing path. Rates of internet usage have been gradually improving over the last few 

years.  

                                           

15
 See: http://www.getsafeonline.org 

16
 Source: Eurostat 
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APPENDIX 

National authorities in network and information security: role and 
responsibilities 

National authorities 
 

Role and responsibilities Website 

1. Ofcom Independent regulator and competition authority for the 
UK communications industries. 

http://www.ofcom.org
.uk/ 
 

2. Department for 
Business, Enterprise and 
Regulatory Reform - BIS 

BIS‘s Communications Supply Policy Team focuses on 
policy, both domestic and international, to embed good 
security practice within the UK business community. 

http://www.bis.gov.uk
/sectors/infosec/index.
html 

3. OCS The Office of Cyber Security (OCS) to provide strategic 
leadership for and coherence across Government. The 
OCS will establish and oversee a cross-government 
programme to address priority areas in pursuit of the 
UK‘s strategic cyber security objectives.  

http://www.cabinetoffi
ce.gov.uk/reports/cyb
er_security.aspx  

4. CSOC The Cyber Security Operations Centre (CSOC) that will 
bring together existing functions: to actively monitor the 
health of cyber space and co-ordinate incident response; 
to enable better understanding of attacks against UK 
networks and users; and to provide better advice and 
information about the risks to business and the public 

http://www.cabinetoffi
ce.gov.uk/reports/cyb
er_security.aspx 

5. Central Sponsor for 
Information Assurance 
— Cabinet Office (CSIA) 

The CSIA (Central Sponsor for Information Assurance) is 
a unit within the UK Government‘s Cabinet Office 
providing a central focus for Information Assurance (IA) 
activity across the UK. 

The CSIA produces and maintains the National 
Information Assurance Strategy (NIAS) and, along with 
partner organisations, coordinates and sponsors work 
programmes to deliver on the strategy‘s 
recommendations. 

http://www.cabinetoffi
ce.gov.uk/csia 

6. Chief Information 
Officer Council – Cabinet 
Office (CIO council) 

The CIO Council: 

 Acts as a focus for partnership between IT 
professionals across government  

 Has a membership drawn from the wider public 
sector - central government, local government, 
and agencies in fields such as health and 
policing.  

 Is charged with creating and delivering a 
government-wide CIO agenda to support the 
transformation of government and to build 
capacity and capability in IT-enabled business 
change  

 Balances government-wide agendas with 
accountabilities in line organisations 

http://www.cabinetoffi
ce.gov.uk/cio/ 

7. Home Office Responsible for ensuring that the UK‘s Critical National 
Infrastructure is protected as well as policing for hi-tech 
crime. 

http://www.homeoffic
e.gov.uk 

8. Centre for the 
Protection of the 
National Infrastructure 
(CPNI) 

A government authority, CPNI provides protective 
security advice to businesses and organisations across 
national infrastructure. 

It aims to reduce the vulnerability of the national 
infrastructure to terrorism and other threats, keeping the 
UK‘s essential services (delivered by the communications, 
emergency services, energy, finance, food, government, 

http://www.cpni.gov.u
k  
http://www.warp.gov.
uk  

http://www.ofcom.org.uk/
http://www.ofcom.org.uk/
http://www.cabinetoffice.gov.uk/cio/
http://www.cabinetoffice.gov.uk/cio/
http://www.cpni.gov.uk/
http://www.cpni.gov.uk/
http://www.warp.gov.uk/
http://www.warp.gov.uk/
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National authorities 
 

Role and responsibilities Website 

health, transport and water sectors) safer. 

The WARP programme is also part of the CPNI‘s 
information-sharing strategy. 

9. Information 
Commissioner‘s Office 

UK independent supervisory authority, overseeing and 
enforcing compliance with both the Data Protection Act 
1998 and the Freedom of Information Act 2000. 

http://www.ico.gov.uk 

10. Communications-
Electronics Security 
Group (CESG) 

National technical authority for information assurance. http://www.cesg.gov.
uk 

11. Consumer Focus On 1st October 2009 the Welsh, Scottish and National 
Consumer Councils merged with Postwatch and 
energywatch to form Consumer Focus, the new champion 
for consumers' interests in England, Scotland, Wales and, 
for post, Northern Ireland. 

http://www.consumerf
ocus.org.uk/ 

12. Defence Science 
and Technology 
Laboratory (Dstl)  

The Dstl is an agency of the Ministry of Defence, the main 
objective of which is ensuring the UK Armed Forces and 
government are supported by world-class scientific 
advice. Dstl delivers defense research, specialist technical 
services, and the ability to track global technological 
developments.  

http://www.dstl.gov.u
k  
 

13. London Resilience 
Partnership  

Established in 2002 to plan and prepare for potential 
emergencies, the London Regional Resilience Forum 
oversees the work of the partnership. It reports directly 
to the Minister for Local Government, the Minister for 
London, and the Mayor of London. It consists of several 
panels which allow partners to focus on particular areas, 
e.g., transport, faith organizations, utilities, health etc. 

http://www.londonpre
pared.gov.uk  
 

14. Association of Chief 
Police Officers (ACPO) 

Responsible for the development and direction of the 
police service in England, Wales and Northern Ireland; 
ACPOS in Scotland 

www.acpo.police.uk 
www.acpos.police.uk  

15. Attorney General‘s 
Office & the National 
Fraud Strategic 
Authority 

The Attorney General's Office (AGO) provides high quality 
legal and strategic policy advice and support to the 
Attorney General and the Solicitor General (the Law 
Officers). 

www.attorneygeneral.
gov.uk  

16. Serious Organized 
Crime Agency (SOCA)  

The Serious Organized Crime Agency (SOCA) is an 
executive, non-departmental public body sponsored by, 

but operationally independent of, the Home Office. SOCA 
is an intelligence-led agency with law enforcement 
powers and harm reduction responsibilities. Harm in this 
context is the damage caused to people and communities 
by serious organised crime. 

http://www.soca.gov.
uk 

 

http://www.acpo.police.uk/
http://www.acpos.police.uk/
http://www.attorneygeneral.gov.uk/
http://www.attorneygeneral.gov.uk/
http://www.soca.gov.uk/
http://www.soca.gov.uk/
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Computer Emergency Response Teams (CERTs): roles and 
responsibilities 

CERT FIRST 

Member 

T-I 

Listed 

Description Constituency Website 

BTCERTCC Yes Yes British 
Telecommunica
tions CERT Co-
ordination 
Centre 

Customer Base http://www.bt.com 

Citigroup          

CSIRTUK Yes Yes CSIRTUK Government http://www.cpni.go
v.uk/ 

DANCERT Yes Yes DANTE 
Computer 
Emergency 
Reponse Team 

Research & Education http://stats.dante.
org.uk/security/dan
cert.html 

DCSIRT Yes Yes Diageo CSIRT Customer Base http://www.diageo.
com/ 

E-CERT Yes Yes Energis 
Squared 
Limited CERT 

Customer Base http://cert.energis
2.net/ 

EUCS-IRT         https://www.truste
d-
introducer.org/tea
ms/teams-
e.html#EUCS-IRT 

GovCertUK Yes Yes CESGs 
Government 
Computer 
Emergency 
Response Team 

Government http://www.govcert
uk.gov.uk/ 

JANET 
CSIRT 

Yes Yes JANET CSIRT Research & Education http://www.ja.net/
csirt/ 

MLCIRT           

MODCERT Yes Yes MOD Computer 
Emergency 
Response Team 

Military http://www.mod.u
k/ 

OxCERT Yes Yes Oxford 
University IT 
Security Team 

Research & Education http://www.ict.ox.a
c.uk/oxford/comps
ecurity/oxcert/ 

Q-CIRT Yes Yes QinetiQ 
Computer 
Incident 
Response Team 

Customer Base http://www.qinetiq
.com/ 

RBSG Yes Yes Royal Bank of 
Scotland Group 
Information 
Security 
Incident 
Response Team  

Customer Base http://www.rbs.co
m 

BP DSAC Yes  BP Digital 
Security Alert 
Centre 

Customer Base http://digitalsecurit
y.bp.com 

Bunker Yes  The Bunker 
Security Team 

Customer Base http://www.thebun
ker.net 

DANTE (see 
dancert) 

          

ISPIRIT Yes  Barclays 
Information 
Security and 
Privacy 

Customer Base http://www.barclay
s.com 

P-CIRF Yes   Portcullis 
Computer 

Customer Base http://www.portcull
is-security.com/ 

http://www.bt.com/
http://cert.energis2.net/
http://cert.energis2.net/
https://www.trusted-introducer.org/teams/teams-e.html#EUCS-IRT
https://www.trusted-introducer.org/teams/teams-e.html#EUCS-IRT
https://www.trusted-introducer.org/teams/teams-e.html#EUCS-IRT
https://www.trusted-introducer.org/teams/teams-e.html#EUCS-IRT
https://www.trusted-introducer.org/teams/teams-e.html#EUCS-IRT
http://www.mod.uk/
http://www.mod.uk/
http://www.thebunker.net/
http://www.thebunker.net/
http://www.barclays.com/
http://www.barclays.com/
http://www.portcullis-security.com/
http://www.portcullis-security.com/
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CERT FIRST 

Member 

T-I 

Listed 

Description Constituency Website 

Incident 
Response and 
Forensics Team 

Pentest Yes     Customer Base http://www.pentest
.co.uk/ 

RM CSIRT Yes   ROYAL MAIL 
CSIRT CC 

Customer Base http://www.royalm
ail.com/ 

Cisco PSIRT Yes Yes Cisco Systems 
Product 
Security 
Incident 
Response Team 

 http://www.cisco.c
om/go/psirt/ 

 

Industry organisations active in network and information security: role 

and responsibilities 

Industry 
organisations 

Role and responsibilities Website 

17. EC-RRG The industry led Group takes the lead in developing and 
maintaining co-operation between the telecommunication 
industry and government through:  

  sharing information 

  planning (including ownership of the National 
Emergency Plan for Telecommunications) and 

  providing a response capability to emergencies 
(through NEAT, the National Emergency Alert for 
Telecommunications). 

http://www.cabinetoff
ice.gov.uk/ukresilienc
e/preparedness/ccact/
cat2_info/telecoms.as
px 

18. Confederation of 
British Industry (CBI) 

The CBI is business‘ most powerful lobbying force in the 
UK. It also lobbies in Europe and across the world on 
behalf of its members with global interests to bring about 
effective change to the legislative and regulatory 
frameworks in which business operates. 

CBI and particularly its e-business group is helping to 
build UK competitiveness in the new economy by ensuring 
that the UK government and international bodies that set 
policy and regulatory frameworks in the new economy 
understand the potential and needs of UK businesses and 
by helping businesses (CBI members) to respond quickly 
and effectively to the challenges of the new economy. 

http://www.cbi.org.uk 

19. Telecommunication
s UK Fraud Forum 
(TUFF) 

TUFF is a forum for the exchange of information and the 
promotion of a united effort against telecommunications 
fraud. Its goals are to: 

 provide a discussion forum for member 
organisations; 

 promote an open and cooperative environment; 

 provide TUFF contacts in the different member 
organisations; 

 encourage telecommunications network operators 
in the UK to seek membership; 

 establish working relationships with other similar 
fraud forums in the UK and overseas; 

 form strategic alliances with consumer bodies 
and intermediate service providers; 

 identify fraud risks; 

 identify and define fraud methods; 

 generate appropriate documentation and raise 
awareness of tools and tangible methods with a 

http://www.tuff.co.uk 

http://www.pentest.co.uk/
http://www.pentest.co.uk/
http://www.royalmail.com/
http://www.royalmail.com/
http://www.cisco.com/go/psirt/
http://www.cisco.com/go/psirt/
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Industry 
organisations 

Role and responsibilities Website 

view to enabling the industry to manage fraud 
more effectively. 

20. Mobile Industry 
Crime Action Forum 
(MICAF) 

An organisation set up by the mobile telecommunications 
industry, including mobile handset manufacturers, to 
address the issues of mobile phone theft. 

The forum meets regularly to exchange information and 
agree crime prevention strategies to reduce mobile phone 
theft and associated activity in the UK. 

http://www.micaf.co.
uk 

21. OWASP - The 
OpenWeb Application 
Security Project 

The OpenWeb Application Security Project (OWASP) is the 
leading source of information, guidance and tools on web 
application security. 

OWASP has over 130 local chapters worldwide, with three 
in the UK - London, Leeds and Scotland. 

http://www.owasp.or
g 

22. British Security 
Industry Association 
(BSIA)  

The BSIA disseminates information to members, potential 
members, users of security products/services, related 
organizations and the general public to raise awareness 
and understanding of issues relating to security and crime 
prevention. It draws up industry codes of practice and 
technical documents which are often considered by the 
BSI.  

http://www.bsia.co.uk 

23. The UK Technology 

Industry (Intellect)  

Intellect is the trade association for the UK technology 

industry. It provides a voice for its members (800 
companies ranging from SMEs to multinationals) in both 
government and business to create a commercial 
environment. It works in both markets and policy fields 
including the Data Breach Notification Working Group, the 
Defense and Security Commercial Council, the Digital 
Communications Market Group, the Identity Management 
Working Group, the Security and Privacy Group, and the 
Security and Resilience Group.  

http://www.intellectuk

.org 

24. British Computer 
Society - Information 
Security Specialist 
Group (BCS-ISSG)  

ISSG is a specialist sub-group of BCS. ISSG's objective is 
to raise awareness of risks to information systems and 
identify technical and non-technical methods for attaining 
acceptable levels of security  

http://www.bcs.issg.o
rg.uk  

25. CIFAS  The Office of Fair Trading (OFT) and the National 
Consumer Council were involved in establishing CIFAS. 
CIFAS was also developed in consultation with the 
Information Commissioner's Office, which continues to 
consult on major changes. The police have been involved 
from the outset and have close links with CIFAS.  

http://www.cifas.org.
uk  

26. Federation of 
Communication Services 
(FCS) – FCS Industry 
Forum  

FCS is the Trade Association for businesses delivering 
communications products and services to customers in the 
UK by radio, mobile, fixed and IP telephony. FCS' mission 
is to help establish a favorable operating environment for 

its member organizations and address specific issues.  

http://www.fcs.org.uk  

 

27. tScheme  The tScheme initiative became an independent limited 
company in May 2000. Its members have contributed 
significant resources to the successful development and 
implementation of an objective, transparent, 
proportionate, and non-discriminatory scheme for trust 
services industry self-regulation, within the context of the 
EC Directive 1999/93/EC 'Electronic Signatures.'  

http://www.tscheme.
org  

28. Information 
Security Awareness 

A number of professional bodies and organisations 
involved in information security have come together to 
form the Information Security Awareness Forum to 

http://www.theisaf.or
g 

http://www.tscheme.org/
http://www.tscheme.org/
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Industry 
organisations 

Role and responsibilities Website 

Forum coordinate and build on existing work and initiatives, to 
improve their overall effectiveness, and ultimately to 
increase the level of security awareness in the UK.  

 

Academic organisations active in network and information security: role 
and responsibilities 

NOTE: due to the very high number of academic organisations with activities in the NIS 

domain only a very limited list was included below. 

Academic 
organisations 

Role and responsibilities Website 

29. Royal Holloway 
University of London 

Royal Holloway is a multi-faculty college of the University 
of London. Its Information Security Group is one of the 
largest academic security groups in the world. It brings 
together in a single institution expertise in education, 
research and practice in the field of information security. 

http://www.isg.rhul.a
c.uk 

30. Institute for 
Information Security 
Professionals (IISP) 

Created in 2006, IISP aims to increase the professionalism 
and standing of the information security profession. 

http://www.instisp.or
g 

 

Other bodies and organisations active in network and information 
security: role and responsibilities 

Others 
 

Role and responsibilities Website 

31. APACS (the UK 
Payments Trade 
Association) 

UK payments trade association for institutions delivering 
payments 

services to end-customers. 

http://www.apacs.org
.uk 

32. ISACA (Information 
Systems Audit and 
Control Association) – 
UK Chapter 

ISACA is an organization for information governance, 
control, security and audit professionals. 

http://www.isaca.org/
uk 

33. Get Safe Online Joint government and private sector initiative, launched in 
2005, aimed at helping consumers and small businesses 
to use the Internet safely. 

http://www.getsafeon
line.org.uk 

34. British Standards 
Institute (BSI) 

BSI, the UK's national standards body, certifies 
management systems and products; provides product 
testing services; develops private, national and 
international standards; provides training and information 
on standards and international trade; and provides 
performance management software solutions. It 
specifically addresses information security and IT network 
security.  

http://www.bsi-
global.com 

35. ―Which?‖ A consumer organisation, its aim is to protect and educate 
consumers. 

http://www.which.co.
uk 

36. ISCA Part of the European ‗Insafe‘ Internet safety network 
under the ‗Safer Internet‘ programme which aims to 
promote safer use of the Internet and new online 
technologies, particularly for children. Its goal is also to 
fight against illegal content and content unwanted by the 
end-user. The initiative is part of the EU‘s coherent 

http://www.internetsa
fetyzone.co.uk 

http://www.bsi-global.com/
http://www.bsi-global.com/
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Others 
 

Role and responsibilities Website 

approach. 

37. BCS Security 
Forum 

BCS members can participate in discussions at the new 
security forum discussion area. 

The aim of the BCS Security Forum is to be a catalyst for 
change within the ICT and information security 
community. These forums have been set up as another 
way of increasing the impact and recognition of IT 
professionals. They complement the work of other 
successful groups within BCS such as the specialist groups 
and branches and aim to provide a mechanism by which 
members can understand and influence their sector of 
interest at the highest level. 

The security community is diverse, and its influence wide-
ranging, but its effectiveness can only be enhanced if it 
speaks with a single, authoritative voice on matters of 
importance to the citizen, business, commerce and 
government. 

http://www.bcs.org/s
erver.php?show=nav.
6046 

38. The Cyber Security 
Knowledge Transfer 
Network (KTN) 

Aims to be the single Focus point for UK Cyber Security 
expertise, to collaboratively identify universal challenges 
and develop effective responses, influence UK investment 
strategy and government policy, accelerate innovation 

and education, harness and promote UK capability 
internationally, and help improve the UK security baseline.  

http://www.ktn.qineti
q-tim.net  

 

39. Information 
Assurance Advisory 
Council (IAAC)  

IAAC's mission is to advance information assurance to 
ensure the UK information society can count on a robust, 
resilient, and secure foundation. The IAAC is a partnership 
that brings together corporate leaders, public policy 
makers, law enforcement and the research community to 
address the challenges of information infrastructure 
protection. It makes policy recommendations to 
government and corporate leaders at the highest levels. 
IAAC's sponsors and members comprise leading 
commercial end users, government policy makers, and the 
research community. IAAC's aim is to work for the 
creation of a safe and secure information society  

http://www.iaac.org.u
k  

 

40. Internet Watch 
Foundation (IWF)  

The IWF is the UK‗s Internet ‗hotline‗ for public and IT 
professionals reporting potentially illegal online content. 
The IWF works in partnership with the online industry, law 
enforcement, government, the education sector, charities, 
international partners and the public to minimize the 
availability of this content, specifically, child sexual abuse 
content hosted anywhere in the world and criminally 
obscene and incitement to racial hatred content hosted in 
the UK.  

http://www.iwf.org.uk  

 

41. IAAITC The International Association of Accountants Innovation & 
Technology Consultants (IAAITC) was founded as a non 
profit making organisation . Member Firms provide all of 
the traditional services that you would expect from a firm 
of Accountants and Business Advisors but in addition all 
Member Firms have a strong commitment to the effective 
and innovative use of Information Technology (IT). 

All member firms have a commitment to providing the 
very best unbiased IT advice to their clients and many 
member firms have their own dedicated IT resources to 
provide services to clients. 

http://www.iaaitc.org/
about_us.htm 
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Country specific NIS glossary 

Personal Data Under the UK Data Protection Act, sensitive personal data includes both: (i) the 
standard types of sensitive personal data; and (ii) information about criminal 
offences or criminal proceedings. In Murray v Big Pictures, the court held that a 
photo could be sensitive personal data if it revealed the ethnic origin of the persons 
in the picture. 

Broadband 
Penetration 
Indicator 

Number of total subscriptions to broadband connections (households, enterprises, public 
sector) by platform (DSL, all others) divided by the number of inhabitants. 3G 
subscriptions are not included in the total. Source: European Commission. 

Information 
Assurance (IA) 

Information Assurance (IA) is the confidence that information systems will protect the 
information they carry and will function as they need to, when they need to, under the 
control of legitimate users. 

Information Risk 
Management 

The overall process of analysing, evaluating, assessing and mitigating the impact of risks 
to an organisation‘s ICT and the information they handle. See definition in the UK National 
Information Assurance Strategy document. 

Confidentiality The property that information is not made available or disclosed to unauthorised 
individuals, entities, or processes. See definition in the UK National Information Assurance 
Strategy document. 

Cybersecurity According to a recent Chatham House publication17, cybersecurity can be defined as the 
absence of a threat either via or to Information and Communication Technologies (ICT) 
and networks. 

BIS Business, Enterprise and Regulatory Reform 

CPNI Centre for the Protection of National Infrastructure 

CIO Chief Information Officer 

IAPPB Information Assurance Policy and Program Board 

NIAS National Information Assurance Strategy 

SOCA Serious Organized Crime Agency 

ICO Information Commissioner's Office 

CESG Communications-Electronics Security Group 

UK-CERT United Kingdom Computer Emergency Response Team 

CSIRTUK Combined Security Incident Response Team  part of CPNI 

GovCERTUK part of CESG 

UK-NSIE UK Network Security Information Exchange 

NEAT National Emergency Alert for Telecoms 

Ofcom Office of Communication, the independent regulator and competition authority for the UK 
communications industries 

WARP Warning, advice and reporting point 

ADMIE Aerospace and Defence Manufacturer's Information Exchange 

FSIE Financial Services Information Exchange 

MSPIE Managed Service Providers Information Exchange 

PIIE Pharmaceutical Industries Information Exchange 

SCADA Supervisory Control and Data Acquisition 

TSIE Transport Sector Information Exchange 

VSIE Vendor Security Information Exchange 

SRIE Security Researchers Information Exchange 

OCS Office of Cyber Security 

CSOC Cyber Security Operations Centre 

KTNs Knowledge Transfer Networks 

MoD Ministry of Defence 

HMRC HM Revenue and Customs 

PAS Publicly Available Specification 

DRC Disability Rights Commission 

BSI British Standards Institution 

OPSI Office of Public Sector Information 

NEAT National Emergency Alert for Telecoms 

COBR Cabinet Briefing Office Room 

ICO Information Commissioner's Office 

CEOP Child Exploitation and Online Protection 

ISAF Information Security Awareness Forum 

                                           

17 See: Cornish, Paul, Rex Hughes, and David Livingstone (2009). Cyberspace and the National Security of the 

United Kingdom.Threats and Responses. Chatham House: A Chatham House Report. 
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Hacking In line with the definition in the Code of Practice of the UK Internet Services Providers 
Association (ISPA) – hacking represents denial of service attacks and all other forms of 
unauthorized access to computer or communications equipment including, without 
limitation, all offenses under the Computer Misuse Act 
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