eHealth Task Force Report

14 1 30HHHOHO HOOHOOHHHOHO HOOHOOHHHOHO HOOHOOHHHOHO HOOHO O HHH

AHHOHOOHHOOOHHHOHOOHHOOOHHHOHOOHHOOOHHHOHOO — =
CO0OHOOHHOOHHHOOHOOHHOOHHHOOHOOHHOOHHHOOHOOHHO coroo™ -ooHo
{HOOHOOHOOOOHHOOHOOHOOOOHHOOHOOHOOOOHHOOHOOHO OOOHHO —Hoooo

PHOOHHHOHO HOOHOOHHHOHO HOOHOOHHHOHO HOOHOOHHHOHO HOOHOO HH o

©HO HOOHOOHHHOHO HOOHOOHHHOHO HOOHOOHHHOHO

o1 ©HHO00OHHHOHOOHHOOOHH ©HOOHHOOOHHHOHOOHH

=) oorHHoOHOO HHHoOHO
HOOOOHHOOHO HOOOOHHOOHOOMH corood
©®OHOOHHHOHO HOOHOOHHHOHO HOOHOO HH M —-O
0O 1O HO0O0-HHO00OHHHOHOOHHOOOHHHOHO O HE
HOOHOOHHOOHHHOOR OHHOOHHHO =
POorHoorHooo0OoHHOOHOOH e cocoo f1 -
=

HOHO HOOHOOHH—AOHOHOOHO
=
-‘“mr— —-—

oo O HH OrrrOo
Ho
o

o HO O MM~
©OrHoococor

HOHOOHOOHHHO M oro [

© — orHooHo

HooOoOHHHOHOOHHOOOH HHooor

PbiiHo0O0HOOHHOOHHHOOHOOHHO —Hog
©OHHOOHOOHOOOOHHOOHOOHOO O

o~ Hoor

.11101001100011101 11 1
0 01001100100 00 010.
1001001 311001 OO
POH-HHOo-HOoHoo+ O = O & =
HHOHOOHH OOHHMHO o —“HHO
© ocorHHOOMHHH
OO0+ ocoorHHOOMOOMOO
oo HoOo
o oHOoOHHH
oHoorHooO HooOHHOOOHH
BoHHOOH-H-HOOHOOHH

orHooHoOo
HHooOHH

o

©oococoHm ocoroo
OoHooHoOOHHHOH

ooHHHOOHO

HHoOH
oHoOo ©HoOHOOHHHOHOHOOHOOHH
oroo ©orHoo~ HHHOHOHOOM
corr HHOOOHH —~Hoo
HHOOHOOHHOOHHHOO orHooO o
oHHooHOoOHOOOOHH HooHoooorHHOOH o
SOHOOHHHOHO HOOHOOHHHO ©
cocornm o OOHHHOHOOH M OOHMH on ¥ ¥ x
SOoHHHOOHOOHHGO —“HooHoOoH oor x x
coHoooOHHOOHOOHOOOOHHG S~orHoococorHoon|#B oo
HH1HOHO HOOHOOHHHOHO HOOHOOHHHO HO M —Hoo x x
HoHooHHoOOH
boro HoOoHHHOOH x x
Hoor HOOOOHHOOM ***
>0 HOOHHHOHO HOOHOOHHHOHO HO ooHHHOHOHOOHOO
4010#101010010011101010010
Hooor HooHHOOOHHHOHOOHHOOCOH
HHoOOHHHOOHO HOOHHHOOHOOHHOOHHHOOHOOHHO O
SoHoorMoOoOOHMHO oHooocoHHOOHO cocormmuu -HHoo I -

POodHHOHOHOOHOO HOO © H HOHOHOOm ~"HHHOHOHOOHO
11011000 HOHOOHHOOOHHH HOOHHOOOMMHH
o HOOHH ©0O0OHOOHHOO MmHOOH © HOO o or
BOHOO-H0O000HHOOHOOHOOO HHOOHOOHOOOOHH -
OHHHO 10100 HOOHHHOHO HOOHO HHHOHOHOOHOOHHHOHOHOOHOOH
HHOHO0OHHOO0OOHHHOHOO
A0 HOO0H 10O HHHOOHOOHHO ‘
OorHOOHOO o HoOHOOO"N—HOOHOOHOOL - OH Hoooo-d oo
OO0HODHMHOHO0OHO0O O HH OHOHOOHL_LOHHHOM HoHOHOOHO
OOHOOHHHOH0OHOOHOOHHHOHO HOOHOOHR OHOHOOHOOHHHOH -
P OO HHHOME0 1 HO000HHHOHOOHHOOOHHHOHOL HOOOHHHOHOOHHOO HHHOHOO
PO HOOH100-HHHOO0HOOHHOOHHHOOHOOHHOON HOOHOOHHOOHHHOOHOO
POHE810000HH100HOOHOOO0OHHOOHOOHOOOOHHS D -
OO HOO0OHOOHHHOHO HOOHO UL OHOHOOHOOMHH™
B0 H00O0HHHOHOOHHOOOHHHOHOOHHULS "~ HOHOOHHOOOH—HO H
HooH HOOHMHMmU - —HOOHHHOOHO mm e
bioo0O HHOOHOOHOOOO——“~~aoOHOOOOHHOU oHoocoOHHOOHG
BHOHOOHOOHHHOHO ©OOHOOHHHOHOHOOHOO corHH
BOHHOOOHHHOHOOH OO0OHHHOHOOHHOOOHMHM
brHOoOHHOOHHHOOHOOHHOOH
OOMOOHOO00O0OHHOOHOOHOOOOHMTOHOOHOOOOHHOOHOOHC
POHHHO O HOOHOOHHHOHO HOOHOOHHHUN —NOHOOHHHOHO HOOHOO
OHHHO 1O H0O0HO HHOHOHOOHOOHHHOHO HOOHOOHHHO ©HOO —
HOHOOH HOOOHHH HHooOoHHHOH o ordHoHoco =
100 -H-HHOO0OHOOHHO OHH~ A HdHded OodO
P HOOO0OHHOOHOOHOOOOHHOOHOOHOOOO coro
HOHOOHOOHHHOHO HOOHOOH HOOHOOR O
boo bo-d-HoooHHHOHOOHHOOO HOHOOHHOOOHHHOM
O Y HHOOHHHOOHOOHHOOHHHOOHOO H MU UHOOHHOOHHHOOHO O
OO HTOMDOHO000HHOOHOOHO OHHOOHOOHOOOOHHOOHOOHO OO0 orHooH
DHOMOOHOOHHHOHOHOOHOOHHHOHO HOOHO HHOHOHOOHOOHHHOHO HOOHO O HH M
OOMHODOHHHOHOOHHOOOHHHOHOOHHOOOHHHOHO ~fooHHHOHOOH =
OO0MMHO HOOHHOOHHHOOHOOHHOOHHHOOHOOHHOOHHHOOHOOHHD ™
0000 -HH00HOOHOOOOHHOOHOOHOOOOHHOOHOOHO mfHOOHO

O HOO0HOOHHHOHO HOOHOOHHHOHO HOOHOOHHH = Ao AdHHOHO H
©0HOOHOOHHHOHOHOOHOOHHHOHO HOOHOOHHHO H HOOH MM

B> 1000 HHHOHOOHHOOOHHHOHOOHHOOOHHHOHOO M M
HOOHHHOOHOOHHOOHHHOOHOOHHOOHHHOOHOOHHOOHHHOOHOOHHO O
0CO00OHHOOHOOHOOOOHHOOHOOHOOOOHHOOHOOHOOOOHHOOHO©



Europe Direct is a service to help you find answers
to your questions about the European Union.

Freephone number (*):
0080067891011

(*) Certain mobile telephone operators do not allow access to 00 800 numbers or these calls may be billed.

More information on the European Union is available on the Internet (http://europa.eu).
Cataloguing data can be found at the end of this publication.
Luxembourg: Publications Office of the European Union, 2012

ISBN 978-92-79-23542-9
doi:10.2759/82687

© European Union, 2012
Reproduction is authorised provided the source is acknowledged.

Printed in Belgium

PRINTED ON RECYCLED PAPER



Table of Contents

Foreword . . . . . . . . . . . . e e e e e e e e e e e e e e e e e e 5
Introduction . . . . . . . . . . e e e e e e e e e e e 7
eHealth in 2020 -5 leversforchange. . . . . . . . ... ... .. ...... 9
Lever for change #1: My data, my decisions. . . . . . .. ... .. .. ... ... ...... 9
Lever for change #2: Liberatethedata . . . . .. .. ... ... .. ... ... . ..... 10
Lever for change #3: Connect up everything . . . . .. ... ... ... ... ... .... 11
Lever for change #4: Revolutionise health. . . . . . . . ... ... ... ... ... . ... 12
Lever for change #5: Include everyone. . . . . . . . . . ... ... 13
Recommendations foraction. . . . . . ... ... ... ... . ... .. 15
Recommendation I: A new legal basis for health data in Europe . . . . . ... ... ... 15

Recommendation Il: Create a ‘beacon group’ of Member States

and regions committed to opendataandeHealth . . . . . . .. ... ... ... ... .. 15
Recommendation Ill: Support health literacy . . . . . ... ... .. ... ... ...... 16
Recommendation IV: Use the powerof data. . . . . .. ... ... ... ... ....... 16
Recommendation V: Re-orient EU funding and policies . . . . . .. .. ... ... .... 17

eHealth Task Force Report — Redesigning health in Europe for 2020 | 3






Demography is one of the few
areas of social science where we
can predict the future. We know
how many old and retired people
Europe will have in 8, 28 or 48
years, as well as how many peo-
ple of working age we will have
to support them. In this regard,
the future in Europe, barring any
extreme developments, does not
look good.

Europe is aging, the proportion of the elderly in our countries
is increasing, due both to fewer children as well as increased
life spans. How can we ensure that European healthcare in the
future will be affordable, will not burden our economies and at
the same time keep up with the latest advances in medicine?
Moreover, in a Europe of increasing mobility, how do ensure
that patients can be assured the highest quality of healthcare
everywhere in the Union?

We know that in healthcare we lag at least 10 years behind
virtually every other area in the implementation of IT solutions.
We know from a wide range of other services that informa-
tion technology applications can radically revolutionise and
improve the way we do things. We know as well, from inno-
vative approaches already used around the EU, that many
solutions to the impending crisis in healthcare already exist.

In other words, by implementing IT solutions to preventative
and ongoing healthcare we can make life better for patients,
indeed for all who require our healthcare services.

The following report outlines the Task Force’s conclusions
regarding the key issues faced by a fundamental re-organisa-
tion of healthcare to make use of already existing information
technologies. These solutions are often not medical at all, but
rather deal with how in the future we will need to treat data,
privacy, research as well as the physician/patient relationship.

Since not only EU citizens but also their data move across borders,
we require an EU approach, where we harmonise our legislation
so everyone can operate using the same rules. If we fail to do
this, we can rest assured that other solutions will be found, either
mutually incompatible national rules or private sector initiatives,
where our fundamental rights may not be guaranteed.

The task we face is to ensure that in the future all EU citizens
have access to a high level of healthcare, anywhere in the
Union, and at a reasonable cost to our healthcare systems. To
do so, we must make use of solutions offered by information
technology already today. This, ultimately, is the fundamental
conclusion of the Task Force’s report, Redesigning health in
Europe for 2020.

Toomas Hendrik llves
President, Estonia

oms A\ TRz >

Chairman of the EU Task Force on eHealth
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Introduction

In 2020 the health and health care of our citizens could look
quite different. We find ourselves today on the threshold of a
new era with many opportunities for radical improvements in
the way we manage and receive health care. In order to ensure
the sustainability of our health care systems, there is a need
to tackle considerable challenges.

This report focuses on how to achieve a vision of affordable,
less intrusive and more personalised care. Ultimately, increas-
ing the quality of life as well as lowering mortality. Such a
vision depends on the application of ICT and the use of data.
The Task Force behind this report was convened to explore
the potential of ICT in health innovation in the EU and make
recommendations on what could be done now to ensure that
Europe reaps the full benefits of eHealth in 2020.

Today, healthcare costs in Europe are climbing. Healthcare
is a constantly growing component of public finances, rising
to 9 % of GDP and representing between 6% and 15% of
government spending in most EU countries. These costs are
driven by demographic changes, a dramatic increase in chronic
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conditions linked to unhealthy lifestyles, expensive new tech-
nologies and products, the need for more specialised skills and
the demand for high level care (Graph 1).

As Europe ages, the older population will be living with sev-
eral health conditions which need ongoing monitoring and
management. Chronic disease, already 80 % of the disease
burden, continues to rise — driven by the explosion in unhealthy
lifestyles in recent decades. Not only is the need for health
and social care increasing exponentially, but patients are more
demanding about the care that they receive. Over 100 mil-
lion citizens, or 40% of the population in Europe above the
age of 15, are reported to have a chronic disease; and two
out of three people, who have reached retirement age, have
had at least two chronic conditions?. Moreover, it is widely
acknowledged that 70% or more of healthcare costs are spent
on chronic diseases®. This corresponds to 700 billion EUR or
more in the European Union and this figure is expected to rise
in the coming years.
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Graph 1: Impact of the demographic change on public expenditure on health care (% of GDP, 2007-2060")

(1) Source: Commission Services, EPC http://ec.europa.eu/economy_
finance/publications/publication14992_en.pdf

(2) European Chronic Disease Alliance; WHO Europe

(3) See http://www.oecd.org/dataoecd/43/9/48245231.pdf and “The
future of healthcare in Europe’ The Economist Intelligence Unit

Limited 2011 (http://www.eufutureofhealthcare.com/sites/default/
files/EIU-Janssen%20Healthcare_\Web % 20version.pdf)
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Adding to this, are the fertility and mortality projections made
by Eurostat stating that by 2060 the EU population will be
both slightly bigger and considerably older than today. Most
critically, the working age contingent — main contributor to the
social protection systems — is projected to fall dramatically,
whilst the share of elderly (65+) and very old (80+) population
is projected to grow (see Graph 2). Furthermore, the ongoing
economic uncertainty brings into sharp focus the fact that cur-
rent healthcare models are financially unsustainable.

Thus, health systems may have been the pride of European
democracies but they have not evolved to respond to the
modern environment and are no longer fit for purpose. Indeed,
European health systems are large, unwieldy and highly frag-
mented. Change is hard to achieve because stakeholders with
vested interests protect their own turf. Health services are
largely still configured to respond to the health threats of the
mid twentieth century by providing acute care in expensive
institutions. The power in healthcare rests with service provid-
ers rather than users and there is a lack of transparency in the
way that the system operates.

A radical redesign of health is needed to meet these chal-
lenges, integrating health and social care services configured
around the needs of the patient. Technology can help health
systems to respond to these challenges, by delivering greater
efficiency, lower costs and better health outcomes. However,
healthcare is a decade behind most other sectors in adopting
and using information technology tools and much of the
innovation is being developed outside the healthcare system.

Percentage of the working age contingent
(15-64) in 2010

® 1564 yrars

resl of pogulation

Projected percentage of the working age
contingent (15-64) in 2060

W 1564 yeany
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In terms of data production, the landscape is changing dramat-
ically - from the amount of data produced, who produces it to
the way it is stored and used. According to CSC, “experts point
to a 4300% increase in annual data generation by 2020"®.

Finally, recognising that change is driven by public demand
for something new and better, a supportive legal framework
and the market opportunities to cut costs and make money,
this Report sets out what needs to happen for these three ele-
ments to converge. Using the common thread of health data,
we highlight 5 levers for change and 5 recommendations for
action which address the broader environment for eHealth.

The first section of this report describes the five levers
that could create the momentum for change in health, set-
ting out the preconditions and benefits for different groups of
stakeholders.

The second section highlights five recommendations for
action in order to achieve the vision of eHealth in 2020. The
recommendations for action are addressed primarily to poli-
cymakers at the European and national levels. All stakeholders
gain through the use of eHealth although the impact differs for
each category of stakeholder and the benefits may be direct
or indirect (see Annex Il).

The Annexes to this report provide explanatory tables for pre-
conditions and benefits, some examples of good practice and
innovation, and a list of terms relevant for eHealth and key EU
actions on eHealth?”.

Percentage of 65+ population in 2010
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Projected percentage of 65+ population in
2060

55+
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Graph 2: Impact of the demographic change — 15-64 years® and 65+ population® (2010-2060)

(4) http://epp.eurostat.ec.europa.eu/NavTree_prod/NodelnfoServices
?lang=en&nodeld=102863 and http://epp.eurostat.ec.europa.eu/
NavTree_prod/NodelnfoServices?lang=en&nodeld=93332

(5) http://europa.eu/rapid/pressReleasesAction.do?reference=STAT/11/8
0&type=HTML
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(6) Data from CSC, Website accessed 13/04/2012: http://www.csc.com/
insights/flxwd/78931-big_data_just_beginning_to_explode

(7) the annexes are available at:
http://ec.europa.eu/information_society/activities/health/policy/
ehtask_force/index_en.htm
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This section presents 5 levers for change - each of these
levers are interconnected and build on each other. The starting
point is enacting individual ownership of personal health data.
Releasing the data from different silos throughout the health
and care system and connecting to the vibrant digital environ-
ment for health information will transform the landscape of
health. The principle of ensuring that all citizens can use and
benefit from eHealth will create opportunities for innovation.

‘ Lever for change #1.:
My data, my decisions

Individuals are the owners and controllers of their own health
data, with the right to make decisions over access to the data
and to be informed about how it will be used. This principle is
outlined in EU law and European jurisprudence but is rarely
fully implemented in health systems.

N

ers for change

YU UK BE IIL SK DK D&
PT ES FR LU C2 FI AT SI HU IT EE EL RO IE

This represents a shift in the power relationships within health-
care; away from the unrestrained authority of the medical
professional and towards a more collaborative partnership
with patients taking on a greater responsibility and more active
role in managing their own wellbeing. To manage their new
responsibilities, users need not only to understand the pos-
sibilities of such eHealth tools but they also need to feel that
they have control over how they interact with them.

There are different ways of dealing with these new scenarios
of individuals owning their own data. One possibility is the
shared ownership between the patient and the health system
depending on the use; i.e. patients as owners of personal health
information but allowing the health system to use deperson-
alised or ‘pseudonymised’ data for epidemiological purpose
with or without requiring additional consent. Existing models
of positive and negative consent from the fields of bioethics
and organ transplantation could be a template for consent for
processing personal data.

FL BG LU S5 mr
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There is a rapidly growing market of online applications and
social media tools for health, with little focus on the issue of
ownership and protection of data. Currently most online activ-
ity takes place on commercially developed platforms that are
free for users. They set weak privacy settings by default to
facilitate posting and sharing information. These generate rev-
enue using the information posted to sell goods and services.
Companies pay a premium for access to consumers through
such sites because they are able to target them so specifically
thanks to the detailed information provided. This question of
who owns the information put on social media sites is critical
as there are growing concerns about privacy.

The main preconditions for this lever for change are
trusted, accepted and interoperable data collection and man-
agement, established by policy makers, professionals, and
service providers; clarity on data safeguards by regulators and
on data use by service providers and researchers; no penalties
for sharing by payers and insurers while ensuring non-discrim-
ination and privacy for citizens; understanding of the benefits
by all stakeholders.

The main benefits from this lever for change are above all
for patients who are empowered to manage their own health
- if they wish — and get personalised treatment. Policy mak-
ers and insurers can increase efficiency. Health professionals,
service providers and researchers should improve the quality
of their decision making with more and better data.

Important issues to consider:

Safeguards - How can privacy be maintained and patients’
rights protected as health data is processed? What data con-
fidentiality and security measures should be used? What rules
should apply for data management and ownership if a com-
pany is sold or becomes bankrupt?

Y UK BE ilL SK DK
iPT ES FR LU €2 FI

D: PL LT BG LU S
AT SI HU IT EE EL RO |

Transparency — How will health data be collected, monitored,
aggregated, shared or sold? How to ensure quality standards
in the use of data? What is meant by informed consent for
different uses of health data? Health data has financial value,
how to balance personal benefit and public good?

This lever for change is supported by Recommendations
I, 1l and IV.

‘ Lever for change #2:
Liberate the data

Data can be compared to oil: In the ground it is unusable and
worthless. Extracted and refined, it has huge value. Large
amounts of data currently sit in different silos within health
and social care systems. If this data is released in an appro-
priate manner and used effectively it could transform the way
that care is provided.

Governments should ensure that health data is robust (accu-
rate and reliable), gathered in a standard way, anonymised and
then made freely available to anyone that can add value to it.
This ‘open data’ approach encourages many entrepreneurs to
innovate rather than creating a monopoly or market domina-
tion by a few service providers. There is good evidence that
liberated data can generate cost savings for healthcare as
well as employment and skills. Our view is that governments
should require all institutions within health and care systems
to publish their data.

One of the major expenses that dominates health budgets is
hospital care which is expensive and not well suited to ongoing
managing of chronic disease. Healthcare reforms seek to shift
patient care back into homes and the community, redefining

mi L
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pathways for general care and urgent care. eHealth tools such
as telemonitoring, remote health services and self monitoring
will be important in reducing the burden on hospitals. Fully
integrating data management tools with provision of care
services is essential Transparent reporting of the data leads
to greater trust in the health system and allows the managers
to focus on where improvements are needed and opportuni-
ties to deliver more efficiently. An improvement of just a few
percentage points in the management of chronic conditions
would fully cover the cost of collecting, aggregating and releas-
ing anonymised data.

The main precondition for this lever for change is that
regulators and policymakers to require institutions to publish
their data; for professionals and service providers to ensure
robust data, gathered in a standardised way, integrated with
care services, and made available to researchers with the
informed consent of citizens and patients — the owners of the
data.

The main benefits from this lever for change are from
accelerated innovation and increased scale (from standardisa-
tion) and spread across all actors in the form of lower costs,
integrated services, rich data flows for research and policy
making, new services, more choice through more competition,
better and more evidence. Citizens and patients will benefit
from health being more ‘user’ focused and availability of new
drugs and treatments.

Important issues to consider:

Quality of data - Data needs to be collected in a standardised
way so that it can be comparable and usable, e.g infection sta-
tistics in hospitals, outcomes per surgeon or intervention. Much
health information is already produced in a standardised way
for submission to public bodies (surveillance authorities etc)

[0 T
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but there are gaps, inconsistencies and quality issues. In a new
culture of transparency, quality levels will need to be higher
and flaws in data will be more visible.

This lever for change is supported by Recommendations
1, 11 and III.

‘ Lever for change #3:
Connect up everything

The digital environment is growing and evolving rapidly with
an increasing trend of interaction and sharing. The popularity
of online networking and social spaces has created a paral-
lel digital existence for millions of people. Each person is the
publisher of their digital life stream, adding their own content
and curating information submitted by others individuals, insti-
tutions and applications The plethora of available data can be
used by individuals to monitor their physical and emotional
wellbeing and share it with others. Much of this data will be
geo-tagged, making it extremely valuable for public health
surveillance and epidemiology.

The question is how will official institutions engage with these
digital life-streams? The multiple public services would need
to access, and be accessible via, the life-stream. For exam-
ple, population services (birth, marriage, death, ID cards),
education, policing and justice services, health and welfare
services. Interfaces would need to be designed to allow citi-
zens to interrogate central databases, submit information and
request services. The health sector has been slow to adopt
new communication tools for a variety of institutional, eco-
nomic and personal reasons. However, patients will increasingly
demand that their health professionals and institutions use the

-
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