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Executive summary 
 

The project eID Interoperability for PEGS aims to solve technical issues about the pan-
European identity management interoperability challenge. The Member States of the 
European Union are introducing more sophisticated ways to manage identities in the 
eGovernment area. Different Member States are implementing different structures as their 
identity management solution. The objective for the eID Interoperability for PEGS project is 
to propose a general architecture that, while taking into account the existence of different 
models, is able to cope with those in obtaining the final goal of interoperability. 

The project will conclude with several different proposals about how to build interoperability 
without affecting the Member States' own infrastructure. 

The eID Interoperability for PEGS project consists of 3 different phases. First of all, 
standards and researches in the area of identity management need to be studied and 
evaluated. Secondly accurate and up-to-date country reports need to be built for each 
participating country. Based on those two phases, recommendations about how an 
interoperable European wide identity management infrastructure needs to be built will be 
provided. 
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1 Documents 

1.1 Applicable Documents 
 

[AD1] Framework Contract ENTR/05/58-SECURITY 

[AD2] A Roadmap for a pan-European eIDM Framework by 2010; see 
http://ec.europa.eu/information_society/activities/egovernment_research/doc/eidm
_roadmap_paper.pdf  

 

1.2 Reference Documents 
 

[RD1]   eGovernment in the Member States of the European Union –  5th Edition  –  May 
2006 

http://ec.europa.eu/idabc/servlets/Doc?id=24769 

[RD2]   European Electronic Signatures Study 

http://www.law.kuleuven.ac.be/icri/itl/es_archive.php?where=itl  

[RD3]   DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 13 December 1999 on a Community framework for electronic 
signatures 
http://europa.eu.int/information_society/eeurope/i2010/docs/esignatures/esignatur
es_en.pdf 

[RD4]   IDABC Work Programme Third Revision 

http://ec.europa.eu/idabc/servlets/Doc?id=25302 

[RD5]   eGovernment in the Member States of the European Union –  5th Edition  –  May 
2006 

http://ec.europa.eu/idabc/servlets/Doc?id=24769 

[RD6] A Roadmap for a pan-European eIDM Framework by 2010; see 
http://ec.europa.eu/information_society/activities/egovernment_research/doc/eidm
_roadmap_paper.pdf  

[RD7] Exploring Common Specifications of Interoperable European eIDM – Initial 
Guiding Principles, Rand Europe, November 2006 

[RD8] IDABC – eID Interoperability for PEGS – Draft Report on Analysis and 
Assessment of similarities and differences – Impact on eID interoperability, August 
2007 

[RD9] Large scale eID – eDoc demonstrator – Presentation by prof. Reinhard Posch, 
Federal Chancellery Austria  

[RD10] eID Workshop – “Circles of Trust” – Ideas for an architecture of federated identity 
management – A view of the French best practices – Presentation by Bruno 
Deschemps,  Direction Générale de la Modernisation de l’Etat 
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2 Glossary 

2.1 Terminology definitions 
 

In the course of this report, a number of context specific expressions are used. To avoid any 
ambiguity, the following definitions apply to these notions.   

These definitions are based on the ModinisIDM Terminology paper1. While a few comments 
have been added for clarification, the definitions remain fully compatible with this paper. 

 

 

Assertion .....................................An assertion is synonymous with a credential. 

Attribute.......................................An attribute is a distinct, measurable, physical or abstract named 
property belonging to an entity. 

Authentication.............................Authentication is the corroboration of a claimed set of attributes or 
facts with a specified, or understood, level of confidence. 

Authorisation ..............................Authorisation refers to 

(1) the permission of an authenticated entity to perform a defined 
action or to use a defined service/resource; 

(2) the process of determining, by evaluation of applicable 
permissions, whether an authenticated entity is allowed to have 
access to a particular resource. 

Context ........................................A context is a sphere of activity, a geographic region, a 
communication platform, an application, a logical or physical 
domain. 

Credential ....................................A credential is a piece of information attesting to the integrity of 
certain stated facts. 

Digital Identity.............................A digital identity is a partial identity in an electronic form. 

Entity ...........................................An entity is anyone (natural or legal person) or anything that shall 
be characterised through the measurement of its attributes. 

Federated Identity .......................A federated identity is a credential of an entity that links an 
entity’s partial identity from one context to a partial identity from 
another context. 

Identification ...............................Identification is the process of using claimed or observed 
attributes of an entity to deduce who the entity is. 

Identifier ......................................An identifier is an attribute or a set of attributes of an entity which 
uniquely identifies the entity within a certain context. 

Identity.........................................The identity of an entity is the dynamic collection of all of the 
entity’s attributes. An entity has only one identity. 

Identity Management (IDM).........Identity management is the managing of partial identities of 
entities, i.e., definition, designation and administration of identity 

                                                   
1 See https://www.cosic.esat.kuleuven.be/modinis-idm/twiki/bin/view.cgi/Main/GlossaryDoc  
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attributes as well as choice of the partial identity to be (re-) used 
in a specific context. 

Identity Management System 
(IMS).............................................

An identity management system is the organisational and 
technical infrastructure used for the definition, designation and 
administration of identity attributes. 

Identity Provider A system entity that manages identity information on behalf of 
Principals and provides assertions of Principal authentication to 
other providers. 

Partial Identity.............................A partial identity is a certain subset of one or more attributes that 
does not necessarily uniquely identify the entity. 

Permission ..................................Permission describes the privileges granted to an authenticated 
entity with respect to low-level operations that may be performed 
on some resource (e.g., read, write, delete, execute, create…). 

Principal ......................................A principal is synonymous with an identifiable entity 

Pseudonym ................................ A Pseudonym (syn.: nym) is an arbitrary identifier of an 
identifiable entity, by which a certain action can be linked to this 
specific entity. The entity that may be identified by the 
pseudonym is the holder of the pseudonym. 

Registration................................ The registration of an entity is the process in which the entity is 
identified and/or other attributes are corroborated. As a result of 
the registration, a partial identity is assigned to the entity for a 
certain context. 

Role..............................................A role is a set of one or more authorisations related to a specific 
application or service. 

 

2.2 Acronyms 
 

CA ................................................Certification Authority 

CEN..............................................The European Committee for Standardization 

CTL ..............................................Certificate Trust List 

ECC..............................................The European Citizen Card 

eID................................................Electronic Identity 

IAS ...............................................SEE PAGE 21 under CEN TC 224 

IDP/IP ...........................................Identity Provider 

LDAP............................................Lightweight Directory Access Protocol 

MS................................................Member State 

OCSP ...........................................Online Certificate Status Protocol 

PEGS ...........................................Pan-European eGovernment services 
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PKI ...............................................Public Key Infrastructure 

RA ................................................Registration Authority 

RP ................................................Relying Party 

SAML ...........................................Security Assertion Markup Language 

SP ................................................Service Provider 

SSCD ...........................................Secure signature creation device 

STS ..............................................Security Token Service 

SQL..............................................Structured Query Language 

SW................................................Software 

TLS ..............................................Transport Layer Security 

  

IA..................................................Identity Attributes 

FIM ...............................................Federated Identity Model 
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3 Introduction 
 

3.1 Scope and objectives of the project 
 

The project eID Interoperability for PEGS aims to propose a solution to the legal, technical 
and organisational issues related to the creation of an interoperable pan-European identity 
management infrastructure. The EU Member States, Candidate Countries and EEA 
Countries are introducing more sophisticated ways to manage identities in the eGovernment 
area. Different member states are implementing different structures as their identity 
management solution. The main challenge for the eID Interoperability for PEGS project is to 
propose a general architecture that, while taking into account the existence of different 
models, is able to cope with them by obtaining the final goal of interoperability. 

The project should conclude with the definition of Common Specifications for the creation of 
interoperability between the authentication solutions used or planned in e-government 
applications without affecting member states’ own existing infrastructures. 

 

3.2 Structure of the project 
 

The eID Interoperability for PEGS project consists of 3 different phases: 

 

• In a first stage all the main surveys, standards and research projects in the area of 
identity management need to be studied and evaluated.  

• Secondly, accurate and up-to-date country reports need to be drafted for each 
participating country. These must be analysed and assessed, to determine any 
patterns in the national approaches and to derive a set of constraints with regard to 
electronic identity management for eGovernment applications. 

• Then, based on the first two phases, recommendations of how to build an 
interoperable European wide identity management infrastructure are drafted. 

 

This document concerns the third phase: the distillation of Common Specifications for 
interoperable identity management from the available national information and the resulting 
analysis and assessment. 
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3.3 Objectives of this document 
 

As described in the eGovernment action plan adopted by the European Commission on 25 
April 20062, and in the Roadmap for a pan-European eIDM Framework by 20103, one of the 
key building blocks for the creation of a pan-European interoperability framework is the 
establishment of so-called Common Specifications, i.e. a set of basic requirements covering 
all aspects of such a system. 

A first indicative list of high level guidelines for Common Specifications was prepared within 
the framework of the Securegov Project4. The early findings of this report were based on the 
basic principles recognised by the Roadmap and by the eIDM ad hoc group (although the 
report itself was not formally recognised or adopted), stating that any pan-European eIDM 
system should be:  

 

a. federated, 

b. multilevel, 

c. relying on authentic sources; 

d. allowing a context/sector based approach; and 

e. enabling private sector uptake, as soon as appropriate 

 

The document proposed that a minimum set of Common Specifications should address: 

 

a. Political and social implications 

b. Legal aspects 

c. Organizational structures 

d. Technical and Architectural issues 

e. Infrastructural considerations 

 

For each of these topics, a list of high level principles was formulated that should be taken 
into account when formulating the Common Specifications. However, no specific Common 
Specifications were defined yet in the document. 

The main objective of the present document is to present an concrete overview of the 
Common Specifications, i.e. the functionality that should be provided by an interoperable 
identity management system, and the main constraints that govern this functionality. These 
specifications are aimed inter alia to assist the Commission in determining the requirements 
for the upcoming large scale pilot. 

 

                                                   
2 See http://europa.eu.int/information_society/eeurope/i2010/index_en.htm  
3 see 
http://ec.europa.eu/information_society/activities/egovernment_research/doc/eidm_roadmap
_paper.pdf  
4 See http://www.securegov.eu/media/DryDocCommonSpecs.pdf  
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3.4 Overview of presented approach 
 

To ensure that this document is both pragmatic and usable, it has been structured into three 
main parts: 

 

• First of all (section 4 below), by way of introduction, an outline is provided of the 
envisaged user experience to be offered by the interoperable identity management 
infrastructure, and of the requirements resulting out of this desired user experience, 
both on a national and on a cross border level. The purpose of this first section is to 
provide a more explicit description of the requirements agreed upon in the eIDM 
Roadmap and  by the Securegov Project, as quoted above in section 3.3.  

• Secondly, section 5 will explain the basic concepts that this document will use to 
define the common specifications, and will provide a high level model of the 
functionalities that should be supported. Thus, this section contains a conceptual 
model and functional specification (i.e. a reference model), but without proposing a 
specific solution model.  

• Section 6 will propose the Common Specifications for the solution model proposed 
by the Study Team, and will thus contain a more detailed and specific version of the 
general reference model defined above. Specific technical and policy choices are 
made, which are explained and justified in this section.  

 

Thus, section 4 of this document defines the goals of an interoperable identity management 
infrastructure; section 5 provides the broader context of the Common Specifications; with 
section 6 describing the specifications themselves.  
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4 Introduction to the Common Specifications 
 

Before presenting a reference model for an interoperability framework and establishing a 
proposal for common specifications, it is useful to provide an overview of the functional 
requirements of such a framework, in order to have a clear description of the goals to be met 
by the framework and of the resulting design constrictions for the common specifications. 
This overview will be provided here, in three main sections: 

 

• Section 4.1 presents the envisaged user experience, based on what the user would 
need to do in order to be able to authenticate himself in an eGovernment application. 
The goal of this section is to provide guidelines on what needs to happen 
conceptually when a user tries to authenticate himself, and what functionality is thus 
required.  

• Secondly, section 4.2 provides a more concrete outline on the mechanics behind the 
authentication process. This is the so-called back-channel authentication phase: how 
does the user’s country of origin authenticate the user, and how (from a cross border 
perspective) is a security level of the authentication method determined? 

• Thirdly, the issue of using/presenting the result of the authentication process to the 
requesting application is discussed in section 4.3 of this document. While this can be 
simple for some applications (e.g. because the application requires only specific 
identification information which is encapsulated in a PKI certificate), for others this is 
a much more complicated issue (e.g. when no usable identity information is 
contained in the authentication method itself). The underlying question here is to 
determine the information that needs to be offered to the application owner in a third 
country, and to define what he can do with it?  

 

It should be noted that the goal of the common specifications (as detailed in this section) is 
not to engender harmonisation by proposing standards that existing solutions would gradually 
be required to adhere to or that new solutions would be required to abide by. While such 
harmonisation initiatives are certainly invaluable to ensure that eIDM systems would become 
better aligned, the current proposal only deals with interoperability, i.e. the creation of a 
framework that would allow different eIDM systems to exchange identity information, without 
eliminating the differences between such systems.  

 

4.1 Citizen access architecture description 
 

4.1.1 Basic use cases  

 

In this first section, we will outline the basic use cases for European cross border 
authentication, to serve as a basic guideline for the further definition of the Common 
Specifications, moving from the dual assumption that: 

 

• The user originates from a country which has an appropriate identity infrastructure in 
place which is offering some form of identification system (eID card, 
username/password, SMS authentication... ); and 
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• Interoperability for the purposes of this document means that the user should be able 
to use his/her national authentication system directly, i.e. without having to register 
for local tokens or credentials. 

 

In short, the Common Specifications use a technical definition of interoperability: 
interoperability between identity management systems can be said to exist if the 
authentication means from one country can be directly accepted in an application outside of 
that country’s jurisdiction (e.g. a PKI certificate from country X can be used to authenticate 
oneself in country Y).  

 

4.1.2 Scope 

 

Two possible usage scenarios for authentication can be distinguished which a cross border 
authentication platform should be able to handle: 

 
- The natural person, while residing in his country of origin, is attempting to 

authenticate himself to a foreign application using authentication means issued in his 
country of origin. This means he has immediate access to his local infrastructure, 
e.g. a home computer, with any hardware (e.g. card readers) or software (e.g. 
middleware) required for authentication in his own country at his disposal. 

 
- The natural person is physically in a foreign Member State attempting to authenticate 

himself to a foreign application using authentication means issued in his own country. 
This means that immediate access to his local infrastructure is not necessarily 
available.  

 
Regardless of the scenario, the authentication process as such will consist of the user‘s 
authentication method issued in the user’s country of origin being used to access a service in 
another country.  
 
In some cases, this may be possible by directly using the authentication means issued in his 
country of origin, e.g. in the case of compatible smart cards with compatible certificate 
formats, which will lead to direct authentication. In others, a bridge system will be required, 
where the authentication occurs in an authentication service within the user’s country of 
origin and the result is transmitted to the requesting application (i.e. a federated model). 
 
From the user’s perspective, this means there are two possibilities: 
 

- Either the system can accept his credentials directly; or 
- His authentication request can be routed through an authentication portal (national or 

otherwise), using a federated system. 
 

From a technical perspective, the issue of incompatible middleware remains one of the 
hardest questions to resolve. As this Study has indicated with regard to identity tokens, 28 
out of 32 countries issue identity cards (88%). Out of these 28, 7 are deploying eID cards, 
and 14 more are in the process of designing eID cards for future roll-out. Thus, it is clear that 
identity cards are the dominant identification solution in the surveyed countries, with eID 
cards replacing this function for most countries in the future. While certainly not all-
encompassing, eID cards will become increasingly common in the next few years. However, 
most of the already implemented eID solutions are not interoperable. In addition, it is 
important to keep in mind that eID cards (or PKI systems in general) are not the only 



  

eID Interoperability for PEGS 
Common specifications for eID interoperability in the eGovernment context 

December 2007 

 

15 
 

authentication solutions in common use. Thus, this will need to be taken into account when 
drafting the common specifications.  

 

4.1.3 Assumptions/user requirements 

 

In order for the authentication of a natural person to work in a cross border context, the user: 

 

• must already comprehend how authentication works within his own country; 

• must already be able to use the authentication means within applications in his own 
country; 

• must already have the appropriate authentication means at hand; 

• must take into account all required security measures when using these 
authentication means, including secure software, operating system, and certified 
readers (if required). 

 

In summary, it should not be the foreign application owner’s responsibility to educate a user 
on the proper use of his credentials or tokens; nor does the foreign application owner play 
any role in the issuing, management or use of the credentials or token. Awareness raising 
and management of the issued credentials/tokens is a national responsibility of the Member 
States. 

 

4.1.4 User experience 

 

Apart from the general user requirements defined above, the following are key concerns to 
guarantee an acceptable user experience and a valid authentication process: 

 

• Accessibility: in order to be able to use a foreign authentication system, the user 
must be duly aware of how it functions, what is required/expected of him and what 
the legal consequences of his actions are. The user should be aware of what is asked 
of him, and what the terms and conditions of the data processing are. Application 
owners should be encouraged to make use of standardised symbols or tokens to 
provide basic information in an optimally language-neutral way, including specifically 
the required authentication level (see below) and the identity information that will be 
provided to the application owner. 

• User control: the user must be informed of what information is provided to the 
application owner, and how the application owner will use it. As noted above, the 
main pragmatic restriction in this regard is the language element, which will impede 
the distribution of complete information to all users. None the less, the authentication 
mechanism should strive to present a method for providing the users with basic 
information regarding the collection of personal data and the permitted goal of the 
processing thereof.  

• Security: different applications will have different security requirements, and a key 
concern for application owners is the choice of an authentication mechanism which 
meets the security needs of their application. In a cross border authentication 
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process, the authentication mechanism may change (i.e. a foreign user may use his 
eID card, instead of a password generator which is used by national users), but the 
security guarantees must remain the same (i.e. foreign users should not be allowed 
to use authentication means which are insufficiently reliable from the application 
owner’s perspective). As a consequence, the user must know precisely which 
security level is offered by his own authentication credentials, and must be able to 
read and understand the security requirements of the application he is attempting to 
use (i.e. the user must know the authentication level offered by his authentication 
means and required by the application - see also below). 

 

4.1.5 Key requirements for the authentication system 

 

From the functionality requirements defined above, a number of key requirements can be 
deduced with regard to the underlying authentication system. 

 

• While the user centric perspective is essential to provide sufficient guarantees with 
regard to privacy protection and the legal validity of the authentication process, the 
requirements and needs of the application owner are equally vital. The authentication 
system must allow the application owner to authenticate the user to the extent 
required for the purposes of the application. In other words, it should present/offer 
access to the minimum number (and no more) of identity attributes required for the 
purposes of the proper functioning of the application. 

 

• Secondly, in order to safeguard the privacy of the user and to achieve a sufficient 
level of transparency, the user must be duly informed on which identity attributes will 
be provided to the application owner before proceeding with the authentication 
process, and abort the process if he considers these to be excessive. Furthermore, 
the user must have a sufficient grasp of the scope and consequences of the 
authentication process, i.e. he must be aware of the manner in which his personal 
data will be processed. 
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4.2 Back Channel authentication phase 
 

This section 5 will describe the requirements for the mechanics behind the authentication 
phase: how does the user’s country of origin authenticate the user, and what are the basic 
principles (from a cross border perspective) for determining the security level of the 
authentication method? 

 

4.2.1 Mechanics of authentication 

 

In any given authentication process and regardless of the context (i.e. also in a purely 
national context), the following phases are fundamental: 

 

• The user enters a situation where authentication is required of him. 

• The user presents a set of credentials which are adequate for the application, as 
determined by the application owner. 

o Credentials can be something the user knows or has (or is, in the case of 
biometrics; although this does not appear to be relevant yet for eGovernment 
applications in the current technical state). 

o The set of credentials can vary. It can consist of a simple username 
corroborated with a password, an identification number, or a more elaborate 
set of identification data. It is the application owner who determines which 
information is adequate, depending on: 

§ the needs of the application, i.e. some applications may require only 
a date of birth (to verify adulthood), while others may require a more 
complete data set allowing unique identification, and yet others may 
be content with a pseudonymous username so that they can 
determine if the user has used the service before (i.e. no identity 
information is required, as long as a username can be linked to each 
specific session). 

§ the identity infrastructure at his disposal; e.g. in some cases a 
username may only be sufficient because the application owner can 
use it to retrieve other identity data (name, address, date of birth, 
etc.) from an underlying database. 

• The application owner uses these credentials to collect the information that his 
application requires.  

o In some cases the credentials themselves may be enough. This will often 
(but not always) be the case when using PKI certificates, where a sufficiently 
extensive identification data set is included in the certificate itself. 

o In other cases the credentials will be used to retrieve additional identity 
attributes from an underlying database. This will often (but not always) be the 
case for username/passwords systems where the username is used to 
access an identity database containing the required identity information.  

o Finally, in other cases the user will be asked directly to provide additional 
identity attributes (e.g. asking the user to enter a tax identification number 
after logging into a secured portal with a username/password). 
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From a cross border perspective, the main issue to resolve is the fact that authentication 
systems may be designed with access to an underlying database of identity information in 
mind (such as e.g. for username/password systems), whereas access to this database is 
unavailable to foreign application owners. 

Ultimately, the final result of any successful authentication process is twofold: 

 

• The application owner receives the set of identity attributes that he requires for the 
purposes of his application; and 

• The application owner can trust to the required extent in the accuracy and reliability 
of these attributes as a result of the underlying mechanisms and precautions. 

 

Obviously, these are the goals that must also be achieved in a cross border context, even if 
the used authentication methods may differ. 

 

4.2.2 Requirements for authentication on a national level 

 

In order to offer reliable authentication functionality on a cross border level, the national 
infrastructures of the participating countries need to offer certain guarantees and 
functionalities, as described below. 

 

4.2.2.1 Reliable identity data 

The identity data provided by a specific identity infrastructure (which can be official 
databases such as national registers, PKI certificates on smart cards, or private sector 
databases used in government applications) must be reliable. Application owners must be 
able to rely on the information that they receive, and must only be subject to the risks 
inherent to the security level that he/she has chosen for the application. They should not be 
required to keep into account the possibility of serious errors arising either in the underlying 
national identity infrastructure, or in the transfer mechanism of the cross border 
authentication system. 

The cross border authentication system must therefore ensure that the information provided 
from these identity sources is protected against corruption or manipulation, and that it is 
provided to the application owner in the same state that it was provided by the national 
identity infrastructure. 

With regard to the Member States, they should commit to identifying or creating authentic 
sources of identity information, and to only use these authentic sources within the 
interoperability framework. They must accept responsibility for ensuring that the identity data 
which they feed into the cross border authentication system is reliable and accurate. 

 

4.2.2.2 Non-repudiation and tracing in the authentication process 

While protection of the integrity of the identity data is a primary issue, non-repudiation and 
tracing in a cross border authentication scheme are also important in order to be able to 
investigate security incidents. In order to be able to respond adequately to claims of 
fraudulent authentication (either from the application owner or from the user himself), the 
authentication mechanism should have sufficient facilities for logging authentication 
transactions, including by registering data such as the date and time of authentication, as 
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well as the applications accessed through a specific authentication procedure. As will be 
further commented below (see specifically section 6.2.2.), logging responsibilities should be 
divided equally by the different parties in the authentication process, to ensure that data 
protection concerns are met. Specifically, personal data should not be stored by the 
participants unless strictly necessary. This information should be adequately protected in 
terms of confidentiality, integrity and availability in order to sufficiently support legal 
proceedings, as well as the level of trust between Member States in case this information has 
to be exchanged between agencies of different countries. 

 

4.2.2.3 Reliable authentication mechanisms 

Member States must be willing to define the authentication requirements of their applications 
in terms of the security levels to be defined as a part of the cross border authentication 
system5. This implies that they must be willing to assess the security needs of their 
applications and determine a suitable security, which may be lower than the security levels 
being offered by the most popular authentication solutions in vogue in that country (i.e. the 
fact that a country issues or principally supports level 4 authentication means does not mean 
that all applications should be given a level 4 security requirement by default). 

While appearing simple on the surface, it should be noted that is a nontrivial responsibility, 
since it requires an awareness of application owners on all levels of the importance and 
meaning of security levels, which may require a significant investment of time and effort. 

The uptake of the authentication level classification is a nonbinding commitment in good 
faith, since the determination of adequate security levels will of course remain a purely 
national competence.  

However, Member States must as a minimum acknowledge that the proper use of such 
security levels implies that the formal security requirements are defined by the needs of the 
application (even if this is not a binding commitment). This does not mean that policy 
preferences for specific solutions cannot play a role in this: the ‘needs of an application’ is not 
a fully objective notion, since the perception for security needs for one specific application 
can vary strongly from country to country. Thus, it remains possible that one specific 
application will require e.g. level 2 authentication in one country and level 4 in the next, 
despite identical functionality. The main commitment being asked of the Member States is 
the commitment to reflect in good faith on the security requirements of their applications – 
i.e. to conduct a risk assessment to determine which security level is reasonably required for 
the application - rather than the automatic application of the locally predominant security 
level without consideration for cross border acceptability. However, this is a nonbinding good 
faith commitment, since the determination of suitable authentication mechanisms (and thus a 
suitable security level) for an application remains a purely national competence. 

 

4.2.2.4 Consensus with regard to security levels 

Similarly, a functioning multilevel authentication system also requires that Member States 
cooperate in ensuring that their existing and future authentication solutions are adequately 
classified, in accordance with the abstract high level criteria to be defined for these solutions. 
As noted above, the Study team will prepare an initial proposal for the definition of security 
levels, and of a classification of predominant authentication solutions as reported by the 
national experts in the course of this Study. However, this is merely a proposal from the 

                                                   
5 As noted above, a proposal for this definition will be provided as a part of this Study; 
however, it is possible that the final classification adopted by the cross border authentication 
system differs from this proposal. 
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Study team’s part, and will require formalisation (and possibly correction) to be finalised as a 
part of the final cross border authentication system. 

This implies that Member States participate in the verification of the security classification of 
their authentication solutions, and that they validate in good faith that these are given a 
security rating which is appropriate to the guarantees that these mechanisms offer, as 
defined by the security levels. 

This also implies that Member States take the necessary actions to ensure that these security 
ratings are re-evaluated and if necessary adjusted if/when these guarantees are to change 
due to technological developments or policy changes in a manner that impacts their 
classification. 

It should be noted that this entire mechanism is voluntary, and that Member States always 
retain the full right not to allow certain of their authentication solutions to be used in cross 
border transactions; or even to decide that they do not wish to participate in such a 
mechanism at all. 

 

4.2.2.5 Willingness to support non-national authentication solutions – commitment to 
non-discrimination 

Finally, it should be noted that there is as of yet no European legally binding obligation to 
open eGovernment applications to non-national users, and that (again) the use of a cross 
border authentication system is entirely voluntary and dependant on the will of the Member 
States to participate in this. 

None the less, it is clear that the benefits from an interoperable identity management system 
can only arise following sufficient uptake in a large number of countries. For this reason, 
Member States should commit in good faith to permit the use of non-national authentication 
systems in their national applications provided that such systems offer the required security 
guarantees; and they should commit to not subject such non-national authentication systems 
to other (higher) standards of security than their own national solutions.  

It should be noted that this can also become a legally complicated issue on a purely national 
level. The acceptability of specific authentication mechanisms is now typically regulated by 
low level regulations which specifically identify the allowable authentication means. However, 
in an cross border interoperability scenario, such regulations should identify security levels to 
be met by foreign users, and accept that this essentially implies that a potentially unrestricted 
authentication means would be supported, which would largely escape the control of the 
application owner.  

 

4.2.3 Requirements for authentication on a cross border level 

 

Similarly, reliable authentication functionality also implies certain requirements on a cross 
border level, as described below. 

 

4.2.3.1 Semantics and identity concept  

As noted above, the information needs of each application vary widely. Regardless of the 
specific application, it is clear that a cross border authentication system at a minimum needs 
to allow application owners to obtain the required set of identification data (e.g. a municipally 
controlled centre may only wish to verify the official address of a citizen to determine his 
access rights).  
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As a result, the cross border authentication system needs to propose and enforce an 
electronic identity concept, which must be semantically universally applicable and 
acceptable, i.e. all potential users must be able to provide such data, and which must be 
legally and politically acceptable, keeping into account the socio-cultural and legal 
background of the European countries.  

This implies the following requirements for the identity information that can be requested by 
interoperable applications: 

 

• The set of identity information must be kept minimal, i.e. it must be the smallest 
possible set required to uniquely identify an entity, for data protection reasons. 

• The set of identity information must be universally valid, which means that the data 
must be available in all countries, to ensure that socio-political conflicts are avoided. 
A pragmatic approach is required. 

• The set of identity information must be technology neutral, which means principally 
that it cannot be uniquely dictated by the assumption that PKI will be used. 

• The set of identity information must be controllable by the user to respect privacy 
regulations, specifically the Data Protection Directive and its national transpositions. 
Preference should be given to a solution which allows the user to verify which data is 
presented to the application owner; or the application owners should at least be 
required to process only such data as is required by his application, as demanded by 
applicable privacy regulations. In any case, the user should be duly informed of the 
scope of the processing of his personal data. 

• Finally, the set of identity information should respect legal restrictions in the 
participating countries. This implies that general identification numbers cannot be a 
universal requirement, as they conflict with constitutional and policy choices in a 
number of countries, including Germany and Hungary, and are highly politically 
sensitive in a number of others. 

 

4.2.3.2 Multilevel authentication 

Apart from the common identity concept, the cross border authentication system should 
define a mechanism to ensure trust in the provided data. When relying on information 
provided by a foreign authentication solution, this is a great deal more complicated than in a 
strictly national situation, because existing national authentication solutions offer differing 
reliability levels, depending on: 

 

• The inherent qualities of the mechanisms being used (e.g. pure knowledge based 
systems (usernames) vs. token based systems); 

• Registration procedures preceding the issuing of credentials and tokens; and 

• Credential and token usage procedures, including the protection of data transfers in 
the course of the authentication process. 

 

Based on these considerations, it is possible to define abstract criteria to classify 
authentication mechanisms into security levels. Thus, it would be possible to classify existing 
and future authentication technologies into abstract security levels; and for application 
owners to require the use of solutions that can offer a certain security level (or better), 
depending on the criticality of each application. Application types should be also classified 
depending on their security needs (depending on the type of the information exchanged: e.g. 
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general data, personal data or financial information) and mapped at an abstract layer to the 
classified authentication mechanisms.  

A draft definition of such levels and the classification of authentication solutions has been 
prepared as a part of the present project. 

A cross border authentication mechanism needs to be able to assess the security level being 
offered by an authentication mechanism, and to attest to the accuracy of this security level to 
the application owner, who must be able to rely on the fact that the provided credentials 
indeed offer the security guarantees that he/she is looking for. 

 

4.3 Back channel communication phase 
 

As noted above, after completing the authentication phase in the strictest sense (i.e. the 
verification of the user’s identity against the identity sources of his country of origin), the 
result of this process must be presented to the application owner. This issue is discussed in 
this section of the document.  

While the presentation of adequate identity information can be simple for some applications 
(e.g. because the application requires only identification information which is encapsulated in 
the token, e.g. a PKI certificate), for others this is a much more complicated issue (e.g. when 
no usable identity information is can be derived from the information that is provided directly 
and inevitably when using the authentication method, such as a username).  

The underlying question here is to determine the information that needs to be offered to the 
application owner in a third country, and to define what he can do with it?  

 

4.3.1 Mechanics of communication phase 

4.3.1.1 Providing identity data 

The key element of cross border authentication is actually providing the required data to the 
requesting application. Apart from a common concept of identification as described above, 
this requires: 

 

• Conventions on semantics for the identity information, i.e. a sufficient understanding 
of what each attribute of identity data means, and how it should be reflected in the 
digital representation of the common identity concept6.  

• Conventions on technical standards to be used for the exchange process, including 
the format of the identity data itself. 

• Conventions on security mechanisms to be implemented with regard to the 
protection of information, including 

o Technical measures to protect the data itself against interception and abuse 
(e.g. through the use of encryption); and 

                                                   
6 A simple illustrative example might be the official address, which would likely have to 
include a street name, number, possible box number, postal code, city, possibly province or 
region, and country. Conventions need to exist on how to represent this information. Another 
example might be the use of multiple first names. Conventions should dictate the maximum 
number of first names, and the representation thereof. 
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o Organisational measures to ensure that the data is not unlawfully processed 
or otherwise abused by the receiving party (e.g. a standardised 
representation of the contracts and/or policies which must be presented to 
the application owner who wants to use the cross border authentication 
system, explaining the obligations of the receiving party and its subsidiaries, 
affiliates or staff with regard to permitted data processing). 

 

4.3.1.2 Creating trust between identity management systems 

The application owner must be able to rely on the identity information that he receives 
through the cross border authentication system.  

This requires that: 

• The cross border authentication system contains a mechanism that allows the 
application owner to determine whether or not the provided identity data originates 
from a reliable source, either through a guarantee from the identity source itself (e.g. 
by having the identity source electronically sign the provided information) or through 
a guarantee from the cross border authentication system (e.g. by having the cross 
border authentication system electronically sign the provided information); and  

• The application owner knows and understands the guarantees and weaknesses 
inherent in the authentication system being used.  

 

4.3.2 Requirements for authentication on a national level 

 

In order to offer reliable authentication functionality on a cross border level, the national 
infrastructures of the participating countries need to offer certain guarantees and 
functionalities, as discussed in this section. 

 

4.3.2.1 A conscious and free policy choice 

As noted above, the Member States are under no obligation to accede to any interoperability 
infrastructure or to make use of it. The decision to do so must be a conscious and free policy 
choice, made after having duly informed oneself of the implications as described in this 
document, and motivated by a joint conviction of the potential benefits of such a system to 
all participating countries, including their administrations, citizens and enterprises. 

 

4.3.2.2 Awareness raising 

Apart from the Member States themselves, the end users – citizens and enterprises – must 
also be made aware of the qualities and possibilities of the interoperability framework, 
including possible risks and user responsibilities. The decision to make use of the framework 
thus also implies an obligation to raise the awareness of the users of such a system through 
any appropriate means, including information campaigns with regard to risks such as identity 
theft. 

Suitable awareness raising initiatives should therefore be initiated, and should be supported 
by all participants whose services rely on the cross border authentication system 

. 
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4.3.3 Requirements for authentication on a cross border level 

The functional requirements above imply that the cross-border architecture must offer certain 
guarantees with regard to the information exchange process following authentication. 
Essentially, the cross border authentication system must provide the basic guidelines on 
information exchange so that the participants in the framework (identity information providers 
and application owners) can correctly receive and process the information. 

This implies the requirements below on the cross border authentication system. 

 

4.3.3.1 Standards and semantics 

As a first technical step, adequate formats must be agreed upon that can contain the required 
identity information, in a manner that is clear and understandable to the users of the 
infrastructure, and allows them to determine the meaning of each piece of identity 
information. Preference in this regard should be given to open standards to avoid creating 
new interoperability problems.  

 

4.3.3.2 Communication protocols 

Apart from the information itself, sufficient technical standards must also be agreed for the 
exchange of information, also keeping into account the need for a high level of security to 
protect the system against data leaks, either accidental or intentional.  

 

4.3.3.3 Privacy awareness and user centricity 

In the transfer of identity information with regard to natural persons, adherence to privacy 
regulations becomes particularly important. This implies specifically: 

• That the user is duly informed of the scope of the transaction, i.e. of which identity 
information is transferred to the application owner and for which purposes the data 
will be processed; 

• That the application provider does not request or process more identity data than 
strictly required for the purposes of his application; 

• That the user is given optimal control over the identity information which is finally 
transferred to the application owner; 

• That the user is duly informed of the way in which he can exercise his/her rights 
stemming from the Data Protection regulations. 
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5 High level functionality of the proposed solution 
 

Before presenting a detailed proposal for common specifications, it is useful to provide a high 
level description of the functionality of such a framework. This chapter will define the 
required functionality of the solution, without presenting a specific solution model yet. It will 
introduce all the necessary identity management components and the participants. This high 
level functionality will be presented here, in three main sections: 

 

• First of all, in section 5.1 we will introduce the common functionalities of the pan-
European identity management system in the most general sense, and the main 
requirements for the local eGovernment services. The purpose of this section is to 
provide a high level description of the required components and roles in the Member 
States. It will also outline the reasons and the effects of the infrastructure required. 

• Secondly, section 5.2 we will introduce the functionalities of the pan-European 
central proxy services, i.e. the centralised European infrastructure that can be used 
to connect local identity infrastructures. The purpose of this first section is to provide 
a high level description of the components and roles when using a central solution 
(which, as will be shown later, is not strictly necessary; the system could also 
function in a fully decentralised mode). It will also outline the reasons and usage 
scenarios for the central proxy service. 

• Section 5.3 will explain the high level functionalities of the pan-European local proxy 
services, i.e. the local identity infrastructure within each country. The purpose of this 
second section is to provide a high level description of the components and roles 
when using a local solution. It will also outline the reasons and usage scenarios for 
the local proxy service. 

 

5.1 Overview of the Pan European Proxy Services (PEPS) 
 

In this section, we will provide a brief overview of the services required for a functional 
European level federation. The purpose of this overview is provide a high level view of the 
envisaged solution, without going into specific infrastructural or technical choices yet. This 
section defines a reference model, and deeper technical specifications will be provided 
further in this document. The proposed solution is based on the results of the country reports 
and the analysis of the similarities and differences of the eIDM solutions. 

 

Firstly, it is important to understand all the technical requirements for a pan-European eIDM 
solution. Any European eIDM interoperability framework will need to be able to perform a 
number of basic functions, including the identification of a local identity provider, the retrieval 
of identity attributes, and the transport of these attributes to a trusted service provider. This 
functionality requires a number of services to be provided, which are referred to in this 
document as the Pan-European Proxy Services (PEPS).  

It should be noted that ‘PEPS’ is a general description for a package of services which need 
to be provided. The PEPS do not necessarily have to be implemented as a single central 
European infrastructure through which all authentication requests must be routed. While it is 
of course possible to rely on a single central PEPS, this has the obvious downside of having 
a single point of failure for authentication, and of creating a rather cumbersome central 
infrastructure.  
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However, it is also possible to implement the model presented in this section as a series of 
fully decentralised local (i.e. purely national) PEPS infrastructures, without any centralised 
European component. In this case, each PEPS is only responsible for discovering the 
applicable identity providers within its own borders, and for communicating the result of the 
authentication process to the service provider which originally redirected the user to the 
PEPS. Such a fully decentralised PEPS model can essentially be implemented as a so-
called middleware approach, where the PEPS basically functions as a middleware emulator 
that presents a commonly understood middleware to all SPs, regardless of the authentication 
method being used. 

Finally, it is also possible to implement the PEPS as a mixed model, where a number of 
Member States rely on a central PEPS infrastructure, and where others rely on their own 
local PEPS. In this case, the central PEPS can assist countries which do not (yet) wish to 
create their own local systems, or which do not (yet) have the necessary means to do so.  

Regardless of how the PEPS are implemented, they need to solve the following questions by 
offering suitable services: 

 

The Citizen Authentication process: 

• A Discovery Service must be included that will discover the proper user IDP 
(depending on the country in which the user’s token was issued), and re-direct the 
authenticating user to the appropriate IDP. It should be reiterated (as was also 
indicated in the Glossary above) that for the purposes of this paper, an identity 
provider (IDP) is a system entity that manages identity information on behalf of 
entities and provides assertions of entity authentication to other providers. In 
summary, an IDP provider is a service that can provide assertions with regard to 
identity attributes to an external requesting party. It should thus not be confused with 
e.g. token issuers, registration authorities or authentication systems which are unable 
to provide identity assertions outside of a strictly internal field of application. 

• The Authentication Service will conduct the user authentication process. This will in 
principle be a local process, i.e. the Authentication Service will allow the user to use 
his own authentication means to authenticate himself against the identity 
infrastructure of the country in which he received these authentication means. 

• Different authentication methods could be used, which offer differing degrees of 
security (static passwords, password calculators, PKI...). The systems needs to 
provide a method for assurance level recognition, i.e. after the authentication 
process has occurred and a (positive) authentication assertion was created, the 
recipient of this assertion must be able to determine the security level of the 
authentication mechanism that was used to arrive at the assertion, based on a set of 
established and accepted authentication levels. 

  

The Service Discovery 

• The Service Discovery Service will request the location of a target service. Based on 
the service requested needed attributes of the user authentication can change. It 
should be noted that the Service Discovery Service is an optional component, which 
can be implemented to improve the user experience (e.g. an IDP would 
automatically be able to determine which identity attributes a service requires) and to 
improve security (e.g. an IDP would know that a service can be entrusted with 
identity attributes and is not an identity thief). However, it is equally possible not to 
implement a Service Discovery Service and to merely leave the responsibility of 
determining the required identity attributes and the reliability of the service provider 
to the user and service provider themselves. This second option is easier and 
cheaper to implement, scales better (since it doesn’t require service providers to 
register their services) and empowers the user. However, there is a trade-off in 
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security, since without an Service Discovery Service, the IDP cannot verify a priori if 
the assertion receiving party is indeed trustworthy. We will examine the possibilities 
and consequences of this choice in greater detail below. 

• The Service Provider (hereafter SP) will need to provide the required assurance 
level information to the citizen IDP, i.e. the SP will need to communicate to the IDP 
(via a PEPS) which level of assurance is needed to successfully authenticate in his 
application. If the user’s authentication means are insufficient to meet this level, the 
IDP must then report a failure to authenticate. 

 

The Attribute Transport 

• User attributes need to be transported from the IDP to the target SP. 

• User identifiers need to be standardized, to the extent that this is required for the 
participating SPs. Largely, this means that sufficient consensus needs to exist on the 
semantics of attributes, i.e. it must be clearly understood which identity attributes can 
be requested through the PEPS, how Member States’ identity infrastructures will 
reply to requests for specific attributes, and where this information will be obtained 
within each Member State. 

• User authentication assurance level needs to be standardized, as mentioned above. 

• Transport token needs to be standardized. 

• Method for trust needs to be built in, i.e. SPs need to be able to rely on the accuracy 
of the attributes being provided by the IDP. The PEPS will play a vital role in this 
issue, as will be further discussed below. 

 

The Attribute Query 

• After authentication additional attributes might be requested, depending on the needs 
of the application. 

• Common definition of the context needs to be standardized. 

 

The Proxy Service 

• The functionalities of the local and central proxies need to be defined. 

• The system should be able to allow all Member States to join the pan-European 
eIDM solution, keeping into account their existing identity infrastructure, local 
possibilities and policy preferences. The figure below illustrates the possibilities at a 
high level. 
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Figure1 below provides a high level overview of the PEPS architecture. The main 
component in the architecture is the PEPS itself, i.e. the set of services which are 
responsible for connecting services to identity providers. It is important to stress that the 
modal can be purely centralised (i.e. there is only one central PEPS and no local ones), 
purely decentralised (i.e. there is one local PEPS in each participating country but no central 
one), or a mixed model (in which there is a local PEPS in countries that prefer to keep full 
local control, and a central PEPS that will provide the required services for countries which 
do not have a local PEPS). Thus, while the graphic below shows a central PEPS, it should be 
noted that the system could also operate with only local PEPSes. 

The implementation method depends on the technological advancement of each Member 
State, and on local policy preferences. This model will provide a method for all MS to join the 
pan-European identity management network and take the level of responsibility that they 
desire: they can choose not to participate at all, they can choose to offer only one or more 
IDPs but not a PEPS, or they can offer IDPs and a PEPS. 

The graphic displays the most likely situation: a local PEPS exists in a number of countries 
(MS A and B in the graph), while others rely on a central PEPS (MS C and D, which have no 
local PEPS to connect them to the European level). 

 

 

 
 

- Figure 1. high level overview of the PEPS architecture. The central PEPS is an optional component; the system could 
also function using only local PEPSes, which would then basically be a middleware approach - 
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It should also be noted that the model offers participating Member States great flexibility: 

• MS A has several IDPs, which can be contacted through a local PEPS; 

• MS B has a single IDP, which connects through a local PEPS; 

• MS C has a single IDP, but relies on a central European PEPS to connect to foreign 
SPs; 

• MS D has no IDP at all. It can thus not offer any identity attributes to foreign SPs (i.e. 
its citizens would not be able to authenticate themselves abroad), although SPs in 
MS D could use the European PEPS to obtain identity attributes from foreign IDPs 
(i.e. foreign citizens would be able to authenticate themselves to SPs in MS D). 
Thus, the model can support asymmetric relationships. 

 

5.2 Central PEPS 
In this section, we will introduce the functionalities of the PAN European central proxy 
services. The purpose of this section is to provide a high level description of the component 
and participants when using a central solution. As noted above, the use of a central PEPS is 
not strictly necessary for this reference model, as interoperability could be achieved using 
only local PEPSes. However, if only local PEPSes are used, it goes without saying that 
countries who are willing to implement a local PEPS could benefit from the system. 
Countries without a PEPS would simply not have a contact point for foreign SPs to connect 
to. Alternatively, the use of a central PEPS could be envisaged as an interim solution, to be 
phased out if and when all participating countries have created a local PEPS. 

This section will also outline the reasons and usage scenarios for the central proxy service. 

 

 

 
- Figure 2. A central PEPS architecture - 

 

 

Figure2 shows that a central PEPS is used in authentication processes where one of the 
participating countries has no local PEPS implemented. The main reason to introduce such 
functionality is to provide equal opportunity to each IDP or SP to join the pan-European 
identity provider network, irrespective of the presence of proxy services within a country.  

Typical use case scenarios are: 
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• When a MS does not have PEPS implemented, but has a regional or central IDP. 
The IDP can be connected through a central PEPS to foreign SPs, and communicate 
identity attributes in this way. 

• When a MS does not have PEPS and IDP implemented, but they have advanced 
services which could be accessed through pan-European identity management 
network. As noted above, this results in an asymmetric situation: in a country without 
a local PEPS and IDP, foreigners would be able to authenticate themselves in local 
applications (since they can use their own IDP and the central PEPS to communicate 
with the SP), but the nationals of that country would not be able to authenticate 
themselves to foreign applications (since there is no local IDP which could 
communicate identity information to foreign SPs). 

 

5.2.1 Accessing the service 

This section will describe the authentication process when using central PEPS. The following 
process is presented when a user of a foreign MSA (which has an IDP and local PEPS) is 
accessing the service in MSD. 

 

 
 

 

How does this work in practice? 

E.g.: I am from country A, and have an eID card. I want to authenticate myself in country D, 
but my token is not compatible with their system, so I need a proxy service. How does this 
work? 

- The SP in country D allows me to choose that I need to use PEPS authentication, 
rather than their own authentication method (e.g. click on a ‘EU citizen’ button). Since 
country D has no PEPS, it redirects me to the European PEPS, with a message that declares 
the required identity information.  

- I’m redirected to the central PEPS. I am informed which identity information will be 
transferred to the service provider if the authentication is successful.  

- At this PEPS, I now choose (e.g. from a drop-down menu) that I want to use a 
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solution from country A, namely the eID card. I’m redirected to my country’s IDP.  

- I authenticate myself to my local IDP. If successful the IDP creates a signed 
assertion which is sent to my local PEPS, which signs it and sends it to the central PEPS. 
The central PEPS also signs it and sends it to the SP.  

Authentication is complete. 

 

 

 

Alternatively, a central PEPS could also be involved when the user’s country has no PEPS, 
and the SP’s country does.. In that case, the following process is presented. 

 

  
 

 

How does this work in practice? 

E.g.: I am from country C, and have an username/password. I want to authenticate myself in 
country A, but my token is not compatible with their system, so I need a proxy service. How 
does this work? 

- The SP in country A allows me to choose that I need to use PEPS authentication, 
rather than their own authentication method (e.g. click on a ‘EU citizen’ button). I’m 
redirected to country A’s PEPS, with a message that declares the required identity 
information.  

- Country A’s PEPS informs me which identity information will be transferred to the 
service provider if the authentication is successful.  

- At this PEPS, I now choose (e.g. from a drop-down menu) that I want to use a 
solution from country C, namely the username/password system. I’m redirected to my 
country’s IDP.  

- I authenticate myself to my local IDP. If successful the IDP creates a signed 
assertion which is sent to the central PEPS, which signs it and sends it to country A’s PEPS. 
Country A’s PEPS also signs it and sends it to the SP.  
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Authentication is complete. 

 

 

In either case, it should be noted that local IDPs only ever need to connect to their own 
country’s PEPS (with which a trust relationship is easier to create) or with a central PEPS. 
The reason for this is that it should be avoided that all IDPs must be able to connect to (and 
validate trust with) all existing PEPSes in the participating countries, as this would reduce the 
scalability of the system and make the trust infrastructure much more cumbersome. 

 

5.3 Local PEPS 
 

In this section we, will explain the high level functionalities of the pan-European local proxy 
services. The purpose of this third section is to provide a high level description of the 
component and participants when using a strictly local solution, i.e. when no central PEPS is 
involved (the involvement of a central PEPS has been explained above). It will also outline 
the reasons and usage scenarios for the local proxy service. 
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5.3.1 Accessing the service 

This section will describe the authentication process when using strictly local PEPS (i.e. no 
central PEPS is involved. The following process is presented when user of foreign MSA is 
accessing the service in MSB, which must both have a local PEPS. 

 

 
 

 

How does this work in practice? 

E.g.: I am from country A, and have an password calculator. I want to authenticate myself in 
country B, but my token is not compatible with their system, so I need a proxy service. How 
does this work? 

- The SP in country B allows me to choose that I need to use PEPS authentication, 
rather than their own authentication method (e.g. click on a ‘EU citizen’ button). I’m 
redirected to country B’s PEPS, with a message that declares the required identity 
information.  

- Country B’s PEPS informs me which identity information will be transferred to the 
service provider if the authentication is successful.  

- At this PEPS, I now choose (e.g. from a drop-down menu) that I want to use a 
solution from country A, namely the password calculator system. I’m redirected to my 
country’s IDP.  

- I authenticate myself to my local IDP. If successful the IDP creates a signed 
assertion which is sent to its own PEPS, which signs it and sends it to country B’s PEPS. 
Country B’s PEPS also signs it and sends it to the SP.  

Authentication is complete. 
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6 Proposal for Common Specifications 
 

In this section we will focus on explaining all the different functions the service is required to 
be able to operate. The pan-European eIDM solution needs to solve the problem of 
interoperability in different levels of an Identity Management scheme.  

Below we present two different pictures of the potentially applicable identity management 
standards.  

The first one focuses on presenting the full picture of the standards used at the Identity 
Provider Level, and the second provides the same information on the Service Provider 
Level. 

 

  
Picture1: Landscape of the identity management standards used by the Identity Provider 

 

 
Picture2: Landscape of the identity management standards used by the Service Provider 
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The pictures above present the main landscaping of the identity management protocol 
standards. We see that the common pan-European specifications for eIDM solutions needs 
to support a broad variety of standards. 

We will present the necessary levels of standards using an OSI based approach to different 
aspects of the standard landscape.  

The first building blocks for operational eIDM environment are the bottom levels of the basic 
communication, these are the network and transport layer. The security standards SSL/TLS 
(IPsec) and the XML security standards like XLM encryption and signature7 each use 
different levels of the SOAP standard for secured communications. 

The metadata for the selected protocol standards holds a key role for interoperability. 
Different agreements, e.g. between system entities regarding identifiers, binding support, 
certificates and keys need to be in place order to achieve protocol level interoperability. The 
metadata helps to specify all this information in a standardized way. From a SAML 2.0 
metadata specification we can recognize such roles like SSO Identity Provider, SSO Service 
Provider, Affiliation, Attribute Authority, Attribute Requester, and Policy Decision Point. 

As we have pointed out earlier in this project8 the SAML standard is seen as a de-facto 
standard in pan-European level, and also plays a critical role when it comes to management 
of access control. The SAML Authentication Request Protocol and the response, which will 
include an assertion element containing the appropriate type of statement, are the initiators 
of the authentication process in the proposed pan-European eIDM solution. Another 
important aspect of the access control is the possibility to use advanced context based 
identifiers. This is achieved with standards like XACML9 (access policies and roles) which is 
fully supported by the SAML 2.0 standard.  

Before accessing the top levels of the identity management level itself (real applications and 
presentations) we need to focus on solving the problems of the message level, i.e. the 
reliability, security and the policies of the used security measures. The Oasis WS-Security 
provides an interoperable standard for message security. 

The above presentation of the identity management landscape presents the real visible 
functionalities of the pan-European eIDM solutions. These include frameworks such as TLS-
Federation, WS-Federation, Liberty Alliance and SAML 2.010. The proposed pan-European 
solutions will be based on the SAML standard, but other standards like WS-Federation, 
Liberty Alliance and the TLS-Federation might gain sufficient implementation ground in the 
Member States to also become de facto standards, and for that reason a method to attach 
such systems to the pan-European system is also briefly defined in this document. 

It should be also noted, that the back-office communication from the application to 
application (web service federation) will also require usage of different identity management 
standards. From the surveys we found out that the only standard which has gained any 
ground in European identity management implementations is the Liberty Alliance. Based on 
the surveyed countries responses there are already several implementations done using this 

                                                   
7 The XML security standards like XLM encryption and signature are independent of the 
transport protocol used in general, but are also with SOAP. 
8 Report on comparison and assessment of eID management solutions interoperability.doc 
9 OASIS' eXtensible Access Control Markup Language 
10 The SAML 2.0 standard is based on the Shibboleth, ID-FF and SAML 1.1 standards. 
Currently SAML 2.0 is adding more functionalities as what the SAML 1.1 was providing and 
for that reason it could also be placed under the framework landscape (previously noted as a 
federation protocol). 
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standard. It should be noted, that because service discovery is not directly part of the pan-
European Proxy Service, this part is left for the Member States to decide.    

 

6.1 Proxy services 
 

In this section we will focus on explaining the technical details of the pan-European Proxy 
Service (PEPS). The main functionality of the common federated authentication process is to 
discover who is requesting services, discover the correct Identity Provider and to discover 
the requested service. As introduced in the previous chapter, the PEPS can have different 
ways of implementation, and the creation of a central European PEPS infrastructure is not 
strictly required. The right selection of the implementation can depend on various questions, 
such as the technical advancement of the country, the internal selection of the trust model, 
and the internal administrative organization within the country. 

 

Because there are obvious differences between the selected implementation methods we 
have divided this section in four different subsections: 

 

• First of all, in section 6.1.1 we will introduce the trust chaining of the pan-European 
identity management system. The purpose of this section is to provide a high level 
description of the required trust in each implementation methods. 

• Secondly, section 6.1.2 we will introduce the common functionalities of the pan-
European identity management system. The purpose of this second section is to 
provide a detailed description of the components required in each implementation 
scenario. 

• Section 6.1.3 will introduce the functionalities of the pan-European central proxy 
services. The purpose of this third section is to provide a detailed description of the 
component and participants when using a central solution. 

• Section 6.1.4 will explain the high level functionalities of the pan-European local 
proxy services. The purpose of this fourth section is to provide a detailed description 
of the component and participants when using a local solution. 

 

It should be noted, that the following sections will include several technical SAML 
implementation details. Thus, the technical implementation reference documentation is not 
the goal of this project and the presented details are only intended to act as a basis for the 
pilot implementation. The pilot implementation should then take the responsibility of creating 
detailed technical implementation guides for the participating countries.  

Those details presented here are based on the real life implementation scenarios (e.g. 
Liberty, shibboleth SAMLv2, GUIDE project and different eGovernment implementations). 

.  
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6.1.1 Trust chaining in PEPS 

In a previous chapter, we have explained the high level differences between the 
authentication models to be selected. In this section, the comparison table between the 
proposed models is presented. As noted in previous section, the use of a central PEPS or the 
local PEPS model is dependent on the MS’ choices. 

 

Model Description Trust Route Details 

The Identity 
Provider 

The Service 
Provider in MSA 
trusts the 
Identity Provider 
in MSB directly. 

The direct trust 
model provides 
end to end 
security and 
privacy to the 
citizen. 

USER – SP à 

IDP – USER –
SP 

After request to 
the target 
service user is 
re-directed to 
the IDP or PEPS 
(discovery). 
Signed and 
encrypted token 
is sent directly to 
the service.  

The Foreign 
PEPS 

The Service 
Provider in MSA 
trusts the 
Foreign PEPS. 
Tokens signed 
and validated by 
any PEPS will 
be accepted. 

Direct 
communication 
link from any 
PEPS to the 
requested 
service. Only one 
re-signing 
process. 

USER – SP à 

IDP – USER – 
For. PEPS – 
SP 

 

After request to 
the target 
service user is 
re-directed to 
the IDP or PEPS 
(discovery). 
Signed and 
encrypted token 
is sent to the 
For. PEPS for 
the re-signing 
process, before 
sending it to the 
service. 

The Central 
PEPS 

The Service 
Provider in MSA 
trusts the 
Central PEPS. 
Tokens signed 
and validated by 
the Central 
PEPS will be 
accepted. 

Central trust 
model, all tokens 
validated by 
central PEPS are 
accepted. Only 
one re-signing 
process. 

USER – SP à 

IDP – USER – 
Cent. PEPS – 
SP 

 

After request to 
the target 
service user is 
re-directed to 
the IDP or PEPS 
(discovery). 
Signed and 
encrypted token 
is sent to the 
central PEPS for 
the re-signing 
process, before 
sending it to the 
service. 

The Local 
PEPS 

The Service 
Provider trusts 
the Local PEPS. 
Only the tokens 
signed and 

The MSB can 
specify own trust 
lists. Possibility 
to trust only 
selected Member 

USER – SP à  

IDP – USER – 
For. PEPS – 
Loc. PEPS – 
SP 

After request to 
the target 
service user is 
re-directed to 
the IDP or PEPS 
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validated by the 
Local PEPS will 
be accepted. 

States in the 
network.  (discovery). 

Signed and 
encrypted token 
is sent to the 
For. PEPS for 
the re-signing 
process, after 
that it is sent to 
the Loc. PEPS 
for second 
resigning 
process, before 
sending it to the 
service. 

 
The first introduced and technically most preferred model is the direct trust to the foreign 
Identity Provider (i.e., a Service Provider obtains his information directly at the source, 
without intervention by a PEPS or other proxy service to establish trust). It is the only model 
which is capable of creating end to end security directly between the citizen and the Identity 
Provider. By providing end-to-end security we can ensure a higher privacy protection for the 
citizen.  Albeit, it creates additional challenges on how to distribute the trust inside pan-
European eIDM solution. The SP should be able directly trust the foreign IDP. In this model 
the PEPS will only act as a central point of discovery and the registering authority of the 
services. Optional registering of the services will be presented later in this document. 
However, this model is also organisationally and legally the most complicated, since it 
requires the Service Provider to know the competent IDPs in all of the participating countries, 
and requires the establishment of trust agreements between the SPs and IDPs. Thus, the 
model doesn’t scale flexibly. The flexibility of such system could only be improved with Local 
PEPS. The Local PEPS would then act as a validator of local services (IDP´s should still 
exist in a common metafile).  

The second introduced model is the trust to any of the pan-European Proxy Servers in the 
system. In this model only the SAML assertions signed by any of the PEPS in the pan-
European eIDM solution will be trusted. Usually the accessing citizen local PEPS will process 
the re-signing (in a table, the Foreign PEPS). In this model the trust is built between the 
PEPS and the SP. Thus, this model is organisationally and legally less complicated than the 
first, since the SP does not need to conclude agreements which individual IDPs, but only with 
the PEPS. However, since there may be a multitude of PEPS involved when the IDP wants 
to trust all foreign PEPS, the model will still require at least one trust agreement per foreign 
country. 

The third introduced model is the trust to the central PEPS in the system. In this model all 
authentication processes made by the foreign citizen are re-directed through central PEPS. 
The PEPS will thus also act as a central point of trust for the SP in the system. This model 
can be used if the country where the SP is situated does not have local PEPS implemented. 
In this model only the SAML assertions signed by the central PEPS are trusted by the SP. 
From an organisational and legal perspective this is much simpler than the first two models, 
since the SP only needs to establish a trust agreement with the central PEPS, and not with 
foreign PEPS or specific IDPs. 

The fourth introduced model is the trust to the local PEPS in the system. In this model all 
authentications made by the foreign citizen are re-directed through the local PEPS. This 
model is also capable of creating “tunnelled” security between the domains, by encrypting all 
communication between the foreign PEPS and local PEPS. The local MS domain and each 
of the local Service Providers will only trust the local PEPS. From an organisational and legal 
perspective, this is the simplest model, since the trust relation between the SP and his local 
PEPS is a purely national matter, subject only to national law and local national preferences. 
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6.1.2 Common functionalities 

In this section, we will present the common functionalities in the pan-European Proxy 
Service. These are the functionalities, which need to be implemented in each architectural 
scenario. 

The SAML 2.0 standard has been selected in this proposal as the preferred solution to be 
used as a federated identity management standard in pan-European eIDM solution. This 
selection is done based on the results of the previous analysis11 during this project. The 
SAML is the only standard adopted by a significant portion of the identity management 
frameworks and it is the only standard which is already gaining implementation popularity in 
Member States. However, the most important criteria are coming from its technological 
advancement. The SAML standard offers all required functionalities, which makes the 
creation of the PEPS infrastructure possible. During this section of the document we will 
outline the implementation of those functionalities.  

It should be noted, that in spite of the principal preference for one common standard, there 
may be reasons to support other industrial standards in the near future. The pan-European 
eIDM roadmap includes the uptake of the businesses to the implemented eIDM system. It 
may become necessary to integrate other standards like WS-Federation into the system in 
the near future, because businesses might be keener to adhere to such standards which may 
be presented as a part of their current technical infrastructures. 

The support for other standards can be achieved with translation services. Such translation 
services will act as a translator between the selected SAML standard and others which has 
been selected either by individual country or business. More details about translation 
services can be found in section 6.1.4.1. 

  

6.1.2.1 Communication service 

In order to function properly a specification for browser based communications needs to be 
set. In this section, we will specify which SAML profiles should be used during the service 
access process. Only those profiles used in communication are presented here. 

 

6.1.2.1.1 Example authentication process 

To make our proposal more concrete, we have created a small example authentication 
scenario. In this scenario some presumptions of the underlying infrastructures are made and 
depending on the PEPS implementation methods the actual process may vary.  

In this example we use the model where both the requesting and target Member States have 
a local implementation of the PEPS. We also use an assumption of the selected re-direction 
method (common HTTP redirect, without POST). 

 

                                                   
11 Analysis and Assessment of similarities and differences - Impact on eID interoperability 
and Report on comparison and assessment of eID management solutions interoperability 
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1. A Citizen accesses the eGovernment service in MSB. 

2. User will be redirected to the local PEPS using HTTP redirection GET profile. 

i. Distinction between the local users and foreign users should be 
made on the SP level. (E.g. IP range could be used, this works only 
when user is accessing the service from home location. User 
selection should exist, e.g. user is accessing from internet cafe.)  

b. Parameter indicating the service requested will be attached to the 
redirection. 

c. If the service is not registered to the PEPS it can add additional PEPS 
specific variables indicating minimum assurance level to be used. 

d. The Local PEPS will verify the assurance level required. 

e. User is presented a web-page in which he/she needs to select the country of 
origin. 

f. PEPS will present the list of available IDP in a user’s home country. Only 
those IDP´s are listed which meet the requirement of the assurance level. 

i. If the Foreign PEPS does not know the IDP required the user can be 
automatically redirected to the home country PEPS. 

3. User will be redirected to the IDP for additional authentication using HTTP 
redirection. 

a. Additional PEPS specific variable indicating the status of registration of the 
service will be added.  

b. User will perform an authentication in IDP. 

i. If the service was not registered to the PEPS an additional warning 
will be displayed to the user indicating that the service is not 
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registered. At this point user can select not to continue the 
authentication process. 

ii. User will be informed with a warning about the attributes to be sent 
to the foreign eService.  

4. User will authenticate 

5. User will receive and redirect SAMLart of the authentication to the SP.12 

6. The SP will send <Samlp:ArtifactResolve> to the IDP 

7. The IDP will send <Samlp:ArtifactResponce> to the SP 

a. The Response will include the assertion created for the user. 

8. The user can access the service requested. 

 

It should be noted that the communication path presented above could vary. This process 
can be changed if the IDP or/and the SP are not registered to the pan-European eIDM 
network. In such scenarios the PEPS in between should re-sign the communicated 
information (E.g. if the eGovernment service in MSA does not trust directly to the IDP in 
MSB, then the Local PEPS in MSA should re-sign the assertion received from IDP). 

The authentication process presented above is only describing those phases important for 
authentication. Additional authorizations based on user role and discovery phases will be 
explained later in this document. 

 

6.1.2.1.2 Web Browser SSO Profile 

The Web Browser SSO Profile is used when a citizen accesses a resource at a SP. This 
profile specifies the common method to redirect and distribute the authentication request 
information from SP to ISP. These functionalities are used together with the SAML 
Authentication Request protocol, the HTTP redirect functionality, HTTP POST and HTTP 
Artifact bindings. 

With a HTTP re-direction the user can be automatically re-directed to another URL-address. 
HTTP re-direction is a commonly used and supported function in different web-based 
services. A common usage of the re-direct is when a user is directed from a requested 
service to the IDP (usually a portal) for authentication. In a pan-European eIDM solution it 
can be used to re-direct the user from the eGovernment service to the PEPS for 
authentication. 

The SAML standard introduces two different profiles for re-direction. The HTTP Redirect 
binding and the HTTP POST binding both can be used during the authentication process. 
The HTTP Redirect is most commonly used when the user is redirected to another URL. 
Thus it has one major limitation, it does not work when the data to be transmitted is large; it 
has a limitation in its size. The HTTP POST then gives additional enhancement to the 
redirection; it is not tied to the size limitation of the common HTTP redirect process. 

 

                                                   
12 Depending on the trust model chosen the response could be re-signed at the PEPS level. 
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How does this work in practice? 

E.g.: I am from country A, and have a smart card with certificate. I want to authenticate 
myself in country B, but my token is not compatible with their system, so I need a proxy 
service. How does this work? 

- The SP in country B allows me to choose that I need to use PEPS authentication, 
rather than their own authentication method (e.g. click on a ‘EU citizen’ button). I’m 
redirected to country B’s PEPS, with a message that declares the required identity 
information. Alternatively, the application can recognize that the requesting IP-address is 
coming from another EU country and redirect the citizen automatically to the PEPS. 

- The redirection information will include the necessary details about the minimum 
assurance level required (or the application could be registered to the PEPS and in such 
scenario the PEPS will already know what the requirements for the IDP are).  

 

 

6.1.2.2 Discovery service 

The Identity Provider Discovery Service Profile defines the method for discovery in pan-
European identity management system. The discovery of the citizen IDP in a first phase 
should be based on a user selection and later to the common cookie defined in the Identity 
Provider Discovery Service Profile. 

The pan-European Proxy service will act as a main communication channel between the 
Member States. It should provide the first stage discovery services for the citizens Identity 
Provider, and the Identity Provider will then act as a authentication and attribute service for 
the citizen. In section 6.1.2.1.1 we already described the example authentication process 
including high level functionality of the Discovery Process.  

In this section, we will describe the process of the discovery more detailed. The discovery is 
conducted as a user initiated process, in which the user selects the target IDP. This model is 
suitable, because users can access the system from several different locations (e.g. internet 
café). The possible automated discovery of the user IDP can be conducted later with SAML 
2.0 based cookies.  
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The picture above presents the common situation of the IDP discovery. The citizen is first 
redirected from the queried service to the PEPS. The PEPS will perform a citizen IDP 
discovery and redirect the citizen to the correct IDP. After the authentication IDP be redirect 
the user to the service queried. 

The selected SAML 2.0 standard will be used during the discovery process. As a discovery 
function SAML2 introduces the Identity Provider Discovery Profile (IdPDP). The SAML2 
IdPDP relies on a common domain and common domain cookies13 between the Identity and 
Service Providers. In a standard Common Domain Cookie process14 the IDP will use a 
writing service to create a common cookie ("_saml_idp") after a successful authentication. 
The cookie will be stored on the citizen workstation; the SP (or PEPS) can then later use the 
reading service to read the recently used IDP from the cookie created. 

 

6.1.2.2.1 Discovery process of the citizen IDP 

The discovery of the citizen Identity Provider should occur when he/she is accessing the pan-
European eIDM system. This can happened with or without citizen participation to the 
discovery process (active/passive). Both approaches are presented in the description below: 

 

Basic requirements for Discovery Service 

• The IDP must be first approved (registered) and attached to the system 

• The Discovery Service must exist in the PAN European proxy service 

 

Methods used in discovery 

• Active; The Citizen selection in a PEPS 

• Passive; Usage of the SAML common domain cookie 

 

In an active process when a user accesses the eGovernment service from a location where 
he/she does not have a common domain cookie in place the user will be redirected to the 
PEPS for the initial discovery of the IDP. The usage of the common cookie can be prevented 
by the local policy or the user could try the access from the new location. After the redirection 
process, the user will be presented with a web-page where he/she can select the country of 
origin. 

The discovery service of the PEPS will read the necessary service information from the 
redirection URL (name of the requested service and the assurance level required). Based on 
the country of origin and the assurance level required the user will be presented with a list of 
available IDP in a user’s home country (only any IDPs providing an adequate assurance level 
will be shown to the user). The user can make a selection from the list (provided that an 
adequate IDP exists) and the redirection to the IDP is performed. 

During the first authentication process the IDP will use a common domain cookie writing 
service to create a cookie for the user. This common domain cookie if still valid will be used 
in a future more passive oriented discovery process explained below. 

 

                                                   
13 Cookie syntax should be in accordance with IETF RFC 2965 [RFC2965] or [NSCookie]. 
14 Cookies could be vulnerable against the poisoning attack. In such scenario cookie could be 
modified and user re-directed to unknown IDP. To mitigate the threat of poisoning, the SP 
should verify that the IDP is part of the pan-European circle of trust. 
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In a passive process when a user accesses the eGovernment service from a location where 
he/she has an access to the common domain cookie previously created the cookie will be 
used in assistance of the discovery process.  

 

How does this work in practice? 

E.g.: I am from country A, and have an smart card with a certificate. I want to authenticate 
myself in country B, but my token is not compatible with their system, so I need a proxy 
service. How does this work? 

- The SP in country B redirects me to a PEPS service (required authentication level 
attached). 

- The PEPS will discover the right IDPs from the metadata (IDPs providing 
authentication at the requested level) 

- The citizen is requested to select the home country from the list of the pan-European 
countries. 

- The Citizen is presented with a list of the possible IDPs (in the selected country) 
which he/she could use to authentication to the eGovernment service in country B. 

- Based on the user selection the user will be then forwarded to the right IDP for the 
authentication process. 

 

 

 

6.1.2.3 Validation service 

 As described in the section 6.1.1 the trust in the PEPS is critical component. This can be 
achieved with approving only registered Identity Providers and by performing the validation 
of the Identity Provider. The Bridge CA concept introduced two different approaches to the 
management of the CTL. The first one is the centrally managed approach to the trust and the 
second possible solution is the national management of the CTL. Both of the validation 
methods should be built for the functional eIDM solution. Based on the study of the Bridge 
CA we can notice that not all of the Member States will approve the centralised model, 
instead there will be countries requiring their own validation service, which will decide on 
which IDP´s to trust. 

It should be noted, that the validation of trust does not necessarily require the maintenance 
of the physical Bridge CA service; rather the Bridge CA should be implemented as a method 
of distributing the trust. As described earlier in this document a similar structure of trust 
chaining will exist in the system in all usage scenarios presented. Still it is important to notice 
that the metadata and the publication location should be secured. Trusted third party is then 
needed when metadata is signed (integrity) and published (ensuring the identity of the 
publisher). 

The SAML 2.0 standard is usually based upon pre-existing trust relationships that rely on 
PKI. In this area the usage of the signed CTL-lists will become an important fact.  

The Metadata of the SAML standard can be used internally in IDP and in SP as a local trust 
list (each trusted entity will be added to the metadata). 
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6.1.3 Technical details of the Central PEPS 

In a previous section we have explained the main functionalities of the PEPS. In this section, 
we will concentrate on pointing out the differences in implementation when the Central PEPS 
is used. 

The main functionality of the Central PEPS is always the discovery of the citizen IDP. The 
citizen accessing the PEPS will be asked to indicate his/her country of origin, and based on 
the selection the user is provided with the list of available Identity Providers (IDP´s providing 
identity information minimum at the requested assurance level). So the main technical 
functionality of the Central PEPS is to provide a web-based discovery interface for the pan-
European identity management system. 

The secondary task the Central PEPS has to undertake is to provide a functional layer to MS 
applications which are not behind a Local PEPS. As noted above, such eGovernment 
applications can be either regional or national. A common characteristic for these 
applications is the fact that there is no Local PEPS to trust; instead the trust is built between 
the application and the Central PEPS service. In such cases the registration of the 
eGovernment application is mandatory, not optional as in other scenarios. 

During the authentication process the citizen can be presented with an eGovernment 
application list or a national portal list. The main functionality of this list is to provide service 
discovery functionalities for the user. Since uptake and maintenance of such a gigantic portal 
would be extremely heavy, it is recommended that such service level functionality is only an 
optional feature for the PEPS. Only those applications registered centrally should be listed in 
a Central PEPS. Rather it is recommended that such links are only built into MS portals, 
which will then assist the user to discover the right service. 

Technically the Central PEPS should support following aspects: 

• SAMLv2 

o Signing functionalities are required when an assertion consumer does not 
directly trust the assertion provider. In such a scenario the Central PEPS will 
perform a resigning process of the assertion. (XML signature and 
encryption). The signature function is required also for the signing process of 
the metadatafile. 

o The SAMLv2 metadatafile should include all the registered Identity 
Providers. It should also include all the registered eGovernment services in 
pan-European system.  

o The Central PEPS should support SSL/TLS connections when publishing 
metadata. 

 

6.1.4 Technical details of the Local PEPS 

In a previous section we have explained the main functionalities of the PEPS. In this section, 
we will concentrate on pointing out the differences in implementation when a Local PEPS is 
used. 

The core functionality of the local PEPS and the central PEPS is similar. The main difference 
is in to whom they are offering the services. In addition to the citizen IDP discovery the 
purpose of the local PEPS is also to provide services for assertion signing, locally trusted 
IDP/PEPS list and optionally services for the eGovernment application discovery. 

During the authentication process the citizen is presented with a web-page where the country 
of origin of the requesting citizen is discovered. Based on the citizen selection the citizen will 
be redirected to the selected IDP.  
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6.1.4.1 Translation service 

During this document we have presented a solution which focuses on the use of the most 
commonly implemented standard (SAML). It should anyway be seen that this might not be 
the case in all implementations of eGovernment services15.  

The Member State could select to use a non-interoperable standard to carry out the internal 
identity management and identity recognition. The challenge of integrating businesses into 
the defined architecture can also critically affect the requirements of the implemented 
system, especially since it goes without saying that businesses will not select one unified 
standard to be their internal IDM solution. In such scenarios where a MS or a business need 
to work within the same eIDM landscape without a common standard a translation service 
should be built. 

This document will not describe the complete functionality of the translation service; it should 
just be noted that if a such service is required the standardization of token attributes is at 
some level required (different standards have a different way to present attributes and in 
some cases the tokens could even present completely different attributes). 

6.2 Back-channel communication channel 
 

In this section, we will describe the solution model in cross-border communication. The 
SAMLv2 standard has been selected to be the common standard for communications. This 
selection is based on the comparison made earlier during this project16. Main criteria for the 
selection was the SAML status as a standard, rather than a technology dependant framework 
(like WS-Federation or Liberty Alliance). As a standard SAML can be implemented into any 
of the frameworks and as such it does not exclude any vendor specific technologies from the 
pan-European Identity Management solution. The SAML v2 standard is based on the 
development made in SAML 1.X, Shibboleth and Liberty, so as such it is the most advanced 
standard for federated identity management. It contains key functionalities important for the 
pan-European Identity Management system, such as the support for context-based 
authorization (XACML), best suited privacy enhancements, distributed trust modelling using 
PKI-based infrastructure and the possibility of open source based implementations. 

In following sections we will introduce all the main SAMLv2 bindings and profiles necessary 
for the pan-European Proxy Service (PEPS). This chapter will focus on the introduction and 
the chapter following this one will present more detailed view how these bindings and profiles 
should be used within the pan-European system. 

 

 

 

 

 

 

 

                                                   
15 E.g. Different regions in a Member State might have some on-going projects and 
implementation, which are not identified in this project. These projects might be based on the 
different standards as it is defined in this common specification. 
16 Report on comparison and assessment of eID management solutions interoperability 
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6.2.1 SAML contexts 

This section will focus to introduce the SAML authentication Context Concept and method to 
link it with the pan-European eIDM architecture. First we will link all SAML based assurance 
levels to the pan-European assurance model and then we will describe the additional need 
for the privacy enhancement and the context specific authorization. 

 

6.2.1.1 Assurance levels 

In this section, we will describe the linking of the SAML Authentication Context Concept to 
the pan-European assurance levels defined during this project. 

Based on the earlier country profiles created during this project we could see that diversity of 
the used authentication token methods is broad inside European countries. The 
eGovernment service may require information additional to the assertion itself in order to 
assess the level of confidence it can place in that assertion. 

The comparison of the proposed Assurance Level model and SAML Authentication Concept 
can only be conducted against the technical linking of the tokens in Proposal for multi-level 
authentication mechanism and a mapping of existing authentication mechanisms. 

The table below provides an overview of the assurance levels for which each of the tokens 
can be used (i.e. the maximum permitted assurance level of each token type), independent 
of other technical or organisational security guarantees. 

 
Assurance Levels 

Allowed Token Types 
1 2 3 4 

Hard crypto token X X X X 

Soft crypto token or one-time 
password device token 

X X X  

Randomly generated password, 
PIN token or password list (but not 
passwords or PIN tokens chosen by 
the claimant). 

X X   

Password or PIN token chosen by 
the claimant 

X    

 

The SAML 2.0 standard includes the following schemas: 

 
Assurance Levels 

SAML 2.0 schema 
1 2 3 4 

Internet Protocol 

- The citizen is authentication through the use of a 
provided IP address. 

    

InternetProtocolPassword 

- The citizen is authentication through the use of a 
provided IP address and username/password. 

 

X    
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Kerberos 

- The citizen is authentication using a password to a local 
authority, in order to acquire a Kerberos ticket. The 
creared kerberos ticket is the used for subsequent 
network authentication. 

X    

MobileOneFactorUnregistered 

This context class is used only on the device authentication, 
not the user. The device is authentication without explicit 
end-user interaction. 

 

    

MobileTwoFactorUnregistered 

- Uses two-factor based authentication, such were the 
secure device is recognized and a user PIN is 
presented. 

X    

MobileOneFactorContract 

- A single factor authentication, where a mobile contract 
customer is used. Tamper resistant digital signing 
device could be used, but without a required PIN or 
other user authentication. 

    

MobileTwoFactorContract 

- Uses two-factor based authentication, where a mobile 
contract customer is used. Tamper resistant digital 
signing device could be used, with a required PIN or 
other user authentication. 

 

X    

Password 

- A password over an unprotected HTTP session is 
presented. 

X    

PasswordProtectedTransport 

- A password over a protected session is presented (e.g. 
SSL/TLS session). 

 

X    

PreviousSession 

- Is applicable when a citizen had authenticated at some 
point in the past using any authentication context. 
Should be only used together with description of the 
authentication method used in a previous session. 

 

    

Public Key – X.509 

- The citizen s authentication by means of a digital 
signature (X.509). 

 

  X  

Public Key – PGP 

- The citizen s authentication by means of a digital 

 X   
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signature (PGP). 

 

Public Key – SPKI 

- The citizen s authentication by means of a digital 
signature (SPKI). 

 

 X   

Public Key - XML Digital Signature 

- The citizen s authentication by means of a digital 
signature (the processing rules specified in the XML 
Digital Signature specification [XMLSig]). 

 

  X  

Smartcard 

- The smartcard is used in citizen authentication. 

    

SmartcardPKI 

- Two-factor authentication where a smartcard is used 
together with a PIN-Code. 

 

   X 

SoftwarePKI 

- The software based certificate (X.509) is used for the 
authentication. 

  X  

Telephony 

- The citizen is authentication used the provision of a 
fixed-line telephone number (using a telephony 
protocols such as ADSL). 

 

    

Telephony ("Nomadic") 

- Roaming user, where authentication is done using the 
line number, a user suffix and a password element. 

 

    

Telephony (Personalized) 

- The citizen authentication is done using the fixed-line 
telephone number and a user suffix. 

 

    

Telephony (Authenticated) 

- The citizen authentication is done using the fixed-line 
telephone number, a user suffix and a password. 

 

    

Secure Remote Password 

- The Securer Remote Password is used for 
authentication (as specified in [RFC 2945]). 

X    

SSL/TLS Certificate-Based Client Authentication   X  
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- The client certificate is used to authenticate the user to 
the service. 

 

TimeSyncToken 

- A time synchronization token is used in authentication. 

 

  X  

Unspecified 

- The unspecified method for user authentication is used. 

 

    

 

As the table above shows the direct linking of the SAML context classes and the pan-
European assurance levels is not possible. The linking above is based independent of the 
registration or other organisational processes. The context classes in SAML could be 
combined, where the selection would depend on the authentication method used. E.g. the 
citizen using an eID token (smart card with a qualified certificates), such should be indicated 
using both the Public Key – X.509 and SmartCardPKI together. 

As such the SAML Authentication Context will specify the concrete mechanism for the 
authentication, not the level of assurance. The pan-European system should rather rely on 
the assurance level, where not only the mechanism, but also the process behind the 
mechanism is relevant (e.g. registration process). 

For this reason an addition to the SAML extension for assurance levels should be used. The 
extension field in SAML Authentication Context should include the attribute AssuranceLevel 
(1-4). During the registration process the IDP would be granted the right to use one of the 
defined assurance levels. After the registration the IDP could use the given assurance level 
in each of its authentication responses.  

 

6.2.1.2 Sector specific context 

The SAML standard includes definitions for usage of the XACML and SPML in more 
advanced policy decisions during authentication and authorization process. This is a key area 
when conducting administrative and/or access on behalf of someone. During the comparison 
of the similarities and differences of the eIDM frameworks we recognized this to be one of 
the key advancement in SAML standard. 

The eGovernment service might require additional information about the citizen authorization 
context (e.g. public officer is requesting information of the citizen). The XACML profile will 
define the method used when additional attributes are required. Depending on the level of 
the information required either the SAML attributes or the assertions with XACML statements 
can be used to provide additional policies from the IDP to the SP. (XACML can be embedded 
inside SAML2 token) 

The description of the authorization will become a challenge after the initial implementation 
of the pan-European eIDM solution.  

Specifically from a XACML standard the usage of the decision statements should be 
included. The implementation of the pan-European eIDM system should use an 
<XAMLAuthnDecisionStatement> element instead of the standard SAML 
<AuthzDecisionStatement> element. 

The usage of the XACML together with SAML will become more essential when additional 
authorization needs to be defined. The SAML 2.0 Profile of XACML can be used to create 
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more detailed policy decisions about the accessing user. It can be used as a policy decision 
tool to identify if the user has a right to access requested service, or if the user has a right to 
access the requested service on behalf of someone.  

 

6.2.1.3 Privacy  

In this section, we will describe the usage of the persistent pseudonyms and transient 
pseudonyms. The usage of the privacy enhancing pseudonyms within the pan-European 
Identity Management system is mandatory. The pseudonyms can be used to solve two main 
threats imposed to the system.  

The first threat is the question about citizen privacy. The assertion containing the citizen 
attributes is no longer in the hands of the citizen or in the hands of the IDP after it has been 
sent to the SP. A security breach with the SP could endanger citizen privacy. The unique 
privacy enhancing pseudonym can be used to mitigate this risk. Using the pseudonym only 
linkable at the IDP level creates an extended protection to the citizen privacy.  

The second challenge for the pan-European Identity Management system is the fact that a 
commonly agreed citizen identifier is missing. Each of the Member States has their own 
solutions for unique identifiers or no solution at all. Using the persistent pseudonym, which is 
unique for each MS could solve the issue without additional effort to create a pan-European 
identifier. Each of the citizens in MSA would have their own unique persistent pseudonym, 
that unique identifier could then be used in eGovernment access. When an IDP maintains 
the linking of the real user identity and unique pseudonym, these could be discovered if 
required (e.g. by law). 

It should be noted, that the usage of the persistent pseudonyms does not solve the threat 
around linking the citizen from service to service. If the same unique identifier is used in all 
services available for the user, then the malicious attacker could link the usage of the identity 
to the different services. This could eventually lead to the complete discovery of the citizen 
identity. This requires additional protection to the citizen identity, wherein the system could 
include the usage of transient pseudonyms, i.e. randomly generated and session specific 
pseudonyms which could be used in services requiring lower levels of certainty about citizen 
identity. 

 

6.2.2 Monitoring and logging services 

The monitoring and logging of the authentication process should exist in all levels of the 
PEPS. They should collect a part of the data they’ve processed (e.g. who authenticated, 
where and what attributes were used), to the extent that this is required for auditing purposes. 
In order to ensure that the system remains compliant with European data protection 
principles17, each of the implicated entities (IDP, SP and PEPS) should log only personal 
data that is strictly related to their function to ensure compliance with the Data Protection 
Directive’s provisions with regard to proportionality and purpose, and only for as long as 
needed for auditing purposes.  

Storage of specific identity attributes that can be directly ascribed to the data subject should 
be avoided, and minimised when it cannot be avoided. The use of pseudonyms is crucial in 
this sense, since it allows the PEPS to maintain a usable record of authentication processes 
without storing identity information that directly allows the data subject to be identified.  

                                                   
17 See specifically the provisions of the Data Protection Directive, i.e. Directive 95/46/EC of 
the European Parliament and of the Council of 24 October 1995 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such 
data 
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Usage of logged information should only be permitted in case of disputed transactions, and 
only to the extent required to resolve this disputes. To avoid “big brother” concerns, as an 
application of these principles the PEPS should only log authentication processes, the IDP 
and SP would maintain more detailed information about the authentication process. Thus, log 
information for each of these parties would focus on: 

• For the SP: the only logging activity (apart from activities dictated by the 
application’s internal needs) is the requirement to log a reference to the assertions 
received from the PEPS, so that the relevant authentication process can be 
identified in case of disputes. 

• For the IDP: similarly, the IDP should only retain logs of its communication with the 
PEPS, specifically a reference to the authentication request and a log of the 
outcome, including the provided identity data (the IDP is the only point at which this 
information is retained, except of course for the SP, who may require to keep all or 
part of the identity data after the authentication). It is specifically important that the 
IDP remains application agnostic, i.e. it should have no information with regard to the 
applications that the user has tried to authenticate against. 

• For the PEPS: the PEPS should retain logs of the service from where the 
authentication request originated, the IDP from which the authentication process was 
completed, and a log of the outcome. Specific identity data with regard to the data 
subject should not be retained by the PEPS; this information is already retained by 
the IDP. 
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6.3 Common IDP services 
 

In this section, we will outline the required changes to the Identity Provider. It will provide 
information on how the IDP can be attached to the pan-European Identity Management 
network. The Identity Provider is an entity which provides user identities to the pan-European 
system. There can be various kinds of authentication methods supported by the IDP (e.g. 
username/password, X.509, OTP…). One of the key goals of such a system is that the 
current form of the presented authentication method is not changed. To accomplish this goal 
we need to specify how the current identity information can be presented in a mutually 
agreed and interoperable way. The second goal of the pan-European system is to provide an 
interoperable method to present this identity information. Because of the interoperability 
requirements we have chosen the SAMLv2 standard to be a common communication 
interface between the provided identity information and the requested service. In this section 
we will provide additional information about the requirements this creates for the Identity 
Providers attached to the system. 

It should be noted, that with an Identity Provider we mean such entities which are capable to 
create identities and to distribute those to other eGovernment applications. As such, those 
applications capable of creating their own identities, but not capable to distribute those will 
not be considered as an IDP, rather those will be included in the section of the Service 
Providers. 

There are two identifiable methods to integrate MS Identity Providers to the pan-European 
Identity Management network: 

 

• SAMLv2 implementation on the IDP level 

And 

• SAMLv2 implementation on the authentication portal level18 

 

6.3.1 Authentication service 

The main purpose of an authentication service is to authenticate the citizen. Based on the 
authentication a unique identity of a citizen can be created. Depending on the 
implementation and on the level of the pseudonym used this unique identity can or cannot be 
distributed to the pan-European system. As noted in previous section, the nature of the 
identity information should not be affected, thus the authentication method used affects the 
level of the trust in the authentication. Based on the assurance levels, the identities created 
by an IDP can be used in different foreign eGovernment service accesses. 

The standardization of the identity information distributed by the IDP only affects the 
communication method used. The SAMLv2 standard will be used to respond to the queries 
presented by the SP. When a IDP receives the authentication request directly from the SP or 
from the PEPS it will conduct the authentication process and present the result in SAMLv2 
artifact (later assertion) form. 

The Identity Provider should be able to support SAMLv2 metadata. In such the settings like 
<WantAuthnRequestsSigned> should be activated, based on this setting only those 
authentication requests signed by trusted SPs can request the authentication attributes of the 
user. The metadatafile includes the list of the trusted authentication request signers. 

                                                   
18 Some of the Member States have already implemented central authentication portals, 
which could be used in the pan-European Identity Management network.  
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Depending on the selected MS, the architecture list can either contain all registered Service 
Providers or the central or the local PEPS implementations. 

The IDP should be able to create SAMLv2 artifacts and assertions as a reply to the 
requesting service. The artifact is used in an initial response to the SP; the artifact will then 
contain the link to the authenticating citizen assertion. This assertion can be only received 
using trusted SSL connection between the IDP and SP. As noted previously all the requests 
and responses should be signed using PKI based infrastructure. This request also adds an 
additional requirement to the IDP: it should support the XML signing functions (thus also the 
XML parser should be installed). A secondary solution could include the XML encryption 
function. In this scenario the assertion itself could be encrypted, this would make the usage 
of the trusted SSL connection and artifacts needless. Thus the usage of XML encryption 
should be evaluated during the Large Scale Pilot project; because PKI based XML encryption 
might cause some delays (loss of scalability). The SOAP binding in SAMLv2 should also be 
used for additional security within the IDP and SP communication.  

 

6.3.2 Attribute authority service 

 

An attribute authority service (AAS) is required when asking the citizen attributes. The 
attribute authority service will be queried for the identifiers and additional attributes of the 
citizens. It will need to provide the queried attributes using the commonly agreed SAML 2.0 
standard. As pointed out in the previous section, requested attributes should be distributed in 
such manner that the confidentially and privacy are maintained. 

Two different attribute distribution phases can be recognized: 

 

Initial authentication of the citizen: 

• The SP sends an authentication requests to the IDP, which after the authentication 
process responds to the SP with an artifact and assertion (which will include all 
necessary and requested user attributes) 

• The SAML Attribute Profiles and pseudonym identifiers can be used 

Additional attribute query: 

• The SP sends an additional attribute query to the IDP. Commonly used e.g. if the 
user is accessing such areas of the service, which will require additional more 
identifiable information of the user (e.g. context or non-pseudonym based unique 
identifier). 

• The Assertion Query/Request Profile should be used. 

 

This functionality should be built using the SAML Attribute Profiles. Additionally depending on 
the results of the performance test in pilot implementation the SAML artifact Profile could be 
used (provided that the confidentiality of the assertion is built based on the SSL/TLS 
connection between the SP and IDP, rather than the XML-based encryption of the assertion it 
self). As noted in a previous section, both of the scenarios should be conducted in such 
manner that the maximum security of the citizen attributes is kept. Each assertion should be 
only provided if signed and encrypted (either the assertion itself or the channel used in 
communication). 

The citizen identifiers should be protected. The pan-European federation should be built 
using the persistent pseudonym identifiers. This pseudonym identifier (random value) can be 
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used in IDP to SP communications referring to the same user; each party will maintain their 
own mapping to their internal representation. 

6.3.3 Registration of the Identity Providers 

Registration of the Identity Providers used within pan-European Identity Management system 
is a mandatory process. Each of the Member State Identity Providers should be registered so 
that the eIDM infrastructure trust can be established and the discovery of the IDP can be 
performed. The main goal of the registration is to add the SP to the trusted list of the Service 
Providers (SAML metadata information). Each SP should have a certificate created by a 
trusted third party.  

 

6.4 Service Provider requirements 
 

In this section, we will outline the required changes to the Service Provider. It will provide the 
basic information how the eGovernment service can join the pan-European Identity 
Management network. 

 

There are two identifiable methods to integrate MS eGovernment services to the pan-
European Identity Management network: 

 

• SAMLv2 implementation on the SP level 

And 

• SAMLv2 implementation on the service portal level19 

 

There are no significant differences between the selected methods. The SAMLv2 will be 
implemented using the same metafiles and implementation instructions. The main difference 
comes from MS internal architecture: in a portal model the portal will act as a middle layer for 
the real eGovernment services. The portal will perform all SAMLv2 communications towards 
the IDP and PEPS. The internal authentication portal will then translate the SAMLv2 
authentication information to understandable form for the eGovernment service (e.g. the 
signed SAMLv2 assertion information will be translated at the portal level to native 
username/password form). In a SP implementation the SAMLv2 implementation will be done 
to each eGovernment service or a service group. 

 

6.4.1 Required implementations 

The description of the required implementations should be described more detailed in a 
technical implementation guide created during pilot project. This section will only provide 
baseline for such implementations, goal is to define the typical list of required elements in a 
Service Provider. 

The SP needs several components to be able to communicate with selected standards in a 
pan-European eIDM solution. The SP should be able to support XML (XML parser, XML 
Signatures and encryption), SAMLv2 (SAML metadata, SAML SOAP binding SAML Artifact 

                                                   
19 Commonly required in case of legacy systems.  
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binding and other profiles mentioned in this document), SOAP (SAML SOAP binding) and 
SSL support (for Back-channel SSL communications). 

Before establishing the cooperation between the eGovernment service and the PEPS 
infrastructure the technical and non-technical agreements must be set. Depending on the 
selected installation method the agreement can be between the portal and the PEPS or 
between the SP and the PEPS. The common method for the creation of the agreement is the 
SP registration at the PEPS. After the registration the SAMLv2 metadata will be updated 
(either on local or central level, depending on the selected trust modelling for the MS). 

The SAMLv2 metadata is a standardized way to describe the agreements between the 
system entities regarding identifiers, certificates and keys, ECT. SAML defines a large 
number of different metadata elements and attributes; most of these are optional. The right 
description and implementation of such elements will be more closely decided during the 
Pilot project. This document will only outline those important and required elements for the 
SP. 

A SAML metadatafile contains an instance describing either a single entity or multiple 
entities. In such the root element can be either <EntityDescriptor> or the 
<EntitiesDescriptor>. These fields will describe the Service Provider. A SAML metadatafile 
on a SP must also contain the <SPSSODescriptor>, which will indicate that the metadatafile 
is for the SP. 

The SPSSODescriptor element contains additional extensions which should be used to 
achieve the required security of the environment. 

AuthnRequestsSigned 

An optional attribute that indicates whether the AuthnRequests the SP sends should be 
signed or not. In a pan-European Identity Management network this attribute value should 
always be set as true. The value true indicates that the all requests send will be signed. 
Additional description of the SAMLv2 metadata, please refer to [SAML-Metadata-2.0]. 

The binding of the SOAP should be described in the Service Provider metadatafile. The 
Service Provider acts as an assertion consumer and should use SOAP binding. Additionally 
the assertion consumer service location should be stated in the metadatafile. The assertion 
consumer service will receive the SAMLv2 assertions and artifacts from the IDP; it will also 
act as a requestor if any additional assertions of the citizen are required. 

The support for back-channel SSL connection is needed when a SP resolves the assertion 
indicated in the artifact received from the IDP.  

 

6.4.2 Attribute consumer service 

The SP will act as an attribute consumer and a requestor in a SAML based 
authentication/authorization system. The IDP responses to the attribute consumer service 
with an assertion containing the requested citizen attributes, In a common process the citizen 
accessing to the service will be redirected to the IDP (through PEPS). The IDP will perform a 
citizen authentication and response with an assertion (or artifact) to the attribute consumer 
service (SP). The attribute consumer can request additional attributes after initial 
authentication process, in such scenario the SP requests additional attributes directly from 
the IDP. 

6.4.3 Service registration 

The eGovernment services used within the pan-European Identity Management system can 
be centrally registered. The registration itself is not a mandatory process, instead the 
Member State can decide which, if any of the services will be registered. If the registration of 
the eGovernment service is missing, this will cause a missing trust link between the target 
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service and IDP. In such scenario the IDP should warn the user that he/she is accessing a 
service unknown to the pan-European eIDM network. Additionally trust could be built 
between the local PEPS. 

Depending on the state of the registration the IDP should be able to provide additional 
information to the citizen during the authentication process, specifically on which identity 
information will be exchanged. If the registration of the eGovernment service has not been 
conducted, then the citizen should receive a warning about potential privacy risks during the 
authentication process, indicating that the SP is unknown and untrusted. 

Also depending on the status of the eGovernment service registration the PEPS can be used 
as a service discovery platform; however the maintenance of such a list might quickly 
become too complicated in countries with large numbers of supported applications. A 
secondary possible aid for service discovery for the user is the possibility to link the Member 
State service Portal to the PEPS. The PEPS service can include a link to the MS portal, if 
such exists. The purpose of such optional service is to help the user to find the right service 
in a foreign state. 

6.5 Security consideration 
 

The security of the SAML implementation should be addressed. The SAML security 
consideration document provides valuable information how the threats and thus security risks 
should be handled within the SAML implementation. It provides valuable information, 
recommendations and countermeasures that can be used to mitigate those security risks.  
The Privacy of the citizen and the confidentiality of the citizen’s information are the key 
issues to be solved. In previous sections we have already described the possible usage of 
pseudonyms in a citizen authentication. Questions of confidentiality can be solved with 
careful implementation of the systems and in such the recommendations of the SAML 
security consideration document should be used. 

The SAML based attribute queries and responses should always be digitally signed. The 
signature should be provided with such key only bound to the signer. This creates additional 
security requirement for the signing party, each private key should be protected with such 
manner that the identity of the signer can be guaranteed. The usage of the hardware security 
module is recommended. All the responses including a citizen attributes should be encrypted, 
in order to maintain the user’s privacy. 

The security of the system still needs additional care in implementation. The Service 
Provider and Identity Provider should follow the common guidelines (in such one could be 
ISO17999 controls) for archiving privacy and the confidentiality.  
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7 Compliance with design goals 
 

The common specifications as proposed above are compliant with the design specifications 
as presented in the introduction. Specifically, the proposed pan-European interoperability 
model is: 

  

a. federated: the system relies on a federated structure of PEPS and IDPs as 
the underlying mechanism for the authentication process and for the 
exchange of identity information, leaving the Member States the freedom to 
decide if and how to participate in the mechanism, by limiting the 
standardisation and harmonisation to the minimum level required to allow 
such a system to function. 

b. multilevel: the system will rely on a common definition of authentication 
levels, and the interaction between SP – PEPS – IDP allows for this to be 
implemented and maintained in practice. The SP will communicate its 
required security level to the PEPS, which will verify which of the registered 
IDPs can provide this specific level. Thus, the use of multilevel 
authentication is built into the architecture, and can be further supported 
through the use of SAML’s Authentication Context concepts. 

c. relying on authentic sources: this has been implemented through the reliance 
on IDPs, which are the only component in the model which must by 
necessity be organised on a strictly national level. The Member States retain 
their exclusive competence (and responsibility) of organising their identity 
resources in such a way as to ensure that their authentication processes are 
sufficiently reliable and that the provided data is accurate. 

d. allowing a context/sector based approach: the system does not contain any 
barriers for a context/sector based approach, and permits this through the 
possible use of  persistent pseudonyms or transient pseudonyms to restrict 
linkability if desired. Furthermore, if an eGovernment service requires 
additional information about the citizen authorization context, the system 
supports this through the use of the XACML profile. 

e. enabling private sector uptake, as soon as appropriate: private section SPs 
could accede to the mechanism, since it does not rely on closed standards 
and translation services could be built into the system to permit 
interoperability with other authentication models. Furthermore, prior 
registration of SPs to facilitate the discovery of IDPs is not required, so that 
the model is inherently flexible to the accession of new SPs. Finally, the 
system can distinguish between unregistered and registered services, and 
warn the user when he/she is trying to authenticate with an unregistered (and 
thus untrusted) SP. 


