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Reaching a “Single European Information Space” by 2010 (as indicated in the i2010 initiative) depends,
among other things, on how well Europe can secure its communication networks. Measuring the success
of this is challenging, hence the Council’s “Strategy for a Secure Information Society in Europe” calls for
multi-stakeholder co-operation to develop appropriate statistical indicators. This strategy was
published at a time when ENISA was already examining whether it is feasible to create a data collection
framework for security incidents and consumer confidence, in response to a request from the European
Commission. This report is the response to this request.

This report has been compiled after conducting a comprehensive survey of all European parties who
potentially have something to contribute, most notably Managed Security Service Providers, Computer
Emergency Response Teams, national security organisations, statistics offices (e.g. Eurostat), IT security
vendors, communication service providers, universities and other researchers. The survey was followed
by presentations and discussions, extensive web research and finally a workshop, where ENISA invited
potential partners, presented results of this feasibility study and initiated a partnership for data-
sharing. This initiative is now called “Partnership for ICT Security Incident and Consumer Confidence
Information Exchange (PISCE)”. Its purpose is to create an exchange of information on IT security and
consumer confidence trend data. A primary goal of this partnership is to encourage policy- and
decision-makers to become involved.

Author
Carsten Casper (ENISA)

Examining the Feasibility of a Data Collection Framework



Motivation

Reaching a “Single European Information Space”
by 2010 (as indicated in the i2010 initiative)
depends, among other things, on how well Europe
can secure its communication networks.
Measuring the success of this is challenging, hence
the Council’s “Strategy for a Secure Information
Society in Europe” calls for multi-stakeholder
co-operation to develop appropriate statistical
indicators. This strategy was published at a time
when ENISA, the European Network and
Information Security Agency, was already
examining whether it is feasible to create a data
collection framework for security incidents and
consumer confidence, in response to a request
from the European Commission. This report is the
response to this request.

The objective was to create a partnership of public
and private entities, which would benefit from or
contribute to a data-sharing initiative. This
partnership would establish a concrete framework
for data-sharing activities. Data shared within this
framework would relate to security incidents and
consumer confidence. Such data would allow
public and private, European and national
organisations to base their decisions with respect
to information security and consumer confidence
on detailed knowledge of the risk situation, to
combine various aspects into a “big picture”, to
harmonise different data collection approaches
and finally to measure the success of previously
implemented legal, regulatory, organisational and
technical measures.

Approach

ENISA presented this idea in various forums and
publications and gathered feedback over several
months. It emerged that the idea of a data
collection partnership and framework is complex,
because it touches on four related dimensions: 
1. who are the partners? 
2. what is the data? 
3. who wants it ? 
4. and how should it be collected? 

All four aspects depend on each other, so ENISA
decided to address them together in several
iterations, one after the other. First ENISA
conducted a comprehensive survey, followed by a
number of presentations and discussions; then it
complemented the results of this survey with
extensive web research. Finally the work was
completed with a workshop, where ENISA invited
potential partners, presented the results of this
feasibility study and initiated a partnership for
data-sharing.

ENISA solicited information from all European
parties who potentially have something to
contribute, most notably Managed Security Service
Providers, Computer Emergency Response Teams,
national security organisations, statistics offices
(e.g. Eurostat), IT security vendors,
communication service providers, universities and
other researchers.
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Results

The initiative was warmly welcomed by virtually
everybody who was asked for an opinion. Based
on the feedback of the organisations listed above,
ENISA identified almost 100 potential partners,
and evaluated more than 60 existing data
collection initiatives, including regularly repeated
surveys, one-time reports, online statistics and
complementary research. However, ENISA
suggests that the initiative should concentrate
first on a selection of the most promising partners
who focus on Europe, have already achieved high
visibility for their work, or have an established
relationship with the EU.

ENISA also identified dozens of indicators used in
these data collections, surveys and reports: the
conditions for sharing – or not sharing – sensitive
data, the motivations for doing so (e.g. when
reporting of incidents is required by law) and the
contributions that partners might be willing to
offer.

With these results, and given the scope of the
problem, it is apparent that one partnership for
data collection (“one-size-fits-all”) is not feasible.
It will be necessary to create new (or promote
existing) partnerships of different kinds and on
different levels. An additional co-ordinating
partnership could tie together specific existing or
new partnerships by supporting information and
data exchange, harmonising collection
methodologies or mediating trust.

Likewise, an operational data collection
framework that is implemented by a partnership
might take different shapes and use different
procedures, depending on the partnership. Such
procedures might include the interpretation of
measurements, (in)formal information exchange,

common categorisation/storage, the alignment of
methodologies, the exchange of aggregated data
and – least likely – the exchange of raw data. Some
of these procedures might be rather simple;
others would require dedicated financial and
human resources and long-term commitments.
These resources are the limiting factor for
creating a partnership and framework.

Workshop

The draft version of this report, presented in
October 2007, described what the different
players could do to engage in data collection
activities. Following this draft report, ENISA
organised a workshop in November 2007, to
present this study, bringing together many
potential partners, to discuss the results and to
kick off a general partnership which could then
evaluate and decide subsequent activities.
Feedback from this workshop was used to update
this report (indicated in some cases in this paper
with an additional text-box recording the
comments of workshop participants).

Participants in this workshop had the opportunity
to decide in which way they would like to support
data collection activities in the future: by pursuing
a high-level, non-operational data-sharing
partnership; by supporting existing and
encouraging new operational data collection
initiatives, or by initiating a co-ordinating
partnership. Workshop participants finally opted
for a phased approach, in which a high-level
partnership of present and some additional
participants would start immediately, with ENISA
providing minimal, time-limited support, and
would then evolve over time to support existing
data collection initiatives. Since trust is an
important element of such partnership and can
best be established and maintained face-to-face
(which is more difficult for overseas partners), the
workshop suggested that the partnership should
be restricted to mostly European participants.
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Partnership

This initiative is now called “Partnership for ICT
Security Incident and Consumer Confidence
Information Exchange (PISCE)”. Its purpose is to
Create an information exchange on IT security and
consumer confidence trend data. A primary goal of
this partnership is to encourage policy- and
decision-makers to become involved. This assumes
their demand is currently to deal with a number of
emerging threats to the resilience of and
confidence in ICT in Europe.

The partnership will evolve in several steps: 
• Increase the visibility of existing data

collections and mediate supply and demand 
(implemented with a wiki at 
http://wiki.enisa.europa.eu)

• Categorisation of reports, e.g. by developing a
useful template, e.g. sample size, source, time
of collection (presented at a later stage in the
wiki)

• Facilitate the understanding of reports,
without revealing details unless in a separate
trusted partnership (with a closed list and
ideally with a conference)

• Develop summary reports for decision-makers
(if/when/where resources allow it)

• Enlarge and deepen this partnership

The partnership will initially be supported by
ENISA in a minimal form until the end of 2007 (the
public wiki will be provided by ENISA, the closed
mailing list will be hosted by ENISA).

Outlook

Work on this initiative has been hindered by two
factors – the lack of expressed demand and the
absence of a driving force with a long-term
mandate. ENISA tried repeatedly to convince
policy-makers to express their opinions and
contribute to the planned partnership, with
limited success. Dozens of organisations and
hundreds of data collection reports do not exist
without a reason, but an explicit expression of
interest from policy-makers is needed to drive this
new data collection partnership in the preferred
direction. 

Moreover, it became apparent at the Berlin
workshop that this partnership needs a stable
driving force with a long-term commitment.
Although being warned about ENISA’s limited
resources due to the different priorities assigned
by ENISA’s Management Board for the coming
years and having considered alternatives,
workshop participants finally came to the
conclusion that ENISA is the only entity in

information security that is unbiased, European
and knowledgeable all at the same time. There is
no alternative to strong EC support for ENISA or a
similar EU entity that addresses information
security. Participants suggested creating an ENISA
ad hoc working group, to launch a Framework
Programme activity or to request support in the
form of budget and resources.

Conclusion

As the survey and the workshop have shown, a
wealth of data on information security incidents
and consumer confidence already exists. Often the
question is where to find it and then how to obtain
access to it. No-one wants to share information
about embarrassing security incidents. Moreover,
those who invest in data collection initiatives want
a return on their investment. Collecting,
aggregating and sharing data needs a sustainable
business model. The conclusion for decision-
makers is that, if they want data about security
incidents, they have to express this demand
clearly – and they have to pay for it. 

In addition, the goal of this partnership is not
simply to collect data. The goal is to support
partners in analysing past events, incidents and
breaches, based on data that participants have
collected. The objective is to deduce future trends
in information security, and to identify and
quantify emerging threats and emerging risks.
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2.1 How to Read this Document

If you have only 5 minutes, please read the Executive Summary.

If you have a little more time, we suggest you also read “2.7 Where to Start – A Strategy of
Convergence”, “3.3 Suggested Member States and Stakeholder Partners”, “4.1 Current State – Types
of Data and Indicators Commonly Used” and the different data-sharing scenarios in 4.5.1 – 4.5.6.

If you need a reference to various existing data collection initiatives, surveys and reports, then go
to “3.1 – Existing Member States and Stakeholder Initiatives”.

Read the whole report if you are interested in participating in this trusted partnership, the
motivation behind this report and the approach chosen.
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2.3 Motivation for this Work

According to European Commission
Communication COM(2005) 229 “i2010”1, security
is one of the four main challenges that must be
addressed to reach the objective of a Single
European Information Space. Achieving security
means to make the “Internet safer from
fraudsters, harmful content and technology
failures to increase trust amongst investors and
consumers”. This is also one of the objectives of
ENISA, the European Network and Information
Security Agency.

However, a “safer Internet” and “trust” are not
only hard to achieve, success is also not easy to
measure. For that reason, in May 2006 the
European Commission adopted a Communication
on a “Strategy for a Secure Information Society in
Europe”2 which insists, inter alia, on the need for
more reliable data both on information security
incidents and user confidence. In order to
implement this idea, the Commission submitted a
request to ENISA to “examine the feasibility of a
data collection framework”.

2.4 The Request

According to the ENISA Regulations, the European
Commission may request that ENISA carry out
specific activities. The background, scope and
objectives of this particular request are quoted
below. The request was received by ENISA on 4th
August 2006 and accepted on 17th August 2006.
The Terms of Reference were mutually established
on 21st November 2006. 

2.5 Additional Motivation for this
Work

In addition to the political background described
in 2.3 and the request that ENISA received (2.4),
there should in general be strong motivation for
private and public entities to engage in a data
collection framework. The reason is simple: every
solution must be appropriate for the size of the
problem – information security should be no
exception here. However, reliable information
about security incidents is a scarce resource.
Everybody would like to know more, but no-one
wants to share his own (often negative)
experiences.

“Background
In its COM(2006) 251, the Commission
emphasises that all stakeholders need reliable
and comprehensive data on information
security incidents and trends in order to
successfully tackle the security challenges for
the Information Society: “Effective policy
making needs a clear understanding of the
nature and extent of the challenges. This calls
for not only reliable and up-to-date statistical
and economic data both on information
security incidents and levels of consumer and
user confidence, but also up-to-date data on the
size and trends of the ICT security industry in
Europe.” This need is being matched by the
Commission's request to ENISA “to develop a
trusted partnership with Member States and
stakeholders to develop an appropriate data
collection framework, including the procedures

1 See http://eur-lex.europa.eu/LexUriServ/site/en/com/2005/com2005_0229en01.pdf
2 See http://eur-lex.europa.eu/LexUriServ/site/en/com/2006/com2006_0251en01.pdf
3 See http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2007:068:0001:0004:EN:PDF

and mechanism to collect and analyse EU-wide
data on security incidents and consumer
confidence” (section 3.2.1). In so doing, the
Commission highlights the role of ENISA in
fostering a culture of security in Europe.

Supporting this orientation, the Council
adopted in March 2007 a Resolution
(2007/C 68/01)3 confirming the need to
“develop, within the i2010 framework, in
co-operation with Member States and all
stakeholders, especially with statistical and
Member States’ information security experts,
appropriate indicators for Community surveys
on aspects related to security and trust”.

Scope and Objectives
One of the main objectives of fostering a
culture of security is improving the knowledge
of the problem at stake while recognizing the
respective roles of the various stakeholders
involved. To this end, the key role of Member
States in collecting relevant data is
acknowledged. However, the cooperation
among Member States seems to be still
insufficient with respect to the challenges
ahead. Against this background, the aspect of
working together (partnership) could help
achieve the overall goal (enhancing NIS in the
EU): a trusted relationship amongst all partners
is a prerequisite for their cooperation as well as
information sharing and the exchange of best
practices will be facilitated by the availability of
comparable data. Therefore the scope of the
requested task is 2-folded: (1) developing a
trusted partnership with Member States and
stakeholders and (2) developing a framework
for data collection.” 



Such information is needed by public and private
decision-makers, because it would help them 
to define an appropriate portfolio of
countermeasures. For policy-makers, this includes
laws, regulations and directives. A sound legal
framework is crucial to protect the citizen, not
overburden the industry and maintain an efficient
public administration. Public policy-makers could
make spam and spyware illegal, set a severe fine
for hacking, force Internet Service Providers (ISPs)
to manage the SMTP port or require them to
report the security measures they have
implemented, and the breaches they have
encountered, as was suggested by an ENISA
report4 in 2006. They could also use funding to
steer research in a direction necessary to fill the
gaps. The portfolio for private decision-makers
consists of the technical and organisational
security measures which they adopt following a
risk assessment of threats having an impact on
their business assets. However, regarding this
likelihood, policy-makers and private decision-
makers often skate on thin ice. So far, hardly any
analysis has been produced that is both
international and independent at the same time.

In addition, judging the success of
countermeasures is not only a question of
reducing the number of security incidents – no
matter how this is measured. It is also important
that companies and individuals trust ICT and the
Internet (again). This can be proved by statistical
data on financial, administrative and social online
transactions, which demonstrate the level of
confidence of consumers, clients and citizens.
Today, it is hard to see the relationship between
security incidents and consumer confidence and
the impact of security incidents on public policy
and public decision–making, as the diagram below
illustrates.

Measuring these two parameters – security of
ICT/the Internet and consumers’ trust – is the goal
of this European Commission initiative. However,
as large parts of the network infrastructure are in
private hands, both the main contributors as well
as the main beneficiaries can be found in the
private sector. 

Overview of Goals
As described in Commission Communication
COM(251) “A strategy for a Secure Information
Society”5 and as identified by ENISA in various
discussions with information security experts:
• Governments need reliable and up-to-date

statistical and economic data for effective
policy-making

• The progress of policies and their enforcement
should be measurable over time

2  Introduction
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4 See www.enisa.europa.eu/doc/pdf/deliverables/enisa_security_spam.pdf
5 See http://eur-lex.europa.eu/LexUriServ/site/en/com/2006/com2006_0251en01.pdf

“The creation of a framework for exchanging
security-related data and statistics is very
useful.” (A survey participant)
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6 It is important to note that ENISA’s role is NOT to actually gather any information about individual incidents nor 

does ENISA itself intend to collect operational data in any way.

• Benchmarking of countries is NOT the goal
• Data from different countries can be linked

together to obtain a “big picture” 
• Private entities – and even citizens – also

choose their technical and organisational
countermeasures based on the Internet
threats they perceive

• Competing security vendors and service
providers would like to receive guaranteed
benefits (information) without risks (loss of
competitive information)

• Industry could benefit from sector-specific
benchmarking

• Public and private researchers can harmonise
their approaches with others

The work of ENISA (which has resulted in this
report) is intended to address these goals. The aim
is to define a framework6 for data collection that
balances the interests of product vendors, service
providers and other private and public entities
throughout Europe. Ideally, the occurrence of
security incidents and overall trends could be
correlated with the evolution of consumer
confidence, while the relation between these two
and public policy and private decision-making
becomes transparent, as the diagram below
illustrates.

2.6 Challenges for this Study

This study had to face a number of challenges but
we believe that this report succeeds in balancing
the following differing goals:

• Political achievement – The idea of this “data
collection framework” originates from a high-
level political goal (see 2.3). While ENISA (like
most of the study participants) strongly
supports the general idea, it must be noted
that it is a long way from idea to the actual
sharing of bits and bytes, with a myriad of
misunderstandings, misinterpretations and
ambiguities to be encountered along the way.

• Scope complexity – The scope is more or less
clear for those who are engaged in this
initiative. However, the scope is difficult to
explain to others. The EC’s request says:
“Develop a trusted partnership with Member
States and stakeholders to develop an
appropriate data collection framework,
including the procedures and mechanisms to
collect and analyse EU-wide data on security
incidents and consumer confidence”. In the
event, this initiative is more a whole programme



rather than a single project, as a closer look at
the various elements (in italics above)
illustrates.

• Public versus private sector – There is a
natural tendency to overestimate the other
sector’s capabilities. One could think that all
that is needed is to bring together the 27 EU
Member States and – after resolving some
political issues and negotiating some
operational details – data-sharing could begin.
ENISA would have liked to do that, but the fact
is that the Agency received very little feedback
from the public sector, even though it was
addressed through the appropriate channels,
and hardly anyone (either public or private
sector respondents) pointed to a particular
government report. However, our web research
did reveal a few public sector data-sharing
initiatives, which are mentioned in this report. 

We have described these challenges above to make
one thing very clear: given the scope of the
request and the resources that were available, this
feasibility study7 can only scratch the surface of a
solution.

2.7 Where to Start – A Strategy of
Convergence

Trying to address this complexity leads to the
question: Where do you start? Identify potential
data first? Identify those who have it? Ask first
those who might need it? Find the ones who can
collect it? In fact, all these questions are related
and the answer depends on where you start.

2  Introduction
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• Trusted Partnership – Trust itself is a
complex topic. It usually implies long-term
relationships within closed communities
where members know each other well. A
partnership assumes equal members and
has a binding character of some sort. It
requires negotiation and commitment.  

• Member States – This introduces the
political dimension, including different
responsibilities in the different Member 
States, plus a differing political agenda in
each of them.

• Stakeholders – This introduces the private
sector (e.g. providers and vendors) and the
research community (e.g. universities) to the
partnership idea.

• Data Collection – Rarely can a term be more
generic than “data”. It does, however, have
a connotation of “bits and bytes” as
opposed to “information” which puts data
in a context. A collection implies an activity
reaching out to many or all parts of the
partnership, bringing data to one or several
collection points.

• Appropriate Framework – In addition to a
partnership of organisations, a framework is
process-oriented, established to make data-
sharing a reality, using agreed procedures
and rules. It has to be appropriate, which is
here interpreted as: do what is feasible in a
reasonable timeframe making efficient use
of resources.

• Analyse – An analysis introduces the notion
of “interpretation” and “expertise”.
Something happens to the data, and this
“something” can easily be in the spotlight of
criticism.

• EU-wide – While as a scope this is
understandable, in the reality of the global
Internet, Europe (beyond the EU Member
States) and “the world” cannot be left out.

• Security incidents – Security can be much
larger than IT security or information
security (as e.g. in “physical security”). Here
“security incident” means “an event that
happens in ICT (including the Internet) that
has a negative impact”. 

• Consumer confidence – This complements
the quest for “the problem” with the quest
for “the impact”. Security incidents may
cause consumers to act more cautiously and
an absence of incidents may make them
trust the Internet again. This may or may
not happen. The goal of this study is not to
look at psychological aspects of consumer
confidence – technical aspects of this
confidence alone lie within the scope (e.g.
number of online purchases).

7 Given the annotations to the study title above, we have recently started using the tagline “Better data – Better 

decisions”. This does not describe the scope very precisely but, in the context of information security, it describes 

the initiative sufficiently well.
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To be more precise, the following aspects of a data
collection framework have to be addressed:

• Data – There can (and probably will be) long
discussions about what “data on security
incidents and consumer confidence” means.
This report includes a list of suggestions and
samples (see chapter 4.1). For now (i.e. this
chapter), a common sense understanding of
“data” is sufficient.

• Data source – A data source is an organisation
that produces data, either by monitoring
technical infrastructure or by gathering data
from a community.

• Collection co-ordinator – A collection
co-ordinator is an organisation that brings
together data from different data sources,
acting as a sort of hub. Usually it does not
have data of its own. 

• Data consumer – A data consumer is an
organisation which uses data to make
decisions. Such data can originate from
collection co-ordinators or directly from data
sources.

A data collection initiative has to find out what the
data is, from where it originates, and who uses it.
The pros and cons of starting with one or the
other option are as follows:

• Decide data first:
• Pro: It clearly defines the scope of the

initiative.
•Con: It is not clear who to talk to. It can only

be a desk exercise.

• Decide data sources first:
• Pro: Allows addressing people and

discussing with them.
• Con: Whether they are open for data-sharing

depends on who is asking them and what
type of data is requested.

• Decide collection co-ordinators first:
• Pro: Makes it possible for data sources to

decide the level of trust and type of data.
• Con: Leaves it open whether this data is

really needed.

• Decide data consumers first:
• Pro: They can (hopefully) specify what they

need.
• Con: They will produce an unrealistic wish

list that will only partially be matched by
data sources.

Based on these considerations, ENISA decided to
take all perspectives into account as much as
possible. However, data sources receive prior
attention, because 

a) such organisations obviously have experience
in gathering data; they appreciate that their data is
being used, i.e. to some extent they are willing to
discuss data-sharing;

b) there are far fewer data sources than data
consumers8, making it easier to address them.

Workshop participants have pointed out that the discussion should not focus on pure data, but
rather on information and knowledge. Data has to be seen in context. The goal of this framework
cannot be to simply collect past events. The goal of this partnership is to analyse past events and
to deduce future trends, to identify and perhaps quantify emerging threats and emerging risks.
The purpose is to allow decision-makers to create or adjust policies in a preventive manner.

8 There are probably little more than 100 relevant data sources, according to the findings of this study, whereas 

the number of data consumers is probably more in the region of thousands, taking into account different 

European, national and local government ministries and agencies, as well as major corporations.
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The diagram below illustrates the strategy
adopted by ENISA, starting with data sources, next
touching on the other three aspects, then
returning to the data sources, but always working
towards the eventual creation of the partnership.

Consequently, the strategy behind this initiative is
to first find relevant data sources (while in the
course of doing so information about collection
co-ordinators and data consumers is considered),
then discuss details of data to be shared and
progressively converge towards agreements
leading to the creation of a trusted partnership.

2.8 Methodology

One way of pursuing this study might have been
to call for a workshop immediately and then
simply present the results. However, based on the
experience of ENISA’s experts and as already
outlined in the section above, this whole topic is
quite complex. Bringing together some people
without first undertaking thorough research into
whom to invite would have resulted in an arbitrary
group of people (based on who receives the
invitation in time and who is available on that
date). Instead, ENISA decided to conduct this
study with the following activities, along the lines
of the “spiral strategy” explained above. A
workshop to present the results and kick off a
partnership concluded this activity in November
2007.

• During a “reconnaissance activity” (Oct 06 –
Jun 07) ENISA researched contacts, existing
data collection initiatives and the results that
were reported. Details are included in section
3.1. This background information was used to
define the questionnaire for the survey used in

the consultation activity (see below). –
Reconnaissance was the first activity, which
corresponds with the outer circle of the
strategy (see diagram below).

• During a “promotion activity” (Oct 06 – Jul
07) ENISA wrote articles and presented the
data collection initiative at a number of
conferences. See www.enisa.europa.eu/pages
/data_collection for details. This activity was
necessary to reach out to additional potential
partners, identify other personal contacts and
gather valuable feedback. – Promotion is an
ongoing activity and corresponds with the
middle circle of the strategy (see diagram
below).

• During a “consultation activity” (Mar 07 –
Aug 07) ENISA solicited input from relevant
stakeholders, capturing opinions via a
questionnaire to structure the information.
The questionnaire was refined in several
iterations, based on the responses received,
e.g. the list of existing initiatives was updated. 

• Finally, there was a “collaboration activity”
(Sep 07 – Nov 07), where ENISA sought
agreement on its suggestions and initiated a
more active partnership. This happened at the
workshop in November 2007, and is the basis
for next steps. – Consultation and
collaboration corresponds with the inner circle
of the strategy. This report can only scratch
the surface and initiate necessary activities,
which will continue for several years.

The remainder of this report follows the structure
of the Terms of Reference. The content reflects
the answers to the aforementioned questionnaire,
several e-mail contributions plus a number of
face-to-face discussions.

www.enisa.europa.eu/pages/data_collection
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2.9 Clarification of the Scope

A major point of discussion in such an exercise is
the scope of the initiative. Consequently, the very
first question in ENISA’s questionnaire evaluated
whether participants thought the scope adequate
or whether and how it needed to be adjusted.

While details may be open for discussion, the
general response to these questions was clear.
This was taken into account when refining the
questions and when compiling the list of existing
initiatives.

2.9.1 International scope
Most respondents (15) said ENISA should look at
all potential international partners, not only
those which cover only European citizens. Very
few (2) said that reports or data must cover at
least European citizens, and no-one (0) said that
ENISA should not get in touch with non-European
organisations.

Workshop participants pointed out, however, that
face-to-face meetings are an essential element of a
trusted partnership – and that overseas
participants would not be able to attend such
meetings as frequently as European partners.
Hence the workshop participants concluded that
priority should be given to a European
partnership.

2.9.2 Focus on security incidents
Most (14/3) respondents to the questionnaire said
ENISA should focus on “security incidents”,
rather than on “consumer confidence”. This report
does, however, contain some aspects of consumer
confidence, e.g. the list of suggested partners
includes some whose reports focus on general
aspects of IT and consumer confidence (see
section 3.4) and the list of indicators also suggests
some aspects of consumer confidence (see section
4.1). 

Participants in the ENISA workshop also pointed
out that data collection initiatives could also take
into account the link between what consumers say
and what they actually do (perception vs. reality).
For example, a survey could ask whether the user
has antivirus capabilities installed – and then
actually scan for the existence of up-to-date
antivirus software (as was the case in the study by
Inteco).

Moreover, workshop participants recognised the
need for a survey of the current situation and
demand for consumer security certification. There
was also a debate about whether consumer PCs
should be checked before being allowed to
connect to a provider’s network.

2.9.3 Partnership versus Framework
Sometimes in the discussion there was confusion
between “partnership” and “framework” when
describing how different interested parties would
work together. The following diagram illustrates
the relationship as intended in this report:

A “partnership” ties together two or more players
of one or of different kinds, for example with a
Contractual Agreement (CA), a Memorandum of
Understanding (MoU) or simply with a Letter of
Intent (LoI).

A “framework” describes how these partners
would work together operationally, i.e. it defines
procedures and data exchange mechanisms.
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Several partnerships and frameworks can overlap,
as illustrated in the diagram below. In framework
A, organisations send (un)processed data to Org.4,
following partnership agreement A. In framework
B, organisations send reports to Org.1 while they
try to harmonise their report-writing methods
within the same partnership B agreement. Org.3
and Org.5 do not trust each other (perhaps
because they are competitors) and the partnership
agreements accommodate this situation.

Note that there can be a hierarchy of partnerships,
e.g. while many CERTs are members in the
“partnership” FIRST, FIRST could also decide to
become a partner in some EU “Data Collection
Partnership”.

The next chapter, chapter 3, will address the idea
of a partnership while chapter 4 will discuss the
possibilities of a data collection framework.
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This chapter lists a multitude of data collections,
classifies them where appropriate, selects some of
them for further consideration and more generally
describes conditions for data-sharing and for
initiating a trusted partnership. Survey
participants have confirmed that the lists of data
collections in this chapter are fairly
comprehensive, perhaps even complete. Some
pointed out that there are additional Member
States’ reports, but no-one was able to identify
them precisely.

3.1 Existing Member States and
Stakeholder Initiatives 

ENISA promoted this initiative, asked for opinions
and sent a questionnaire in various ways (that is
via its public communication channel (ENISA
Quarterly), via its network of contacts (National
Liaison Officers, NLOs) or directly, using existing
relationships and web-based research). This
chapter of the report describes the results of this
consultation.

This initiative reached the private sector
effectively, but not the Member States. It would
require an additional major effort to attract the
Member States on board, by directly targeting
national security organisations, data protection
authorities, ministries of communication,
transport, consumer protection or interior
ministries. This could happen on the national,
regional or local level, depending on the way a
country organised its responsibilities for
information security and consumer confidence.

However, it should be noted that, even though
ENISA received few responses to the questionnaire
from the public sector, the most relevant public
sector data sources could nevertheless be
identified. This was achieved not only through
direct responses, but also with references from
the private sector and intensive web research. The
map (top right) illustrates where data on security
incidents and consumer confidence is available.

3.1.1 Types of potential partners
The following types of organisations are expected
to monitor data on security incidents and
consumer confidence and consequently were
targets for the dissemination of the questionnaire:

• Managed Security Service Providers (MSSPs)
• Computer Emergency Response Teams (CERTs)
• National security organisations
• National/EU statistics offices

• IT security vendors
• Electronic communication service providers

(e.g. ISPs, telcos)
• Universities
• National Research Networks

After several months of promotion and
discussion, detailed responses (e.g. answers to the
questionnaire) were collected from the following
parties:

• 2 Managed Security Service Providers (MSSPs)
• 2 Computer Emergency Response Teams

(CERTs)
• 2 National security/government organisations
• 2 IT security vendors
• 2 Consultancies
• 1 Electronic communication service provider

(e.g. ISPs, telcos)
• 2 Universities
• 3 International/National Research Networks
• 2 Others

Given the sensitivity of the topic and the typical
reluctance of any organisation to share
information on security issues, this number can
be considered high. It should be noted that
some survey participants explicitly asked to
remain anonymous. All survey participants are
known to ENISA, but their names will not be
revealed.
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Identifying partners is crucial for this initiative.
The dissemination as listed above provides for the
broadest possible involvement of private and
public stakeholders. In addition to that, the
questionnaire asked which of the other potential
stakeholders the respondent would like to see
participate in the partnership and why. The
following table shows the results:

It is very clear that Computer Emergency
Response Teams should be considered in such a
data collection partnership. Most respondents
were also positive regarding the involvement of
MSSPs and providers, national security
organisations, statistics offices and research
networks, many of them saying that these
organisations have information to contribute. 

Some scepticism was expressed regarding IT
security vendors, suggesting that they might be
biased because they have a marketing interest.
There was also some doubt whether universities
and insurance companies would have significant
data to contribute. It seems that respondents lost
sight of the fact that these partners would not
necessarily contribute data, rather they might
contribute methodologies or they (insurance
companies) might simply consume data, which
could help define user requirements for the data
collection framework. 
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Potential partner

Managed Security Service Providers (MSSPs)

Computer Emergency Response Teams

National security organisations

National/EU statistics offices

IT security vendors

Electronic communication service providers (e.g. ISPs, telcos)

Universities

National Research Networks

Insurance Companies

Involvement
is a good idea

13

17

15

14

11

14

13

15

10

Involvement
is not a good
idea

2

0

2

2

6

3

4

1

5

During the workshop in November 2007, some
participants suggested including so-called
“blacklist” providers in the list of types of
participants who might be interested in joining
such a data collection partnership. (A blacklist
is a list of e-mail senders, domains or hosts that
are automatically blocked from sending mail to
the filtered address, regardless of the content.)
This would include organisations like
SpamHaus, mailabuse.org/MAPS, CastleCops,
SpamCops, Dark and shadowserver.org.
According to participants, such “blacklist”
providers make the life of electronic
communication service providers difficult
(because they point to problems in the
providers’ networks), but this also encourages
providers to fix problems. Blacklist operators
have no interest in covering up, hence they are
a good source of information.

3  Organising a Trusted Partnership with Member States & Stakeholders
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3.1.2 Comments on the types of potential
partners

One suggestion that recurred a number of times
was to involve not only those who could “provide”
data, but also those who “consume” this data. As
one respondent put it:

Apart from the general statement as outlined
above, respondents provided some detailed
feedback on the suggested partners. 

(All bullet points below are direct quotations
from the survey.)

Managed Security Service Providers
•“Good bird's-eye view – certain risk of

biased results due to customer structure or
vendor position”

•“Will not be able to provide specific, client-
related issues. May have concerns about
data privacy/anonymisation.”

Computer Emergency Response Teams
•“Via FIRST, instead of dealing with a large

number of individual CERTs.”

National security organisations
• “Too political”
• “May not be eager to share all information,

due to the protection of national interests.”

National/EU statistics offices
• “Not specialised”
• “Efficiency will depend on finding the ‘right’

correlations without creating another ‘data
graveyard’.”

Universities
• “Too far from market”
• “Good for trends/analysis, pay attention to

keep scenarios close to everyday use in non-
academic environments”

• “Usually only have data if they operate a
CERT”

• “Participation likely to be limited to long-
term research and education activities.”

National Research Networks
• “Too far from market”
• “Suggest to contact European Academic

Network TERENA.”

IT security vendors
• “Information from these parties can be very

useful, but would need to be triangulated. If
this is not possible, it may not be useful to
put them to use (they may not be reliable as
they are valuable marketing material).”

• “Biased”
• “High risk of biased questions or

unbalanced results in surveys due to
specific interests”

• “Potential bias towards own product/service
base.”

Electronic communication service providers
(e.g. ISPs, telcos)
• “Rarely share data”
• “Best source for large data sets about actual

threats, attacks, etc”

Insurance Companies
•“Very important! Cyber insurance is

becoming more common each day and is the
best way to measure the state of security in
the industry.”

•“Doubtful if have any useful data”
•“They should be strongly interested and

interesting”
•“Information likely to be biased.”
•“May not have sufficiently large data sets on

ensuring IT risks.”

It should also be noted that none of the above
statements is from an independent third party.
Each respondent is part of one of the listed
groups, i.e. the statements themselves are
biased.

“This initiative is very positive, especially as it is
one of the very few – to our knowledge – which
dares to address the difficult subject of
reporting on security incidents. However, we do
not quite grasp the overall objectives in the
sense that we do not fully understand why the
actors/partners contacted/enrolled/thought of
are almost never true end-users of such
information. In our opinion, statistics on
incidents are indeed useful for the various
players listed here, but they would be even more
impacting should the targets and stakeholders
comprise general, key players and European
companies and organisation (e.g. Total, BP,
BMW, Telefonica or EADS). It seems to us that
the project developed in this brief brings in a lot
of valid ideas and potential instruments, but the
value to those parties – and how it is made sure
that they will benefit from the deliverables or
outcome – is still somewhat unclear to us at this
point. And without this articulated, we are
unsure that the initiative will gain clear impact
and support at European level. We will of course
keep more than happy to actively contribute in
having the initiative meeting the biggest
eventual impact, should the Agency wish us to.”
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ENISA tried to investigate the user perspective
further, but could not do so sufficiently in the
limited time/resource frame. The hope is that
“consumers” of data can be involved in the
initiated partnership in order to introduce their
perspective. Such consumers could be large
industry players (e.g. energy, automotive,
chemical), associations thereof, Small and Medium
Enterprises (SMEs) or consumer representatives or
associations and, of course, national or local
governments. This short list already shows the
complexity of this challenge.

Having identified the types of partners, the
following chapters list in more detail what data
collections such entities have undertaken so far.
During ENISA’s research and based on responses
to the questionnaire, almost 100 existing

initiatives could be identified. In order to provide
a better overview, these are grouped into:
1. Ongoing initiatives
2. One-time projects
3. Initiatives without conclusions
4. Projects without data

3.1.3 Ongoing initiatives
A number of public and private organisations
have organised collections of data on security
incidents and consumer confidence. The table
below shows reports of surveys that have been
carried out repeatedly, i.e. at least twice over the
last couple of years.

Only the most recent report of the organisation or
an index of their reports is shown below. These
organisations are prime candidates for the
envisaged partnership as they have the expertise
and infrastructure to carry out similar activities in
the future. Note that some of them actually
responded to the questionnaire as part of this
survey. One of them confirmed the suggested list
with the words: “We are not aware of any publicly
available data/reports beyond those listed in the
questionnaire”.
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The conclusion so far is that there are good
reasons to include all of these players in a
potential partnership framework. Whether this
is actually possible or not depends on the level
of involvement and collaboration, which will be
discussed in subsequent chapters. 
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Arbor Worldwide
Infrastructure Report

Australian CERT,
Computer Crime and
Security Survey 

CERT/CC Statistics

CLUSIF Sinistralité

Cross-border e-commerce
complaint statistics 

CSI/FBI Computer Crime
and Security Survey

CSO Online E-Crime Watch

DTI/PwC Information
Security Breaches Survey

E&Y Global Information
Security Survey

www.arbornetworks.com/report

www.auscert.org.au/render.htm
l?it=2001

www.cert.org/stats/cert_stats.
html

www.clusif.asso.fr/fr/
production/sinistralite/

www.econsumer.gov/english/
contentfiles/pdfs/econsumer_
stats.pdf

www.gocsi.com/

www.csoonline.com/info

www.security-survey.gov.uk/

www.ey.com/global/content.
nsf/International/Assurance_
&_Advisory_-_Technology_and_
Security_Risk_-_Global_
Information_Security_Survey_
2006

Yearly
since 2005

Yearly
since 2002

Yearly

Yearly

Yearly
since 2004

Yearly
since 1996

Yearly

Every 2
years 

Yearly

World

Australia

US/world

France

International

US

World

UK

World

Vendor

Government

Government/
university

Association

Government

Association/
Government

Media/
consultancy

Government/
consultancy

Consultancy

ISP-related

Computer
crimes and
information
security

Information
security

National
survey

Consumer
complaints

Computer
crimes

Information
security

Security
breaches

Information
security

Organisation Web link Frequency Geography Nature of org. Nature of data9

9 Describing the nature of the data is quite subjective. In most cases, a report covers several categories. This 

column merely illustrates the main focus of the report.

www.auscert.org.au/render.html?it=2001
www.cert.org/stats/cert_stats.html
www.clusif.asso.fr/fr/production/sinistralite/
www.econsumer.gov/english/contentfiles/pdfs/econsumer_stats.pdf
www.ey.com/global/content.nsf/International/Assurance_&_Advisory_-_Technology_and_Security_Risk_-_Global_Information_Security_Survey_2006
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ENISA report on security
measures of providers

European Information
Technology Observatory

Facetime Annual Impact
Report

FH Gelsenkirchen – Email
Reliability (in German)

Internet Crime Complaint
Center Annual Reports

Internet Fraud Statistics
Report 

kes Sicherheitsstudie 
(in German)

MAAWG Email Metrics
Report

Message Labs Intelligence
Reports

Microsoft – Security
Intelligence Report

Postini Message
Management & Threat 
Report

RSA Anti-Fraud Command
Center (AFCC)

Sophos Security Threats
Report

E-mail risk indicator (IPCE)
analysis

Study on Information
Security and e-Trust in
Spanish households

Symantec Internet Threat
Report

Trendrapport: cybercrime
in trends en cijfers

www.enisa.europa.eu/doc/pdf/
deliverables/enisa_security_
spam.pdf

www.eito.com/

www.facetime.com/securitylabs
/impactreport.aspx

www.internet-sicherheit.de/
fileadmin/npo/artikel_berichte/
E Mail Verlaesslichkeit_
Umfrage2_Auswertung_und_
Ergebnisse.pdf

www.ic3.gov/media/
annualreports.aspx

www.fraud.org/internet/intstat.
htm

www.kes.info/archiv/material/
studie2006/ergebnis.htm 

www.maawg.org/about/
publishedDocuments

www.messagelabs.com/
resources/mlireports 

www.microsoft.com/downloads
/details.aspx?FamilyId=1C4431
04-5B3F-4C3A-868E-36A553FE2
A02&displaylang=en

www.postini.com/whitepapers/
index.php?src=GWT

www.rsa.com/phishing_reports.
aspx

www.sophos.com/pressoffice/
news/articles/2007/01/secrep
2007.html 

www.inteco.es/frontinteco/en/
frontIntecoAction.do?action=
viewCategory&id=6502&
publicationID=1000022505

www.inteco.es/frontinteco/en/
frontIntecoAction.do?action=
viewCategory&id=5036&
publicationID=1000003935

www.symantec.com/enterprise/
threatreport/index.jsp

www.cbs.nl/nl-NL/menu/
themas/bedrijven/publicaties/
digitale-economie/publicaties/
default.htm

Yearly
since 2006

Yearly
since 2003

Yearly
since 2005

Yearly

Yearly
since 2001

Yearly
1997-2005

Every 2
years since
2002

Quarterly
since 2005

Monthly
since 2007

Half-yearly

Yearly
since 2006

Monthly
since 2007

At least
yearly
since 2005

Monthly

Quarterly
since 2007

Twice
yearly
since 2002

Yearly

Europe

Europe

World

Germany

US

US

Germany

World

World

World

World

World

World

Spain

Spain

World

Netherlands

Government

Association

Vendor

University

Government

Association

Media

Association

Vendor

Vendor

Vendor

Vendor

Vendor

Association/
Government

Association/
Government

Vendor

Government

ISP-related

General IT &
market data

IM & P2P data

E-mail security
& spam

Crime &
complaints

Crime &
complaints

Information
security

E-mail security
& spam

E-mail security
& spam

Information
security

E-mail security
& spam

E-mail security
& spam

E-mail security
& spam

E-mail security 

Information
security

Information
security

National
survey

Organisation Web link Frequency Geography Nature of org. Nature of data

www.enisa.europa.eu/doc/pdf/deliverables/enisa_security_spam.pdf
www.facetime.com/securitylabs/impactreport.aspx
http://www.internet-sicherheit.de/fileadmin/npo/artikel_berichte/E-Mail-Verlaesslichkeit_Umfrage2_Auswertung_und_Ergebnisse.pdf
www.ic3.gov/media/annualreports.aspx
www.fraud.org/internet/intstat.htm
www.kes.info/archiv/material/studie2006/ergebnis.htm
www.maawg.org/about/publishedDocuments
www.messagelabs.com/resources/mlireports
www.microsoft.com/downloads/details.aspx?FamilyId=1C443104-5B3F-4C3A-868E-36A553FE2A02&displaylang=en
www.postini.com/whitepapers/index.php?src=GWT
www.rsa.com/phishing_reports.aspx
www.sophos.com/pressoffice/news/articles/2007/01/secrep2007.html
www.inteco.es/frontinteco/en/frontIntecoAction.do?action=viewCategory&id=6502&publicationID=1000022505
www.inteco.es/frontinteco/en/frontIntecoAction.do?action=viewCategory&id=5036&publicationID=1000003935
www.symantec.com/enterprise/threatreport/index.jsp
www.cbs.nl/nl-NL/menu/themas/bedrijven/publicaties/digitale-economie/publicaties/default.htm


3.1.4 One-time projects
The following table shows reports of surveys that have (so far) been carried out only once, but there is
no reason why they should not be repeated in the future. These reports often focus on a specific
category of security incident.

(N)Onliner-Atlas 2006 (in German)

A Statistical Analysis of Disclosed Storage Security
Breaches

AOL/NCSA Online Safety Study

APWG Phishing Activity Trends Report

Benchmark Study of European and U.S. 
Corporate Privacy Practices

Central and Eastern Europe Information Society
Benchmarks 2004

Consumer.gov

E-Communications Household Survey

ETH Zürich – Information Security in Swiss
Companies

Finland – Ministry of Finance – Annual review on
ICT use within the Government

IBM ISS X-Force 2006 Trend Statistics

Study on Information Security and e-Trust in the
field of Local Entities

Study on users and professionals (from both public
and private organisations) affected by phishing

Internet Defence – The Phishery

ISSA/UCD Irish Cybercrime Survey

Japanese IT Security Centre

Kapersky: Internal IT Threats in Europe 2006

McAfee – Mapping the Mal Web

OECD Scoping study for the measurement of trust
in the online environment

PITAC – Report Cyber Security: A Crisis of
Prioritization

Privacy Rights – Chronology of Data Breaches 2006

Study to analyse level of knowledge and
investment with regard to security among the
Spanish IT and communications industry

www.nonliner-atlas.de/kontakt-bestellen/download_
nonliner.asp?dfile=dl_NONLINER-Atlas2006.pdf

http://www.ragibhasan.com/publications/papers/rhasan-
storagess2006.pdf

http://daol.aol.com/articles/survey/

www.antiphishing.org/reports/apwg_report_july_2007.pdf

www.whitecase.com/files/Publication/1e7a69e0-49e9-
478e-abc1-303e107c4dd7/Presentation/Publication
Attachment/4a78432a-bd1f-4363-ab82-32fab1729a1e/
Benchmark_Study_Privacy_Practices_updated.pdf

http://ec.europa.eu/information_society/eeurope/2005/
doc/all_about/benchmarking/results_objective_1.pdf

www.consumer.gov/sentinel/pubs/Top10Fraud2006.pdf

http://ec.europa.eu/information_society/policy/ecomm/
doc/info_centre/studies_ext_consult/ecomm_household_
study/eb_jul06_main_report_en.pdf

www.crn.ethz.ch/publications/crn_team/detail.cfm?id=25402

www.vm.fi (link to organisation – report link was broken)

www.iss.net/documents/whitepapers/X_Force_Exec_Brief.pdf

www.inteco.es/frontinteco/en/frontIntecoAction.do?action
=viewCategory&id=5036&publicationID=1000029102

www.inteco.es/frontinteco/en/frontIntecoAction.do?action=
viewCategory&id=5036&publicationID=1000024595

http://phishery.internetdefence.net/

www.ucd.ie/news/feb07/020107_cybercrime.html

www.ipa.go.jp/security/index-e.html

www.viruslist.com/en/viruses/analysis?pubid=204791935

www.siteadvisor.com/studies/map_malweb_mar2007.html

www.oecd.org/dataoecd/26/15/35792806.pdf

www.nitrd.gov/pitac/reports/20050301_cybersecurity/
cybersecurity.pdf

www.privacyrights.org/ar/DataBreaches2006-Analysis.htm

www.asimelec.es (link to organisation – report link was
broken)

Germany

US

World

US

Eastern 
Europe

US

EU

Switzerland

Finland

World

Spain

Spain, 
World

Ireland

Japan

Europe

OECD

US

Spain
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http://www.nonliner-atlas.de/kontakt-bestellen/download_nonliner.asp?dfile=dl_NONLINER-Atlas2006.pdf
http://www.ragibhasan.com/publications/papers/rhasan-storagess2006.pdf
www.whitecase.com/files/Publication/1e7a69e0-49e9-478e-abc1-303e107c4dd7/Presentation/PublicationAttachment/4a78432a-bd1f-4363-ab82-32fab1729a1e/Benchmark_Study_Privacy_Practices_updated.pdf
http://ec.europa.eu/information_society/eeurope/2005/doc/all_about/benchmarking/results_objective_1.pdf
http://ec.europa.eu/information_society/policy/ecomm/doc/info_centre/studies_ext_consult/ecomm_household_study/eb_jul06_main_report_en.pdf
www.inteco.es/frontinteco/en/frontIntecoAction.do?action=viewCategory&id=5036&publicationID=1000029102
www.inteco.es/frontinteco/en/frontIntecoAction.do?action=viewCategory&id=5036&publicationID=1000024595
www.nitrd.gov/pitac/reports/20050301_cybersecurity/cybersecurity.pdf
www.asimelec.es
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The IT Security Situation in Germany in 2007

UK Payment Statistics 2007 (incl. phishing)

White & Case – Benchmarking Security and Trust in
the Information Society in Europe & the US

IT Security – Bridging the Gap

Ponemon Institute: Confidential Data at Risk

Ponemon Institute: 2007 Consumer Survey on Data
Security

NCC/Atos Consulting – Security and Information
Risk Survey

www.bsi.bund.de/english/publications/securitysituation/
Lagebericht_2007_englisch.pdf

www.apacs.org.uk/resources_publications/documents/
UKPaymentStatistics2007contents.pdf

www.sibis-eu.org/statistics/stat_ind.htm

http://research.theregister.co.uk/paper/download/13/
security-bridging-the-gap-200408.pdf

www.vontu.com/uploadedFiles/global/Ponemon-
Vontu_US_Survey-Data_at-Risk.pdf

www.vontu.com/consumersurvey/

www.nccmembership.co.uk/POOLED/DOCUMENTS/a285752/
Security+Information_v12.pdf

Germany

UK

US/
Europe

World

US

US

3.1.5 Initiatives without conclusions
Some data collection initiatives could be identified which are available online and in some cases are
updated in real-time. However, there is no conclusion, evaluation or summary based on that data. This
data is simply presented ‘as is’ and it is mostly left to the reader to derive value from this raw data.

CAIDA – Cooperative Association for Internet Data
Analysis

CipherTrust Zombie Statistics

ITU Survey on Trust and Cybersecurity 2006

Secunia Advisory Statistics

Spam Lab Online Statistics

SpamCop Statistics on Spam Trends

www.caida.org/

www.ciphertrust.com/resources/statistics/zombie.php

www.itu.int/newsroom/wtd/2006/survey/charts/index.asp

http://secunia.com/advisory_statistics

www.commtouch.com/Site/Resources/statistics.asp

www.spamcop.net/spamstats.shtml

3.1.6 Projects without data
The following documents are not collections of data themselves, but they provide insights into how such
data can be collected in a reasonable way. They are included here because they were suggested by some
survey respondents.

ARECI – Availability and Robustness of Electronic
Communication Infrastructures – Report 2007

Emerging Risks-related information collection and
dissemination: A study for ENISA 

Federal Plan for Cyber Security and Information
Assurance Research and Development

MELANI – Semi-Annual Reports

http://ec.europa.eu/information_society/newsroom/cf/itemdetail.cfm?ite
m_id=3334

www.enisa.europa.eu/rmra/files/er_files/rm_emerging_risks_related_
information_collection_dissemination.pdf 

www.nitrd.gov/pubs/csia/csia_federal_plan.pdf 

www.melani.admin.ch/dokumentation/00123/00124/index.html?lang=en

The sections above (3.1.3 – 3.1.6) have listed many (if not all) data collections that are publicly known
in Europe. Of course, each of these collections or reports has one or several entities behind it. The
following section lists all these entities and shows for which of them ENISA already has full contact
information. 

www.bsi.bund.de/english/publications/securitysituation/Lagebericht_2007_englisch.pdf
www.apacs.org.uk/resources_publications/documents/UKPaymentStatistics2007contents.pdf
http://research.theregister.co.uk/paper/download/13/security-bridging-the-gap-200408.pdf
www.vontu.com/uploadedFiles/global/Ponemon-Vontu_US_Survey-Data_at-Risk.pdf
www.nccmembership.co.uk/POOLED/DOCUMENTS/a285752/Security+Information_v12.pdf
http://ec.europa.eu/information_society/newsroom/cf/itemdetail.cfm?item_id=3334
www.enisa.europa.eu/rmra/files/er_files/rm_emerging_risks_related_information_collection_dissemination.pdf


3.2 Potential Member States and
Stakeholder Partners

The most important question of this data
collection framework is: Who would participate in
the partnership to create it? Unfortunately there
are numerous ways in which this partnership
could be organised and each would affect which
partners would or would not join. Vice versa,
which partners enter the discussion would affect
the shape of the framework. There is no clear path
and no clear starting point; rather it will be an
iterative process.  

Below is a list of partners which could (should) be
invited to the next stages of the discussion. This
largely depends on the resources that are available
to research accurate contact details. So far, ENISA
has appropriate contact details for about half of
these organisations. The others are only known by
name and web address.
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Organisation

Alcatel-Lucent

APACS

APWG 

Arbor  

Asimelec

AusCERT

British Telecom (BT)

BSI (Germany) 

CAIDA – Cooperative

Assoc. for Internet

Data Analysis

CERT/CC

Commtouch

Computer Fraud and

Identity Theft

Complaint Data 2006

Computer Security

Institute

CSO Online E-Crime

Watch

Cybertrust

Datamonitor

Deloitte & Touch

Contact10

X

X

X

X

X

X

X

X

X

No Contact11

X

X

X

X

X

X

X

X

10 ENISA has good contact details (e.g. an individual’s e-mail address and phone number)
11 ENISA does not yet have precise contact details (just a URL or an info@ address)

Deutsche Telekom (DT)

DTI UK

Dutch GovCert

Dutch National

Authority on Statistics 

eco/SpotSpam

eConsumer.gov

ECSC

EITO

ENISA CERT Network

Ernst & Young

ETH Zürich

ETIS

ETNO

EuroISPA

European Commission

European Information

Technology Observatory

(EITO)

Eurostat

Facetime

Ferris Research

FH Gelsenkirchen (Ifis)

Finland – Ministry of

Finance 

FIRST

Forrester

FORTH

France Telecom (FT)

Frost & Sullivan

F-Secure

Gartner

Global Information Inc.

IBM ISS X-Force 

IBM/ISS

IDC

Infonetics

Initiative D21

In-Stat

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X
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Internet Crime

Complaint Center 

Internet Fraud Watch

ISF

ITU  

Japanese IT Security

Centre

JRC IPSC

Kapersky: Internal IT

Threats in Europe 2006

KES

KPMG

Leurrecom

LOBSTER

MAAWG

McAfee

MELANI

Message Labs

Microsoft

MITRE (CVE/CME)

MOME

NISCC/CPNI 

NoAH

OECD

Panda Soft

Postini 

Privacy Rights.Org

PwC

Radicati

Royal Holloway (ISG)

RSA Anti-Fraud

Command Center (AFCC)

Secunia

SecureComputing/

CipherTrust

SignalSpam

Sophos

Spamhaus

SpotSpam

Symantec

Telecom Italia

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

Terena

The Honeynet Project

University of London

Viruslist.com

White & Case

X

X

X

X

X

A number of comments from respondents to
the request for contact details illustrated the
need to consider different/other partners:

• “Concerning gathering partners here a lot
of them are companies with an interest of
selling products and services in this area.
The reports are mainly good but there is a
risk that they are tailored to fit certain
areas. There are quite a few reports from
independent bodies and the public sector
(CERTs etc.).”

• “We need to include other reports and
statistics from the different CERTs/CSIRTs,
law enforcement and OECD reports on
‘Security and trust in the online
environment’ etc.”

• Could also involve the following partners:
• “Banking/finance community, due to

their experience as a ‘primary target’.”
•“EU-funded Research Projects in FP 6 &

FP 7 (NoEs, IPs etc.), especially for
building research partnerships to
develop indicators, to aggregate data and
to work on comparative analysis.”

•“Maybe IT Security Consultants as door
opener/anonymiser for enterprise data.”

•“The SANS Institute, as one of the leading
education and research providers in IT
Security.”

The conclusion from the list above (and the
additional comments) is that it would require a
major effort to find all necessary contact
information and to involve the players in a
more concrete discussion. A smaller selection
of partners is needed.



3.3 Suggested Member States and Stakeholder Partners
The list of identified initiatives in 3.1.3 – 3.1.6 and the list of potential partners in 3.2 are overwhelming.
Following the analysis of a number of reports and based on the experience of the past months, ENISA
suggests that the partnership should start with some of the well known and hence more promising
initiatives and partners. Once a core group of partners has been established with these or some of these
players, other initiatives and partners could be invited and included.

3  Organising a Trusted Partnership with Member States & Stakeholders

E x a m i n i n g  t h e  F e a s i b i l i t y  o f  a  D a t a  C o l l e c t i o n  F r a m e w o r k22

BSI 

Centraal Bureau voor de
Statistiek

DTI/PwC

E&Y 

EITO

ETH Zürich

European Commission/
ARECI

European Commission/
Central and Eastern
Europe Information
Society Benchmarks 

European Commission/
E-Communications
Household Survey

FH Gelsenkirchen

FORTH 

Initiative D21/(N)
Onliner-Atlas 

Inteco

ITU 

kes 

MAAWG

Message Labs 

OECD

Secunia 

Symantec 

Repeated surveys, Germany

Yearly reports, Netherlands

Every 2 years, UK

Yearly

Yearly, Europe

One-time, Switzerland

No original data, one-time

EU-10, one-time

EU, one-time

Repeated, Germany

Various

Germany, one-time

Comprehensive, Spain

Pieces of information, no
conclusion

Repeated, Germany

Little data, worldwide

Monthly short reports with data

One-time, comprehensive, many
references

Advisory statistics

Semi-annual, worldwide

Government report

Government report

High visibility

High visibility

Very comprehensive,
long history

Geographic focus, good
reputation

High visibility

Broad geographic
coverage

Broad geographic
coverage

Very detailed

Variety of information,
good relationship12

Good focus on
confidence

Government-initiated
report

Broad geographic
coverage

Good relationship 

Unique source13, 
good relationship

Good source, European
vendor

Broad geographic
coverage

Good source, European
vendor

Very comprehensive,
good relationship

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

X

Organisation Characteristics Reason for inclusion
Focus on
security
incidents

Focus on
consumer
confidence

12 “Good relationship” means that ENISA has established contacts with that organisation.
13 “Source” means “source of data”.
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ENISA invited the organisations listed above in
particular to its workshop in November 2007, with
no intention to exclude any potential partner per
se. On the contrary, ENISA welcomes anybody who
actively contributes to the idea of the partnership.
The reason for the restriction merely stems from
the fact that resources for contacting all potential
partners are limited. 

3.4 Conditions for Sharing Data

When potential partners finally meet to discuss
the option of data-sharing, one of the first
questions will be whether all partners would be
able to trust each other. Based on the research of
the past months, following feedback received
from the questionnaire and after a number of
discussions with experts, the following conditions
have been identified as important for sharing
sensitive data: 

• Motive, monetary incentive – Does the
organisation have any reason to share data
(e.g. is there a legal requirement, an economic
incentive)?

• Control – Is the entity that provides data in
control of the organisational and technical
environment? This includes the infrastructure
for storage and transmission of data, and clear
identification of partner representatives.

• Legal certainty – Is the organisation legally
allowed to share such data or are there any
requirements for secrecy?

• Established relationship, upon
recommendation – Are the partners known to
the organisation, either from a previous
relationship or because a trusted partner
recommended them?

• Equal/fair treatment – Are all partners treated
fairly? Different partners might have different
roles, but no-one should only benefit while
others only contribute.

• Competence/expertise – Can the organisation
be sure that all partners have sufficient 
expertise in handling sensitive data?

• Accurate labelling – Is it possible to label
sensitive data precisely (or is it mixed with
other data, i.e. it cannot be differentiated?) 

• Good feeling – Sometimes a personal
relationship decides whether a partner is
trusted or not. This is valuable, but not
sufficient here since this partnership is meant
to last even when specific people leave an
organisation.

3  Organising a Trusted Partnership with Member States & Stakeholders



3.5 Conditions under which 
Data-sharing is not Possible

The following conditions have been identified as
inhibitors for sharing sensitive data: 

• Absence of incentives – This often happens if
partnerships are merely grounded on personal
relationships. If this relationship ends and
there are no other incentives, then the
partnership is doomed to fail.

• Motive for abuse – Partners might have
honourable motives, but also a reason to abuse
participation in the partnership, e.g. vendors
might be tempted to use data obtained for
competitive intelligence.

• Violation of law/corporate rules – Sharing of
data might not be allowed, either by law or by
corporate rules, even if the technical experts of
all partner organisations agree on the value of
data-sharing.

• Lack of budget/no time for evaluation/timing
of sharing – There might simply be no time to
evaluate whether there is a trust relationship.
Or the time for data-sharing might not be 
appropriate for the company, e.g. when the
intended time for data-sharing coincides with
the publication of the company’s quarterly
results. There might also be no budget
available to implement a data-sharing
infrastructure.

• Sensitive data not separable – This is the case
if data to be shared cannot be separated from
confidential company data, at least not with a
reasonable (and repeatable) effort.

• Trust not transitive/unclear or inconsistent
partners – If partner A trusts partner B and
partner B trusts partner C, this does not

necessarily mean that partner A trusts partner
C. It could also be that it is not clear who the 
partners of the partners are, or that these 
partners change frequently.

• Risks outweigh benefits/any suspicions – In 
general, if the organisation sees more risks 
than benefits or if there is any suspicion, then
a trust relationship will not be established.

The explanation of trusted relationships stems
from various discussions with potential partners
and lays the ground for creating a trusted
partnership in the future. The most relevant of
these aspects is the motivation of partners. This
will be discussed in the next section.

3.6 Motivations for Partners to
Collaborate

There must be a clear and lasting motivation for
all parties to join and maintain a partnership. The
goodwill of participants is not sufficient.
Partnerships that are created “because it is a good
idea” are doomed to fail, according to ENISA’s past
experience.

3  Organising a Trusted Partnership with Member States & Stakeholders
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The following list of motivations is considered complete by most respondents to the questionnaire.

Note: Bold font highlights figures that deserve attention. These are discussed below.

Motivation

Earn money

Gain competitive advantage

Lobby political decision-makers

Get easy access to aggregated data from others

Get access to raw data from others

Achieve better publicity for own related projects

Benchmark success of security controls

Improve own statistics 

Other (please describe)

Would be 

a motive

7

10

8

13

6

10

13

13

2

Would NOT 
be a motive

6

4

7

1

7

5

2

2

0

“Earn money” seems to be an obvious motivation
for everybody, and indeed it is the goal of the
private sector to make money. However, public
sector respondents, universities and research
entities did not list this as motivation. So it is not
all about money; funding alone would not yield
appropriate results for a multi-stakeholder
partnership.

“Gain competitive” advantage is a good reason
for most respondents to engage. However, it
should be noted that this works only as long as
not all competitors have joined this partnership.
The more members of one type the partnership
has, the less relevant this motivation would be.

“Lobby political decision-makers” is a motivation
for some. To leverage this, the partnership
should find a way to make the results of the
partnership known to public decisions-makers.
More importantly, the partners need to see that
this information is actually received and
appreciated and not just sent without feedback.

“Get easy access to aggregated data from others”
is a prime reason for almost all parties. After all,
such partnerships would be about information
exchange. Note that most agree to share
aggregated data. 

“Get access to raw data from others” would be a
motivation for only half of the respondents.
While maybe all would like to have such access,
many realise that, since they would not want to
share their own raw data, it would be unrealistic
to expect others to share theirs. Moreover, some

partners do not have the capabilities and
resources to process raw data.

“Achieve better publicity for own related
projects” is a reason for only two-thirds of the
respondents. It is not obvious why others do not
value more publicity. Looking at the detailed
responses, the explanation could be that some
simply do not need more publicity as they are
big players in this space; others might want to
keep a low profile in this activity.

Being able to “Benchmark success of security
controls” would also be a highly motivating
factor for most. Benchmarking improves the
more data points one has, so an initiative for
sharing data would directly improve
benchmarking possibilities. Note that this does
not mean benchmarking of the security controls
of one specific organisation. It means to evaluate
whether the spreading of specific measures in a
country or in an industry sector has an impact
on its security posture. Those respondents who
said that this would not be a motivating factor
work in security operations. 

Along the same lines, “Improve own statistics” is
considered a highly motivating factor. If people
understand better how others collect data, then
this provides an opportunity to adjust their own
data collection methods.

The only two “Other” motivations that were
identified were “Market trends” (which probably
means “Being able to understand market
trends”) and “Participate in discussion”.



In additional discussions after the evaluation of
the questionnaire, another idea for a possible
motivation emerged.

An organisation would be “motivated” to
participate in this partnership if it is legally
required to reveal data on security incidents and
consumer confidence. Dozens of US states are
required to make security breaches public,
following the example of State Bill 1386 in
California. If a similar law were implemented in
Europe and organisations were required to report
breaches, ENISA assumes that these organisations
would like some co-ordination and the alignment
of reporting mechanisms – and a data collection
partnership could be a good platform for this.

During the workshop, participants also discussed
the advantages and disadvantages of the
mandatory reporting of security breaches. An
obvious benefit is that data on security breaches
would be available. However, participants pointed
out that there is a difference between the duty to
report and the enforcement of that law. Recent
experiences with such a mechanism have shown
that very few report that they have had security
incidents and it seems that some do not even have
any spam incidents – which is highly improbable.

On the other hand, if there were more
transparency on the performance of vendors and
providers – in other words, clearer visibility as to
whose fault it is that breaches occur – then
accountability could be improved and vendors
and providers could be held liable. Obviously, this
would not be in their best interests and strong
opposition can be expected. As one workshop
participant pointed out: “less regulation – that
would be a motivation for us to share data”.

3.7 Existing Data Collection
Initiatives

• FIRST is an organisation of Computer
Emergency Response Teams (CERTs). CERTs
mostly share operational security incident
data; sharing of trend data is not their primary
objective. It would be necessary to enter into
detailed discussions with FIRST and the CERT
community, e.g. in the context of a workshop.
ENISA has established relationships with the
CERT community. 

• APWG, the Anti-Phishing Working Group, has
been organising data resources specifically to 
establish a global data infrastructure that 
would ease detection, reporting, tracking and 
responding to eCrime events. The principal 
development programmes that are currently 
underway at APWG are the development of an 
XML schema specifically to facilitate the 
reporting, sharing and processing (both 
manually and by computing machinery) of 
electronic crime event data; a phishing data 
repository/block list which is used by browser
developers to protect consumers (with phish 
site notifications), developers of forensic 
applications to test and tune their software, 
and law enforcement agencies to mine for 
trends and data corollary to their
investigations; and an abuse contact manager
system which is being developed to provide a 
rapid (and ultimately automated) mechanism 
for notifying brand holders and other
stakeholders when their customers are being 
attacked by phishers.

• MAAWG (Message Anti-Abuse Working Group)
is a community of message processors, i.e. 
those who filter, secure and deliver messages. 
Like FIRST and APWG, the advantage of these 
organisations is that they already have an 
established trust relationship with their 
members, which could be leveraged for a 
“higher-level”, integrating partnership. They 
also already collect relevant security trend 
data.
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Conclusion from the above evaluation: focus
future efforts on the motivations “Get easy
access to aggregated data from others”,
“Achieve better publicity for related own
projects”, “Benchmark success of security
controls”, “Improve own statistics” and “Gain
competitive advantage”. Less motivating factors
are: “Get access to raw data from others” and
“Lobby political decision-makers”. With the two
additions above, the list of motivations is
probably now complete.
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• CNSA/LAP (Contact Network of Spam 
Authorities/London Action Plan) is a 
Europe/worldwide grouping of anti-spam
authorities. They undertake some limited data 
collection (e.g. of anti-spam legal cases). More
importantly, they could be an entry point to 
the Member States, since they are directly 
linked to the respective national bodies, at 
least with regard to spam protection.

• Eurostat is a data collection initiative par
excellence. Every year, it co-ordinates data
collections on various topics (including ICT 
and consumer confidence), using 
questionnaires that are developed with 
representatives from national statistics offices.
The questionnaire on the usage of information
and communication technologies has a 
permanent general section and a second part 
that focuses on specific issues. The specific 
issue for the data collection in 2010 will be 
“security”. Work on the questionnaire will 
begin in spring 2008. The Head of the Section 
“Information Society” at Eurostat has 
expressed interest in staying in touch with 
ENISA and wishes to “collaborate on issues of
statistical data collection related to security 
issues”.

• Leurrecom is a worldwide collaborative data 
collection activity co-ordinated by Eurecom, 
France. It uses low interaction honeypots and 
stores all enriched tcpdump (OS fingerprinting,
geographical location etc.) in a database which
is open to all partners who can provide an old
PC and four routable IP addresses. Leurrecom

provides an installation CD, remote logs 
collection, integrity check and access to the 

whole database. Currently, Leurrecom has 49 
active platforms in 30 countries covering the 
five continents. It should be noted that 
Leurrecom collects events, not incidents.

• WOMBAT, the Worldwide Observatory of 
Malicious Behaviours and Attack Threats, is a 
3-year EC-funded research project (STREP) 
starting in January 2008. Its goal is to 
establish a federation of malware collection 
techniques (e.g. Leurrecom), automated 
analysis (e.g. Anubis) and attack attribution. 
An initial workshop will be held in April 2008.

• SpotSpam, an EU-funded project that finished
in September 2007, prepared the legal and
technical basis for gathering and sharing 
evidence against spammers. This included a 
database application to identify and categorise
spam campaigns from individual reports, 
online collection of evidence (IP and domain 
data, website screenshots) and reporting. 

• FORWARD is an EU project (co-ordinated 
action) to encourage the sharing of data for 
research purposes. It will organise a number of
workshops on different IT security topics. 
Partners are mostly academic entities, but 
private partners are also welcome. The project
will start in 2008.

• RIPE (Réseaux IP Européens) is the community
of wide-area IP network providers in Europe. 
Its organisation is of a collaborative nature. 
Data collection could perhaps be initiated in 
the form of a working group. In addition, given
RIPE’s collective expertise in European 
networks and the fact that virtually all IP 
address space owners are in touch with RIPE, it
could help co-ordinate communication among
providers.

• White-Hats.co.uk is a private, vendor-driven 
partnership for sharing incident data 
firsthand. The trustworthiness and value of 
this and other private initiatives must be 
evaluated.

The advantage of each of these partnerships is its
established trust relationship with its members.
This could be leveraged in a “partnership of
partnership” (see 3.9).

Remark: The partnership between Eurostat and
the national statistics offices is particularly
promising. Collaboration on collecting data on
security incidents has already been initiated
and deserves further support.



3.8 Introducing Layers of
Partnership(s)

Depending on the combination of partners,
conditions for sharing or not sharing data will
exist. More precisely, while a partnership between
some players (e.g. CERTs) might fulfil the
conditions for a trustful relationship, this trust
would fall apart if other players (e.g. IT security
vendors) were added to the relationship. Vendors
might still be able to share data responsibly and
contribute to the overall solution, but the
relationship among them and relationships with
others have to be established differently.

As mentioned above, the most appropriate
solution would not be a partnership of all
partners, but rather a layered or hierarchical
approach. This idea was actually suggested by one
of the respondents:

E x a m i n i n g  t h e  F e a s i b i l i t y  o f  a  D a t a  C o l l e c t i o n  F r a m e w o r k

3  Organising a Trusted Partnership with Member States & Stakeholders

The different kinds of partnership can be
described as follows:

• Existing (closed) communities (closed
partnerships) – Some organisations are
already engaged in communities. They
would have to be convinced to leverage this
relationship for data collection and to
contribute data to a more general data
collection partnership. Examples for such
closed partnerships are CERTs (organised in
FIRST), Internet Service Providers (organised
for example in RIPE), or national statistics
offices (whose work is co-ordinated by
Eurostat).

• Loosely connected communities (open
partnerships) – Some communities are only
loosely organised. More co-ordination would
be necessary between them before data
collected there could be contributed to a
broader partnership. Examples would be
universities, national research networks and
in general public and private research
projects.

• Competing entities (no partnerships) –
Some organisations are competitors. A third
party would be necessary to process data in
a trusted manner before it could be
contributed to a more general partnership.
This is the case for Managed Security Service
Providers, IT security vendors and, more
generally, for IT user organisations (e.g.
insurance companies).

“Very interesting ideas here. However, it may
not be feasible to work with one collaboration
platform in which all groups happily work
together. On the other hand, it may be best to
organise collaborators based on their nature.
For example, it may be possible to discuss
attacks in great depth between different
European CERTs, while vendors (IT
Security/ISPs) will be less forthcoming with
information.

“As such, it may be valuable to obtain
aggregated information from certain categories
of users, then discuss this information in depth
between the different CERTs and national law
enforcement agencies. Based on these
discussion meetings, overview reports
could be devised that are returned to the
vendors in exchange for them providing input
information.

“The output of these meetings could then be
used to:

a) issue warnings to certain groups of
organisations regarding major security
incidents;

b) devise new trends and publish public
reports on these trends;

c) identify new issue areas that may be of
use to the IT security vendors;

d) enable law enforcement to respond to
Europe-wide events more rapidly;

e) enable a collaboration platform with major
foreign CERTs to exchange information
and ensure that lower-level requests for
information and security requests are
dealt with correctly.

“This would be much more of a win-win
situation than a collaboration platform where
everyone, regardless of interest, would share
(mostly useless due to obfuscation to shield
end-consumers) data. In the above concept,
operational events would take place between
the CERTs, but summarised statistical review
would help identify major issue areas
and enable global co-operation through e.g.
weekly minor conference information
exchange/situation briefing calls and monthly
major conference calls.”
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Another comment describes the role that ENISA
could have in such a framework:

3.9  Deciding the Type of
Partnership

The previous sections listed a multitude of
potential partners, described a number of existing
data collection initiatives, suggested some
suitable partners and introduced the idea of a
multi-layered partnership. To reduce the
complexity of the problem (i.e. who to involve at
what point and in which way), a decision is needed
as to the type of partnership which would be
favoured by all participants in the discussion. As
emphasised earlier, such a decision very much
depends on answers to the following questions.

• Who are the partners?
• What data are we talking about?
• Who has such data and who wants it?
• Do we want a centralised or a point-to-point 

exchange?

The order in which these questions are answered
also plays a role. 

• Partners: If the partners we are talking about
are merely public sector partners (e.g. 
statistics offices), then data would be fairly 
high-level and long-term, demand from private
organisations would probably be low and 
Eurostat would be an appropriate 
co-ordination point.

• Data: If we decide to talk about trends in
botnets (causing severe identity theft and 
spam), Distributed Denial of Service (DDoS)
attacks and malware in new technologies (such
as viruses circulating via mobile devices or 
instant messaging), then the choice of partners
would be limited to specialised vendors and 
providers, their respective industry
associations and CERT teams.

• Type of exchange: If we are looking for a 
central point of co-ordination for all possible 
partners and data, then ENISA could be an 

answer, because of its trusted relationships 
with various partners. However, ENISA would 
not be able to act unless there were a long-
term commitment in both funding and 
staffing.

ENISA suggests focusing on the following options
for the type of partnership:

I. Pursuing a high-level partnership only – This
partnership starts with a small number of
partners, e.g. those listed in 3.3. Sharing of 
data would remain at a fairly high level (e.g. 
reports). This option requires limited effort, 
but the impact would also be limited. Over 
time, additional partners could join this 
partnership and/or relationships could be 
deepened. Those who can provide resources 
to a partnership have to decide whether and
how they want to continuously support a 
partnership at this level.

II. Supporting several existing data collection 
initiatives – This option would require 
political support (e.g. an EU Communication)
and/or funding for a number of ongoing
initiatives, e.g. investment in research and 
standardisation. Mandatory reporting of 
security incidents could also be a supporting 
measure since it would boost data availability.
This option would have a larger impact than 
the previous option, depending on how many
existing partnerships would receive additional
support, but it also requires more resources. 
For details, see the Action Plan in chapter 5.
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“Within the US, the National Institute for
Standards & Technology distributes lists of
controls that can be applied by organisations,
as well as defines Federal Information
Processing Standards that define e.g. acceptable
cryptography. ENISA could have a role here in
collecting data from vendors, then working
together with CERT liaisons to devise
countermeasures and reports, and then provide
more detailed information back to collaborators
(such as the vendors).”
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III. Initiating a co-ordinating partnership – This
option would not necessarily support existing 
operational14 partnerships directly or be a 
data-sharing mechanism in itself. It would 
rather tie several of the existing partnerships 
together. Partnerships would exchange data 
with other partnerships, ideally with
harmonised or at least co-ordinated
methodologies. Option I and option II might
be complementary to this, but they are not
compulsory. Both the effort required and the
impact of option III would be major,
depending on how many strategic (political)
and operational partnerships were included.
However, this needs an organisational entity
that is responsible and equipped with funding
for several years.

The diagram above illustrates all three ideas.
Partners can exchange data with different levels of
detail. To improve the exchange between partners
or within a partnership, some effort is required
(the arrows). The more effort is put into a
relationship (the longer the arrow), the farther it
will reach or the more partners it will involve.
Ideally, partners would pursue all options, but this
would require tremendous resources – and time.
ENISA recommends focusing efforts on one of
these three suggested options.

Until the approach as to how to move forward is
decided, an analysis of possible procedures (i.e.
the framework) can only be preliminary (see
chapter 4).

14 In this context, operational partnerships means those partnerships where partners already exchange data at an 

operational level, e.g. within the CERT community.

Action: To support the decision about the type
of partnership, ENISA organised a workshop,
presenting the results of this feasibility study
and bringing interested parties together from
the public and private sectors. The output of
the workshop is included in the conclusion of
this report.
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4  Towards a Framework for Data Collection

The previous chapter took stock of data collection
projects, initiatives and reports. It described
motivations and expectations for a data collection
partnership. The question now is how these very
different partners can come together, first discuss
and then later implement data exchange. 

This chapter outlines some important elements of
a framework, building on existing best practice,
and provides concrete examples of data-sharing.

4.1 Current State – Types of Data
and Indicators Commonly Used 

Discussions about “data collection” often remain
abstract. This is necessary to include the quite
different perspectives and ideas that potential
partners might have. To illustrate the direction of
this data collection initiative, the following types
of data and indicators were suggested in the
questionnaire and in presentations and
discussions.

There was broad agreement (“The above list is
excellent”) that this is a comprehensive, if not
complete, list of the types of data involved. 

How was the status measured?
• Volume of threats per quarter, per year
• Volume of threats per megabyte of traffic,

per session
• Percentage of malicious content versus 

whole valuable payload

Where was it measured?
• Geographic15 distribution
• Industry/business sector distribution (types

of targets)
• Suspected miscreants

What16 was observed (“security incidents”)?
• Viruses, worms, DoS etc. or other

destructive payload 
• Breaches, incidents or reconnaissance 

activity
• Spam, spim, spit and other nuisances
• Installed botnets, rootkits, Trojans, spyware

How did government or business suffer? 
(“consumer confidence”)
• Business or government transactions

processed or failed
• Purchases completed or cancelled
• User perception 

Which examples illustrate the issue?
• Cases of online vandalism
• Cases of identity fraud and identity theft

(including phishing and pharming)

What can be done for protection?
• Countermeasures
• Size of the ICT security product, services

and hosting market

Is there any evidence or otherwise 
follow-up?
• Network traces containing attacks
• List of known phishing sites
• Root cause analysis
• Value at risk/financial impact

The following additional comments were given:

• “This is mostly very technical/operational
information, which is a good starting point,
and is easy to capture/evaluate in the first 
step. Even more value could be gained from
deriving security/risk intelligence 
information, which can be linked to 
business value/threats, as well as to non-
technical, mid-/long-term countermeasures 
such as linking to relevant standards & 
control objectives, weaknesses arising from
process-related and procedural weaknesses 
(link to ITIL), recruiting/education of
necessary staff, design and architecture of
secure IT infrastructure etc.”

15 Standardisation is available – see http://en.wikipedia.org/wiki/ISO_3166 for an explanation of ISO country codes,

based on ISO 3166.
16 Standardisation is evolving – for common malware enumeration, see http://capec.mitre.org/data/index.html for 

a list of common attack patterns and http://cme.mitre.org/.
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Note: As stated before (see end of 2.9.2), most
respondents are in favour of ENISA concentrating
on “security incidents” rather than “consumer
confidence”. Analysing measurements of
“consumer confidence” in more detail would
require extra time and resources.

4.2 Possible Contributions of
Partners Within the Framework

It is crucial that participants have a clear idea of
what they would expect from a framework. Even
more important are the contributions that they
would be able to make. Unfortunately, people are
much less willing to contribute than to benefit
from a collaboration, as the table below illustrates.

Note: Bold font highlights figures that deserve
attention. These are discussed below.

For example, while “Earn money” is a motivation
for many respondents (though not all), there was
only one who could accept the idea of “financial
sponsorship” from his organisation (and this was
in fact a private sector organisation). (It was made
very clear that such an answer would be taken
neither as a commitment nor an official statement
by the organisation; it would merely express the
idea that this could potentially be an option.)

As expected, most respondents were willing to
contribute their “Reports”, i.e. their reviewed,
approved and – in most cases anyway – already
published data collections. The sharing of
“Anonymised data” and “Aggregated data” was
also an option for many potential participants. 

However, there was hardly anyone willing to share
“Raw data”, i.e. data as it has been captured e.g. on
participants’ networks. Interest in this option was
in fact so low that the sharing of raw data might
have to be excluded as an option in future phases
of this initiative.

4  Towards a Framework for Data Collection
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• “Beware of ‘pure’ statistic data without
‘indication of riskiness’ – e.g. we’d need to
distinguish (if possible at all) between 200k
virus e-mails which were ‘injected’ into the
net as spam and 200k virus/wormy e-mails 
which are vitally re-distributing themselves...
or as a second example 80% spam which 
may easily be detected by a filter might be a
lesser problem than the 5% which cannot be
detected automatically ... so the ‘real threat’,
the scenarios and implications should 
always be in the focus – as the simple ‘flow 
count’ is much easier to gather, I’d see the 
risk of sticking to that...”

• “Most of those metrics will be useful.
However, our experience is that the end-
users – i.e. very often the European
companies – are at least equally eager to get
data and statistics on the security practices
that have proved useful in avoiding such 
incidents. It is important to have facts about
the actual threats, but it is just as necessary
to be able to bring forward answers to the 
threats. Also, the threats or incidents by 
themselves carry limited perspective to the 
business impact. Thus any kind of data on
the actually or potentially impacted business
would be precious.”

• “We would also like to see direct financial 
impact of incidents and total (direct and 
indirect) financial impact of incidents.”

• “What about giving guidance on calculating
and expressing financial impact of 
incidents?”

• “Regardless of which measures (e.g. volumes
of threats, breaches, transactions) there will
be a need for clear definitions.”

Discuss during the workshop: Is the above list
of indicators a reasonable starting point for a
data collection framework?.

Contribution

Reports

Raw data

Aggregated data

Anonymised data

Standardisation/
harmonisation expertise

Leadership, management

Endorsement 
(i.e. marketing, branding)

Sponsorship (i.e. money,
long-term funding)

Administration
(e.g. event logistics)

IT resources (e.g. hosting,
hardware, software)

Other (please describe)

Possible

12

3

10

11

8

7

7

1

4

4

3

Not an
option

5

12

6

4

8

9

8

14

12

11

0
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Half of the respondents said that they would like
to contribute their expertise to the partnership (a
few also included this under “Other”). Some
considered the contribution of “Leadership” (e.g.
project management) and “Endorsement” (e.g.
marketing, publication). Only a few thought that
“Administration” and “IT resources” were a
possible contribution.

4.3 Methods of Working Within the
Framework

When asked how they would envisage their work
within or towards the framework, it emerges that
participants would appreciate telephone and
video conferences far less than expected. Not
surprisingly, workshops, conferences and face-to-
face meetings in general rank highly, especially in
the initial phase of establishing a trust
relationship. The following are the detailed
results:

Regarding the use of mailing lists, the picture is
not clear. Some respondents favoured open
mailing lists, i.e. a list which every interested party
can join. Others expressed a strong preference for

closed mailing lists, i.e. a list in which existing
members can veto the entrance of new members.

The use of an online collaboration platform was
also emphasised. Those familiar with the EU
infrastructure acknowledge the usefulness of
CIRCA, while others point to wikis as a way of
drafting documents collectively.

Although players in the high tech area of data
collection might be familiar with video
conferencing technology, no-one would favour
this method of communication for this initiative.
The reason might be that, although video
conferencing provides a certain “face-to-face”
feeling, building a trust relationship requires
much more than that. After that has been
established, then communication can continue
through traditional electronic means.

4.4 Framework as Suggested in the
Questionnaire

In a multi-level or hierarchical partnership as
outlined in the previous chapter, not only the
selection of partners for each group would be
different, but the data being shared between them
would probably also not be the same.
Consequently, there must be a number of possible
procedures – and the list below is probably not
exhaustive – as to how work between different
sets of partners could be organised.

The following sections describe a number of such
procedures. The first set of procedures (sections
4.4.1 – 4.4.7) was presented in the questionnaire17. 
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The conclusion is that most partners would be
willing to contribute content to the framework.
However, a special partner would be needed for
the operational management of this framework.
This partner should be regarded as neutral by
the other participants.

Workshop(s) with contributions from
various partners

Face-to-face meeting(s) with ENISA to
discuss this topic in private

Open mailing list 

Closed mailing list 

Regular phone conferences

Wiki to jointly draft documents

CIRCA (EU online collaboration portal)
to store information

Video conferences

European-wide, multi-day conference

15

7

7

12

6

9

8

0

10

“Initially time efforts in participation will
probably be a critical success factor – to my
mind there should be calculable timeframes for
fostering that framework project, which is not
the case for ‘ongoing efforts’ as in mailing lists
or wikis – on the other hand, once established –
those means are probably necessary to keep
things evolving.”

(Statement of one survey respondent).

The conclusion is that the partnership should
be initiated with face-to-face meetings of some
sort, and then be followed by information
exchange on open/closed mailing lists and a
standard collaboration platform.

17 The questionnaire listed these “procedures” as “scenarios”. However, one reviewer pointed out that scenarios are

usually mutually exclusive alternatives; they do not exist in parallel. Hence “procedure” is the more appropriate

term.



Each section includes a short description as it was
included in the questionnaire, followed by the
comments received on that specific idea. (Note:
Explaining each procedure in more detail here
would mean interpreting and perhaps changing
slightly the meaning in comparison with the
questionnaire. Listing the comments could then be
misleading. Consequently, the descriptions have
been kept as simple as they were in the
questionnaire, and more precise descriptions (and
adjusted procedures) are given in the sections
hereafter.)

The second set of procedures (sections 4.5.1 –
4.5.6) is based on the comments received,
including several discussions on subsequent
occasions when the initiative was presented. This
was the basis for the discussions which followed,
including the workshop in November 2007.

4.4.1 Pooling of reports

Description in the questionnaire: 
The idea is that many (if not all) reports on
security incidents and consumer confidence in
Europe are available from a central location. They
are presented with a standard description of their
scope (e.g. timeframe, geography, topics; see 4.1
for further details).

4.4.2 Meta search 

Description in the questionnaire: 
All reports are tagged consistently (see 4.1 for
details) and readers can search across a (sub)-set
of reports for specific information (e.g. a country,
the time of an outbreak).

4.4.3 Common understanding

Description in the questionnaire: 
Reports that follow an agreed terminology, data
format or structure (see question above) present a
specific seal, e.g. “Registered European
Information Security Report”.

4  Towards a Framework for Data Collection
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Comments on the procedures suggested in the
questionnaire:

• “It is probably possible to get most of them
but I don’t think all of them.”

• “There should be a ‘drill down’ capability for
the member organisations, in order to 
obtain a better understanding about the 
underlying principles and patterns.”

• “This is definitely necessary!”
• “Pooling of reports is a good way of 

exchanging information. Security incidents 
are sorted and contain all relevant 
information while protecting identity of data
source.”

• “From the view of a research institute all of
these scenarios are interesting and 
valuable.”

• “Free of charge?”
• “Would be especially useful for CERTs.”

Comments on the procedures suggested in the
questionnaire:

• “Highly dependent on an agreed framework
for analysis. May not be possible given 
different data collection methods.”

• “Good way of organising data if you need to
find something specific.”

• “Nice to have. Who do we see using such a 
feature? The CISO of a major European 
company?”

• “Would be especially useful for CERTs.”
• “(Formal) meta data definition on 

surveys/studies to describe methodology,
scope, significance etc. – so results could be
interpreted and aggregated correctly, maybe
even re-used, aggregated, compared... 
automatically if there’d be a common result 
data format, too (sounds nigh too good to
get, though).”

• “This seems too detailed. Today the IT
platforms tend to be very homogeneous,
especially across countries. There is
probably less value in country by country
tracking than there would be in industry 
sector, if anything.”

Comments on the procedures suggested in the
questionnaire:

• “Depends on the ‘value’ of that seal to the
respective user community.”

• “Some standards and terminology will be 
easily agreed upon while others will not. 
Standards of classification with regards to 
threats, severity levels, counts, etc. will be 
different between contributors.”

• “Common terminology is good. But I would 
not put much effort into polishing reports. 
It is more important that the reports are 
concise and the key information in them can
be obtained quickly.”

• “Yes. Required. Question is how do we 
define this glossary.”

• “Perhaps a good idea, but would a 
standardised international format apply 
better? There may be a good reason here for
ENISA to co-ordinate with US and Asian 
organisations.”
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4.4.4 Cross references and synergy

Description in the questionnaire: 
Reports within this framework refer to other
published reports. A yearly summary report
summarises all contributed reports during the last
year, e.g. as condensed information for decision-
makers.

4.4.5 Exchange of non-published data 

Description in the questionnaire: 
Partners exchange data that is not meant to be
published, but of value for similar initiatives, e.g.
draft reports, details behind published data,
methods of data collection.

4.4.6 Exchange of data submitted
anonymously

Description in the questionnaire: 
Partners exchange data that is not meant to be
published, but of value for similar initiatives, e.g. 
draft reports, details behind published data,
methods of data collection.

4.4.7 Exchange of raw data

Description in the questionnaire: 
Partners make detailed data directly available to
other partners. Of course this requires strong
security measures and a deep trust relationship
between named partners.

4.4.8 Likelihood of success of suggested
procedures
In a separate question, respondents were asked
how likely they think the different players would
be to participate in the procedure (“certain”,
“possible” or “unlikely”). To evaluate the
responses, the values “+1”, “0” and “-1” were
assigned respectively. The table overleaf
illustrates the summary of what participants
think. 
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Comments on the procedures suggested in the
questionnaire:

• “Vitally important to allow a ‘top down’ view
on a potentially large data/report 
collection.”

• “Of course. Free references?”

Comments on the procedures suggested in the
questionnaire:

• “Good idea, but very difficult, especially 
among vendors who compete.”

• “Depends on the mutual trust level between
partners – that trust level needs to be 
actively built and maintained by ENISA.”

• “Unlikely to occur where vendor-specific
data is concerned.”

• “This might not be the most efficient way of
exchanging information.”

• “Useful, but difficult to achieve.”
• “No. Some data can be enablers to some

business models. Collaboration can be on 
aggregated data and on conclusion drawn 
from the data, not on the data themselves.”

• “Might be good on a CERT basis, but there 
are too many different types of 
organisations that may not trust each other
directly. For example, one vendor may not 
wish to exchange information with another
vendor. CERTs are neutral and able to
co-operate much better.”

Comments on the procedures suggested in the
questionnaire:

• “Low probability with the possible exception
of official statistical data.”

• “Only on a limited, case-by-case basis, given
a real necessity for peer exchange of data, 
rather than centralised data collection and
correlation approach.”

• “This may be possible though only likely to 
occur after a vendor determined that it has
no value internally or is dated.”

• “This is a good way to exchange information
but you still need someone with data mining
expertise.”

• “Useful.”
• “If any exchange, yes [i.e. then this one.]”

Comments on the procedures suggested in the
questionnaire:

• “Low probability with the possible exception
of official statistical data.”

• “APWG does some of this already.”
• “Seems unlikely unless close partnerships

already exist.”
• “Likely to be done only in specific cases, 

based on true business requirement (but will
be done already today if needed).”

• “Unlikely to occur for competitive reasons.”
• “Most of organisations mentioned below are

concerned about confidentiality of their data
and privacy of their customers and partners,
so it is nearly impossible to get raw data.”

• “This will most likely not be possible.
Partners will not want to reveal their raw 
data.”



While this should by no means be taken as a valid
statistical evaluation, it does give some idea of the
likelihood of different types of data exchange,
based on a number of expert responses. While
CERTs, universities and research networks (via
their established communities) would be good
candidates for several procedures, the other
players would in most cases be more reluctant, i.e.
establishment of a planned framework would
require more time. Exchanging non-public data
and raw data is unlikely, regardless of the type of
partner.

4.5 Framework as Suggested Now
after a Number of Discussions

The previous seven sections described possible
procedures as they were outlined in the
questionnaire. The following sections describe
procedures as they were developed in discussions
following presentations of the initiative and based
on the results of the questionnaire. The reason for
this split is that, on the one hand, while the
discussion unfolded, different procedures became
more realistic than those presented in the
questionnaire; on the other hand, ENISA did not
want to lose the comments made in the original
questionnaire, but felt it would be incorrect to
assign them to different/changed procedures. In
other words, the descriptions below represent the
next iteration of developing procedures and the
basis for further discussions.

These suggestions are sorted by expected level of
commitment from partners. That is, while the first
suggestion could happen even without any
partner involvement, the last suggestion would
require management-level commitment.
1. Informal information exchange
2. Common categorisation/storage
3. Interpreting measurements
4. Alignment of methodologies
5. Exchange of aggregated data
6. Exchange of raw data

4.5.1 (In)formal information exchange
Before any discussion about technical details can
start, the respective organisations must enter a
dialogue to discuss and decide the appropriate
level of commitment from all parties. 

Such dialogue can take various forms. Based on
responses to the questionnaire, the dialogue
should start with a physical meeting, followed by
ongoing electronic communication of various
kinds. ENISA suggests the following:

• Workshop to kick off on-site discussion among
interested parties

• Letter-of-intent to demonstrate the interest of
parties in continuing this discussion

• Creation of an open mailing list that all parties
who are interested in the topic can join

• Creation of a closed mailing list where every
new participant can be vetoed by existing 
participants

• Conference as a platform for more detailed 
presentations and in-depth discussions of 
other forms of collaboration

4  Towards a Framework for Data Collection
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MSSPs

CERTs

National security organisations

National/EU statistics offices

IT security vendors

Providers (e.g. ISPs, telcos)

Universities

National Research Networks
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4.5.2 Common categorisation/storage
The idea is that all reports on security incidents
and consumer confidence in Europe should be
available from a central location. Depending on
the distribution rights, they can either be copied
to that location or they can be made available by
reference (link). 

The central storage authority presents and tags
each report with a standard description of the
scope (e.g. timeframe, geography, topics of the
report; see box above for some examples or 4.1 for
further details). Readers can then search across a
(sub-)set of reports for specific information (e.g. a
country, the time of an outbreak etc.).

The reports are listed without validation of the
quality of the content. However, one tag indicates
the source of the report (e.g. produced by a
national statistics office, commissioned by a
vendor, compiled by CERTs, sponsored by the EU
etc.), leaving it to the reader to decide whether or
not this is a trustworthy source for a data
collection report.

A simple version of this idea has recently
(September 2007) already been implemented by
the Cyber Security Industry Alliance (CSIA). The
CSIA created a list18 of around 40 data collection
reports. For each report, the list shows the name,
the month of publication, a link to the full report
and a few bullet points summarising the content
of these reports. The reports are sorted into
categories of “Attack Trends”, “Economic and
Business Impact” and “Consumer Impact”. 

4  Towards a Framework for Data Collection

Workshop participants confirmed the need for
an information exchange. On the one hand, not
all existing data collection initiatives are known
to the community. Already at this workshop,
several participants presented initiatives, some
with innovative methods, that were not known
to other participants. On the other hand,
workshop participants emphasised the need to
discuss the approaches that are taken by
others. Unlike experiments in physics or
chemistry, there is so far no culture of
explaining “how to run experiments” (i.e. how
to follow a scientific approach) in information
security. 

Also, many reports are published only with
generic contact information (e.g. info@), which
makes it difficult to ask questions about the
methods used. What is needed is a forum or a
platform where data collection methods can be
discussed. This could be a closed mailing
(which facilitates the exchange of sensitive
details), a conference or a regular meeting (not
more than twice per year). During such a
conference, for example, data collectors could
present their approaches and answer fellow
researchers’ questions. Some workshop
participants emphasised the need to submit a
paper prior to the conference presentation. 

All these ideas were taken into account in the
data collection partnership that was initiated
during the workshop.

Suggestions for a simple categorisation

• Definition of countries (e.g. using TLDs as
codes) or regions

• Definition of industry sectors
• Study timeframe (e.g. cover at least 

quarters, published not later than 3 months
later)

• Minimum statistical sample
• Definition of company sizes (especially for

SMEs)
• Country where report counts a threat (e.g. 

legal location of attacker, location of 
launching computer, location of victim)

• Definitions of well-known threats (e.g.
spam, virus) and new threats (e.g. pharming,
DoS)

• Definition of severity levels

18 See www.csialliance.org/resource/csiadatacompilation



4.5.3 Interpreting measurements
A trusted party (such as independent market
researchers or ENISA and its expert circles) writes
commentaries on security measurements
published by data sources. These commentaries
concentrate on the meaning of measurements
rather than the quality of the collection. These
comments answer questions such as:

• What do the statistics actually measure (e.g.
percentage of e-mails infected with a virus)

• Whether the method introduces any biases 
(e.g. if the selection of e-mails for monitoring
favours a particular country/sector/etc.)

• Whether statistics can meaningfully be 
compared with others (e.g. those taken at 
other times – while the number of infected
e-mails cannot be compared, the percentage 
probably can)

• Whether a trend analysis with previous
measurements has been carried out correctly

• Whether the conclusions and 
recommendations given in the report are 
executable

A yearly report then summarises all reports
contributed during the previous year, to produce
condensed information for decision-makers.
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Workshop participants were in favour of a
central storage for the exchange of reports,
ideally in the form of a browseable and
searchable database. Categorisation of reports
could be fairly simple in the beginning (author,
year, URL). What is needed is a trusted entity to
host the database. A number of workshop
participants volunteered to help with such
hosting. Vendors, industry associations,
research facilities, EU research projects and
regulatory authorities were also suggested.
Some of these were ruled out immediately due
to their obvious bias, but other proposals
should be examined further. However,
according to workshop participants, the ideal
solution would be for ENISA to host such a
database. Given the current resources at ENISA,
such storage would be of a minimal nature and
limited in time (i.e. a wiki and a mailing list). 

Central storage is useful as long as reports are
in English. However, it was also noted that
many of the more focused and more current
reports are only available in other European
languages. This hinders international attention
and comparability of the situation in different
countries. There is no solution to this problem.

Another method of categorisation that was
discussed at the workshop is the “traffic light
protocol”. It relates to the way that information
is shared within and beyond a group. Red – the
information must stay within the group (room);
yellow – participants can share it with their
teams; green – the information can go public. It
was suggested that this mechanism should be
used within the partnership.

The idea of a European information security
indicator system was also discussed at the
workshop. Such a system would show the
situation in Europe based on a number of data
collections, surveys and reports. However,
participants quickly abandoned this idea.
According to participants, existing data sources
are too diverse, establishing a mechanism to
categorise data and aggregate it to an overall
indicator is very difficult, and the value of such
a system is questionable.

Workshop participants confirmed the value of
such a scenario, but considered it to be not
feasible – and not necessary – at present. An
exchange of information as described in
scenario 1 would be sufficient to understand
other data collection reports.

What is needed is an aggregation of the myriad
of reports that are publicly available. Such a
summary, produced perhaps once a year, could
help policy-makers with their decisions.
Reports could be selected for a specific context
(e.g. a country, an industry or a specific threat)
and summarised accordingly. Workshop
participants also emphasised the need to add
anecdotal information to the statistics, making
it easier for decision-makers to understand the
problem. Even though some workshop
participants could imagine creating such
aggregated reports, all agree that this would be
an expensive exercise. However, it should be
kept on the list of future possible actions for
the partnership. 

So far, it has been agreed that comments on
other organisations’ reports should not include
any valuation or interpretation. A short
summary, highlighting the key messages of a
report, is deemed appropriate and sufficient by
workshop participants.
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4.5.4 Alignment of methodologies
A methodology for data collection should define
the type of data, the source of the data, and the
conditions for collection (time, transmission,
storage). It should also describe how to process
this data and disseminate the results. After
several months of research, ENISA is in a position
to say that there is no general method or standard
that describes this process in a widely accepted
way. 

However, there are various detailed standards that
describe specific aspects of information exchange.
Some standards define terminology, which is
already a significant contribution to an overall
solution. Others describe the exchange of specific
events. This granularity is not useful for
exchanging aggregated information, but it might
be a starting point for the development of a
higher-level standard. 

As an example, CVE (Common Vulnerabilities and
Exposures) is a standard-naming system for
vulnerabilities. It is implemented in dozens of
products, and security advisories often include
CVE numbers. A data collection that makes use of
this standard should ask “How many attacks last
year have exploited vulnerabilities that are listed
in the CVE systems?” rather than “How many
attacks on your information systems did you
observe last year?”. There would still be room for
interpretation, but at least the scope would have
been narrowed down.

The table right gives some examples of technical
standards that could help in this context. For
more information, see also: 

• Section “10 – CERT standardisation activities”
of the ENISA Report: 
www.enisa.europa.eu/doc/pdf/deliverables/
enisa_cert.pdf

• Extensive list of Information Security Data
Standards: 
http://measurablesecurity.mitre.org/

Of course, the list above focuses on the technical
aspects of data exchange. Financial or
organisational aspects of an exchange are not
included. ENISA welcomes any such additions to
the list of exchange standards.

A word of caution is necessary here: As one
discussion participant rightly pointed out, many
(if not most) of the currently existing
methodologies and standards in this area were or
are being created in the US or by US organisations.
There is certainly some motivation in Europe to
initiate the development of standards and
methodologies that accommodate specific
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Data Exchange Standard/
Agreement

Common Result Format (CRF)

Common Attack Pattern Enum.
and Classification (CAPEC)

Common Intrusion Detection
Signatures Standard (CIDSS) 

Common Vulnerabilities and
Exposures (CVE) 

Alert Standard Format Specification
(ASF) 

Incident Object Description and
Exchange Format (IODEF) 

Intrusion Detection Exchange
Format (IDMEF) 

Application Vulnerability
Description Language TC (AVDL) 

Web Application Security TC (WAS) 

Advisory and Notification Markup
Language (ANML) 

Open Vulnerability Assessment
Language (OVAL) 

VulnXML (Web Application Security
Vulnerability Description)

Common Vulnerability Scoring
System (CVSS)

EISPP Common Advisory Format

Common Advisory Interchange
Format (CAIF)

Origin of
Standard
or Draft

MITRE

MITRE

IETF

MITRE

DMTF

IETF

IETF

OASIS

OASIS

OpenSec

MITRE

OASIS

MITRE

EISPP

Uni
Stuttgart

Action: A procedure is needed to further
identify methodologies and standards in this
space, to identify gaps (i.e. to find areas that are
not covered by any standard), to eliminate
redundancies and promote successful
standards. This would require the creation of a
group of experts and ideally some funding to
drive the creation of missing elements.

www.enisa.europa.eu/doc/pdf/deliverables/enisa_cert.pdf


European interests. However, given the global
nature of the information society and the existing
basis of standards, an alternative European
development would do more harm than good. The
discussion participant, himself representing a
truly European security vendor who is active in
related standards discussions in the US,
emphasised the need to find a global solution for
the exchange of information security
measurements.

4.5.5 Exchange of aggregated data
The idea is that some partners should exchange
data that are not meant to be published, but which
are of value for similar initiatives. This includes
draft reports, additional details that were not
deemed to justify publication or explanations on
methods of data collection and analysis. 

The exchange of such information between
partners must be constructed in such a way that
the source of the data remains unknown (e.g.
where it has been submitted anonymously or
under a pseudonym).

Since such an exchange is a sensitive issue for
many potential partners, it would obviously
happen only between known, trusted partners,
and not in the overall framework for data
exchange.

4.5.6 Exchange of raw data
The idea of an exchange of raw data between
partners is still listed here, although most
respondents and potential partners think that it is
not realistic (see 4.4.7). There were only very few
who considered this an option, mostly
participants from the academic/research field.

The idea is that partners make detailed raw data
available to other partners, using agreed
standards and electronic means for direct data
exchange. Of course this requires strong security
measures and a deep trust relationship between
named partners. It is certainly not an option for an
overall framework.
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Workshop participants welcomed the
alignment of methodologies, but also agreed
that this is a time-consuming and complex task.
Many were disillusioned by past experiences
with technical standardisation in this field. Not
even the exchange of information within the
CERT community is sufficiently harmonised.
Standards exist (e.g. eCSIRT, a result of an EU
FP5 project) but, given that CERTs have various
business models, organisational structures and
legal locations, no one standard is used.

Workshop participants emphasised, however,
the importance of alignment and suggested
that the partnership should focus on a more
uniform set of tools for data collection and
exchange. Partners should share knowledge
about which tools they use, making it easier for
others to judge whether an exchange of data
makes sense.

Workshop participants currently did not want
to plan for a scenario where non-published data
is exchanged in a structured way, even if that
data were aggregated. Even such an exchange
requires a deep level of trust that currently
does not exist within a larger group of partners.
Trusted exchanges are limited to 1-to-1
partnerships. 

Moreover, as some participants pointed out,
submitting data anonymously is often not a
good solution. First, with effort, data sources
can often be re-identified, even if data has been
submitted anonymously. Second, researchers
often need to contact the source of the data to
better understand a given situation and to
clarify anomalies.

Workshop participants suggested that an
exchange of aggregated data should not be
ruled out, but would not be the focus during
the first steps of the partnership.

Workshop participants, like questionnaire
respondents, were not in favour of an exchange
of raw data. Key concerns are that access to raw
data reveals the source of the data which is, in
most cases, not allowed for commercial, privacy
or other legal reasons. Moreover, participants
were concerned that another data processor
could interpret data in a different way from
which it was intended, which might act against
the interests of their organisations.

However, as with an exchange of aggregated
data, workshop participants said that an
exchange of raw data should not be ruled out
completely. However, it is beyond the envisaged
partnership for the time being. The exchange of
raw data will happen only outside the
partnership and with other means than those
provided for by the partnership.
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4.6 Overview of Possible Procedures
and Potential Actions

The table below shows for each of the proposed
procedures what the affected parties could do to
drive data-sharing forward, based on ENISA’s
research, comments to the questionnaire (see
especially 4.4.8) and discussions over the past
months. Note that the table focuses on what the
parties could do best. Of course all parties can
always join all activities (e.g. governments can
provide funding for all kinds of activities); the
table simply emphasises what makes most sense,
from ENISA’s point of view.
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Government
entities

Participate in
WS & mailing
list

Provide
funding

No action

No action

No action

No action

National
security
agencies

Participate in
WS & mailing
list

Provide
expertise

No action

Join existing
projects

Evaluate
bilateral
possibilities

No action

Statistics
offices

Participate in
WS & mailing
list

Provide
reports

Provide
reports

Join existing
projects

Evaluate
multilateral
possibilities

No action

Researchers

Participate in
WS & mailing
list

Find/define
central
repository

Write
interpretations

Drive existing
projects

Evaluate
bilateral
possibilities

Evaluate
bilateral
possibilities

MSSPs &
providers,
vendors

Participate in
WS & mailing
list

Provide
reports

Provide
reports

Join existing
projects

No action

No action

Enterprises

Participate in
WS & mailing
list

Use repository

Read
interpretations

No action

Evaluate

No action

The following paragraphs explain the elements of
the table in more detail, especially the column
titles and the cell contents. The row titles
correspond with the procedures which have been
explained before.

The types of organisations as they are listed here
are a combination and adjustment of the types
that were used earlier in this report. Regarding
expected actions, this categorising of
organisations is more appropriate for this
overview, because otherwise several columns
would have the same contents.

• Government entities – This group includes 
ministries of communication, ministries of 
transport, ministries of consumer protection, 
interior ministries, data protection authorities
or any other national or regional government
entity which is actively involved in information
security.

• National security agencies – This group
includes the major national agencies which are
responsible for information security questions,
such as the German BSI, the French DCSSI, the
British CESG etc.

Organisation:

Procedure:

1. Informal 
information 
exchange

2. Common
categorisation/
storage

3. Interpreting
measurements

4. Alignment of
methodologies

5. Exchange of
aggregated
data

6. Exchange of
raw data



• Statistics offices – They exist in all EU 
countries, with Eurostat acting sometimes as
the co-ordinator for EU-wide surveys.

• Researchers – This diverse group includes 
universities and research networks as well as
market and technology researchers. They have
in common a more or less unbiased approach 
towards collecting data.

• MSSPs & providers, vendors – This group 
includes Managed Security Service Providers 
and electronic communication service 
providers (telecommunication and Internet 
Service Provisioning), as well as software and 
hardware vendors. They have in common that 
data collections are not their primary goal, 
hence their data and reports might be biased 
towards selling their products or services.

• Enterprises – This group includes all 
companies which are interested in consuming
data collection reports. In many cases these 
will be larger enterprises, e.g. from the
insurance or financial services sector.

The actions that should be taken by the types of
organisations listed above are explained b e l o w .
Again, these are not meant to be exclusive actions.
Rather, a specific type of organisation should
focus on a specific action, while evaluating
whether the organisation could also contribute to
other related activities.

• Participate in workshop and mailing list – This
is the most basic activity that requires little 
commitment from the organisation.
Consequently, it should be on the action list
for all types of organisation.

• Join or drive existing projects – In several 
areas, there are already valuable data-sharing 
projects or projects that help harmonise data 
collection methodologies (e.g. standardisation).
Continuous engagement is encouraged, and 
those who do not yet participate should join
(e.g. a working group or a user forum).

• Evaluate bilateral or multilateral possibilities
– Real data-sharing will require an 
establishment of trust, which is more likely to 
happen bilaterally first, and then involve 
several partners in a second step. Such 
multilateral co-operation is feasible for those 
who already engage, at least bilaterally.

• Find/define central repository – For a number
of data collection activities, a central website/
storage/forum/platform would be extremely

helpful. It is not obvious who would host such
an infrastructure, but it is more likely to 
happen in the research community.

•Write interpretations – Writing interpretations
of existing data collections and reports 
requires some expertise and also at least a 
minimum amount of human and financial 
resources. This could be done by academics if 
funding were available, or by private
researchers who publish such interpretations
for a fee.

• Provide expertise, funding or reports –
Depending on the type of organisation and its
expertise, one or several contributions are 
possible. The table suggests which
contributions are most likely – or most 
appropriate – from each player.

•Read interpretations/use repository – The
consumption of data collection reports is as
important as contributing reports. Only if data
collections are being used will they be 
maintained and improved in an appropriate 
way. Feedback from users is crucial, as several
respondents to the questionnaire emphasised.

•No action – Not every player will take part in
every activity. Not being involved is perfectly 
acceptable, not only for a whole category of 
organisation but also for individual
organisations.

The previous chapter suggested a variety of
procedures for creating and improving the
exchange of data on security incidents and
consumer confidence. Which of these procedures
should be selected depends on the decision about
which type of partnership should receive support
in the future (see 3.9 and next chapter).
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Creation of a Partnership for ICT
Security Incident and Consumer
Confidence Information Exchange
(PISCE)

On 13th November 2007, the participants in the
workshop organised by ENISA in Berlin expressed
their opinions (see box below) regarding the type
of partnership (see 3.9 for explanations) that
should be initiated. 

Following that, i.e. with a clear preference for
option I with some strong support for option II,
the workshop participants discussed in more
detail option I (pursuing a high-level partnership)
and the way it might also support existing data
collection initiatives. 

On 14th November 2007, the participants in the
workshop organised by ENISA in Berlin agreed to
launch a “Partnership for ICT Security Incident
and Consumer Confidence Information Exchange
(PISCE)”. Participants expressed their opinion with
a Letter of Intent, indicating a commitment to this
partnership at different levels, as show in the box
(top right). A majority of participants was
convinced that their organisation would join this
partnership and some even already have authority
to confirm this. No participant is sure that his/her
organisation would not want to join this
partnership.

The purpose of this partnership as agreed by the
participants is to “Create an information exchange
on ICT security and consumer confidence trend
data”.

A primary goal of this partnership is to
“Encourage policy- and decision-makers to
become involved. This assumes their need is
currently to deal with a number of emerging
threats to the resilience of and confidence in ICT
in Europe”.

The partnership will evolve in several steps: 
• Increase the visibility of existing data 

collections and mediate supply and demand
(implemented with a wiki at 
http://wiki.enisa.europa.eu)

• Categorisation of reports, e.g. by developing a
useful template, such as sample size, source, 
time of collection (presented at a later stage in
the wiki)

• Facilitate the understanding of reports, 
without revealing details unless in a separate
trusted partnership (with a closed list and
ideally with a conference)

• Develop summary reports for decision-makers
(if/when/where resources allow it)

• Enlarge and deepen this partnership

The partnership will initially be supported by
ENISA in a minimal and time-limited form (public
wiki provided by ENISA, closed mailing list hosted
by ENISA).

5  Conclusion – Creation of a Partnership

Deciding the type of partnership

Option I. Pursuing a high-level
partnership only

Option II. Supporting existing data
collection initiatives

Option III. Initiating a co-ordinating
partnership

Some participants chose a
combination of options

Option I + II

Option I + III 

Option II + III 

Option I + II + III 

10 votes

6 votes

3 votes

3 votes

1 vote

1 vote

1 vote

I confirm on behalf of my
organisation that we are interested
in joining the partnership as
discussed at this ENISA workshop.

I am personally convinced that my
organisation is willing to join this
partnership, but I have no authority
to make any commitments at this
point in time.

I am not sure about my
organisation’s willingness or
capability to join this partnership. I
need to investigate further.

I am pretty sure that my
organisation will not want to join
this partnership. I do not want to
invest any more resources.

I do not want to make any
statement.

5 votes

10 votes

9 votes

0 votes

1 vote

Letter of Intent – level of commitment



For further information about this Position Paper, contact 
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