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Executive summary 
 

The project eID Interoperability for PEGS aims to propose a solution to the legal, technical and 
organisational issues related to the creation of an interoperable Pan-European identity management 
infrastructure. The EU Member States, Candidate Countries and EEA Countries are introducing more 
sophisticated ways to manage identities in the eGovernment area. Different member states are 
implementing different structures as their identity management solution. The main challenge for the 
eID Interoperability for PEGS project is to propose a general architecture that, while taking into 
account the existence of different models, is able to cope with them by obtaining the final goal of 
interoperability. 

The project should conclude with several different proposals how to build interoperability without 
affecting member states’ own existing infrastructures. 

This document describes the current situation regarding the use of electronic authentication means in 
eGovernment applications in Luxembourg. 
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1 Documents 

1.1 Applicable Documents 
 

[AD1]   Framework Contract ENTR/05/58-SECURITY 
 

1.2 Reference Documents 
 

[RD1]   eGovernment in the Member States of the European Union –  5th Edition  –  May 
2006 

http://ec.europa.eu/idabc/servlets/Doc?id=24769 

[RD2]   European Electronic Signatures Study 

http://www.law.kuleuven.ac.be/icri/itl/es_archive.php?where=itl  

[RD3]   DIRECTIVE 1999/93/EC OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 13 December 1999 on a Community framework for electronic 
signatures 
http://europa.eu.int/information_society/eeurope/i2010/docs/esignatures/esignatur
es_en.pdf 

[RD4]   Decision 2003/511/EC of 14 July 2003 on the publication of reference numbers of 
generally recognised standards for electronic signature products in accordance 
with Directive 1999/93/EC of the European Parliament and of the Council, OJ L 
175, 15.7.2003, p.45 

http://europa.eu.int/eur-
lex/pri/en/oj/dat/2003/l_175/l_17520030715en00450046.pdf 

[RD5]   DIRECTIVE 2004/18/EC OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 31 March 2004 on the coordination of procedures for the award of 
public works contracts, public supply contracts and public service contracts 

http://eur-
lex.europa.eu/LexUriServ/site/en/oj/2004/l_134/l_13420040430en01140240.pdf  

[RD6]   IDABC Work Programme Third Revision 

http://ec.europa.eu/idabc/servlets/Doc?id=25302 

[RD7]   DIRECTIVE 2004/17/EC OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 31 March 2004 coordinating the procurement procedures of entities 
operating in the water, energy, transport and postal services sectors 

http://europa.eu.int/eur-
lex/pri/en/oj/dat/2004/l_134/l_13420040430en00010113.pdf 
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2 Glossary 

2.1 Definitions 
 

In the course of this report, a number of key notions are frequently referred to. To avoid any 
ambiguity, the following definitions apply to these notions and should also be used by the 
correspondents.  

 

o Entity: anyone or anything that is characterised through the measurement of its attributes in 
an eIDM system. This includes natural persons, legal persons and associations without legal 
personality; it includes both nationals and non-nationals of any given country. 

 

o eIDM system: the organisational and technical infrastructure used for the definition, 
designation and administration of identity attributes of entities. This Profile will only elaborate 
on eIDM systems that are considered a key part of the national eIDM strategy. Decentralised 
solutions (state/region/province/commune…) can be included in the scope of this Profile if 
they are considered a key part of the national eIDM strategy. 

 

o eIDM token (or ‘token’): any hardware or software or combination thereof that contains 
credentials, i.e. information attesting to the integrity of identity attributes. Examples include 
smart cards/USB sticks/cell phones containing PKI certificates, … 

 

o Authentication1:  the corroboration of the claimed identity of an entity and a set of its 
observed attributes. (i.e. the notion is used as a synonym of “entity authentication”).  

 

o Authorisation: the process of determining, by evaluation of applicable permissions, whether 
an authenticated entity is allowed to have access to a particular resource. 

 

o Unique identifiers: an attribute or a set of attributes of an entity which uniquely identifies the 
entity within a certain context. Examples may include national numbers, certificate numbers, 
etc. 

 

o Official registers: data collections held and maintained by public authorities, in which the 
identity attributes of a clearly defined subset of entities is managed, and to which a particular 
legal of factual trust is attached (i.e. which are generally assumed to be correct). This 
includes National Registers, tax registers, company registers, etc. 

 

                                                   
1 For the purposes of this Profile, the notion of authentication is considered to be synonymous with ‘entity 
authentication’, as opposed to ‘data authentication’. The notion of ‘identification should be avoided to avoid 
confusion. 
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o eGovernment application: any interactive public service using electronic means which is 
offered entirely or partially by or on the authority of a public administration, for the mutual 
benefit of the end user (which may include citizens, legal persons and/or other 
administrations) and the public administration. Any form of electronic service (including 
stand-alone software, web applications, and proprietary interfaces offered locally (e.g. at a 
local office counter using an electronic device)) can be considered an eGovernment 
application, provided that a certain degree of interactivity is included. Interactivity requires 
that a transaction between the parties must be involved; one-way communication by a public 
administration (such as the publication of standardised forms on a website) does not suffice.  

 

o eSignature: data in electronic form which are attached to or logically associated with other 
electronic data and which serve as a method of authentication with regard to this data. Note 
that this also includes non-PKI solutions.  

 

o Advanced electronic signature: an electronic signature which meets the following 
requirements: 

(a) it is uniquely linked to the signatory; 

(b) it is capable of identifying the signatory; 

(c) it is created using means that the signatory can maintain under his sole control; and 

(d) it is linked to the data to which it relates in such a manner that any subsequent change of 
the data is detectable; 

Again, this definition may cover non-PKI solutions.  

  

o Qualified electronic signature: advanced electronic signatures which are based on a qualified 
certificate and which are created by a secure-signature-creation device, as defined in the 
eSignatures Directive2. 

 

o Validation: the corroboration of whether an eSignature was valid at the time of signing. 

 

                                                   
2 See http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31999L0093:EN:HTML  



 

eID Interoperability for PEGS 
NATIONAL PROFILE LUXEMBURG 

November 2007 

 

8 

 

2.2 Acronyms 
A2A..............................................Administration to Administration 

A2B..............................................Administration to Businesses 

A2C..............................................Administration to Citizens 

CA................................................Certification Authority 

CRL..............................................Certificate Revocation Lists 

CSP..............................................Certificate Service Provider 

eID ...............................................Electronic Identity 

eIDM.............................................Electronic Identity Management 

IAM............................................... Identity and Authentication Management 

IDM .............................................. Identity Management 

OCSP...........................................Online Certificate Status Protocol 

OTP..............................................One-Time Password 

PKCS ...........................................Public-Key Cryptography Standards 

PKI ...............................................Public Key Infrastructure 

SA................................................Supervision Authority 

SOAP ...........................................Simple Object Access Protocol 

SCVP ...........................................Server-based Certificate Validation Protocol 

SSCD ...........................................Secure Signature Creation Device 

USB..............................................Universal Serial Bus 

TTP ..............................................Trusted Third Party 

XAdES .........................................XML Advanced Electronic Signature 

XML .............................................eXtensible Markup Language 

XML-DSIG....................................XML Digital Signature 
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3 Introduction 

3.1 General status and most significant eIDM systems 
 

Luxembourg has a centralised identity infrastructure in the form of a general directory (repertoire 
general) containing identity information for all natural and legal persons registered in Luxembourg, 
along with a system of unique identifiers for these entities. In addition to this, Luxembourg has had a 
system of mandatory ID cards for citizens over the age of 15 since 1939. However, there is no central 
e-ID infrastructure in Luxembourg yet, nor are there specific plans for the establishment of a national 
electronic ID card in the near future.  

 

From a policy perspective, the creation of LuxTrust S.A. as a public-private partnership involving i.a. 
the Luxembourg government and the Luxembourg Chambers of Commerce has been a major step. 
LuxTrust has been created in 2003 to manage the development of a common Public Key 
Infrastructure (PKI) in order to secure eCommerce and eGovernment in Luxembourg. LuxTrust has 
presented in July 2006 the consortium which was awarded the contract concerning the setting up of a 
PKI. It is expected to begin issuing smart cards to private persons in the course of 2007, and these 
cards are expected to become a frequently used authentication solution in eGovernment applications. 
Apart from LuxTrust, there are no other CSPs providing certification services which are used in 
eGovernment applications. 

 

Other applications such as e.g. eTVA rely on a simple username/password system for electronic 
authentication, based on prior authorisation after a (handwritten) application form is submitted by the 
user.  

 

From a practical perspective, usage and uptake can be summarised as follows: 

 

eIDM system Potential user base Actual penetration Actual use 

Luxtrust Not restricted. None yet; no smart 
cards have been 
distributed yet. 

None 

eTVA 
username/password 
system 

Application dependent; 
typically requires 
Luxembourg specific 
identifiers 

Application dependent. Application dependent 
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3.2 Background and traditional identity resources 
 

3.2.1 eGovernment structure 

 

The Luxembourg public administration has an ambitious eGovernment strategy in place, consisting 
mainly of the eLuxembourg Action Plan. A first version of this plan was presented in February 2001, 
and subsequently updated in June 2005 (Public eGovernance Master Plan – Plan Directeur de la 
Gouvernance Electronique3). The strategic objectives of the eGovernance Master Plan are: 

• Transparency: simplify the access to public services 

• Inclusion: to encourage the use of information technologies by everyone 

• Efficiency and effectiveness: simplify the procedures 

• Economic competitiveness: reduce the administrative workloads for the companies  

• Knowledge and know-how: increase the knowledge level of everyone 

• Compliance with the e-Europe programme: place the Grand Duchy among the first of the 
class. 

 

To support the Master Plan, some concrete measures have been identified and distributed among six 
domains: 

• Organisation and management: simplification, standardisation and reduction of procedures; 
from paper administration to e-administration; tele-working; electronic voting; … 

• Contents and services: production, dissemination, digitalisation, archiving, usability, 
accessibility … 

• Technologies and infrastructures: interoperability, technology survey, infrastructures. 

• Education and training: eLearning, new technologies training. 

• Security and Privacy: action and prevention, reaction, legislation, survey. 

• Legal Framework: review and modification where necessary. 

 

The action plan, which results from the defined objectives and from the measures identified in the 
different domains, comprises the following projects, spread over four groups: 

 

• Infrastructures projects such as:  

o QUAPITAL: aims at professionalizing the management of public sector ICT projects 
in order to improve both project efficiency and the quality of outcomes; 

                                                   
3 See http://www.eluxembourg.public.lu/eLuxembourg/plan_directeur/plan_directeur.pdf  
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o Public Service Framework: a number of projects related to standards and functional 
architecture for public on-line services;  

o Secure portal: aims at defining standards and technical architecture of the portal 
infrastructure which allows for a single sign-on approach; 

o Document management framework: define a reference infrastructure which will serve 
for all document management projects; 

o National Register: propose a new concept for the National Register that answers the 
requirements identified.  

 

• Horizontal projects: 

o « eProtection » : project which covers the area “Information, Communication, 
Training and Awareness” of the Public eGovernance Master Plan; 

o « ePromotion » : intends to promote usage of ICT for citizens; 

o « eLearning » : introduces new ways of learning thanks to ICT. 

 

• Consolidation projects: intends to reorganise procedures by the nature of services to be 
delivered instead of by the organisation which deliver them. 

 

• Sectoral projects: several important portals are envisaged: an e-health portal, a cultural 
portal, a sports portal, and a citizen portal, i.e. an online one-stop shop providing citizens with 
centralised access to all relevant government services. 

 

 

3.2.2 National eGovernment cooperation and coordination 

 

3.2.2.1 Coordination Committee for the Modernisation of the State 

 

In order to better coordinate its electronic governance policy, the Luxembourg government has 
created the ‘Coordination Committee for the Modernisation of the State’ (CCME). This Committee is 
chaired by the Minister for the Civil Service and the Administrative Reform. 

 

The Committee relies on one hand on the ‘Informatics Centre of the State’ (CIE) and on the other 
hand on the conceptual and administrative work developed by the ‘e-Luxembourg’ service. Both 
services are part of the Ministry of the Civil Service and the Administrative Reform. 

 

Following the Hermes methodology, every ICT project that is proposed by a Ministry must be 
approved by the CCME and will be supervised by a steering committee composed of the given 
Ministry representatives (Business users), and representatives of the CCME, the CIE and of the 
eLuxembourg service. This organisation will provide coherency and enhanced quality of 
eGovernment projects. 
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3.2.2.2 State Information Centre  

 

The State Information Centre (Centre informatique de l’Etat (CIE)) was created in 1974 with a view of 
facilitating and automating the collection, distribution and processing of administrative State 
information. Today, it is one of the pillars of all data processing activities in Luxembourg public 
administrations.  

 

The principal idea of the legislator was to centralise the data processing staff and equipment in order 
to facilitate administrations’ access to specific and expensive IT resources. This way, public 
administrations could avoid the pitfall of having to each acquire the necessary equipment and know-
how on a case by case basis.  

 

The CIE, acting on behalf of various public administrations, exploits and maintains dozens of 
systems, including in the public finance sector (VAT, tax collection, subsidies, State accounting,..), in 
staff management (HR and salaries), and a variety of other applications. Since 1979, the CIE has 
been in charge of managing the general directory of natural and legal persons, the primary goal of 
which is the keeping of national identity numbers (social security numbers) used in numerous digital 
processes.  

 

The CIE has also gradually extended its services to include general IT management competences. 
This includes support in offering access to certain databases or in integrating access software into 
existing environments. 

 

3.2.2.3 LuxTrust 

LuxTrust S.A. is a CA established on 18 November 2005 as a partnership between the Luxembourg 
Government and some of the biggest names in the Luxembourg private sector, mainly the financial 
sector. 

 

LuxTrust aims to provide increased security for those in the e-commerce sector such as the 
Luxembourg Government, the financial sector and other sectors of the Luxembourg economy, as well 
as individuals. Although LuxTrust is focusing for the time being on how to improve Luxembourg e-
commerce security, it is maintaining an international stance by adopting international standards in its 
solutions. 

 

In July 2006 LuxTrust S.A. has selected a consortium called U-Trust which will provide the technical 
know-how needed to implement a PKI (Public Key Infrastructure). LuxTrust offers a range of products 
and services, which will cover all needs in terms of e-commerce security and can be designed to suit 
particular requirements. 

 

The product range was designed based on market studies regarding the business needs related to 
PKI, which are: 
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• The LuxTrust Smartcard, which covers all the business needs expressed by professional 
users as well as similar needs expressed by their application providers. 

• The LuxTrust Signing Server Certificate, which was designed to cover the precise needs of 
a mainly private clientele and their respective application providers. 

• The LuxTrust SSL and Object Signing Certificates, dedicated to secure servers and online 
applications. 

• The Trusted Time Stamp, which increases the legal validity of online transactions. 

• The Tailor Made LuxTrust Solutions, which can be designed to meet specific requirements. 

From an eGovernment IDM perspective, the smart card is the key product. 

 

The LuxTrust Smartcards 

 

LuxTrust Smartcards hold two certificates together with their respective private keys. One is 
exclusively used for authentication and the second, exclusively for signature. These Smartcards are 
used along with a Smartcard reader, which requires PIN input before the user can access his private 
keys. The principle of two certificates guarantees that the user does not carry out an electronic 
signature with legal validity by mistake. 

 

LuxTrust Smartcards will be integrated in Luxembourg eGovernment projects in the future, and are 
expected to become a de facto standard for on-line eGovernment applications. 

 

LuxTrust Signing Server Certificate 

 

The LuxTrust Signing Server Certificate provides the user with very high security standards in 
combination with a user friendly system that allows him to access applications wherever he is in 
complete security. Within the LuxTrust Signing Server Certificate solution, the user’s certificate is 
stored on a secured server and both the certificate and its private key can only be accessed by him. 

 

The user can access this server and its relative certificate in two different ways; he can either choose 
the LuxTrust token solution, which generates new access codes every thirty seconds and, used in 
combination with his personal password, enables him to access his private key on that server. As long 
as the user keeps this device with him and does not reveal his personal password to any other 
person, he will be the only one with access to his private key. 

 

The user can also opt for the SMS solution whereby an SMS is automatically generated and sent to 
his mobile phone each time he wishes to login to an application. This SMS combined with his 
personal password enables him to access his private key on the server. 

 

At the time of writing, it is not envisaged that LuxTrust provides qualified certificates in the short term. 
However, all procedures that have been put in place as well as policies (Certificate Policy and 
Certification Practices Statement) have been developed to allow for an easy but costly adaptation to 
the level required by Qualified Certificates if needed. 
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3.2.2.4 Luxembourg Office of Accreditation and Supervisory (Office Luxembourgeois 
d'Accréditation et de Surveillance (OLAS)) 

 

The Luxembourg Office of Accreditation and Supervisory (Office Luxembourgeois d'Accréditation et 
de Surveillance (OLAS)) is competent for the accreditation and supervision of Certification Services 
Providers that deliver and manage digital certificates or provide services related to electronic 
signatures in Luxembourg according to the eCommerce Act of 14 August 2000. 

 

OLAS is the unique accreditation body existing in Luxembourg. It is service provided by the Ministry 
of Economy and External Commerce and therefore provides guarantee of independency, impartiality, 
integrity and confidentiality. 

Among others, the OLAS’ missions are: 

• Accreditation of Certification Services Providers that deliver and manage digital certificates 
or provide services related to electronic signatures; 

• Notification and supervisory of Certification Services Providers issuing qualified certificates 
for electronic signatures; 

• Maintain the National Register of Accreditation. 

 

 

3.2.3 Traditional identity resources 

 

In accordance with the Act of 1979 on the numerical identification of natural and legal persons, all 
natural and legal persons mandated to reside in Luxembourg (natural persons), established there 
(legal persons), or registered in any administration get a unique identity number. These persons are 
all registered in a general directory (repertoire general4), kept by the CIE as noted above. The identity 
number (and the other information in the directory) is issued by CIE, is protected by law, and may 
only be communicated to the person involved, and to public services, civil servants and issuers of 
real estate documents or social security organisations on the grounds of a specific legal provision. 
This information is kept up to date by the communes, which are required to notify relevant changes to 
CIE. In effect, this makes the general directory a form of authentic source. 

 

The identity number is semantic. In the case of natural persons, it contains the date of birth, a 
sequence number indicating the order of birth of that day and the gender (odd number for men, even 
number for women), and a check digit. For legal persons the number indicates the year of 
establishment or first registration for non-national legal persons, legal form, sequence number and 
check digit.  

 
For natural persons, the general directory includes name, first name, gender, date and place of birth, 
civil status, date of death, official address, nationality, information regarding spouse, and 

                                                   
4 See also http://www.ecp.public.lu/repertoire/index.html  
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identification numbers of the parents insofar as such numbers have been granted. In addition to this 
directory, civil servants at the commune level keep a number of separate civil status registers (such 
as registers of births, deaths and marriages), the information of which must be passed on to the 
general directory.  

 

For legal persons, the general directory includes name, legal form, place of establishment, year of 
establishment or of first activity within the Grand Duchy, principal activities, and date of dissolution.  

 

Natural persons of the Luxembourg nationality over the age of 15 receive a mandatory identity card, 
issued by the communes since the entry into force of the Grand-Ducal Decree of 30 August 19395; or 
in the case of non-nationals mandated to reside in Luxembourg for more than three months, a 
foreigner’s card. These cards include a basic set of identification information, including the 
identification number, a card number, the issuing commune number, a check digit, the name, first 
name, nationality, gender, date and place of birth of the bearer, and the issuing commune. This 
information must be filled out by the mayor or his representative, who signs the document and 
provides it with the commune seal. Married women may elect to include their husband’s name. The 
card is in principle valid for 10 years, unless it must be revoked for other reasons (including e.g. 
change of domicile).  

 

Information regarding legal entities and entrepreneurs is registered in the Register of Commerce and 
Enterprises of Luxembourg (Registre de Commerce et des Sociétés Luxembourg), held under the 
authority of the Ministry of Justice, at which point they receive a unique register number (RCS 
number). The information includes the official designation, RCS number, date of establishment, 
official address, legal form, persons authorised to represent the legal entity, capital and key events. 
The register can be publicly accessed on-line through https://www.rcsl.lu. There is only one register 
for all of Luxembourg, with offices in Luxembourg-Ville and Diekirch. 

 

Enterprises must also acquire a fiscal number by registering separately at the Tax Administration 
(Administration des Contributions) and (if necessary) a VAT number. All of these must be done by 
paper; there is currently no electronic registration method. 

 

                                                   
5 See 
http://www.legilux.public.lu/leg/textescoordonnes/compilation/code_administratif/VOL_4/ORGANISAT
ION/PIECES_IDENT.pdf  
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3.3 eIDM framework 
 

3.3.1 Main eGovernment policies with regard to eIDM 

 

Luxembourg has actually created a legal framework for the identification of natural and legal persons 
by using unique identifiers as early as 1979, through the Act of 30 March 1979 organising the 
numerical identification of natural and legal persons6. This resulted in the aforementioned system of 
the repertoire general and the unique identification numbers for natural and legal persons. 

 

In practice however, these numbers are not (yet) used for electronic identification in eGovernment 
applications, and other systems have a greater policy preference. 

 

 

3.3.1.1 The Luxtrust smart card 

 

As noted above, LuxTrust S.A. is a private sector CA which has been accepted as an official partner 
in the development of eGovernment applications in Luxembourg. LuxTrust will issue smart cards 
holding two certificates together with their respective private keys. One is exclusively used for 
authentication and the second exclusively for signature. These smart cards can be used along with a 
smart card reader, which requires PIN input before the user can access his private keys. The principle 
of two certificates guarantees that the user does not carry out an electronic signature with legal 
validity by mistake. The signatures will not be qualified from the onset, but the possible upgradability 
of the system was a design criterion, so that this will be a possibility for the future. 

 

Issuance of these smart cards will be phased, with cards becoming available for certain professional 
service providers in mid 2007, and for private persons in late 20077. 

 

Prior to the LuxTrust initiative, SSL/TLS server signature certificates were also issued by the 
Luxembourg Chamber of Commerce8. These were Globalsign certificates, where the CC acted as a 
registration authority. However, the CC is now one of the founders of LuxTrust, which will largely take 
over this role by gradually replacing these Globalsign certificates by LuxTrust ones, although CC will 
continue to act as the registration authority for SSL/TLS server certificates. LuxTrust certificates are a 
part of the international well known Cybertrust Omniroot hierarchy, which also encompasses the GTE 
Cybertrust Global Root and the GlobalSign Root so that they are recognised automatically by most 
browsers. 

                                                   
6 See http://www.legilux.lu/leg/a/archives/1979/0460706/1979A09641.html  
7 See https://www.luxtrust.lu/index.php?id=26&tx_mininews_pi1[showUid]=14&cHash=f3c05be37c  
8 See http://www.cc.lu/  
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3.3.1.2 One stop shop (Guichet Unique) 

 

Luxembourg is currently in the process of creating one-stop shops (web portals) both for citizens and 
for enterprises. The one-stop shop aims at providing access online to administrative forms, 
procedures and public services based on life-cycle events.  

 

An enterprise portal has already been set up at http://www.entreprises.public.lu. It provides specific 
information for the creation and management of enterprises9, general business information, advice for 
each of the phases of a company’s lifecycle, details about a number of relevant procedures, and 
downloadable forms. However, none of these processes can presently be completed electronically 
through the site.  

 

The citizen portal has not yet been created. When completed, citizens will be supported in their 
requests via virtual assistants (service wizards) that will help them to constitute their files. Once 
constituted and signed, a workflow engine will submit files to the various civil servants concerned. Via 
a personal follow-up window, citizens will be able to follow the evolution of their requests and 
eventually to intervene on them. 

 

Currently, a prototype has been developed. The first application (family benefits) is expected to be 
available in the course of 2007. It is foreseen that the new system will make use of advanced 
electronic signature as provided by LuxTrust. 

 

 

3.3.1.3 Username/password systems 

 

Many applications such as e.g. eTVA10 currently rely on a simple username/password system for 
electronic authentication, based on prior authorisation after a (handwritten) application form11 is 
submitted by the user. The eTVA application allows a user to submit VAT tax declarations either in 
PDF or XML format, using a web client.  

 

To be able to access the system, a paper request form which is available on-line must be sent to the 
Administration de l’Enregistrement et des Domaines by postal mail. On this form, the requesting party 
must specify his identification data, including name, address, and identity number. If the request is 
filed on behalf of a legal entity, the person must indicate in which capacity he is acting. Following 
receipt of this request, the administration will return the form, on which a static authorisation number, 

                                                   
9 See http://www.entreprises.public.lu/cycle/creationReprise/index.php  
10 See http://www.etva.lu, or for the registration procedure  
https://saturn.etat.lu/etva/subscriptionInfo.do  
11 See https://saturn.etat.lu/etva/forms/FormulaireEDI_F.pdf  
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username and password (which the user may change) is stated. The user can then log on to the 
system using an SSL secured site, and filed his declarations electronically. 

 

To increase the security of the system, it is foreseen to integrate advanced electronic signatures 
provided by LuxTrust into the system, in the course of 2007. 

 

Similar systems exist for other applications, with the modalities varying depending on the required 
security level. E.g. certain on-line information out of the Commercial Register (www.rcsl.lu) can only 
be consulted after authentication with a username/password, which a user can simply receive by 
registering on-line. In this case, no information specific to Luxembourg is required, and the system is 
freely accessible to non-nationals.  

 

Username/password systems tend to be application specific; there is little common ground between 
them. 

 

 

3.3.1.4 Authentication policies 

 

There is no official authentication policy in Luxembourg that defines a strict hierarchy of the different 
authentication systems in use, possibly due to the fact that the eIDM infrastructure has not yet been 
fully established.  

 

 

3.3.2 Legal framework 

 

 

The main legal framework for the eID card is laid down in:  

 
• The Act of 30 March 1979 organising the numerical identification of natural and legal 

persons12 
• The eCommerce Act of 14 August 200013 laying down a legal framework for electronic 

signatures, certification services and consumer protection; 
• The regulation of 1 June 2001 on electronic signatures, electronic payments and the creation 

of an electronic commerce committee14. 

                                                   
12 See http://www.legilux.lu/leg/a/archives/1979/0460706/1979A09641.html  
13 See http://www.legilux.public.lu/leg/a/archives/2000/0960809/0960809.pdf#page=2 
14 See 
http://www.legilux.public.lu/leg/a/archives/2001/0712206/0712206.pdf?SID=4646f8ac47e2886034bd2
1e7810183e6#page=17 
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• The Act of 19 December 2002 concerning the Commercial Register, accounting and annual 
accounts15. 

• The Grand-Ducal Decree of 30 August 1939 introducing the mandatory ID card16. 
• The eCommunications Act17. The new e-Communications Act of 30 May 2005 transposes the 

EU regulatory framework for electronic communications (Directives 2002/19/EC, 2002/20/EC, 
2002/21/EC, 2002/22/EC). This act forms part of Luxembourg’s legislative ‘Paquet Telecom’ 
which transposes the European Telecom Directives, and which also includes a specific law on 
the processing of personal data in the electronic communications sector.  

• The Data Protection Act18. The Data Protection Act of 2 August 2002, which was governing 
the processing and use of personal data in Luxembourg (implementation of the EU Data 
Protection Directive 95/46/EC) had to be adapted and complemented so as to transpose the 
EU Directive on privacy and electronic communications (2002/58/EC). So does the 
‘Processing of Personal Data in the Electronic Communications Sector’ Act, adopted on 30 
May 2005 and entered into force on 1 July 2005. This Act is also a part of Luxembourg’s 
legislative ‘Paquet Telecom’. The data protection authority is the  National Commission for 
Data Protection. 

 

Luxembourg thus has a specific Act on numerical identification of natural and legal persons. 
However, it should be noted that this law defines which identifiers and which information is kept on 
specific identities, but not how such information could/should be used for electronic authentication in 
general. The e-Signatures law of 9 July 2001 faithfully transposes the provisions of the e-Signatures 
Directive, but does not apply to authentication as such. 

 

3.3.3 Technical aspects 

 

As noted above, there is no general framework for electronic authentication yet in Luxembourg. 
Existing applications rely on username/password systems; and some of these are expected to migrate 
to LuxTrust smart cards in the future. However, these smart cards are not yet available, and technical 
details have not yet been published. For this reason, specific technical details cannot yet be provided.  

 

3.3.4 Organisational aspects 

 

The future LuxTrust system is a public/private partnership, involving i.a. the government of 
Luxembourg and the Luxembourg Chambers of Commerce. LuxTrust certificates are a part of the 
international well known Cybertrust Omniroot hierarchy, which also encompasses the GTE Cybertrust 

                                                   
15 See https://www.rcsl.lu/mjrcs/webapp/data/mjrcs/static/pdf/loi_19_decembre.pdf  
16 See 
http://www.legilux.public.lu/leg/textescoordonnes/compilation/code_administratif/VOL_4/ORGANISAT
ION/PIECES_IDENT.pdf  
17 See http://www.legilux.public.lu/leg/a/archives/2005/0730706/0730706.pdf#page=2  
18 See 
http://www.legilux.public.lu/leg/a/archives/2002/0911308/0911308.pdf?SID=a3046e80bf0e2162a5b4e
31f581ccd6e#page=2 
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Global Root and the GlobalSign Root so that they are recognised automatically by most browsers. As 
noted above, this system is not yet operational, since the required smart cards are not yet being 
issued.  

 

Current authentication systems rely mostly on username/password systems created ad hoc under the 
responsibility of the competent administrations. The CIE plays a unifying role in this regard, next to 
the Intercommunal Syndicate for IT Management (Syndicat Intercommunal de Gestion Informatique, 
SIGI)19, which provides IT support services to communes in Luxembourg. 

 

As noted above, identification is primarily based on the identification number. Use of this number is 
strictly regulated, and is subject to prior authorisation by law. For this reason, it does not seem likely 
that it will be used in the LuxTrust system, which is also intended to be usable in eBusiness 
transactions with private partners. 

 

With regard to authorisation/mandate management, there is no generic policy or infrastructure in 
place yet. No biometric data is involved or currently planned. 

 

3.4 Interoperability 
 

eIDM initiatives in Luxembourg are currently focused on the deployment of a generic PKI 
infrastructure which is open to take-up for the general public and for private sector companies, rather 
than on cross-border functionality with other EU countries. None the less, the government is aware of 
the importance of this issue, and is keeping it into account. The choice of a generic PKI infrastructure 
and international standards should ensure that this goal can be met. 

 

3.5 eIDM Applications 
 

As noted above, there are presently very few eIDM applications operational in Luxembourg. Two 
examples, eTVA and access to the Commercial Register have been discussed above. 

 

3.6 Future trends/expectations 
 

Due to the small size of the country, it was a challenge to build up a PKI-based authentication system. 
A study has shown that only a PKI that would be used by both public and private applications would 
produce the necessary return of investment. To that end, the public-private partnership LuxTrust has 
been established. All shareholders committed to provide applications making use of LuxTrust 
technologies in order to increase its use (e.g. the largest web-banking solution (MultiLine) is planned 
to start making use of LuxTrust certificates in 2007). 

                                                   
19 See http://www.sigi.lu  
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On the other hand, eGovernment service development has suffered from the fact that no recognised 
Certification Authority was established. After the set-up of LuxTrust, effective eGov services (such as 
the One-Stop shop) will be deployed. 

 

There are still major steps needed. One of these steps is certainly the necessity to have a new unique 
identifier for citizens and businesses, as the current unique identifier is under specific legal protection 
which makes it unsuitable for extensive private sector uptake. A call for tender for establishing a new 
system has been sent out in December 2006. The realisation is planned for 2008. 

 

In general, eGovernment in Luxembourg is still evolving fast, and a lot of new services will rely on the 
LuxTrust system. 

 

3.7 Assessment 
 

The Luxembourg approach has a number of advantages and disadvantages, which can be briefly 
summarised as follows. 

 

3.7.1 Advantages: 

 
- The early creation of the CIE in 1974 has allowed Luxembourg to develop a centralised 

identity infrastructure that could be leveraged to rapidly deploy an eIDM solution. 

 
- The possibility of private sector uptake has been a key consideration for the creation of the 

LuxTrust system, to ensure that the solution offers sufficient added value to its users to be 
attractive. The government has extensively consulted private sector partners (e.g. in the 
financial sector) to ensure that the smart cards can be taken up.  

 
- Current username/password systems have a very low threshold and are very user friendly. 

eGovernment policy as a whole is very pragmatic. 

 

3.7.2 Disadvantages: 

 
- Actual issuing of the LuxTrust smart cards has not yet begun, and in the meantime there is no 

commonly used PKI solution for eGovernment applications. The use of username/password 
systems in contrast is easy, but does not offer many security guarantees.  

- There is no unique identifier that would be open to use by private sector parties, since the 
official identity number is subject to specific legal protection. 


