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1 Introduction 

This document is one of the deliverables of the project “Authentication, Authorization and Accounting for 

Data and Services in EU Public Administrations” launched by the Joint Research Centre of the European Commis-

sion (Contract n°389834). The project is part of ARE3NA, one of the actions of the ISA Programme (Action 

1.17), aiming to create a Re-usable INSPIRE reference platform. The general objective of the project is to 

assist the Joint Research Centre (JRC) of the European Commission in preparing a study, workshop and 

testbed on standards, technologies and best practices for the Authentication, Authorization and Accounting 

(AAA) of data and services to support secure data exchange by public administrations in Europe, including 

INSPIRE data and services.  

The particular objectives for the project can be summarized as follows: 

1. To identify and assess the current standards and technologies that would help to guarantee secure 

data exchange between public administrations, with particular focus on INSPIRE data and services, 

as well as those relevant in the context of the ISA programme and the Digital Agenda for Europe. 

2. To identify and assess best practices in Europe with regard to the application of those standards 

and technologies for data and service sharing in order to better understand what works well, what 

not and what elements are missing or could be improved. 

3. To design, develop and deploy an AAA-testbed using open source technology, based on existing IN-

SPIRE and SDI components in three Member States taking into account the organisational, legal and 

technical settings.  

4. To involve actively Member State representatives on the proposed AAA-architecture and testbed 

and to collect feedback from them. 

This document “D2.1 – Analysis of Evidence Base: Relationships and Gaps between Technologies, Standards 

and Best Practices” outlines the relationships and (possible) gaps between standards and technologies as 

described in “D1.1.2 & D1.2.2 Analysing standards and technologies for AAA” and the Best Practices identi-

fied in “D1.3 – Best Practices of AAA implementations”.  The material collected in these reports is based on 

a desktop study, and work with and input from AAA-experts active in the field of e-Government and IN-

SPIRE. 

Section 2 provides the most pertinent observations and lessons learned from the analysis of both the 

existing standards and technologies (described in D1.1.2 & D1.2.2), and the Best Practices (described in 

D1.3). Section 3 discusses in more detail two key aspects for a successful implementation of an Access 

Management Federation (AMF) for INSPIRE: the choice of the standards & technologies and the issues of 

the choice and definition of attributes, roles and rules. Section 4 provides some conclusions of the choices 

that should be made in view of the testbed deployment. In Section 5 we summarise the conclusions. 
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2 General Observations and Lessons Learned 

In the document “D1.1.2 & D1.2.2 Analysing standards and technologies for AAA” the existing standards 

and technologies were described in detail, as well as how an Access Management Federation (AMF) works 

in practice. In the document “D1.3 – Best Practices of AAA implementations”, we analysed 7 Best Practices 

from 7 countries (AT, BE, DE, FR, NL, PL and UK), and also some European initiatives and projects that dealt 

or are dealing with AAA implementations (ELF, GEOSS, AAA for the scientific community). In this section we 

will summarize the observations and lessons learned from these two documents.  

2.1 Lesson 1: The choice for an Access Management Federation (AMF) 

The analysis of Best Practices and other initiatives such as STORK and AAA implementations in the academic 

and research communities shows that an AMF is the most obvious choice for setting up an AAA mechanism 

for INSPIRE. This is related to the fact that the implementation of SDIs and of INSPIRE in particular has 

already federated characteristics, i.e. INSPIRE as a European SDI which is built upon national and sub-

national SDIs.  

The choice for a federated approach has also been made by most of the examples analysed: Austria, Bel-

gium, the UK and STORK, alongside many of the initiatives in the research and education domain. The 

Business Interoperability Working Group (BIWG) of the UK Location Programme has even analysed differ-

ent options with regard to the implementation (or not) of an access control mechanism for geospatial data 

and services more explicitly. The AMF solution was compared against a centralised access control approach 

and concluded AMF would be the preferred solution1 (BIWG, 2013). Also other studies in other domains 

such as Grid and Cloud computing came to similar conclusions (Sipos, 2012)2. 

AMFs can also ‘easily’ link to each other, thereby creating a federation of federations or ‘Inter-federation’, 

enabling users from one federation to access services provided by another federation. This is already a 

trend as can be seen from the examples of eduGAIN and Kalmar initiatives in the education and research 

domains (European Union, 2012).   

2.2 Lesson 2: Ad-hoc solutions exist, usually focusing on the monitoring of the users 

Although the focus of the ARE3NA-AAA project is on Authentication and Authorisation, the examples of 

Best Practices show that also ad hoc AAA solutions exist such as IGN France’s key-based solution and, to a 

certain extent, the Polish mapping agency. These solutions saw light due to their requirement to have a 

better understanding of who their users were, as well as which data and services were being used and how. 

Therefore, approaches following from this study should explore the inclusion of solutions which are able to 

log such user/usage measurements. It is also the ambition of some mapping agencies to link an AAA solu-

tion to e-Commerce services (e.g. management of clients by the selling department). This interest can be 

observed, not only in France and Poland, but also in countries such as Belgium and Romania. 

                                                           

1 BIWG concluded that the level of overall governance required for AMF is a considerably smaller challenge – it requires ‘only’ management of the 

federation itself - than in case of a centralised access control. Moreover, costs can be spread over a large number of organisations and the central 

coordination is relatively ‘light’. Finally, the technical implementation of an AMF is seen as very flexible as compared to the centralised approach. 

2 The EGI study concluded that federated identity management could facilitate access to its resources for users if broader access to federated 

identity systems could be achieved within EGI’s targeted user communities. 
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Studies in the field of AAA Infrastructures (AAAI) for research and education also indicate the importance of 

accounting mechanisms, e.g. to keep track of changes to the data after publication. At the same time, 

however, accounting has been recognised as the less developed component of AAAIs (European Union, 

2012). Indeed, National Research and Education Networks (NRENs) have been developing and operating 

AAAIs for over ten years. Besides Authentication and Authorisation, these infrastructures also offer Ac-

counting mechanisms to determine how much resources users consume, to collect statistics data, and to 

record authentication failure and other diagnostics (European Union, 2012). However, research in this 

context has found that “Accounting remains one the weakest aspects of most of the considered AAAIs (with 

the probable exception of some Grid AAAIs). There seems to be consensus that service-oriented architec-

tures can hide complexity while offering rich mechanisms, including better support for accounting” (Europe-

an Union, 2012).  

2.3 Lesson 3: Many ICT security standards and technologies exist that can be built upon 

The analysis of the standards and technologies for AAA reveals that many general ICT standards already 

exist from W3C, OASIS and other international standardisation bodies upon which an AAA approach for 

INSPIRE can be built. While some standards have a very specific function, e.g. X.509 certificates which are 

used to establish HTTPS communications between web browsers and web servers, others have a relatively 

broad range of capabilities, e.g. SAML that specifies the structure, the exchange and processing of asser-

tions about the identity of a subject (user). The analysis shows that there are no standards ‘missing’, but 

that often specific profiles and bindings need to be developed to match the needs of a particular AAA 

implementation. SAML seems to be the most popular standard for the exchange of information about users 

(Vandenbroucke et al., 2014; European Union, 2012).  

In terms of technology, it became clear from the analysis that many tool(kit)s exist as both Open Source 

Software (OSS)  and proprietary solutions (Commercial Off-The-Shelf Software - COTS). The Kantara initia-

tive (2014) documented and tested more than 65 of those tool(kit)s: 17 OSS and 48 COTS. Most support the 

implementation of the different AAA standards (Crabbé et al., 2014) and Shibboleth tools are very popular 

in the research and education communities (European Union, 2012). Other tools often used to setup Identi-

ty Federations (IDF) in these communities are SimpleSAMLphp, the OSS community driven product devel-

oped by UNINETT, and the commercial Active Directory Federation Service (ADFS) of Microsoft. 

2.4 Lesson 4: AAA implementations should be as generic as possible 

Almost all the described standards are generic ICT standards that can serve a multitude of domains. An AAA 

solution for INSPIRE should be no different from AAA solutions for e-Government, or for the research and 

education domains. However, the Study on Authentication and Authorisation Platforms for Scientific Re-

sources in Europe states this is especially so for the Authentication part, rather than for the Authorisation 

part: “authorisation services should be considered to be domain-specific, whereas authentication services 

should be as generic as possible” (European Union, 2012). The analysis of the standards and technologies 

reveals that there are no special geospatial AAA standards for the geospatial domain with the exception of 

GeoXACML. 

There is a question therefore about how much in an AAA approach is still special or specific for the geospa-

tial world. Is a special standard for handling the specific geo-parts such as GeoXACML needed or can part of 

the authorisation be done at the application level? In other words, is there a real need for a geospatial 

extension to an authorisation standard? Authorisation could be split into a more generic part and an appli-

cation specific part. The analysis of the Best Practices shows that GeoXACML has been implemented in 
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several cases, although this is limited to the use cases requiring geospatial criteria for authorisation, e.g. 

where authorisation depends on the location of the user or where the geospatial extent of the spatial data 

to be accessed varies between user groups. In all other cases this is not needed and often XACML is used. 

The demand for such geo-specific access to data/services may need further discussion within the set of 

stakeholders implementing INSPIRE and looking to make use of it within key sectors. 

2.5 Lesson 5: Choosing certain standards, but also combining standards is the way to go 

One of the major discussions on the use of standards is the choice that should be made in the context of an 

AMF, and more particularly in case of an AMF for INSPIRE. It should be noted that the choice of standards 

and technologies to implement at the level of the federation does not require all AAA implementations in 

the Member States to use the same standards. Indeed, while a choice must be made to set-up the federa-

tion at the European level, it is recommended to leave the existing implementations in the Member States, 

at the sub-national level and in particular communities as they are, and build upon them. The European 

Data Infrastructure initiative EUDAT started from the same assumption, i.e. they decided to make use of 

the existing AAAI solutions, services and policy frameworks rather than building a dedicated solution. This 

approach ensures that users can rely on existing infrastructures and procedures they are familiar with 

(EUDAT, 2014). EUDAT is currently working on what they call the “Shibbolising services” to support creden-

tial conversion when necessary (European Union, 2012). 

In the context of an AAA implementation for INSPIRE, two main aspects should be taken into consideration. 

Firstly, the setup of an AMF for INSPIRE, and in particular creation of the testbed, requires the project to 

make a clear choice of a standard for authentication and for authorisation. Since SAML is recognised to be 

more secure for the exchange of attribute information, and is also more scalable, it is the logic choice for 

the authentication part. For authorisation the choice would be XACML together with GeoXACML when 

needed. Secondly, as described above, the application of SAML at the European level is not necessarily in 

contradiction with the use of e.g. OpenID or OAuth in the Member States. As can be observed in the de-

scription of Best Practices, several projects have implemented SAML along with OpenID (GEOSS AIP-6), or 

with OAuth (Flanders) without any major problem (Vandenbroucke et al., 2014). 

Section 3 discusses the comparison of the differences/similarities and strength/weaknesses of certain 

standards for Authentication (such as SAML and OpenID) and Authorisation standards (such as XACML and 

OAuth) in more depth.   

2.6 Lesson 6: Defining attributes, roles and rules is key to any solution 

The analysis of the AAA solutions for research and education defines three aspects for a trust model: 1) the 

SP must trust the IdP to authenticate the users as agreed and to ensure that users’ information is correct 

and up-to-date; the IdP must trust the SP to process and protect personal data received from the IdP in a 

correct way, conforming to existing legislation; and 3) the users must trust their IdP and SP to protect their 

personal data (European Union, 2012). This is done through the definition of clear rules and roles and by 

providing a trustworthy mechanism to exchange attribute data about users. The EUDAT initiative and other 

initiatives from the research and education community define ‘Level of Assurance’ (LoA) and ‘Level of Trust’ 

(LoT). LoA relates to the SP point of view (“can I trust the means for authentication”) and LoT relates to the 

user point of view (“can I trust the SP”). 

The central question is: which attributes do we need to exchange? What do the attributes mean? There is a 

need for clear definitions of the attributes (semantics) and their possible values or code lists.  This is also 
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confirmed by the EUDAT initiative: “In order to deal with attributes coming from different sources con-

sistency of semantics is important; names, affiliations, contact details, and so on, need to be interpreted in 

the same way by every attribute provider, and be published in the same schema. Roles need to be named 

and interpreted the same way across communities, and/or will have to be named uniquely so as to not clash 

with the same role in a different community” (European Union, 2012). The analysis of the AAA solutions for 

research and education revealed that a full and global harmonisation of attributes, although it has been a 

priority for a long time, is not feasible. On the other hand, well-defined semantic attributes within a com-

munity and mapping mechanisms are deemed to be possible (European Union, 2012). 

The approach for defining attributes, roles and rules is discussed in more detail in section 3 of this report. 

2.7 Lesson 7: The use of a coordination centre in the context of INSPIRE is challenging 

A coordination centre is a key part of any AMF solution. The centre is the organisation or body that should 

guarantee that activities of the federation conform to existing legislation at European and national levels. 

For example, each AMF should respect the rules set out in the European Data Protection Directive 

(95/46/EC) and the subsequent regulation that has been, or is being, put in place. The coordination centre 

needs to define rules and to setup agreements with the participating organisations of the federation.  Many 

AAA initiatives have setup Codes of Conduct to define the rules and to define how the federation will apply 

legislation. For example, eduGAIN has defined its Codes of Conduct assuring its conformity to Article 7 of 

the European Data Protection Directive. A coordination centre is necessary but it might also be a single 

point of failure and/or a bottleneck for performance. It is, therefore, of utmost importance that it is well 

organised and to have clear reasons for who could/should play this role. In the context of INSPIRE, this 

could be the JRC or another operational entity within the European Union. 

The organisational mode in which a coordination centre is managing the federation might become com-

plex. The coordination centre orchestrates the cooperation between IdPs and SPs. Several initiatives from 

the research and educational sectors refer also to the addition of Attribute Providers (AP), focusing on 

collaboration-specific attribute information for specific communities. Adding this fourth level is likely to 

further complicate the legal and technical arrangements. For example, in research it is common to grant 

access to resources such as computers, experiments and instruments to a particular research project (Vir-

tual Organisation), with the project then determining how that access will be allocated among individual 

project members (European Union, 2012). This could be also applicable for specific INSPIRE thematic com-

munities (see also section 3.2). 
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3 Detailed analysis of some key aspects of AAA implementations 

In this section we analyse in more detail two major challenges for implementing an AAA solution for IN-

SPIRE. Firstly, we discuss the choice of the standards for Authentication and Authorisation and some tech-

nological issues. Secondly, the question of the attributes, user roles and rules for an AMF for INSPIRE is 

answered.  

3.1 Choosing the right standards and technology 

The analysis of the Best Practices of AAA implementation, and of initiatives in INSPIRE, e-Government 

(STORK) and in the education/research communities shows that SAML has emerged as the gold standard 

for federations. Some of the ‘older’ initiatives such as eduroam established solutions based on standards 

developed in the early 90-ies (RADIUS) and used them for very particular reasons. In the educa-

tion/research initiatives, often certificates are used but it seems certificate-based access is losing ground as 

user communities sees it as “a barrier to accessing resources” (European Union, 2012) 

Table 1 – Use of standards in various e-Government, INSPIRE and education/research AAA initiatives 

Project/Initiative Standards Purpose 

STORK 
SAML 2.0 

 

AAA in e-Government (AT) 
PVP with SAML 2.0 profile 

National specification with several profiles  

LNE-ACD Flanders 
SAML 2.0 

OAuth 

Exchanging attribute information between LNE-ACD 

(Flanders) and the ACM and IDM services managed by 

FEDICT (Federal level) 
GDI-DE 

SAML 2.0 

GeoXACML 

Used in combination with GeoXACML for authorisation 

GEOSS / COBWEB project 
SAML 2.0 

GeoXACML 

OpenID 

Used in combination with GeoXACML for authorisation 

and OpenID for access by individuals 

NREN Federations 
SAML 2.0 

Secure exchange of attribute data between IdP and SP 

eduroam 
IEEE 802.1X 

 

RADIUS
3
 

For basic authentication and to securely handle users’ 

credentials 

To transport users’ credentials 

Kalmar 2 project 
SAML 2.0 

Exchange of information about the user 

Moonshot project 
SAML 2.0 

RADIUS 

EAP 

 

GSS-API 

Exchange of information about the user 

Proxy servers for the transport of user credentials 

Extensible Authentication Protocol for confidentiality of 

user credentials 

Common API interface to both web and non-Web applica-

tions 
Grid infrastructures 

SAML 

RFC3281 

Expressing Virtual Organisation (VO) attributes as SAML 

statements or as RFC3281 attribute certificates 

                                                           

3 The hierarchical model followed by eduroam, mimicking the DNS hierarchy, has issues with domains that do not fit into this model, like the “.org” 

or “.eu” or “.edu” domains that are used by some organisations. RADIUS over TLS, developed in 1991 and an IETF standard since May 2012, offers a 

solution to this problem (European Union, 2012). 
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PRACE project 
GSISSH 

 

X.509 

Based on the modified open version of OpenSSH to 

support grid infrastructures 

Use of personal certificates 

Umbrella project 
Shibboleth/SAML 2.0 

For all communication between SPs and the Umbrella 

central IdP 
EUDAT 

X.509 

OpenID 

Shibboleth/SAML 2.0 

Generation of personal certificates 

Usually with a restricted set of providers 

Use of the academic identity federations 

The Moonshot project is an interesting project since it looked into the provision of federated access to non-

Web applications.  

Moonshot combines the eduroam trust model (built using RADIUS servers) with the Extensible Authentica-

tion Protocol (EAP) authentication standards for confidentiality of user credentials and SAML standards for 

the exchange of information about the user. In addition, a standard API (GSS-API) is used to provide a 

common interface to applications. This makes for a scalable solution that can be used for both Web and 

non-Web applications4. This might be an interesting approach for resolving the problem of secure access 

mechanisms from within desktop GIS applications. 

Based on the Best Practices and the broad experience gained in the different initiatives it is recommended 

to use SAML 2.0 for an AAA approach for INSPIRE. Although SAML is used widely, OpenID is a commonly 

used standard, too. Both standards are open and both need proper implementation as to avoid security 

risks. The major difference is that SAML is based on an explicit ‘trustee list’ and OpenID is not. As a conse-

quence, OpenID can be seen as more vulnerable for authentication flaws (Crabbé et al., 2014). Table 2 

provides a comparison between SAML (supported by Shibboleth) and OpenID. Some AAA implementations 

exist using one or both of these standards5. 

Table 2 – Comparison of different authentication standards (based on Chadwick, [13]) 

Standard SAML / Shibboleth OpenID 

Complexity 

 

Complex 

 Configuration needed, supported by 

implementation tools 

Simple 

 Fewer options, out of the box implemen-

tation 
WAYF

6
 service Needed 

 WAYF service with list of IdPs 

Not needed 

 Uses the user’s URL or XRI 
IdPs and SPs Dependency IdP and many SPs 

 Often IdP is home institution with high 

availability 

 Many SPs 

Dependency IdP and few SPs 

 Dependency on OpenID provider to run 

service 24/7 

 Many IdPs, but few SPs that want to give 

access to services 
Security issues More reliable 

 Almost always linked to a real person 

Many security weaknesses: 

 No assurance of who the user is 

                                                           

4 http://www.project-moonshot.org/ 

5 Also see D1.3 – Analysing Best Practices of AAA implementations 

6 WAYF – Where Are You From 
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 Trust infrastructure 

 Some privacy protection: SP cannot track 

users between sessions 

 re-allocation of ID’s can be done 

  

 Very susceptible to phishing unless users 

scrutinize X.509 certificates carefully 

 Not susceptible to Cross Site Request 

Forgery 

 No trust infrastructure  

 No privacy protection: IdP and SP can 

track users between sessions  

 re-allocation of ID’s can be done, but not 

designed to be life-long 

 Very susceptible to phishing 
 

 Susceptible to Cross Site Request Forgery 

For authorisation, it is proposed to use (Geo)XACML. XACML (eXtensible Access Control Markup Language) 

defines an access control policy language encoded in XML and a processing model describing how to evalu-

ate access requests according to the rules defined in policies. XACML is an attribute-based access control 

(ABAC) system: attributes associated with a user, the request context or system state serves as input to the 

decision whether a given user may access a given resource in a particular way. Role-based or location based 

access control can also be implemented as it is a special case of attribute-based control [10]. 

GeoXACML (Geospatial eXtensible Access Control Markup Language) adds a few very specific components 

to the XACML 2.0 [14] standard: the definition of the geometry data type and the definition of geo-specific 

functions (e.g. test of topologic relations), [15]. 

This projects use cases are built on GeoXACML for the simple reason that it is the only standard that in-

cludes geographical functions. 

 

Table 3 – Comparison of different authorization standards 

Standard What? Pro Con 

XACML XML-based open standard by OASIS General purpose Complexity 

GeoXACML Geo-extension to XACML As XACML but with ability to index Rules 

and Policies based on geospatial condi-

tions 

Complexity 

OAuth Category or scoped based decisions Enable to act “on behalf of” Simplicity may not 

support complicated 

rights 

It is important to note that the concepts of (Geo)XACML and OAuth are fundamentally different and, there-

fore, their applicability depends on the overall use case, architecture and access constraints. In the context 

of the testbed, XACML/geoXACML is to be favoured because of its geo-extension. The study has had the 

opportunity to explore such use of this standard in practice and, again, reviews into the demand for geo-

specific access should be explored further. 

3.2 The question of the attributes and user roles for an AMF 

Operational use of the federation requires that the user authenticates with his organization and not with 

each service provider. Once authenticated, Single Sign-On ensures that the user gets a session established 

with all service providers of the federation when required and is, thus, not required to re-authenticate. 

Authorization is established at the side of the service provider and is typically based upon user attributes 

asserted by the identity provider. A user attribute is characteristic of a subject, resource, action or envi-
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ronment. Attributes consist of variable name/value pairs, with examples including: ‘user-

id:set@user.example.com’, ‘group:developers’ and ‘role:expert ’ (Crabbé et al., 2014) 

It is recommended to keep the attribute list in the context of an AMF as simple as possible and the infor-

mation exchanged about the subjects (users) should respect privacy rules of a country, amongst other 

issues. In the context of STORK and other initiatives, common attributes have been defined. 

STORK – examples of attributes7 

eIdentifier 

Given Name 

Surname 

Gender 

Date of birth 

Country of birth 

Nationality 

Marital status 

Text Residence Address 

Canonical Residence Address 

Email address 

Fiscal number 

The type of user attributes depends largely on the sector or community for which the AMF is setup. For 

example, in the context of the higher education communities, the roles are closely linked to that communi-

ty with values for roles such as ‘student’ or ‘researcher’. However, the definition of attributes needs to be 

considered carefully. In the research and education domain, specific requirements were identified which 

have had an impact on which attributes need to be defined and how (European Union, 2012): 

 Attribute provision for users participating in specific research domains to be managed by specific 
research groups (CERN). User cooperation and access is organised in the form of Virtual Organisa-
tions (VO) which manage the user roles. 

 Authorisation granularity up to groups of users from multiple organisations at a variety of levels in 
order to authorise access to secure spaces for specific research communities, or even to personal 
environments for individual researchers (DARIAH). 

 Community managed authorisation and identity credential delegation. The authorisation to pub-
lish, access and enrich data should be managed based on attributes (including roles) provided by 
the specific research communities (EUDAT). 

 Unification and homogenisation of the attributes of the federation and agreed levels of assurance 
in order to facilitate authorisation (CERN). 

The research communities, therefore, require enhanced authorisation mechanisms based on attributes that 

are not only provided by the users’ home organisation (IdP) but also by research communities which usually 

function across organisations. Such communities usually need additional users’ attributes, e.g. to describe 

collaboration-specific roles. It is difficult for a traditional IdP to provide this type of information since these 

communities often have users from different IdPs. Therefore, a Virtual Organisation would be needed to 

maintain the additional attributes and have related policies, procedures and tools of assigning the proper 

attributes to the collaboration (European Union, 2012). In more general terms, there is a need to also host 

users that have no or several affiliations, or ‘nomadic users’ (users moving from one organisation to anoth-

                                                           

7 For a full list see “Towards pan-European recognition of electronic IDs (eIDs): D5.8.3b Interface Specification” 
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er). In this context, the introduction of persistent identifiers linked to an individual researcher is being 

tested in several initiatives8.   

These situations might also be relevant in the context of an AAA approach for INSPIRE, such as specific 

thematic communities or policy areas potentially involving users from different organisations, with differ-

ent IdPs, or with users without affiliation. 

It is also worth noting that Internet Engineering Task Force (IETF) has developed standard schemas for 

attribute information. 

For the testbed of the ARE3NA-AAA project, a simple approach for attributes should be followed. This will 

be developed when the scenario’s / use cases are defined. 

 

4 Major technical conclusions from the analysis in view of the testbed 

With the prime goal to outline a framework for enabling the seamless exchange of open and closed infor-

mation between different organizations and citizens of Europe in mind, the most important question are 

about interoperability and which standards to use. 

4.1 Authentication: SAML suite of standards 

The prime framework concept proposed and exercised during the testbed is an AMF as they are already in 

production in the academic sector worldwide. In an AMF, participating entities operate by a separation of 

concerns: Authentication and Authorization. Authentication is performed at the IdP and Authorization is 

performed at the SP. This concept requires interoperability between SPs and IdPs to undertake the authen-

tication and secure exchange of user information between the IdP and the SP. One suitable standard that is 

proposed for the implementation of an AAA solution for INSPIRE and for the current testbed in particular, is 

the “Security Assertion Markup Language” (SAML) from OASIS.  

Unfortunately, SAML is actually a suite of standards: Metadata, Core, Profile and Bindings and even a Pro-

file for XACML exist. This is an often-stated disadvantage of SAML. Ideally, all SAML Profiles and Bindings 

are supported by any IdP or SP participating in the AMF. As this is not a feasible requirement, it is essential 

to at least mandate the appropriate combinations of SAML standards out of this suite. 

1. Metadata: The SAML Metadata standard enables the establishment of the required trust between 
participating entities of a federation; mainly between the SPs and the IdPs (the SPs rely on the user 
information released by the IdPs). 

2. Profile and Binding: From the SAML Profile and Binding standards, the following combinations are 
mandatory: 

a. Browser SSO Profile + Artefact Binding: This profile ensures that any Web Browser or Web 
Browser based application can undertake the SAML security protocol handshake. The use 
of the Artefact Binding is bringing many advantages but is required to enable the use of 
OpenLayers or applications build on the same Javascript technology. 

                                                           

8 Researchers also seem willing to use credentials of social media such as ‘Facebook’ to access data and information sources. However, these usually 

do not include the role of the user (e.g. researcher). This role can only be provided by the institution(s) the user is affiliated with or by community 

attribute providers. 
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b. ECP Profile + PAOS Binding: This profile ensures that any application, which is not a Web 
Browser or has no Web Browser capabilities, can undertake the SAML security protocol 
handshake. 

4.2 Authorization: (Geo-)XACML 

The separation of concern for authentication and authorization introduces the following relationship be-

tween the SP and the IdPs: The SP is relying on the user information (attributes) released by any IdP to 

undertake authorization. There is no need to mandate a particular standard for the enforcement of access 

rights at the SP side, but the technology used should be able to support Attribute Based Access Control 

(ABAC), as the IdP is releasing user attributes. In addition, the use of request and environment information 

(attributes thereof) is also relevant when enforcing access rights. The general purpose eXtensible Access 

Control Markup Language (XACML) from OASIS is a good standard and is recommended to be used. When it 

comes to derive access decisions based on geo-specific constraints, the standard-based use of XACML is not 

sufficient. However, in the light of recommending XACML, the geo-specific extension from OGC named 

GeoXACML can be recommended for use.  

As no authorization standard must be mandated to operate an AMF, it is still recommended to mandate a 

standard such as GeoXACML to declare the access conditions under which protected resources in an AMF 

can be accessed. The more fine grained the authorization gets, the more the need for a standards-based 

description becomes apparent as other participating entities must eventually understand the conditions in 

place to subscribe. As the authorization is based on user attributes, the user management system of the 

user’s entity controls user rights via the user’s membership to different access groups/roles. In that sense, 

the SP-side policies for enforcing rights usually stay stable and the IdP release of attributes of a user chang-

es. This guarantees access rights management across all participating entities with the least risk of malfunc-

tioning, which are possible when policies on the SP side change. 

4.3 Accounting: keep it simple 

In terms of Accounting, this can be achieved at the IdP and the SP side. At the IdP, a log file can contain 

which user has logged in and which attributes got released to a SP. At the SP side, the logging of complete 

or partial requests / responses to services can be logged. In addition, the Authorization layer can log an 

authorization decision of requests and responses, which provide a seamless picture of which user, under 

which conditions, received information. 

4.4 Javascript based web-mapping applications 

The first operational requirement that is introduced by the ability to support Javascript based web-mapping 

client applications (e.g. OpenLayery, JQuery out of the box) is to realize automatic or single IdP Single-Sign-

On. The SAML Identity Provider Discovery Profile, which technically is implemented by the common domain 

cookie (_idP_cookie), should be used. The use of this cookie and the establishment of a common domain 

for the AMF enable the implementation of the automatic Single-Sign-On.  

The second operational requirement introduced by this type of client – if used as is with no modifications - 

is to use SAML Artefact binding. This binding, compared to the very often-used POST binding, has the 

strength that it can leverage the HTTP redirect mechanism to establish a new session with a SP. However, 

the use of this artefact has one major implication: It requires that the IdP enables a port which can be used 
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by the SP to securely resolve artefacts for ‘Assertions’ (user attribute statements). This so-called AMF 

secure backchannel can be setup in different ways. 

4.5 Desktop applications 

None of the currently known desktop applications support the SAML ECP Profile. Should the INSPIRE com-

munity decide that SAML will be used for the establishment of a European AMF for INSPIRE, major vendors 

should be informed that this implementation is required. The OGC’s “Shibboleth Interoperability Experi-

ment (IE)” demonstrated that different vendors implemented the SAML ECP support within days during the 

execution of the IE (Higgins, 2012). 

4.6 Setup of the secure backchannel 

How to setup the AMF secure backchannel depends on the ability to have one or two IP addresses available 

for the IdP. If only one single IP is available, then a separate port from 443 is used for this channel. This 

implies that the IdP-side firewall allows incoming traffic on this port as for 443 and that any SP can establish 

a HTTPS connection on that port for outbound traffic. The issues with the non-standard HTTPS port can be 

prevented if the IdP has a second IP address that can be used to establish the AMF secure backchannel as 

the standard HTTP port 443 can be used. 

4.7 Coordination Centre (legal, operational) 

The Coordination Centre duties are mainly legal and organizational. The coordination centre must under-

take the contractual work to establish the legal part of the AMF. It should also provide the first contact 

support to organize help on the technical level for IdP and SP administrators as well as for the users. 

4.8 SAML Identity Provider Discovery Profile 

Technically, in an AMF of more than one IdP, the user must select the home organization which can be used 

for login. This could be implemented by operating one single Web Server according to the SAML Identity 

Provider Discovery Profile. As this functionality is required to support automatic Single-Sign-On, this service 

must always be available. Therefore, the appropriate deployment is required to achieve the 100% availabil-

ity target as close as possible. 

With the deployment of this “Common Domain Cookie Maintenance Service” additional functions could be 

made available to the user to improve the usability regarding the selection of their own IdP: A search box 

with the option to persistently store the IdP selection is such an improvement as the user must only select 

the IdP once. 

5 Conclusions 

This document “D2.1 – Analysis of Evidence Base: Relationships and Gaps between Technologies, Standards 

and Best Practices” outlines the relationships and (possible) gaps between standards and technologies as 

described in “D1.1.2 & D1.2.2 Analysing standards and technologies for AAA” and the Best Practices identi-

fied in “D1.3 – Best Practices of AAA implementations”. First, a series of lessons learned from the analysis 

can be drawn: 
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The choice for an Access Management Federation (AMF) - The analysis of Best Practices and other initia-

tives such as STORK and AAA implementations in the academic and research communities shows that an 

AMF is the most obvious choice for setting up an AAA mechanism for INSPIRE. This is related to the fact 

that the implementation of SDIs and of INSPIRE in particular has already federated characteristics, i.e. 

INSPIRE as a European SDI which is built upon national and sub-national SDIs. AMFs can also ‘easily’ link to 

each other, thereby creating a federation of federations or ‘Inter-federation’, enabling users from one 

federation to access services provided by another federation. 

Ad hoc solutions exist, usually focusing on the monitoring of the users. These solutions saw light due to 

their requirement to have a better understanding of who their users were, as well as which data and ser-

vices were being used and how. Therefore, approaches following from this study should explore the inclu-

sion of solutions which are able to log such user/usage measurements. At the same time several studies 

reveal that accounting remains one of the weakest aspects of most of the AAA-implementations. 

Many ICT security standards and technologies exist that can be built upon. The analysis of the standards 

and technologies for AAA reveals that many general ICT standards already exist from W3C, OASIS and other 

international standardisation bodies upon which an AAA approach for INSPIRE can be built. The analysis 

shows that there are no standards ‘missing’, but that often specific profiles and bindings need to be devel-

oped to match the needs of a particular AAA implementation. In terms of technology, it became clear from 

the analysis that many tool(kit)s exist as both Open Source Software (OSS)  and proprietary solutions 

(Commercial Off-The-Shelf Software - COTS). The Kantara initiative (2014) documented and tested more 

than 65 of those tool(kit)s: 17 OSS and 48 COTS. 

AAA implementations should be as generic as possible. An AAA solution for INSPIRE should be no different 

from AAA solutions for e-Government, or for the research and education domains. There is a question, 

therefore, about how much in an AAA approach is still special or specific for the geospatial world. The 

analysis of the Best Practices shows that GeoXACML has been implemented in several cases, although this 

is limited to the use cases requiring geospatial criteria for authorisation, e.g. where authorisation depends 

on the location of the user or where the geospatial extent of the spatial data to be accessed varies between 

user groups. In all other cases this is not needed and often XACML is used. 

Choosing certain standards, but also combining standards is the way to go. The choice of standards and 

technologies to implement at the level of the federation does not require all AAA implementations in the 

Member States to use the same standards. Indeed, while a choice must be made to set-up the federation at 

the European level, it is recommended to leave the existing implementations in the Member States, at the 

sub-national level and in particular communities as they are, and build upon them. At the same time, the 

project needs to make a clear choice of a standard for authentication and for authorisation. SAML and 

(Geo-)XACML are proposed for authentication and authorisation, respectively. 

Defining attributes, roles and rules are key to any solution. The definition of clear rules and roles and the 

provision of a trustworthy mechanism to exchange attribute data about users are of utmost importance for 

any AAA solution. There is a need for clear definitions of the attributes (semantics) and their possible values 

or code lists.   

The use of a coordination centre in the context of INSPIRE is challenging. A coordination centre is a key part 

of any AMF solution. The coordination centre needs to define rules and to setup agreements with the 

participating organisations of the federation. A coordination centre is necessary but it might also be a single 

point of failure and/or a bottleneck for performance. It is, therefore, of utmost importance that it is well 
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organised and to have clear reasons for who could/should play this role. In the context of INSPIRE, this 

could be the JRC or another operational entity within the European Union.  

Two aspects were analysed in more detail: 1) the choice of the standards and technology to be applied for 

an AAA solution for INSPIRE, and 2) the question of the attributes and user roles.  

The Best Practices described and analysed in “D1.3 – Best Practices of AAA implementations” and some of 

the initiatives in the academic sector were compared with regard to the application of standards for secure 

access. From this comparison, it seems that SAML has become the standards for exchange of attribute 

information. For authorisation purposes XACML is the most logic choice, also because it provides the possi-

bility to implement authorisation based on geographic criteria. Shibboleth is used often to implement the 

standard(s). 

Authorization is established at the side of the service provider and is typically based upon user attributes 

asserted by the identity provider. A user attribute is characteristic of a subject, resource, action or envi-

ronment. The type of user attributes depends largely on the sector or community for which the AMF is 

setup. However, the definition of attributes needs to be considered carefully. The work done by STORK and 

the experience from the research community might be very useful for defining common attributes and 

additional user attributes, respectively. STORK defined a series of basic attributes, while research communi-

ties require enhanced authorisation mechanisms based on attributes that are not only provided by the 

users’ home organisation (IdP) but also by research communities which usually function across organisa-

tions. Such communities usually need additional users’ attributes, e.g. to describe collaboration-specific 

roles. This might be interesting in the context of the different INSPIRE thematic communities. 

Finally, some specific conclusions were drawn in view of the testbed: considerations regarding the imple-

mentation of SAML and (Geo-)XACML; a simple (minimal) approach for accounting; support for javascript 

web-mapping applications and the need for involving the vendor community for adapting desktop applica-

tions; the setup of a secure backchannel; the challenges of the coordination centre and the required IdP 

Discovery Profile. 

This analysis is complemented with a description of scenarios and use cases and with a first description of 

the testbed based on discussions that took place during the ‘AAA-Architectures for INSPIRE’ Workshop on 

16-17 March in Leuven. The results of this workshop is described in “D2.4 – Results of the workshop ‘AAA 

architectures for INSPIRE’, 16-17 March, Leuven”.  
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