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Glossary 

AAA Authentication, Authorization, Accounting 

AMF Access Management Federation 

ARE3NA A Reusable INSPIRE Reference Platform (ISA Action 1.17) 

ATOM Atom Syndication Format  

CSW OGC Catalog Service for the Web 

cURL Computer software project providing a library and command-line tool for transferring 

data using various protocols. 

EC European Commission 

EU European Union 

HTTP Hypertext Transfer Protocol 

HTTPS HTTP Secure 

IANA Internet Assigned Numbers Authority 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

INSPIRE Infrastructure for Spatial Information in the European Community 

ISA Interoperability Solutions for European Public Administrations 

JRC Joint Research Centre 

libcurl free client-side URL transfer library 

NS Network Service 

OGC Open Geospatial Consortium 

OpenSSL An open-source implementation of the SSL and TLS protocols 

PHP PHP: Hypertext Preprocessor  

PSI Public Sector Information 

SDI Spatial Data Infrastructures 

SSL Secure Sockets Layer 

W3C World Wide Web Consortium 

WCTS Coordinate Transformation Service 

WFS OGC Web Feature Service 

WMS OGC Web Map Service 

WMTS Web Map Tile Service 

WPS Web Processing Service 

XML Extensible Markup Language 
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1 Introduction 

This document contributes to the work programme of A Reusable INSPIRE Reference Platform (ARE3NA), 

Action 1.17 of the ISA Programme1 that is led by the EC Joint Research Centre (JRC). It focusses on the topic 

of access control to services and data in the context of the INSPIRE initiative, adding to previous work on 

Authentication, Authorization and Accounting (AAA) and the potential to create an Access Management Fed-

eration (AMF) for geospatial data and services to support secure data exchange by public administrations in 

Europe2.  

INSPIRE, the Infrastructure for Spatial InfoRmation in Europe (specified in Directive 2007/2/EC3), is a unique 

example of a legislative approach to sharing spatial data related to 34 thematic areas. Spatial Data Infrastruc-

tures (SDIs) in the 28 EU Member States, combined with INSPIRE’s legal and technical approach, are the keys 

to accessing comparable cross-border spatial data to support European Union environment-related policies. 

The aim of INSPIRE is, therefore, to enable the sharing of spatial information among public sector organisa-

tions and to facilitate public access to spatial information across Europe in the most convenient way.  

SDI rely on Network Services (NS) to provide access to data and metadata. As stated in the INSPIRE Directive:  

“Network services are necessary for sharing spatial data between the various levels of 

public authority in the Community. Those network services should make it possible to 

discover, transform, view and download spatial data and to invoke spatial data and e-

commerce services. The services of the network should work in accordance with com-

monly agreed specifications and minimum performance criteria in order to ensure the 

interoperability of the infrastructures established by the Member States. The network of 

services should also include the technical possibility to enable public authorities to make 

their spatial data sets and services available.” 

In Article 11, a brief definition of the different NS is given: 

- discovery services: “making it possible to search for spatial data sets and services on the basis of the 

content of the corresponding metadata and to display the content of the metadata”; 

- view services: “making it possible, as a minimum, to display, navigate, zoom in/out, pan, or overlay 

viewable spatial data sets and to display legend information and any relevant content of metadata”; 

- download services: “enabling copies of spatial data sets, or parts of such sets, to be downloaded and, 

where practicable, accessed directly”; 

- transformation services: “enabling spatial data sets to be transformed with a view to achieving in-

teroperability”; 

- services allowing spatial data services to be invoked. 

According to the Directive, Member States should make available, as a minimum and free of charge, the 

services for discovering and, subject to certain specific conditions, viewing spatial data sets. Additionally, the 

“provision of network services should be carried out in full compliance with the principles relating to the 

protection of personal data in accordance with Directive 95/46/EC”. 

                                                           

1 http://ec.europa.eu/isa/actions/01-trusted-information-exchange/1-17action_en.htm  

2 https://joinup.ec.europa.eu/asset/are3na-aaa/home  

3 http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32007L0002&from=EN  

http://ec.europa.eu/isa/actions/01-trusted-information-exchange/1-17action_en.htm
https://joinup.ec.europa.eu/asset/are3na-aaa/home
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32007L0002&from=EN
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However, in some cases, as stated in the article 13 of the INSPIRE Directive 2007/2/EC, the data could be 
protected and, in such situations, access control mechanisms are be used to allow authorised people to view 
this data.  

The main idea behind INSPIRE, however, is to help provide ready access to existing data and services. Access 
control mechanisms, therefore, should be seen as an exceptional case to data sharing, where resources must 
not be unduly restricted, as stated in Article 14.  The majority of data services should, therefore, be open, 
thus encouraging Open Data approaches and the benefits being offered through the PSI Directive and its 
updates (see Directive 2013/37/EU).  

In order to explore this topics further, the work in this report covers the following aspects: 

- the identification of INSPIRE Network Services that could be applying AAA mechanisms 

- understanding and categorising the types of access control being used from technological and organ-

isational perspectives 

- provide evidence for further work to explore data-usage scenarios in detail and to discuss with data 

providers in the EU Member States the motivation for access control and how any European solution, 

such as an AMF, could be widely adopted.   

 

 

The remainder of this document outlines the methodology adopted to find the way to collect data to under-

stand the real extent of the usage of AAA mechanisms by the INSPIRE resources (Section 2). Section 1 then 

provides a detailed description of the programme that has been developed followed by Section 4, where a 

complete description of the output file provides a context to those analysing the collected data.  
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2 Methodology 

2.1 Initial attempts and first findings 

Initially, we decided to use the Resource Browser INSPIRE Full Operating Capability Testing, better known 

as INSPIRE Proxy Browser 4   as a direct means to access potentially protected INSPIRE services. The tool is 

available from the INSPIRE Geoportal website and allows users to browse the metadata of the INSPIRE re-

sources (see Figure 1) by using faceted filters related to INSPIRE metadata fields.  

 

 

Figure 1 Resource metadata accessible from the INSPIRE Proxy Browser tool 

 

                                                           

4 http://inspire-geoportal.ec.europa.eu/proxybrowser/ 
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Apart from providing metadata, the tool validates metadata records against INSPIRE’S technical guidelines 

for metadata 5 and for network services 6. This validation supports resource filtering including for any errors 

encountered in the infrastructure. For our research, two categories were available from the “error counts” 

tab that are particularly useful: 

- error.geoportal.discovery.resourcelocator.forbidden 

- error.geoportal.discovery.resourcelocator.unauthorized 

Those two error categories depend on their HTTP status code that helps us to deduce that some kind of 

access control mechanisms are present.  

 

To illustrate some initial findings, the tool on the 13th of November 2015 identified 31 resources whose error 

code was typified as “forbidden” (see Figure 2 ) and 59 resources whose code was “unauthorised”. 

 

Figure 2: Results retuned after filtering by error type in the Proxy Browser tool 

Even if the INSPIRE Proxy Browser already performed part of the objective of this research, a customised tool 

based partially on its contents was needed because:  

- We were surprised to find so few network services with AAA. The methodology was changed to 

verify that the initial estimates reflected the real extent of the issue.  

- There is little control on the way the tests are done. For example, it is quite hard to know whether a 

web service is partially or fully inaccessible. 

                                                           

5 http://inspire.ec.europa.eu/documents/Metadata/MD_IR_and_ISO_20131029.pdf  

6 http://inspire.ec.europa.eu/index.cfm/pageid/5  

http://inspire.ec.europa.eu/documents/Metadata/MD_IR_and_ISO_20131029.pdf
http://inspire.ec.europa.eu/index.cfm/pageid/5
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- The information provided was not complete enough to typify the resources. Apart from the descrip-

tive information coming from the metadata records, some additional on-the-fly information was 

needed by directly accessing and testing different web services.  

- The Proxy Browser’s interface does not allow us to easily access a set of data for bulk download and 

further analysis. Proxy Browser content needs to be examined one resource at a time and some 

useful information appears in pop-up windows that make it difficult to treat information recursively. 

 

2.2 Methodology adopted 

To better understand the extent of AAA within INSPIRE, therefore, the JRC needed to explore the NS available 

through the INSPIRE Geoportal7 and collect their descriptive and quantitative information in an efficient and 

automatised way. 

The approach aims to clearly identify the Member States’ resources and specific organisations that are im-

plementing access control mechanisms, including who could be contacted in order to understand their rea-

sons for implementing, and technical approaches to, AAA.  

Most of the INSPIRE NS are profiles of the Open Geospatial Consortium Standards (OGC) 8 for web services 

as specified in its correspondent technical guidelines. As these are open standards harmonised queries can 

be performed that create well-known responses. This means that exploring services does not require a lot of 

code to be written to handle the potentially divergent behaviour of the resources. It should be noted, how-

ever, that small differences among versions of a same standard can create big changes in the scripts used, 

impacting on the potential long-term use of the tools.  

Table 1 Relation between INSPIRE technical guidelines and Standards for the INSPIRE network services 

 INSPIRE technical guidelines Standards 

Title Link Title Link 

Dis-

cover 

Technical Guidance 

for the  

implementation of 

INSPIRE Discovery 

Services 

http://inspire.ec.eu-

ropa.eu/documents/Net-

work_Services/Technical-

Guidance_Discov-

eryServices_v3.1.pdf  

Catalogue Service Im-

plementation Specifi-

cation (CSW 2.0.2) 

http://portal.opengeospatial.org/files/?arti-

fact_id=20555  

View Technical Guidance 

for the implementa-

tion of INSPIRE View 

Services 

http://inspire.ec.eu-

ropa.eu/documents/Net-

work_Services/Technical-

Guid-

ance_ViewServices_v3.11.pdf  

Web Map Service 

(WMS 1.3.0) 

http://portal.opengeospatial.org/files/?arti-

fact_id=14416  

Web Map Tile Service 

(WMTS 1.0.0) 

http://portal.opengeospatial.org/files/?arti-

fact_id=35326  

Down-

load 

Technical Guidance 

for the implementa-

tion of INSPIRE 

Download Services 

http://inspire.ec.eu-

ropa.eu/documents/Net-

work_Services/Tech-

nical_Guidance_Down-

load_Services_v3.1.pdf  

Example of implementation 

of an INSPIRE atom feed: 

Web Feature Service 

2.0 Interface Standard 

(also ISO 19142) (WFS 

2.0) 

http://portal.opengeospatial.org/files/?arti-

fact_id=39967  

Atom Syndication For-

mat 

https://tools.ietf.org/html/rfc4287  

                                                           

7 http://inspire-geoportal.ec.europa.eu/  

8 http://www.opengeospatial.org/standards  

http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_DiscoveryServices_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_DiscoveryServices_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_DiscoveryServices_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_DiscoveryServices_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_DiscoveryServices_v3.1.pdf
http://portal.opengeospatial.org/files/?artifact_id=20555
http://portal.opengeospatial.org/files/?artifact_id=20555
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_ViewServices_v3.11.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_ViewServices_v3.11.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_ViewServices_v3.11.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_ViewServices_v3.11.pdf
http://inspire.ec.europa.eu/documents/Network_Services/TechnicalGuidance_ViewServices_v3.11.pdf
http://portal.opengeospatial.org/files/?artifact_id=14416
http://portal.opengeospatial.org/files/?artifact_id=14416
http://portal.opengeospatial.org/files/?artifact_id=35326
http://portal.opengeospatial.org/files/?artifact_id=35326
http://inspire.ec.europa.eu/documents/Network_Services/Technical_Guidance_Download_Services_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/Technical_Guidance_Download_Services_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/Technical_Guidance_Download_Services_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/Technical_Guidance_Download_Services_v3.1.pdf
http://inspire.ec.europa.eu/documents/Network_Services/Technical_Guidance_Download_Services_v3.1.pdf
http://portal.opengeospatial.org/files/?artifact_id=39967
http://portal.opengeospatial.org/files/?artifact_id=39967
https://tools.ietf.org/html/rfc4287
http://inspire-geoportal.ec.europa.eu/
http://www.opengeospatial.org/standards
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http://inspire-geopor-

tal.ec.europa.eu/de-

mos/ccm/codeview.html  

Trans-

form 

Technical Guidance 

for the INSPIRE 

Schema Transfor-

mation Network Ser-

vice  

 

 

http://inspire.ec.eu-

ropa.eu/documents/Net-

work_Services/JRC_INSPIRE-

TransformService_TG_v3-

0.pdf  

Web Processing Ser-

vice  

http://www.opengeospatial.org/standards/wps  

Draft Technical Guid-

ance for INSPIRE Co-

ordinate Transfor-

mation Services 

http://inspire.ec.eu-

ropa.eu/documents/Net-

work_Services/IN-

SPIRE_Draft_Technical_Guid-

ance_Coordinate_Transfor-

mation_Services_%28ver-

sion_2%201%29.pdf  

Coordinate Transfor-

mation Service 

http://www.opengeospatial.org/standards/ct  

 

Some of these queries, also called “operations”, can be tested by the developed program to extract, for ex-

ample, the HTTP Status Code/HTTP response codes. The analysis of these codes supports the easy and effi-

cient identification of services that are explicitly blocking open access to NSs. These values, in the form of 

three digit numbers, indicate whether a specific HTTP request has been successfully completed or not. More 

importantly for our research, this also gives us information about why we may have potentially unsuccessful 

responses.  

The HTTP codes are grouped in five different classes recognisable by their first digit:  

 informational responses (1XX)  

 successful responses (2XX)  

 redirections (3XX)  

 client errors (4XX)  

 servers errors (5XX)  

For the AAA research purposes, the HTTP codes belonging to the redirections (3XX) and the client errors (4XX) 

groups are the most interesting. To know the meaning of the full list of HTTP status code see the IANA “Hy-

pertext Transfer Protocol (HTTP) Status Code Registry 9”. 

However, we should also point out that the analysis of HTTP codes, even if very helpful in general terms, 

could be too simplistic, as some webservers do not respond with the proper code to the requests performed 

due to server customisation. Nevertheless, taking into consideration the huge number of resources in the 

INSPIRE Geoportal, we have decided to proceed with the testing of HTTP codes in combination with other 

indicators in order to have a first idea of the extent of the use of AAA mechanisms.  

  

                                                           

9 http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml  

http://inspire-geoportal.ec.europa.eu/demos/ccm/codeview.html
http://inspire-geoportal.ec.europa.eu/demos/ccm/codeview.html
http://inspire-geoportal.ec.europa.eu/demos/ccm/codeview.html
http://inspire.ec.europa.eu/documents/Network_Services/JRC_INSPIRE-TransformService_TG_v3-0.pdf
http://inspire.ec.europa.eu/documents/Network_Services/JRC_INSPIRE-TransformService_TG_v3-0.pdf
http://inspire.ec.europa.eu/documents/Network_Services/JRC_INSPIRE-TransformService_TG_v3-0.pdf
http://inspire.ec.europa.eu/documents/Network_Services/JRC_INSPIRE-TransformService_TG_v3-0.pdf
http://inspire.ec.europa.eu/documents/Network_Services/JRC_INSPIRE-TransformService_TG_v3-0.pdf
http://www.opengeospatial.org/standards/wps
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://inspire.ec.europa.eu/documents/Network_Services/INSPIRE_Draft_Technical_Guidance_Coordinate_Transformation_Services_%28version_2%201%29.pdf
http://www.opengeospatial.org/standards/ct
http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml
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1 Description of the developed programme 

To automatise the collection of information coming from the INSPIRE Proxy Browser together with additional 

information, a set of scripts have been developed by the JRC.  

The scripts have been written in the PHP server-side scripting language10 because of its wide use in web 

development, alongside the following:  

- It is relatively easy to write the code, it can be simply mixed with HTML code to produce a user-

friendly interface 

- The standard PHP interpreter is free software and it can be deployed on almost every operating 

system and platform, free of charge 

- It integrates the libcurl library 11, allowing server’s information to be gathered in an easy way. 

- There are many readily available libraries that can be used for this work, such as Spout12 that allows 

output to be written to spreadsheet files. 

- The use of PHP allows the developed scripts to be launching easily by whoever is interested in re-

peating or reproducing this test. The only requirements to run them are to have a PC with a good 

Internet connection and a webserver supporting the interpretation of PHP installed on it. In partic-

ular, the tests run at the JRC were done with the Open Source XAMPP 13 supporting PHP Version 

5.5.24.   

 

1.1  Structure of the programme 

The program “Network Service Analysis” is simply formed by six different scripts (see Figure 3). Those scripts 

should be located in the folder shared by the webserver.  

 

 

Figure 3 File structure of the "Network Service Analysis" program 

 

The root script index.php calls a set of scripts aimed at four different types of INSPIRE NS:  

                                                           

10 https://secure.php.net/  

11 http://php.net/manual/it/book.curl.php  

12 https://github.com/box/spout  

13https://www.apachefriends.org/it/download.html  

https://secure.php.net/
http://php.net/manual/it/book.curl.php
https://github.com/box/spout
https://www.apachefriends.org/it/download.html
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- View (Script_ViewNS.php) 

- Download (Script_DownloadNS.php) 

- Discovery (Script_DiscoveryNS.php) 

- Transformation (Script_TransformationNS.php).  

The invoke services have not been tested as they do not have, for the time being, a harmonised way to be 

requested. Also, according to the INSPIRE roadmap, the deadline (10/12/2015 14) to make them conformant 

to Annex V of IR-ISDSS arrived after the test dataset was created.  

After launching the available web service scripts, an Excel file is automatically created in the server (within 

the “Results” folder) and a copy of the file can be downloaded through the client by clicking on the “Download 

Excel with results” button. This functionality is possible thanks to the download.php file.  

 

3.2 Logic of the programme 

It is important to specify how the scripts work and especially how the NS are tested to better understand the 

results and the potential conclusions that can be drawn. 

The descriptive information stored in the Excel files comes partially from the INSPIRE Proxy Browser Tool,  

while the information related to the response of the server comes from a real-time analysis performed by 

the program by using the cURL functions for PHP (see Section 4.2). 

The designed test visits every resource at least twice in order to get closer to the data. This includes: 

- In the first instance obtaining the service metadata document where the resource is described and 

where the operations supported by the service are listed.  

- Then, knowing better the contents and operations allowed by the service, the test tries to access 

the resource through a “more in-depth” operation. 

The standard operations implemented in the program are contained in Table 2, where operations sup-

ported by each Standard have already been provided in Table 1. 

It is important to highlight that the program has been designed in first instance to request the web services 

in the required version as stated in the NS technical guidelines. Normally, this matches with the last availa-

ble version of each standard. However, for completeness and in case that the official standard is not sup-

ported, the test tries in further rounds to make requests in the available supported standards, as indicated 

in its metadata description document.  

It is also worth mentioning that for performance reasons, the assessment of the NS is done only for one of 

the potentially available resources per web service, that is the first:  

- layer found for a View Service, 

- layer or downloadable link found in the Download Service, 

- record found in the Discovery Service  

- process found in the case of a Transformation Service.  

We assume that the behaviour returned when accessing the first resource found will be equivalent to that 

of the remaining content of the resources.  

                                                           

14 http://inspire.ec.europa.eu/index.cfm/pageid/44  

http://inspire.ec.europa.eu/index.cfm/pageid/44
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It is important to also note that for every request checked by the program using the cURL library, the fol-

lowing options have been set:  

- it is possible to follow the potential existing redirections (by default, this has been set up to five) 
- it accepts SSL certificates 
- For performance reasons, the program does not download the body of the response returned, in-

stead only the HTTP header is received by default. This allows memory resources to be saved as 
tests are shorter, allowing the test to move to the next resource. This is not an easy process as, dur-
ing testing of the software, we noticed that this option sometimes interferes with the behaviour of 
the web services making them return an incorrect HTTP response code. For this reason, when spe-
cific HTTP codes are returned when accessing the service metadata document the first time, set-
tings are changed so that Download details of the resource can be found (i.e. that the HTTP codes 
that would allow downloading the returned body content are 404, 500, 400, 405, 503, 406, 0 and 
302). 

- A fresh connection is done for every request to avoid problems that could be related with the pre-
vious storage of cookies or information in the cache. This provides more reliable data, where the 
data extracted can be considered as the real status of the web services. 

- A maximum time of 10 seconds is set for the connection phase (i.e. connecting to the server). This 
is done to avoid connection time-outs that could lead to the script crashing. Also, the maximum 
time for the CURL transfer operation is set to 10 seconds.  

 

Table 2 Operations used in the program per Standard 

 Stand-

ard 

Operations 

imple-

mented in 

the JRC 

program 

Example of request done 

Dis-

covery 

CSW 

2.0.2 

GetCapabil-

ities 

http://sdi.data.gov.mt/geonetwork/srv/eng/csw?REQUEST=GetCapabilities&SERVICE=CSW 

GetRecord http://sdi.data.gov.mt/geonetwork/srv/eng/csw?request=GetRecords&service=CSW&resultType=re-

sults&version=2.0.2&outputSchema=http://www.opengis.net/cat/csw/2.0.2&outputFormat=applica-

tion/xml&maxRecords=1&constraintLanguage=CQL_TEXT  

View WMS 

1.3.0  

GetCapabil-

ities 

http://mapas.dgterritorio.pt/wms/landsat?SERVICE=WMS&VERSION=1.3.0&REQUEST=GetCapabilities 

GetMap http://mapas.dgterritorio.pt/wms/landsat?SERVICE=WMS&VERSION=1.3.0&REQUEST=GetMap&LAY-

ERS=LandSAT&STYLES=&FORMAT=image/png&CRS=EPSG:3763&WIDTH=1000&HEIGHT=1000&BBOX=-

170000,-320000,200000,280000 

WMTS  GetCapabil-

ities 

http://www.ign.es/wmts/ign-base?request=GetCapabilities&service=WMTS  

GetTile http://www.ign.es/wmts/ign-base?Service=WMTS&Request=GetTile&Ver-

sion=1.0.0&Layer=IGNBaseOrto&Style=default&Format=image/jpeg&TileMatrixSet=In-

spireCRS84Quad&TileMatrix=0&TileRow=0&TileCol=0  

Down-

load 

WFS 

2.0  

GetCapabil-

ities 

http://sdi.data.gov.mt/geoserver/MITA_WFS/ows? REQUEST=GetCapabilities&SERVICE=WFS&VER-

SION=2.0.0 

GetFeature http://sdi.data.gov.mt/geoserver/MITA_WFS/ows?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPE-

NAMES=MITA_WFS:AnnexIII_18_Habitats_Biotopes_Biotope_2011&VERSION=2.0.0  

ATOM Access to 

the atom 

file  

http://www.lounaispaikka.fi/cms/files/maakuntakaavat_atom/louspire_atom.xml 

http://sdi.data.gov.mt/geonetwork/srv/eng/csw?request=GetRecords&service=CSW&resultType=results&version=2.0.2&outputSchema=http://www.opengis.net/cat/csw/2.0.2&outputFormat=application/xml&maxRecords=1&constraintLanguage=CQL_TEXT
http://sdi.data.gov.mt/geonetwork/srv/eng/csw?request=GetRecords&service=CSW&resultType=results&version=2.0.2&outputSchema=http://www.opengis.net/cat/csw/2.0.2&outputFormat=application/xml&maxRecords=1&constraintLanguage=CQL_TEXT
http://sdi.data.gov.mt/geonetwork/srv/eng/csw?request=GetRecords&service=CSW&resultType=results&version=2.0.2&outputSchema=http://www.opengis.net/cat/csw/2.0.2&outputFormat=application/xml&maxRecords=1&constraintLanguage=CQL_TEXT
http://www.ign.es/wmts/ign-base?request=GetCapabilities&service=WMTS
http://www.ign.es/wmts/ign-base?Service=WMTS&Request=GetTile&Version=1.0.0&Layer=IGNBaseOrto&Style=default&Format=image/jpeg&TileMatrixSet=InspireCRS84Quad&TileMatrix=0&TileRow=0&TileCol=0
http://www.ign.es/wmts/ign-base?Service=WMTS&Request=GetTile&Version=1.0.0&Layer=IGNBaseOrto&Style=default&Format=image/jpeg&TileMatrixSet=InspireCRS84Quad&TileMatrix=0&TileRow=0&TileCol=0
http://www.ign.es/wmts/ign-base?Service=WMTS&Request=GetTile&Version=1.0.0&Layer=IGNBaseOrto&Style=default&Format=image/jpeg&TileMatrixSet=InspireCRS84Quad&TileMatrix=0&TileRow=0&TileCol=0
http://sdi.data.gov.mt/geoserver/MITA_WFS/ows?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=MITA_WFS:AnnexIII_18_Habitats_Biotopes_Biotope_2011&VERSION=2.0.0
http://sdi.data.gov.mt/geoserver/MITA_WFS/ows?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=MITA_WFS:AnnexIII_18_Habitats_Biotopes_Biotope_2011&VERSION=2.0.0
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Parse file 

searching 

for the first 

ID  node 

containing 

a dataset 

http://www.lounaispaikka.fi/cms/files/maakuntakaavat_atom/etela_savo/etela_savo_maakuntakaava.zip 

Trans-

form 

WPS GetCapabil-

ities 

http://cts.fgi.fi:8080/wps/WebProcessingService?request=GetCapabilities&service=WPS&ver-

sion=1.0.0 

Describe-

Process 

http://cts.fgi.fi:8080/wps/WebProcessingService?request=DescribeProcess&service=WPS&ver-

sion=1.0.0&identifier=Transform 

 

This “double check” on a potentially protected service distinguishes the program from the INSPIRE Proxy 

Browser tool, allowing us to interact with the “data” as close as possible. This is an important distinction in 

the level of authorised access to the resources relevant to AAA set-ups. 

In general terms, the steps followed when launching the NS scripts are: 

1. An Excel file is created and edited (the informational tabs and the headers of the columns of tab 

collecting the data).  

2. A query is sent to the INSPIRE proxy browser with the corresponding type of NS already applied.  

3. Information (in JSON format) containing the metadata information is returned and kept in 

memory. 

4. The script extracts, from the JSON information in memory, the necessary values for the requested 

fields for every resource (loop). Among the values to be extracted, the “resource locator” is the 

most important as it will be used for further analysis. 

5. At this step, the analysis changes according to the selected type of NS: 

o From the resource locator link, a first level operation is performed that calls the OGC web 

services “GetCapabilities”. This operation allows the metadata service document to be ac-

cessed with its descriptive information. As the response is in XML format, through the use 

of Xpath, some information is extracted and kept in memory together with other values 

that will help more in-depth queries in the form of KeyValuePair to be performed.  

 In the case that the GetCapabilities is not accessible, the HTTP Status code is col-

lected if available, otherwise a literal default message will be set.  

 If the GetCapabilities is present, the script will continue running performing more 

advanced operations giving access to the resource. 

o Second level operations by building requests are based on the resource locator and the 

concatenation of parameters and values (coming mostly from the first round of requests) 

 In the case that the operation is performed successfully, the HTTP code is replaced 

with the one in memory 

 If this more in-depth operation is not accessible, then the values of the first level 

operations are kept. 

o For when an Atom file is found for Download Services, the scripts parse the resource until 

they find the first ID node of the file containing a link to a real dataset file. This link will be, 

therefore, considered as the effective URL to be tested against cURL. 

6. The information collected and obtained for the different assessments (per resource analysed)  is 

written down in a row of the output Excel file  

7. When all the resources have been processed the Excel file is saved and closed and is ready to be 

opened and shared outside the server. 
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3.3  The programme’s user interface  

 

The programme has a user-friendly web-based interface that allows the program to be easily launched by 

simply selecting the type of NS to be analysed and then filling the range of resources to be processed (See 

Figure 4). The number of available resources per NS type selected is provided to the user in the following 

form: [NS type]: Found [XXX] rows. This number is very important for comparability reasons, it also proves 

how dynamic the resources of the INSPIRE Geoportal are as a consequence of the harvesting performed to 

keep the information updated.  

The possibility of analysing subsets of resources by inserting a specific range allows on the first hand: 

- to allow some resources to be quickly test, if necessary, 

- to reduce the workload of the webserver that could suffer memory-related errors because of the 

huge amount of information coming from the Download and View NS resources. For this reason, we 

recommend that a single request should not exceed 10000 resources unless the webserver memory 

options are robust enough to process it. 

  

 

Figure 4 Screenshot of the program web interface while running the scripts 

 

During the process, the programme is quite verbose as it shows in a dynamic way, in absolute numbers and 

percentages, the numbers of links processed. 

In addition, some initial information related to the links analysed is given in the form of dynamic tables in the 

lower part of the screen (see Figure 5). 
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Figure 5 Initial information on the network services analysed 

 

When the program has finished to process all the resources requested, an Excel file is created on the server 

side and a copy can be downloaded from the webpage (see Figure 6). 

 

 

Figure 6 Option to download a copy of the results stored in the server 
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4 Description of the output file for its further analysis 

4.1 Structure of the output Excel files 

Even if the team is aware of the fact that the Excel format (xlsx) is not open, it has been chosen as the out-

put file format because of its flexibility to store data in different tabs. That feature allowed us to separate 

the metadata of the file from the content, where context information is given together with an auto-de-

scription of the contents contained in the Data tab. 

Every Excel file has name a unique identifier that avoids the risk of overwriting results when re-launching 

the scripts. The names have been designed so that the different service types can be analysed separately 

but they can also be readily merged as the table structures are compatible. An exception is the Download 

Service, as an extra column (CountDefaultWFS2.0) has been added. 

This spreadsheet is structured in four different tabs: 

- The tab "Info” (see Figure 7) provides information on the environment when the test was per-
formed. This is useful to compare results by examining the date and time of the test or the number 
of resources available at the beginning of the test. This tab also provides the list of columns and de-
scription of the contents stored in them for the tabs named: "ViewNS","DownloadNS","Discov-
eryNS", and “TransformationNS" depending on the web service analysed. Some suggestions and 
comments are also given for every element to better understand how to interpret and use the data 
in further analysis.  (See section Fields and contents stored in the “Data” tab).  

 
Figure 7 "Info" tab with the metadata describing the results output Excel file 

- The tab "HTTP codes" provides the full list of HTTP status code values together with their meaning. 

- The tab "SSL error code" provides the list and meaning of possible SSL error codes. 

- The last tab provides the content of the analysis performed with the output tab for the specific ser-

vice, named according to the network service analysed: 

o "ViewNS": refers to the View Services in INSPIRE and includes examples such as OGC Web 

Map Services (WMS) or Web Map Tile Service (WMTS)  
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o "DownloadNS": refers to the Download Services in INSPIRE and includes examples such as 

OGC Web Feature Service (WFS) or Atom feeds for bulk data downloads 

o "DiscoveryNS": relates to the Discovery Services in INSPIRE and provides examples of ser-

vices relating to metadata catalogues such as the OGC’s Catalog Services for the Web 

(CSW) 

o "TransformationNS": covers other services that may be used to provide ‘on-the-fly’ access 

to INSPIRE data from production systems, including OGC Web Processing Services (WPS). 

An example of the output file with the “data” tab active is shown below (See Figure 8). 

 

Figure 8 Excel output file example for "ViewNS" web service 

4.2 Fields and contents stored in the “Data” tab 

The Data tab, contains the data collected and the header with the names of the columns. The titles of the 

columns follow a simple structure that allows the source from where the information has been collected to 

be known by simply adding a namespace or prefix to the label of the column.   

The available namespaces for the column labels are: 

- “MD”: means that the information comes from the INSPIRE proxy browser tool, meaning that it is 

unprocessed 

- “cURL”: means that the information comes from a test performed by the PHP cURL library functions  

- “NS”: means the information has been extracted directly from a record’s own service metadata 

document. 

As far as the data is concerned, it is recommended before beginning the analysis to remove possible dupli-
cates coming from the INSPIRE Proxy Browser tool. 
 
Annex I provides a detailed table with the information contained in the outputs files, where the label of 
each field in Excel is defined, an explanation given about the content being stored and some suggestions or 
comments are made about how this data could be used in further analysis. Annex II, instead provides a list 



 

ARe3NA Hernández Quirós et al. (2015) AAA for Data and Services: INSPIRE Geoportal Protected Services Review 

18 

 

of questions that could be useful when drawing conclusions from the data collected and future work in dis-
cussing results with stakeholders. 

5. Conclusions  

This document provides an overview of an approach to explore the protected NS of INSPIRE. It has outlined 

the methodology to collect data on the real extent of the usage of AAA mechanisms by the INSPIRE resources. 

Following initial testing, a programme was developed in order to extract the details of the protected NS and 

present these in an output file for further analysis. 

Already, it should be noted that around 250 NS have some form of AAA barrier to using the data directly. 

Some of this data may be important for policy-making and require such protection. In some cases, however, 

the choice of protecting the services may not be as clear. It is, therefore, necessary to understand more about 

the diversity of these protected NS, the implications for potential users. An opportunity to look behind the 

scenes of these services and discuss the motivations of organisations contributing to INSPIRE’s data infra-

structure can be explored on the basis of our initial results.  
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Annex I - Contents of the "data" tab and comments for its use in further analysis 

Label of the 

column 

Explanation Comments for analysis  Example of value in the excel file 

MD: Resource 

Type 

Refers to the type of 

resource analysed 

by the script.  The 

possible values are: 

- For Down-
loadNS the 
values can 
be "WFS" or 
"ATOM". 

- For ViewNS 
"WMS" or 
"WMTS".  

- For Discov-
eryNS 
“CSW”  

- For Trans-
formationNS 
“WPS”. 

These values help to catego-

rise data and to do some sta-

tistical analysis (e.g. cross-

tabulations). 

 

WFS 

MD: Original 

URL 

Original resource 

locator as in the IN-

SPIRE Proxy Browser 

tool 

This value helps to: 

- track the declared 
resource locator (al-
lowing to look again 
a specific resource) 

- identify possible 
parts of the URL that 
could indicate the 
need of a password 
(or sessions) or the 
link to an authenti-
cation service 

- for the development 
of the scripts this 
value is extremely 
useful as it is reused 
in further steps by 
the program. De-
pending on the origi-
nal URL provided the 
program could treat 
it for example, re-
moving or adding 
part of the URL, to 
make correct and 
working requests. 

 

http://www.gfds.sachsen-an-

halt.de/ows/ws/wfs/7217a44b-

3bb8-21f7/GDI-LSA_LAGB_BO-

DEN_BASISDATEN/? 
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cURL Effective 

URL 

This URL is built by 

the script on the ba-

sis of the MD: Origi-

nal URL. It is the real 

URL that the script 

uses to perform dif-

ferent requests to 

get among other 

data its HTTP status 

code.  

 

NOTE:  

1. For the OGC 
services, 
when the 
script en-
counters 
problems 
accessing 
the service 
metadata 
document 
(GetCapabil-
ities) and as 
a result, it 
cannot re-
trieve the 
parameters 
needed to 
build more 
advanced 
request op-
erations, the 
URL to the 
GetCapabili-
ties is set by 
default. 

2. It can hap-
pen that the 
effective 
URL has 
nothing to 
do with the 
original one 
as conse-
quence of 
redirections. 

 

The value stored in this col-

umn allows the following to 

take place: 

- pointing directly to 
the tested URL to 
play with it. The URL 
can be copied and 
pasted in a browser 
to experiment with 
its response. For the 
AAA analysis It helps 
to understand the 
behavior and tech-
nical barriers put in 
place by a “closed” 
webservice. For ex-
ample, when a pass-
word is needed to 
reach the resource, 
is there a pop up ap-
pearing, is there a 
message guiding the 
user to reach the 
data. 
 

- By looking at the 
type of request ef-
fectively being done 
in combination with 
the HTTP code got 
(mainly 401 or 403), 
we can determine 
the level at which a 
service is applying 
AAA mechanisms.  
Some web services 
allow accessing them 
partially while others 
are fully closed. For 
example, if a service 
with a HTTP code 
403 has request 
which is pointing to 
the resource instead 
of the metadata doc-
ument (GetCapabili-
ties for the OGC web 
services) it means 
that it is partially 
closed.   

http://www.gfds.sachsen-an-

halt.de/ows/ws/wfs/7217a44b-

3bb8-21f7/GDI-LSA_LAGB_BO-

DEN_BASISDATEN/?RE-

QUEST=GetFeature&SER-

VICE=WFS&COUNT=1&TYPE-

NAMES=lyr:Bodenba-

sisdaten_bk_feature&VER-

SION=2.0.0  

http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0
http://www.gfds.sachsen-anhalt.de/ows/ws/wfs/7217a44b-3bb8-21f7/GDI-LSA_LAGB_BODEN_BASISDATEN/?REQUEST=GetFeature&SERVICE=WFS&COUNT=1&TYPENAMES=lyr:Bodenbasisdaten_bk_feature&VERSION=2.0.0


 

ARe3NA Hernández Quirós et al. (2015) AAA for Data and Services: INSPIRE Geoportal Protected Services Review 

21 

 

cURL: HTTP 

Response 

HTTP status code re-

turned after the 

testing of  the "cURL 

Effective URL".  

The tab of the Excel 

file named "HTTP 

CODE" contains the 

full list of possible 

code values.  

A couple of values 

out of the official 

values can be found 

among the data in 

this column: 

- “Not valid 

XML” (when 

the re-

sponse re-

turned from 

the server is 

bad formed 

XML. This 

situation 

provokes 

the impossi-

bility of 

parsing the 

document 

and conse-

quently the 

test is 

aborted for 

this re-

source ) 

- “Not valid 

link” (when 

the resource 

locator is 

not properly 

resolvable, 

among the 

possible rea-

sons: it is  

missing, it is 

wrong or it 

is not a web-

service  ) 

This value allows under-

standing directly which are 

the “closed” network ser-

vices, identifiable by the 

HTTP codes 401 or 403.  

Nevertheless, other codes 

could hide some sort of AAA 

control mechanism. For this 

reason, that column must be 

analysed in combination 

with others as for example 

“Content type”. 

For example, many web ser-

vices returning a 200 HTTP 

status code could actually 

not be “successful requests”, 

as indicated by the “content 

type” information. For exam-

ple, the “Error Reports” in 

the OGC web services in XML 

format, are often sent with 

under a 200 HTTP response 

code. 

200 
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cURL: Error Potential errors en-

countered by the 

cURL function when 

performing the net-

work tests. 

This information is useful to 

understand the effective URL 

and the HTTP response code. 

If for whichever reason, a re-

source is not reachable, the 

program will write it down in 

this field and will go con-

tinue testing the following 

found resource. 

When this situation appears, 

the program sets the effec-

tive URL pointing to the ser-

vice metadata document.  

Often the reasons for getting 

this error are the connection 

time outs. 

 

cURL: Down-

load Size 

Size of the resource 

targeted (in bytes). 

This information is 

provided directly by 

the server (if availa-

ble). 

  

This information is particu-

larly interesting for the 

Download Services but it 

needs to be treat carefully as 

further explained in the 

NOTE. 

The “Download Size” value 

can help determining if the 

GetFeature request for WFS 

or the link to the resource 

file for the ATOM service 

type has been successfully 

executed. 

 

NOTE: 

The “Download size” infor-

mation is not comparable 

across the different types of 

network services, since only 

the Download Services by 

definition, are the ones who 

are really accessing the data. 

(View services accesses im-

ages of the data, Discovery 

services accesses metadata 

record) 

Even within the Download 

Services, this value has to be 

-1  
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taken with care: the amount 

of data downloaded from a 

predefined dataset (ATOM) 

cannot be managed and con-

sequently it cannot be com-

pared to the data down-

loaded from a WFS which in-

stead can be limited as 

wished. Actually, for perfor-

mance reasons in the devel-

oped program, the WFS Get-

Feature requests are limited 

to download a single feature.   

cURL: Down-

load Speed 

Average speed of 

download. This in-

formation is pro-

vided directly by the 

server (if available). 

This value depends very 

closely on the “Download 

Size” column. 

It could be an indicator of ac-

cess control mechanism 

through the limitation of the 

bandwidth when download-

ing some content. However 

it remains difficult to deter-

mine as it depends on the 

quality of the connection of 

the requester, the existence 

of proxies, etc. 

5335 

cURL: Content 

Type 

 

Format of the re-

source targeted ex-

pressed by means of 

the MIME type. Of-

ten this information 

comes with the 

character encoding 

used. 

 This information is 

provided directly by 

the server (if availa-

ble). 

As already mentioned in 

HTTP status code column, 

the content type could be 

particularly useful to know if 

the HTTP codes response are 

correct.   

As an example, except for 

View NS and often the 

ATOM links to files, most of 

the content types that we 

should encounter should be 

of the XML family (GML in-

cluded). 

A View Service instead, 

should return an image for-

mat, if it returns an XML re-

sponse, it is likely to be an 

error report. 

text/xml; charset=UTF-8 
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cURL: Total 

Transfer Time 

Total transfer time 

in seconds needed 

to access the re-

source targeted.  

This value includes 

the following five 

connection phases: 

 The time it took 

from the start 

until the name 

resolving was 

completed 

 The time it took 

from the start 

until the con-

nection to the 

remote host (or 

proxy) was com-

pleted.) 

 The time it took 

from the start 

until the SSL 

connect/hand-

shake with the 

remote host was 

completed 

 The time it took 

from the start 

until the file 

transfer is just 

about to begin. 

This includes all 

pre-transfer 

commands and 

negotiations 

that are specific 

to the particular 

protocol(s) in-

volved. 

 The time it took 

from the start 

until the first 

byte is received 

by libcurl. 

This information is 

provided directly by 

This information must be 

read together with “cURL: 

Content Type”, “cURL: 

Download Speed”, “cURL: 

Download Size” and “cURL: 

Number of Redirections” in 

order to have a better idea 

of the environment in which 

the contents aretransferred.  

It could be also a parameter 

indicating the use of AAA 

mechanisms as the band-

width limitation already 

mentioned.  

1.516 



 

ARe3NA Hernández Quirós et al. (2015) AAA for Data and Services: INSPIRE Geoportal Protected Services Review 

25 

 

the server (if availa-

ble). 

cURL: Number 

of Redirec-

tions 

Number of redirec-

tions needed to fol-

low for accessing 

the resource tar-

geted. This infor-

mation is provided 

directly by the 

server (if available). 

The redirections could indi-

cate the existence of mecha-

nisms controlling the access 

to the resources.  

Some redirections could be 

applied to lead the user to 

an authentication service, 

for example, when bringing 

him to an e-commerce plat-

form. 

0 

cURL: SSL Re-

sult 

Result of SSL certifi-

cation verification 

requested by setting 

the cURL parameter 

CURLOPT_SSL_VERI-

FYPEER of the 

curl_getinfo PHP 

function to “false". 

Some resources are available 

through HTTPS protocols. 

The use of this secure proto-

col is often related to the ex-

change of personal data. An 

example of this usage could 

be the action of making 

login, and consequently it 

could be a symptom of the 

existence of AAA mecha-

nisms.  

0 

MD: MS Coun-

try Code 

Two-letter code for 

the country of origin 

of the resource. The 

information comes 

from the metadata 

in the proxy 

browser. 

 

This information is relevant 

as it allows easily discovering 

and classifying the data per 

country of origin. 

DE 

MD: Service 

Category 

 

Term from the IN-

SPIRE "CLASSIFICA-

TION OF SPATIAL 

DATA SERVICES" 

codelist describing 

the type of service 

(http://in-

spire.ec.eu-

ropa.eu/metadata-

codelist/SpatialDa-

taServiceCategory/). 

The information 

comes from the 

This could be another mean-

ingful classification for cross-

tabulation etc. 

infoFeatureAccessService 
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metadata in the 

proxy browser 

 

MD: Resource 

Title 

Title of the resource. 

The information 

comes from the 

metadata in the 

proxy browser. 

This value helps to charac-

terise the type of data, for 

example by theme(s) or 

topic(s) covered. The analy-

sis of them could help draw-

ing conclusions on which 

data is more likely to be 

shared under AAA control 

mechanisms.  

Basisdaten der Böden Sachsen-

Anhalts (WFS-Downloaddienst) 

MD: Responsi-

ble Organisa-

tion 

Name of the respon-

sible organisation. 

The information 

comes from the 

metadata in the 

proxy browser. 

This could be useful for clas-

sification in case one particu-

lar or several organisations 

in a country have adopted a 

particular type of AAA ap-

proach. It also allows identi-

fying which organisations 

could be contacted in further 

analysis. 

Landesamt für Geologie und 

Bergwesen Sachsen-Anhalt 

(LAGB), Dienstsitz: Halle (Saale), 

Abteilung Geologie, Dezernat 

Geodatenservice, Träger öffen-

tlicher Belange, Controlling 

MD: Specifica-

tion Title 

Specification to 

which the degree of 

conformity (next col-

umn) is given. The 

information comes 

from the metadata 

in the proxy 

browser.  

NOTE:  

Just the first Specifi-

cation entry is 

taken. 

This information helps un-

derstanding if the resource is 

compliant to any of the avail-

able INSPIRE Specifications. 

Knowing that, could be use-

ful to decide to go or not fur-

ther in detail in the analysis 

of some aspects of the re-

sources.  For example, if the 

NS claims compliance to the 

Network Services INSPIRE 

Technical Guideline, we 

should expect the existence 

of well-known values in 

some standards fields of ser-

vice metadata documents, 

what would allow a proper 

treatment of the infor-

mation. To illustrate that, 

the field “Limitations on Pub-

lic Access” available in all the 

OGC resources must be filled 

as stated in the INSPIRE NS 

guidelines.    

 



 

ARe3NA Hernández Quirós et al. (2015) AAA for Data and Services: INSPIRE Geoportal Protected Services Review 

27 

 

MD: Degree of 

Conformity 

Degree of conform-

ity to the Specifica-

tion in the previous 

column. The infor-

mation comes from 

the metadata in the 

proxy browser. 

This value should be one of 

the available in the INSPIRE 

metadata codelist registry (if 

the metadata record is filled 

in compliance with the IN-

SPIRE metadata guidelines) : 

 http://inspire.ec.eu-

ropa.eu/metadata-codel-

ist/DegreeOfConformity/  

If the value is empty or null, 

we can deduce that the re-

source is not INSPIRE compli-

ant since its own metadata is 

not even compliant. 

 

MD: Condi-

tions for Ac-

cess and Use 

Conditions for ac-

cessing and using 

the resource. The in-

formation comes 

from the metadata 

in the proxy 

browser.  

It is likely to be en-

tered as free text in 

any of the European 

languages but some 

consistent/standard-

ised labels may be in 

use. 

This information is useful to: 

- Verify the correct-
ness of a 401 or 403 
HTTP response code 
as it could directly 
indicate that for ex-
ample it is a pay re-
source or that it is a 
resource that is 
uniquely available 
for a particular audi-
ence.  

- Verify the quality of 
the metadata rec-
ords by checking if 
the potential AAA 
control barriers are 
mentioned in it.  

Keine 

MD: Limita-

tions on Public 

Access 

It is useful to under-

stand if AAA mecha-

nisms were pointed 

out. The information 

comes from the 

metadata in the 

proxy browser. 

This is a key field, because it 
should indicate the existence 
(or not) of AAA control 
mechanisms. Additionally, in 
the case of discovering a 
“close” NS, it could be a key 
element to determine the 
quality of the metadata rec-
ord contents.  

aufgrund der Rechte des geisti-
gen Eigentums 

NS: Fees This field tells di-

rectly if the resource 

about to be ac-

cessed is subject to 

payment.  

Information coming 

from the network 

This field indicates if a ser-
vice needs payment (of not) 
to be accessed. 
This could be an initial rea-
son (and maybe ‘first filter’ 
in sorting through the exam-
ples) for setting AAA mecha-
nisms  

 

http://inspire.ec.europa.eu/metadata-codelist/DegreeOfConformity/
http://inspire.ec.europa.eu/metadata-codelist/DegreeOfConformity/
http://inspire.ec.europa.eu/metadata-codelist/DegreeOfConformity/
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service metadata 

document.  

NS: Con-

straints/Rights 

Information on the 

potential existence 

of constraints com-

ing from either the 

network services 

metadata document 

either from the 

ATOM feed "rights" 

element in the case 

of analysing Down-

load NS.  

 

It can help to understand if 

AAA control mechanisms are 

in place. 

In a sense, this is a double-
check that aims to verify if 
the service’s own description 
is consistent with the infor-
mation I the metadata file 
and, in particular, for the in-
formation stored in “MD: 
Conditions for Access and 
Use” and “MD: Limitations 
on Public Access”. 
It could also help to analyse 
different licensing ap-
proaches 

 

MD: ID 

 

This is the identifier 

handled by the IN-

SPIRE proxy browser 

tool to reference 

uniquely the 

metadata resource 

without risking the 

overwriting of exist-

ing identifiers.  

 

It can be useful to trace or 

retrieve the resource if 

needed and to extract fur-

ther information not taken 

into consideration in the 

spreadsheet. 

To retrieve this metadata 

within the INSPIRE geopor-

tal, you have to append the 

value to the INSPIRE root 

URL http://inspire-geopor-

tal.ec.europa.eu/resources 

as following: 

http://inspire-geopor-

tal.ec.europa.eu/re-

sources/INSPIRE-e70f8705-

e89d-11e2-9634-

52540004b857_20151106-

220756/services/1/PullRe-

sults/27701-27750/ser-

vices/11/ 

/INSPIRE-e70f8705-e89d-11e2-

9634-52540004b857_20151106-

220756/services/1/PullRe-

sults/27701-27750/services/11  

MD: Remote 

Metadata 

Identifier 

Original identifier of 

the metadata re-

source.  

The information 

comes from the 

metadata in the 

proxy browser. 

This could be used to re-

trieve the metadata in its 

own/source catalogue. The 

way the identifier is named 

could also be useful to find 

patterns of namespace us-

age. 

CDBE4C93-04D2-4071-9D70-

7749B47AEA8F  

http://inspire-geoportal.ec.europa.eu/resources
http://inspire-geoportal.ec.europa.eu/resources
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NS: Count De-

fault WFS 2.0 

Maximun number of 

features that a WFS 

2.0 can deliver per 

request, if any as it 

is an optional and 

configurable option. 

NOTE: 

This information is 

only available for 

the WFS 2.0 imple-

mentations 

Even if the features able to 

be returned is limited (for 

performance reasons), this 

metric could indicate a  de-

liberated (or not) mechanism 

of AAA control 
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Annex II – Guide to draw conclusions form the data collected 

 From the statistical data 
 

- Which is the extent of the usage of AAA mechanisms in the INSPIRE Geoportal? 

- Which types of access control have you identified (registration, plugin needed, etc.)?  Can they be 

categorised from a technical point of view (e.g.: type of barrier, technical requirements etc.)? 

- How would you assess the level of data/service protection being put in place by the AAA mecha-

nisms being in specific network services: completely inaccessible, metadata accessible, data has 

limited accessibility? 

- Is the use of AAA pervasive? More specifically, is this being put in practice by all the countries or 

have you identified a “localised” pattern, for example by organisation, theme, country etc..? 

- Even if view services and discovery services should be free of charge according to the INSPIRE di-

rective (with some exceptions), is there evidence of AAA usage with them? Do you find differences 

among the AAA mechanisms set up in these ones in comparison to the Download services (allowing 

real access to the data)? 

- Which topics/themes are more likely to be “closed” (e.g. by looking at the title of the data and/or 

organisation name)? For example, have you found that environmental 15data is often closed? Can 

you categorise closed services by their content (mapping it if possible to INSPIRE data themes or 

even objects?) 

- When a service is identified as “closed” does the datasets metadata make this clear and is it coher-

ent with at least the technical reality (theoretically or in terms of praxis)? 

- Which part (percentage) of the “closed” services can be attributed to the existence of fees/e-com-

merce? How could we typify the nature/scale of the geodata business in these cases? Is e-com-

merce relevant for geospatial data being shared through INSPIRE?   

Also, having performed the analysis, would it be worth repeating this work after some time to see if trends 

in AAA are changing? If this appears to be the case then good documentation of the analysis methodology 

will be needed to repeat the exercise under the same conditions to have comparable results over time. 

 

 For the interviews- draft questions (to be selected from the below examples and further drafted as 

semi-structured interviews) 

 

- It would seem that you are implementing any AAA mechanisms to access your services. Is that a 

common approach in your organisation? 

o Which ones? 

 Registration 

 Payment  

 .. 

o Additionally, do you apply any of the following: 

 Do you allow bulk download of your resources or in subsets by time, by geograph-

ical extent, etc.? 

                                                           

15  We can categorise the geospatial data into three different classes: “framework data” as grids, Statistical Units, Ad-

ministrative Units, addresses, etc..;”environmental data” as species distribution, biogeographical regions,  meteoro-

logical geographical features, etc. ; and “data which could have an impact on the environment” as buildings, Produc-

tion and industrial facilities etc.. 
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 Are you limiting the bandwidth of access to your data for operational purposes?  

 Are you limiting the number of requests by period of time/ by session/ by user for 

operational purposes? 

- Is your AAA mechanism part of a organisational or regional/national e-Government strategy? Are 

you compliant to any AAA standards or related policies or are you making your own solutions? 

- (Where relevant) What is the value of user registration for your organisation? 

- What are the drivers for implementing AAA mechanisms?  

- Which organisational requirements need to be met for the setting of an AAA mechanism? 

- Is there a data policy in your organisation that mentions AAA?  

o Is the data policy of your organisation publicly available?  

o Are your (INSPIRE) data resources “open”? 

o Does your data policy offer differentiated services for public organisations compared to 

other potential users (research, business and/or citizens)? 

o Does your policy state that there are technical mechanisms controlling access to data? 

- Do you describe the data policy and technical limitations in your metadata records? 

- Do you provide support or “help sections”/FAQs explaining how to access your data? 

o Which steps does a user need to follow to access your resources? 

o How long do you estimate that it takes a user to access your data (for the first time)?  

o Do you think that the effort (the organisations effort or the users’ efforts) in terms of time 

and money are balanced/ worthwhile compared to the resources being protected? 

o Could AAA mechanisms potentially be hampering the reusability of your data or is the 

amount of effort needed acceptable by users?    

- Do you have INSPIRE data subject to payment?  

- Do you think that a trust mark or similar quality assurance mechanism about INSPIRE could be ben-

eficial for your business/organisation?    

- Do you think that the use of AAA is economically sustainable in relation to the service that you are 

offering? 

- Are you aware of the eiDAS Regulation? 

o Do you think that sharing & implementing common trust services could be beneficial for 

your organisation purposes (e.g.: to increase the number of users/consumers, cross-border 

procurement… )?  

o Are you working somehow on its implementation?  

o Are you reviewing or planning to review your own implementation to meet the Regulation? 

- Do you integrate or plan to integrate the use of eIDs in your services as an authentication mecha-

nism? 

- Do you integrate or plan to integrate the use of trust services in your services for carrying out elec-

tronic transactions in a secure way? 

- (Other specific questions on the role of an Access Management Federation in INSPIRE and how this 

could fit with existing AAA approaches in the case organisation- including opinions from e-govern-

ment colleagues in the country or organisation as a whole). 


