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This publication is a Deliverable of Action 1.17 of the Interoperability Solutions for European Public Admin-

istrations (ISA) Programme of the European Union, A Reusable INSPIRE Reference Platform (ARE3NA), man-

aged by the Joint Research Centre, the European Commission’s in-house science service.  

The study contributing to this publication has been undertaken by Pieter De Graef, Andreas Matheus, Dirk 

Frigne, Reijer Copier and Jan De Moerloose in collaboration with Robin S. Smith and Michael Lutz from the 

EC Joint Research Centre. 
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might be made of this publication. 

 

Copyright notice 

© European Union, 2014. 

Reuse is authorised, provided the source is acknowledged. The reuse policy of the European Commission is 

implemented by the Decision on the reuse of Commission documents of 12 December 2011. 

 

Bibliographic Information: 
De Graef P, Matheus A, Frigne D, Copier R, De Moerloose J, Smith RS. Authentication, Authorization and 
Accounting for Data and Services in EU Public Administrations D3.3d – Setup and Operation of the Coordi-
nation Centre for the ARE3NA AAA Federation. European Commission; 2015. JRC98198 
  



 

ARe3NA     De Graef et al. (2014) AAA for Data and Services (D3.3d): Setup and operation of the Coordination Centre 

for the ARE3NA AAA Federation 

2 

 

Table of Contents 

Glossary ............................................................................................................................................................ 3 

1 Introduction .............................................................................................................................................. 5 

2 Resources and Prerequisites ..................................................................................................................... 6 

3 Deployment of the SWITCH Discovery Service ......................................................................................... 6 

4 Operational aspects for the ARE3NA AAA Federation Coordination Centre ............................................ 6 

4.1 Metadata Hosting Issues ................................................................................................................... 6 

4.2 Discovery Service Issues .................................................................................................................... 7 

4.3 The 24/7 Web Server ......................................................................................................................... 8 

4.4 Metadata generation and signing process ........................................................................................ 9 

5 Firewall settings ........................................................................................................................................ 9 

6 References ................................................................................................................................................ 9 

 

  



 

ARe3NA     De Graef et al. (2014) AAA for Data and Services (D3.3d): Setup and operation of the Coordination Centre 

for the ARE3NA AAA Federation 

3 

 

Glossary 

AAA Authentication, Authorization, Accounting 

AAAI AAA Infrastructure 

ABAC Attribute-Based Access Control 

ACM Access Control Management 

ADFS Active Directory Federation Service 

AMF Access Management Federation 

AP Attribute Provider 

ARE3NA A Reusable INSPIRE Reference Platform (ISA Action 1.17) 

BIWG Business Interoperability Working Group of the UK Location Programme 

CAS Central Authentication System 

CERN European Organization for Nuclear Research 

COBWEB Citizen OBservatory WEB 

CORS Common Resource Sharing 

Corve e-Government Cell of the Flemish Government 

COTS Commercial Off-The-Shelf Software 

CBO Cross Border Operation 

CSW OGC Catalog Service for the Web 

DARIAH DigitAl Research Infrastructure for the Arts and Humanities 

DOV Database Underground Flanders of the Flemish Government 

DS Discovery Service 

DNS Domain Naming System 

EAP Extensible Authentication Protocol 

EC European Commission 

ECP Enhanced Client or Proxy 

EGI European Grid Infrastructure 

EU European Union 

EUDAT European Data Infrastructure 

FEDICT Federal ICT (Belgium) 

GDI-DE The Spatial Data Infrastructure of Germany 

GeoPDP Geographically extended Policy Decision Point 

GEOSS Global Earth Observation System of Systems 

GSI-SSH Grid Security Infrastructure – Security Shell  

GUGiK Head Office of Geodesy and Cartography, Poland 

HTTP Hypertext Transfer Protocol 

HTTPS HTTP Secure 

ICT Information and Communication Technology 

IDF Identity Federation 

IDM Identity Management 

IdP Identity Provider 

IE Interoperability Experiment 

IEEE Institute of Electrical and Electronics Engineers 

IETF Internet Engineering Task Force 

IGN-BE 

IGN-FR 

Institut Géographic National (France and Belgium) 

INSPIRE Infrastructure for Spatial Information in the European Community 
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ISA Interoperability Solutions for European Public Administrations 

JRC Joint Research Centre 

LNE-ACD Environment, Nature and Energy Department of the Flemish Government, Central Data 

Management Unit 

LoA Level of Assurance 

LoT Level of Trust 

NREN National Research and Education Network 

NTP Network Time Protocol 

OASIS Advancing Open Standards for the Information Society 

OGC Open Geospatial Consortium 

OpenSSL An open-source implementation of the SSL and TLS protocols 

OSS Open Source Software 

PAOS Reverse SOAP binding 

PEP Policy Enforcement Point 

PRACE Partnership for Advanced Computing in Europe 

PVP PortalVerbund Protocol , a specific Austria protocol for secure access 

RADIUS Remote Authentication Dial In User Service 

SAML Security Assertion Markup Language 

RFC Request For Comments 

SDI Spatial Data Infrastructure 

SP Service Provider 

SSL Secure Sockets Layer 

SSO Single Sign-On 

STORK Secure idenTity acrOss boRders linked 

SWOT Strengths, Weaknesses, Opportunities and Threats 

TLS Transport Layer Security 

URL Uniform Resource Locator 

VO Virtual Organisation 

W3C World Wide Web Consortium 

WFS OGC Web Feature Service 

WMS OGC Web Map Service 

WAYF Where Are You From 

WSS 52North Web Enforcement Service 

XACML eXtensible Access Control Markup Language 

XML Extensible Markup Language 

XRI Extensible Resource Identifier 
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1 Introduction 

This document is one of the deliverables of the project “Authentication, Authorization and Accounting for Data 

and Services in EU Public Administrations” launched by the Joint Research Centre of the European Commission 

(Contract n°389834). The project is part of ARE3NA, one of the actions of the ISA Programme (Action 1.17), 

aiming to create a Re-usable INSPIRE reference platform. The general objective of the project is to assist the 

Joint Research Centre (JRC) of the European Commission in preparing a study, workshop and testbed on 

standards, technologies and best practices for the Authentication, Authorization and Accounting (AAA) of 

data and services to support secure data exchange by public administrations in Europe, including INSPIRE 

data and services.  

The particular objectives for the project can be summarized as follows: 

1. To identify and assess the current standards and technologies that would help to guarantee secure 

data exchange between public administrations, with particular focus on INSPIRE data and services, 

as well as those relevant in the context of the ISA programme and the Digital Agenda for Europe. 

2. To identify and assess best practices in Europe with regard to the application of those standards and 

technologies for data and service sharing in order to better understand what works well, what not 

and what elements are missing or could be improved. 

3. To design, develop and deploy an AAA-testbed using open source technology, based on existing IN-

SPIRE and SDI components in three Member States taking into account the organisational, legal and 

technical settings.  

4. To involve actively Member State representatives on the proposed AAA-architecture and testbed 

and to collect feedback from them. 

As a key part of the project (Task 3), this document “D3.3d – Setup and Operation of the Coordination Cen-

tre for the ARE3NA AAA Federation” contributes to the testbed activities noted in points 3 and 4, above. 

Acting as a guide, it describes the technical aspects of the access management federation that is to be put 

into place during the testbed phase of the project, focussing on how to put in place the necessary elements 

for the Coordination Centre, alongside other documents covering the setup for an Identity Providers (IdP, 

who provides access credentials) and for the Service Provider (SP, who provides the data being accessed).  

In developing the testbed as Task 3 of the project, the work has been divided into the following three 

phases : 

1. Testbed development : where the consortium will first develop the testbed on local servers. 

2. Testbed implementation : In this phase, the testbed is extended to include the supporting organi-

zations. It is important to note that the supporting organizations do not create a new federation, 

but join the existing federation set up during the testbed development phase. 

3. Testbed assessment : This is a continuous phase in which we assess all steps taken in the first 2 

phases. 

This technical document, therefore, acts as a part of a series of guides for anyone trying to set up a similar 

testbed (or federation) for INSPIRE or other sectors interested in accessing geospatial data. 

The remaining sections outline the resources and prerequisites for the Coordination Centre (CC, Section 2), 

followed by instructions for the deployment of the SWITCH Discovery Service (Section 3). Operational as-

pects are then covered, including issues for hosting metadata, for discovery services, for providing a contin-

uous (24/7) web server and processes for metadata generation and signing, before concluding with firewall 

settings for the testbed. 
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2 Resources and Prerequisites 

The configuration of the Coordination Centre takes into account the requirement for automatic Single-Sign-

On in order to support the use of Web-Browser based applications such as OpenLayers clients. This require-

ment can only be supported by deploying a so-called central IdP Discovery Service. 

This guide describes a Linux Server specific installation of the Coordination Centre and its specific configura-

tion for the ARE3NA AAA Federation using the Discovery Service from SWITCH: 

https://www.switch.ch/aai/support/tools/wayf.html  

In terms of SAML standards compliance, the IdP Discovery Service also implements the Common Domain 

for the AAA Federation and, therefore, supports the SAML profiles for reading and writing (as well as dele-

tion) of the common domain cookie. 

Before starting to install and configure the IdP Discovery Service the following pre-requisites exist:  

 Apache HTTP 2.2.x with OpenSSL (https://www.openssl.org/) with continuous service availability 

(24/7) 

 A proper certificate for providing a Transport Layer Security (TLS) connection to the Apache web 

server hosting the protected resource is required.  

 Network Time Protocol (NTP) is installed and activated on the server. Servers running Shibboleth 

must have their system time synchronized in order to avoid clock-skew errors. 

3 Deployment of the SWITCH Discovery Service 

To install and do the basic configuration of the Discovery Service, please use this link: 

https://www.switch.ch/aai/support/tools/wayf.html 

4 Operational aspects for the ARE3NA AAA Federation Coordination Centre 

The CC is responsible for the operational aspects to manage the circle of trust of entities participating in the 

federation. In order to achieve this, the CC must be able to verify applicants’ requests to participate as an 

IdP or a SP. The resulting circle of trust is established by the creation of a SAML metadata file that includes 

all participating entities. This metadata file should be inspected by all participating organizations when de-

termining trust relationships among participating entities. In order to avoid the use of revocation lists, par-

ticipating entities must automatically refresh their circle of trust periodically on a 2 hourly basis. 

4.1 Metadata Hosting Issues  
As the federation metadata is a critical asset of the federation, it must have its integrity protected and be 

available 24/7. Because the metadata file is encoded in XML, a W3C Digital Signature can be applied to the 

metadata file. It is recommended to keep the lifetime of the metadata file short. An appropriate lifetime is, 

for example, 7 days. 

 

In order to provide a digital signature to the metadata file, the CC must use a private key. For verification 

purposes, the associated public key must be made available to each participating entity and it is recom-

mended that the public key’s authenticity can be verified. Two typical scenarios are possible: 

 The first option is that the CC publishes the public key inside a certificate received from any major 

Certificate Authority. This Code signing certificate of the CC can then simply be provided over HTTP 

using the same web server that hosts the metadata.  

https://www.switch.ch/aai/support/tools/wayf.html
https://www.openssl.org/
https://www.switch.ch/aai/support/tools/wayf.html
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 The second option is that the public key is put on a web server operated by the CC using the HTTPS 

scheme and the web server’s SSL certificate would state that it is operated by the CC. 

When the CC decides to replace the private key used for signing the metadata (or if the certificate for the 

public key or the SSL certificate of the web server operated by the CC expires), each participant must up-

date the public key. In order to verify the correct key used, the hash value could be verified using telephone 

contact with the CC. Assuming the use of strong certificates, this might happen every 4 years. 

As the metadata has a “valid until” attribute, the CC must provide newly signed metadata before that date 

is reached. Failure of the CC to do so will result in a complete “shutdown” of the federation, as all entities 

will reject the circle of trust outlined in the metadata because the metadata’s validity has expired. Techni-

cally, the CC must use automated tools to prevent this failure. 

4.2 Discovery Service Issues 
For the ARE3NA AAA Federation it was decided that the CC hosts the central DS on the same web server 

that hosts the metadata and the public key. This is a logical step, as only one 24/7 available web server 

must be provided. 

The deployed DS is based on the SWICH WAYF, which is implemented using PHP. The DS is configured to 

adhere to the automatic SSO support by releasing the _saml_idp cookie that contains the SAML identifier 

of the IdP used.  

The DS is hosted on a web server with the domain name ds.aaa.secure-dimensions.de and, therefore, the 

common domain for the _saml_idp cookie (according to the SAML IdP Discovery Profile) is .aaa.secure-di-

mensions.de.  

Apart from the maintenance of the above cookies to support automatic SSO, the DS naturally provides the 

function to select the IdP to be used for login. For the SWITCH WAYF, this function is implemented so that a 

simple HTML selection box with “search as you type” is generated on demand. The following is the landing 

page for the client to have the user select the DS (see Figure 1): 

 

Figure 1: DS landing page for IdP selection 

As the DS provides the list of IdPs as a HTML selection box, it can be integrated into each SPs welcome 

page. This has the advantage that the user can directly select their own IdP on the SPs Welcome page (See 



 

ARe3NA     De Graef et al. (2014) AAA for Data and Services (D3.3d): Setup and operation of the Coordination Centre 

for the ARE3NA AAA Federation 

8 

 

Figure 2). Once the “login” button is clicked, the user’s client would be immediately redirected to the IdP 

with no stopover at the DS landing page. In any other case, where the user client approaches a protected 

resource without having an active session with any SP, the client will be redirected to the DS landing page. 

Figure 2: SP welcome page including the IdP selection box generated by the DS 

 

4.3 The 24/7 Web Server 
For the ARE3NA AAA Federation, the metadata and the DS are hosted on the same web server. The web 

server itself is hosted on a LINUX server operated by Secure Dimensions. Server4You hosts the server ma-

chine itself and its physical location is Strasbourg. The following URLs are important for other entities: 

 SAMLDS URL 

This URL must be used by all SP configurations for session establishment. The URL is https://ds.aaa.secure-

dimensions.de/DS 

 Metadata URL 

IdPs and SPs must use this URL to determine the circle of trust. The URL can be used directly by Shibboleth 

implementations. For OpenAM, the circle of trust is maintained manually. The source for the so called en-

tity descriptors comes from the metadata file from the following URL (please note that the metadata can 

be obtained either the HTTP or HTTPS scheme). 

http://www.aaa.secure-dimensions.de/metadata/aaa-metadata.xml or 

https://www.aaa.secure-dimensions.de/metadata/aaa-metadata.xml  

 Metadata signature public key URL 

https://ds.aaa.secure-dimensions.de/DS
https://ds.aaa.secure-dimensions.de/DS
http://www.aaa.secure-dimensions.de/metadata/aaa-metadata.xml
https://www.aaa.secure-dimensions.de/metadata/aaa-metadata.xml
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For this federation, the costs for a code-signing certificate are omitted. Therefore, the public key can only 

be obtained via the HTTPS scheme using the following URL https://www.aaa.secure-dimen-

sions.de/metadata/AAA.pem  

 

4.4 Metadata generation and signing process 
The metadata is maintained manually using a UNIX shell script that concatenates the metadata elements 

for each participating entity. The list of metadata files is maintained manually. Before the metadata file is 

digitally signed with the Shibboleth xmlsectool command, the metadata is formatted and validated using 

the xmllint command. The metadata XML file is digitally signed using the xmlsectool and copied to the dis-

tribution directory by another script file. The automatic repetition of applying the digital signature and pub-

lishing the metadata is done by a script created by the CC which is executed by CRON every 5 days at mid-

night. The validity of the federation metadata file can be checked by looking at the first line: 

<md:EntitiesDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" 

ID="AAA:1395388980" validUntil="2014-07-16T00:00:01Z"> 

5 Firewall settings 

No special port requirements exist for the Web Server hosting the IdP Discovery Service: 

inbound:  

Apache web server: port 443 

outbound:  

NTP: Port 123 to connect to the remote NTP server (in case this is not already configured) 

6 References 

 Apache HTTP OpenSSL included - Download:  
o http://httpd.apache.org/download.cgi 

 Apache HTTP - General documentation:  
o http://httpd.apache.org/docs/2.2/ 

 Apache HTTP - SSL documentation:  
o http://httpd.apache.org/docs/2.2/ssl/ 

 Switch Discovery Service Support Page:  
o https://www.switch.ch/aai/support/tools/wayf.html 
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