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1. Introduction 

The European Commission’s Joint Research Centre (JRC) is currently putting in place A Reusable INSPIRE 

Reference Platform (ARE3NA), Action 1.17 of the Interoperability Solutions for European Public 

Administrations (ISA) Programme. ARE3NA aims to fill gaps and address interoperability barriers in the 

implementation, use and reuse of the INSPIRE Directive and the geospatial data it aims to share. The 

solutions it develops also have cross-sector interoperability in mind, helping to create evidence and tools 

for other sectors. 

Following the development of a prototype Access Management Federation testbed for INSPIRE to test 

Authentication, Authorization and Accounting (AAA), it was decided to put a live demonstrator   in place to 

help INSPIRE and other stakeholders see how such a AMF can work in practice and consider how its 

technical approach relates to their AAA organisational context.  

The work on the demonstrator, therefore, several tasks to make the demonstrator possible, including: 

1. Establishing and maintaining the demonstrator testbed 

2. Publishing different test scenarios that allow users to explore the demonstrator testbed, including 

through different access conditions/permissions 

3. To collect feedback from demonstrator users 

Having established the demonstrator, this document provides details on the second task and provides a 

user guide for the demonstrator, providing the information necessary for accessing and testing the AAA 

testbed. 

The remainder of the document provides an outline of the test scenarios, and the application software 

being used. This is followed by an overview of the AMF approach that explains how someone can gain 

access to data by using log-in details from their home organisation to access data in another organisation. 

Authentication and Single Sign-On (SSO) are then illustrated through use cases using different applications; 

followed by a demonstration of a cross-border data access use case; and a case where a desktop 

application not directly supporting SAML can be used. 

 

The document ends with some details of how you can provide feedback about your experience of using the 

demonstrator and other questions you may have.  

 

2. AMF: test scenarios, software and principles 

2.1. Test scenarios and software 

The demonstrator’s three use cases act as the test scenarios to enable controlled access to INSPIRE 

network services in a federated environment using the following proprietary and open source software 

applications: 

 Single-sign-on use case (as demonstrated with the OpenLayers and Geoamajas client) 

 Cross-border use case (as demonstrated with the Geomajas client) 

 ArcMap mxd file use case 
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2.2. Federation principles 

The AAA federation testbed consists of a trusted circle of Service Provider (SP) and Identity Provider (IdP) 

servers that are connected over the public Internet and that communicate via the SAML protocol. All 

servers that take part in the federation are registered with a single Discovery Service (DS) that acts as a 

primary access point for service authentication. The DS should not be confused with the Discovery Service 

for sharing metadata as specified in the INSPIRE Directive. The DS also hosts the common policy decision 

point (PDP) that evaluates the authorization policies of the services. A representation of the AAA federation 

that the testbed is demonstrating is presented in Figure 1. 

 

Figure 1 - Set-up and components of the AAA federation testbed (including partner organisations) 

 

2.3. Authentication and SSO 

A typical use case, such as performing an OGC Web Map Service (WMS) GetMap request, starts by sending 

an OGC request to the SP (1). The SP will redirect the client to the DS, which will present the end user with 

a choice of available IdPs (2). After selecting his/her home IdP, the client is redirected to the login page of 

the IdP for authentication (3). After successful authentication, the SAML session is established and the 

original OGC request is presented again to the SP (4). The SP will now (optionally) perform an artifact 

resolution with the IdP to obtain the necessary session information (4). This prevents sensitive data to be 

sent through the browser.  
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The client is now authenticated, but authorization policies still need to be applied. This happens by sending 

the OGC request to the PEP. This is an intercepting piece of software that will check the policy by sending 

the relevant session information to the common Geographical Policy Decision Point (GeoPDP) and receive a 

permit or deny decision (5).  

If permission is granted, the request is forwarded to the OGC service and the normal response is sent to the 

client and the user will have access to the requested data.  

If permission is denied, the PEP will respond with an appropriate negative response for the service, such as 

an image with a “Not Authorized” message in the case of a WMS. 

This whole process is summarised in Figure 2. 

 

Figure 2 - Sequence diagram of the authentication and authorization process 

 

Any subsequent requests to any SPs will re-use the existing SAML session and bypass the log-on process 

step, demonstrating the SSO capability of the testbed. 
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3. Authentication and Single-Sign-On use case demo 

3.1. Using the Geomajas client application 

 

The welcome page, which gives access to the different use cases, is hosted at the following URL: 

https://geosparcsp.com/secure/ 

 

This is the secure page of the Geosparc SP, which means that the user will have to be authenticated before 

seeing any of the testbed data. The following page is presented to the user: 

 

 

 

The end user should select an IdP of choice and log in with the following credentials: 

 

Username: AAA 

Password: demo 
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The user is redirected to the SP of Geosparc and presented with the following page: 

 

 

 

3.2. Using the OpenLayers client application 

Access the OpenLayers client application via the SP of Geosparc (see 3.1) – select IDGis (demo SP) option. 

Alternatively you can access it from the SP of IDGis at the following URL: 

https://services.aaa.idgis.nl/secrets/ 

 

This is the secure page of the IDGis SP, which means that the user will have to be authenticated first. The 

following page is presented to the user: 

 

https://services.aaa.idgis.nl/secrets/
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The end user should select an IdP of choice and log in with the following credentials: 

 

Depending on the IdP choice of the user, the user will be redirected to the corresponding authentication 

page. 

For example, if the user selects the IdP of IDGis or Geosparc, the following pages will be loaded: 

 

 
 

 

Username: AAA 

Password: demo 
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After successful authentication, the user is redirected to the SP of IDGis and presented with the following 

page: 

 

 

 

 

4. Cross-border use case demo 

The cross border use case demonstrates the enforcement of a more complex location-driven policy for 

WMS by showing that the access policy can be made dependent on the country of origin, the style of the 

WMS layer and the requested bounding box.  

In particular, users are permitted to apply their national style to tiles of their own country as well as ‘border 

tiles’ (i.e. tiles of data that intersect their country’s border) but are prohibited from applying their national 

style to tiles that are fully outside the cross-border region.  

The policy can be administered through a GeoXACML repository that acts as a PDP.  
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The special treatment for tiles that lie across the border of two countries is necessary to avoid unwanted 

‘staircase-shaped’ cut-offs of mapped areas near the border. The testbed, therefore, treats these tiles as 

belonging to the country of the logged-in end user. 

This can be summarised by the following diagram which shows that the Belgian end user can access tiles 

that are crossing the Belgian-Dutch border using his country’s own style (green) and the Dutch user being 

able to display the equivalent area (in orange). 

 

Figure 3 - Cross border use case 

 

4.1. Using the Geomajas client application 

The cross-border use case can also be tested using the Geomajas application. To start the application, 

follow the steps described in section 3.1.  

 

Then select the Geomajas application.  

 

The following web page is loaded: 
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On the top right-hand side, the user can click on the style button and change the layer style. The following 

options are available: 

1. INSPIRE style: this is a default (gray) style that is available to all INSPIRE members 

2. Belgian style: style for the Belgian parcels 

3. Dutch style: style for the Dutch areas 

 

To test the cross-border use case, users should log in with different nationalities by choosing different IdPs 

for authentication: 

1. Geosparc IDP: Belgian nationality 

2. IDGis IDP: Dutch nationality 

3. Secure Dimensions IDP: German nationality 

 

n.b. You must close the browser if you want to switch between IdPs. 
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The varying access permissions for different users can be summarised as follows: 

 

The Belgian user has the following rights: 

 Inspire style to 

o Belgian features – Permit 

o Dutch features – Permit 

o Border features – Permit 

 Belgian style to 

o Belgian features – Permit 

o Dutch features – Deny 

o Border features – Permit 

 Dutch style to 

o Belgian features – Deny 

o Dutch features – Deny 

o Border features – Deny 

 

The Dutch user has the following rights: 

 Inspire style to 

o Belgian features – Permit 

o Dutch features – Permit 

o Border features – Permit 

 Belgian style to 

o Belgian features – Deny 

o Dutch features – Deny 

o Border features – Deny 

 Dutch style to 

o Belgian features – Deny 

o Dutch features – Permit 

o Border features – Permit 

 

The German user has the following rights: 

 Inspire style to 

o Belgian features – Permit 

o Dutch features – Permit 

o Border features – Permit 

 Belgian style to 

o Belgian features – Deny 

o Dutch features – Deny 

o Border features – Deny 

 Dutch style to 

o Belgian features – Deny 

o Dutch features – Deny 
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o Border features – Deny 

 

The following picture shows the use case of a Dutch user applying a Dutch style. From the picture it is 

clearly visible that the Dutch style is applied to the Dutch tiles (features that are completely in The 

Netherlands). One can also see that the Dutch style is also applied to features that are part of the border 

tiles. 

 

 

 

The following image clarifies this by highlighting the border and by putting pictograms for the permission 

and denial on the original screenshot: 
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5. The ArcMap mxd file use case demo 

This use case demonstrates the ability to access protected WMS from the AAA Federation using a 

desktop application that does not directly support SAML. 

 

To perform this use case, the testbed software also provides an ArcMap 10.2.2 compatible mxd 

file: AAA.mxd 

 

Do explore this use case: 

Start ArcMap and load the AAA.mxd file. 

Use the following credentials when prompted for username and password: 

 

User = AAA 

Password = demo 

 

 

Approximate 

BE-NL border 
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Once the map is loaded, please use this link to add Geosparc’s WMS: 

https://geosparcsp.com/Shibboleth.sso/Login?entityID=https%3A%2F%2Fidp.aaa.secure-

dimensions.de%2Fidp%2Fshibboleth&target=https%3A%2F%2Fgeosparcsp.com%2Fgeoserver%

2Fflanders%2Fows%3Frequest%3DGetCapabilities%26service%3DWMS%26verion%3D1.1.1&au

thnContextClassRef=urn%3Aoasis%3Anames%3Atc%3ASAML%3A2.0%3Aac%3Aclasses%3APa

sswordProtectedTransport%3ABasicAuthn 

 

ArcMap is going to load the service with no additional login challenge, as SSO is in place. 

 

The image below provides the result, where you will see the data put together and made 

accessible from protected services from different security domains. 

 

 

 

6. Provide feedback and find out more  

The demonstrator is part of ongoing work in ARE3NA to explore access control and the role that AAA and 

AMF can play in making geospatial data more accessible across both borders and sectors. 

 

If you have any questions about the testbed, demonstrator or project, please e-mail 

are3na@jrc.ec.europa.eu or, alternatively, leave comments in the ISA Programme’s JoinUp platform where 

you can find more details about these and other solutions helping to improve interoperability in the public 

sector across Europe. 

https://geosparcsp.com/Shibboleth.sso/Login?entityID=https%3A%2F%2Fidp.aaa.secure-dimensions.de%2Fidp%2Fshibboleth&target=https%3A%2F%2Fgeosparcsp.com%2Fgeoserver%2Fflanders%2Fows%3Frequest%3DGetCapabilities%26service%3DWMS%26verion%3D1.1.1&authnContextClassRef=urn%3Aoasis%3Anames%3Atc%3ASAML%3A2.0%3Aac%3Aclasses%3APasswordProtectedTransport%3ABasicAuthn
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