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What are we going to cover today?

2Effective Foundational Security Principles 

Why security 
and why do we 
have to get it 
right?

How are we 
going to build 
effective 
security?

What is the 
foundation 
which we need 
to build?

Is there a magic 
solution? Key 
takeaways.



Why security and why do we have to get it right?
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Security is getting bigger and it’s moving in multiple dimensions 
across multiple disciplines – beyond organisations’ walls and IT 
environments

It is at the center of digital transformation with organisations 
adopting cloud, data analytics, internet of things, blockchain, 
artificial intelligence, etc.

Why 
security?

Enterprise leadership are being called to align their priorities 
and work in concert to drive core business objectives. Security 
is everyone’s responsibility



Now that we understand why, lets take a step back and 
align on terminology
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Effective 

Successful in 
producing the 
desired or 
intended result

Security Principle

A fundamental truth or 
proposition that serves 
as the foundation for a 
system or belief or 
behaviour or for a chain 
of reasoning

Information 
Security

Cyber 
Security



What are the key challenges that organisations face in 
order to effectively embed security?
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01

Better 
prioritisation 
of cyber risk 
across the 
enterprise

02

Rapid IT 
changes

03

Lack of 
management 
alignment on 
priorities

04

Lack of 
adequate 
funding

05

Inadequate 
governance 
across 
organisation



How are we going to build effective security?

6

Know your 
crown jewels

Understand 
what is at 

risk

Know your 
threat 

landscape

Understand 
what the 

cyber risk is

Know your 
how to be 
resilient

Understand 
what is 

needed to 
mitigate the 

risk

Take 
decisions

Prioritise 
what needs 
to be done



What is the foundation which we need to build?
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01Governance

02

03

04

05

Identity & Access 
Management

Application Security

Vulnerability & Patch 
Management

Incident 
Response

Foundational 
building 
blocks



Governance
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Ownership
Leadership & 

Drive
Culture & 

Awareness

Operating Model
Decision making 

& Execution
The human 

firewall



Identity and Access Management
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Identity 
Lifecycle

Know

AreHave

Multifactor 
authentication

Privileged 
access



Applications Security
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Secure Software 
Development 

Lifecycle
Code scans

Post development 
application



Vulnerability & Patch Management
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Identify Remediate

Penetration testing

Vulnerability scans

Application scans

Patch management

Configuration fixes



Incident Response
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Post-incidentRecoveryEradicationContainmentIdentification



Is there a magic solution? Key takeaways
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Security is everyone’s responsibility

Understand the security risk posture

Build security capabilities on a strong foundation

01

02

03



Questions? 

Andrea Radu, Deloitte:   andradu@DELOITTE.com

If you are interested in presenting a Cyber-Security webinar, please contact 

hannah@hspublications.co.uk  

Produced in association with Cyber-Security: A Peer-Reviewed Journal 
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