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• ‘External’ APIs, have been used by card networks like 
VISA and MasterCard to integrate their infrastructure 
with selected e-commerce partners (e.g. VISA 
Checkout). 

• Offer more functionalities in mobile applications such as 
in-APP purchasing (e.g. Masterpass API).

• Paypal and Amazon Payments have both been running 
a programme for developers who are keen to implement 
their services.

Data-sharing in financial services
Not a new concept!
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• Screen-scraping – also known as 
terminal emulation – is a method 
often used to access and capture 
data stored in ‘closed’ systems where 
information is displayed in such 
format meant to be readable by 
humans and not by computer 
applications.

Data-sharing in financial services
Screen scraping process in banking

• E.g. data residing in web sites where a web scraping application will ‘lift’ the 
unstructured data as they are presented in the web-page and store them in a 
structured way (e.g. in a spreadsheet format) that can be analysed or re-used.

• In banking, it is employed to access a customer’s banking page and extract 
their account, transactional, and other data that can be accessed through the 
bank’s online service.
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• This process naturally requires that the 
customer shares their login credentials with 
the third-party provider (TPP) that performs 
the screen-scraping task so that they can 
impersonate the user and get access to their 
account data online.

Data-sharing in financial services
Screen scraping vs APIs

• Increased demand led to the creation of a niche market of data 
brokers or intermediaries who would specialize in extracting data 
from banks (on behalf of the customer) and sell access to third 
parties (e.g. FinTechs) who would then reuse the information to 
provide new and innovative services to customers.

• Firms such as Yodlee (founded in 1999 and acquired by 
Envestnet in 2015) and Plaid (almost acquired by VISA) became 
important pillars of the data-sharing economy in finance!
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How lack of access to Data distorts competition
Example of UK market

Source: Open Data Institute & Fingleton Associates report (2014)
Markos Zachariadis ® 
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• The mandate of the regulators is to guarantee stability 
and integrity of the market but also maintain 
competition, which will bring more fair outcomes for 
consumers. 

• These are often in conflict usually at the expense of 
competition which produces high-entry costs & lack of 
innovation (SSE & PA, 2017)

• In 2016, FS which amounts to 6% of global GDP, spent 
less than 1.5% of global R&D expenditure (OECD, 
2017). 

Regulation in financial services
Conflicting targets
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API openness based on accessibility
From private à public spectrum

Source: ABE-EBA (2016)
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API accessibility How accessible are the data being shared? Who can access the APIs (e.g. private, 
partners, members, acquaintances, public)?

API functionality What categories of financial data are being shared and what is the level of 
granularity? How many APIs are there and what functionalities/services do they 
offer (e.g. read-only APIs for Account Information, read/write APIs for Payment 
Initiation, etc.)?

API usage How much data can the APIs communicate and how quickly (e.g. bandwidth of 
the infrastructure and how resilient it is)?

Open API 
standards

Are open standards used for data-sharing (this includes API, data, and security 
standards)?

Alternative APIs Are diversified data and technologies (e.g. social media and private data, sensor & 
mobile technologies, etc.) leveraged to provide better access to financially 
excluded populations or enhance data-consumption for decision-making?

Dimensions of API openness in open banking frameworks
Adapted from Zachariadis, M. (2020)
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“Unbundling” of the bank…

Bank as a platform…

“Re-bundling” of
financial services…

Open Finance and FinTech Ecosystems à New business models?
The effect of regulation on digital banking strategy
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• As technology APIs offer the possibility of integration: a way for 
computers to talk over a network.

• As software products APIs need to be priced, product-managed 
and promoted - bring product to market (Parker, Van Alstyne, etc.).

• As boundary resources APIs can “control and coordinate/cultivate” 
platform ecosystems (Ghazawneh & Henfridsson, 2013).

• As mini-contracts they can be used to lower transaction costs and 
eliminate friction between a principal and agent (Jacobson, et al., 
2012).

Application Programming Interfaces (APIs)
Conceptualizing APIs

Markos Zachariadis ® 

From banking on money…

…to banking on data!!Markos Zachariadis ® 
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Source: Zachariadis and Ozcan (2017).

New business models?
The economics of platform business models in Finance
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• Optimal decision for 
competing in a data will 
depend of a variety of 
factors depending on a 
financial institution’s key 
strengths, current 
position in the market, 
economic incentives, 
influence, etc. 

Create various platforms based on set of conditions and key strengths
“Bank-as-a-platform” or variations

Source: Ozcan, Zachariadis & Dinckol (2018)
Markos Zachariadis ® 
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From platforms to innovation ecosystems?
Business model variations

Source: Zachariadis et al. (2020)

Innovation bottlenecks

Innovation bottlenecks
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• Open Banking will potentially change the way banks operate and will 
lead to a more ”modular” architecture and way of organizing.

• Banks operate on a traditional “pipeline” business 
model/arrangement. They produce everything themselves (vertical 
integration).

• Opening up their APIs will potentially allow to 3rd party developers to 
deliver parts of the value chain of the banking service (e.g. 
distribution, or API layer, etc.)

Changes in the industry
Changing banking architecture à more modular

Markos Zachariadis ® 
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Changes in the industry
Changing banking architecture à more ‘modular’ or ‘distributed’

Source: Ozcan, Zachariadis & Dinckol (2018) Markos Zachariadis ® 

Key themes and debates around developing an open banking framework
Regulating (or not!) data-sharing in financial services
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Theme 1: What are the objectives and approach?
Policy-mandated vs. market-driven?

Theme 2: Accountability issues!
Decisions around liability issue.
What are the relevant data-privacy laws?

Theme 3: Implementation  
How to go about and creating a data-sharing infrastructure?
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Key themes and debates around developing an open banking framework
Regulating (or not!) data-sharing in financial services
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• Data openness and competition (types of data 
access and permission)

• Digital Identity & Identification of TTPs (ledger of 
regulated TPPs)

• API adoption and standards (OBIE is a good 
example)

• Security (authorization and authentication 
standards as well as standardized permission 
frameworks)

• Data standards (ISO 20022)

• Payment systems (access to existing infrastructure)

• The Open Banking implementation entity is the company set up by the CMA 
in 2016 to deliver Open Banking.

• Governed by the CMA and funded by the UK’s nine largest banks and 
building societies: Allied Irish Bank, Bank of Ireland, Barclays, Danske, HSBC, 
Lloyds Banking Group, Nationwide, RBS Group and Santander.

• Key roles:
- “Design the specifications for the Application Programme Interfaces (APIs) that 
banks and building societies use to securely provide Open Banking”
- ”Support regulated third party providers and banks and building societies to use the 
Open Banking standards”
- “Create security and messaging standards”
- Own and maintain a directory of all open banking participants (the “whitelist”) 
which uses digital certificates to authenticate third-parties (TPPs).

Data-sharing in banking
The UK implementation

Markos Zachariadis ® 
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Educating the public: 5 open banking myths busted
PSD2 and UK Open Banking

Markos Zachariadis ® 

Myth 1: “Open banking means everyone will have access to my data!” 
Myth 2: “In order to use open banking I will need to share my username and 
password.” 
Myth 3: “Open banking is a product that consumers can use.” 
Myth 4: “Open banking is new.” 
Myth 5: “Open banking is all about APIs.”
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