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2.1.3 Identity protection on the Internet 

 

- More than 4 out of 10 Internet users use tools and strategies to limit unwanted 

emails - 

 

This section focuses on the identity protection of respondents who use the Internet17.  

 

Approximately four out of ten European Internet users apply tools and strategies to 

limit unwanted emails (spam) (42%), check that a transaction is protected or that the 

site has a safety logo or label (40%), or use anti-spy software (39%). One-third of 

respondents delete cookies (35%).  

 

Around one-fifth of the Internet users change the security settings of their browser to 

increase privacy (22%), or avoid providing the same information to different sites 

(21%). Smaller numbers use a search engine to maintain awareness of the 

information circulating about them on the Internet (14%), or a dummy email account 

(12%), and only a few ask websites to access the information they hold about them 

in order to update it or delete it (8%). 

 

Finally, it is interesting to note that a sizeable minority of 15% spontaneously say that 

they do nothing to protect their identity on the Internet. 

 

                                           
17 QB16 And, specifically on the Internet, what do you do to protect your identity? Please indicate all that 

apply in the following list.  
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Base: Internet users (66% of whole sample) 

 

The reader may note that the top five methods of protecting identity on the Internet 

are rather technical or procedural, whereas the less frequent approaches involve 

some kind of individual initiative on behalf of the internet user, such as maintaining 

awareness through search engines, creating dummy email accounts and requesting 

websites to provide access to the information they hold.  

 

A country by country analysis reveals that using tools to limit unwanted emails 

(spam) is the most frequent strategy in thirteen EU Member States, the use of anti-

spy software in seven, checking whether the transaction is protected or the site has a 

safety logo/label in four, and avoiding providing the same information to different 

sites in only three Member States.  

 

Denmark (72%) stands out with the highest percentage of Internet users applying 

tools and strategies to limit unwanted emails (spam), followed by Luxembourg 

(64%), Sweden (63%) and the Netherlands (62%) and compared to fewer than one 

in five Internet users in Latvia and in Portugal (both 19%).  
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Checking that the transaction is protected or the site has a safety logo/label is cited 

by more than half of respondents in the Netherlands (57%), France (56%), and 

Luxembourg (54%) compared to fewer than one in five in Romania and Bulgaria (both 

13%), and Lithuania (17%).  

 

The use of anti-spy software varies widely across countries: around one-third of 

Internet users in the Netherlands (67%), Denmark (66%), and the UK (63%) 

compared to only 5% in Bulgaria, 12% in Latvia, and 17% in both Lithuania and Italy.  

 

Half of the respondents who use the Internet in the Netherlands and Luxembourg 

(both 53%) delete cookies, compared with only 10% in Romania, 12% in Bulgaria 

and 17% in Hungary. 

 

Three out of ten Internet users change the security settings of their browser to 

increase privacy in Luxembourg (31%), Germany (30%), and the Netherlands (29%) 

compared with 9% in Romania and 12% in both Lithuania and Bulgaria. 

 

Slovakia (46%) stands out with the highest percentage of respondents who avoid 

providing the same information to different sites, followed at some distance by the 

Czech Republic (30%); the lowest percentages were found in Denmark (12%) and 

France (15%).   

 

Using a search engine to maintain awareness of what information circulates about 

them on the Internet was most often reported by Internet users in Estonia (24%) and 

least often in Romania (8%); the use of a dummy email account most frequently in 

Austria (25%) and least in Malta, Denmark, and the Czech Republic (all 6%); asking 

websites to access the information these sites hold about them in order to update it 

or delete it most frequently in Cyprus (15%) and least often in Slovenia, Romania, 

and Poland (all 4%).  

 

In short, the Netherlands, Luxembourg and Denmark stand out as Member States 

with the largest numbers of Internet users who use a variety of strategies to protect 

their identity on the Internet. This habit is least common in the Baltic countries 

Lithuania and Latvia, and the eastern EU Member States Romania and Bulgaria.  
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Use tools and 
strategies to 

limit unwanted 
emails (spams) 

Check that the 
transaction is 

protected or the 
site has a safety 

logo\ label 

Use anti-spy 
software

Delete cookies

Change the 
security 

settings of your 
browser to 
increase 
privacy

Avoid providing 
the same 

information to 
different sites

Use a search 
engine to maintain 
awareness of what 

information 
circulates about 

you on the Internet

Use a dummy 
email account

Ask websites to 
access the 

information they 
hold about you in 
order to update it 

or delete it

None (SP.)

EU27 42% 40% 39% 35% 22% 21% 14% 12% 8% 15%

BE 51% 38% 45% 40% 23% 21% 12% 11% 8% 12%

BG 26% 13% 5% 12% 12% 23% 20% 15% 5% 27%

CZ 44% 30% 36% 22% 14% 30% 10% 6% 6% 15%

DK 72% 51% 66% 47% 27% 12% 14% 6% 10% 7%

DE 44% 47% 54% 44% 30% 28% 19% 16% 13% 10%

EE 42% 27% 36% 29% 25% 22% 24% 13% 8% 21%

IE 34% 40% 47% 24% 20% 18% 13% 8% 8% 15%

EL 23% 28% 18% 19% 19% 19% 12% 12% 6% 31%

ES 34% 26% 30% 31% 14% 28% 10% 9% 8% 17%

FR 49% 56% 26% 39% 23% 15% 14% 12% 10% 13%

IT 31% 29% 17% 23% 18% 18% 12% 11% 5% 24%

CY 24% 29% 19% 25% 22% 28% 12% 13% 15% 19%

LV 19% 25% 12% 26% 18% 27% 16% 9% 7% 28%

LT 24% 17% 17% 18% 12% 18% 12% 10% 10% 34%

LU 64% 54% 55% 53% 31% 23% 20% 12% 13% 8%

HU 40% 29% 23% 17% 21% 19% 11% 9% 10% 23%

MT 45% 48% 52% 31% 21% 23% 15% 6% 9% 10%

NL 62% 57% 67% 53% 29% 16% 19% 13% 11% 7%

AT 46% 35% 38% 39% 21% 24% 15% 25% 9% 12%

PL 23% 31% 21% 18% 14% 21% 10% 11% 4% 25%

PT 19% 22% 40% 23% 15% 23% 11% 13% 8% 20%

RO 22% 13% 20% 10% 9% 24% 8% 11% 4% 25%

SI 38% 30% 48% 33% 24% 24% 11% 9% 4% 15%

SK 33% 31% 26% 19% 19% 46% 10% 11% 6% 14%

FI 56% 30% 43% 42% 25% 25% 19% 10% 8% 11%

SE 63% 46% 43% 41% 21% 16% 13% 15% 6% 12%

UK 52% 44% 63% 45% 27% 16% 14% 8% 7% 9%

QB16 And, specifically on the Internet, what do you do to protect your identity? Please indicate all that apply in the following list.

Highest percentage per country
Highest percentage per item

Lowest percentage per country
Lowest percentage per item

 
Base: Internet users (66% of whole sample) 
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A socio-demographic analysis shows that education and occupation make a 

difference when it comes to identity protection on the Internet, while gender and age 

yield fewer and smaller differences. Nonetheless, a general pattern emerges in which 

the more technical or procedural (top five) strategies are more likely among men than 

women, among older respondents than the youngest (aged 15-24), among 

respondents who spent longer in education than the less educated interviewees, and 

among managers than those without paid work.  

 

Still, compared with the socio-demographic variables, the Internet-use index reveals 

the largest differences between groups that active Internet users (++) are more likely 

than less active users (--) to apply each of the strategies with the exception of 

avoiding providing the same information to different sites.  

More than half of online shoppers check that the transaction is protected or that the 

site has a safety logo/ label (52%), use tools and strategies to limit unwanted emails 

(spam) (52%) and use anti-spy software.  



Special Eurobarometer 359  DP + e-ID 

- 111 - 

 
 Base: Internet users (66% of whole sample) 
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2.2 Awareness of possible accessibility of personal data by 

third parties 
 

2.2.1 Reading privacy statements on Internet 

 

- A majority of Internet users usually read privacy statements on the 

Internet, but a quarter read them without fully understanding them - 

 

Respondents who use the Internet were asked whether they usually read privacy 

statements on the Internet18. Close to six in ten respondents say they do (58%): a 

third say that they read them and understand them (34%), a quarter that they read 

them but do not fully understand them (24%). A quarter say they do not read them 

(25%), almost one in ten ignore privacy statements (8%), and one in twenty say they 

do not know where to find them (5%).  

But it might be considered that this percentage of 58% Internet users who say that 

they read the privacy statements on the Internet is a relatively high proportion. But it 

might also be thought that the fact that 24% say that they read them without fully 

understanding them and that 38% of Internet users say that they do not read 

these privacy statements at all somewhat undermines this result.  

 

 
Base: Internet users (66% of the whole sample) 

 

A country by country analysis reveals major differences from one country to another: 

seven in ten respondents or more in Hungary (76%), Portugal (73%), Cyprus (72%) 

and Greece (70%) usually read the privacy statements on the Internet. There are few 

or no differences between the proportions who read those privacy statements and 

understand them and those who read them but do not fully understand them in 

                                           
18 QB18  Thinking about privacy statements on the Internet, which of the following sentences best 

describes your situation?  
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France (24% usually read and understand them while 24% usually read them but do 

not fully understand them), Finland (27% vs. 26%), Luxembourg (25% vs. 23%) and 

Denmark (24% vs. 21%).  

Respondents who say they usually do not read the privacy statements are found most 

frequently in the Netherlands (39%), Spain (37%), and Denmark (34%).  

 

Interviewees who ignore privacy statements on the Internet are found most often in 

Lithuania (14%) and Luxembourg (13%), while those who do not know where to find 

the privacy statements are mostly found in Estonia (10%), Lithuania (9%) and 

Finland (8%).  

 

 
Base: Internet users (66% of the whole sample)  
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Socio-demographic analysis shows that self-employed respondents (62%) and 

managers (64%) read privacy statements most often. There are few differences by 

level of education in terms of behaviour: 55% of those who left school before 16 read 

them, compared with 59% of those who studied until the age of 20 or later. However, 

the latter are more likely to understand these privacy statements than the first group 

(38% vs. 29%). Percentages of interviewees who say they usually do not read 

privacy statements are highest amongst the youngest respondents aged 15-24 

(31%), and students. 

 

 
Base: Internet users (66% of the whole sample)  
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2.2.2 Adapting behaviour after reading privacy statements on the Internet 

 

- Seven in ten respondents who read privacy statements on the Internet 

have adapted their behaviour - 

 

It is interesting to see whether reading privacy statements influences actual 

behaviour on the Internet. Those respondents who said they usually do read privacy 

statements were asked if they had subsequently adapted their Internet behaviour; 

more specifically, whether they had decided at least once not to use an online service, 

or had been more cautious about the personal information they disclose on the 

Internet19.  

 

Over two-third of the respondents who usually read privacy statements did adapt 

their behaviour on the Internet (70%): half of them had become more cautious about 

the personal information they disclose on the Internet (35%) and the other half took 

a step further and had decided, at least once, not to use an online service. Three in 

ten of the respondents who usually read privacy statements had not adapted their 

Internet behaviour (29%).  

 

 
Base: Respondents who read privacy statements (39% of the whole sample) 

                                           
19 QB19 Have you adapted your behaviour on the Internet after reading privacy statements? Please choose the 

sentence that comes closest to your experience.  
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In each of the Member States - with the exception of the UK - a majority of the 

interviewees had adapted their behaviour after reading privacy statements on the 

Internet: they had decided at least once not to use an online service, or they had 

become more cautious about the personal information they disclosed on the Internet. 

This is particularly true in Malta (91%), Cyprus (90%), Austria, Slovenia (both 87%), 

Romania (86%) and Ireland (85%). The lowest percentage is found in the UK (47%), 

which is also the only country where a majority say they have not adapted their 

behaviour (52%). 

Respondents in Austria (47%), Germany and France (44% in both cases), and 

Luxembourg (43%) are most likely to have modified their behaviour by deciding at 

least once not to use an online service.  

 

 
Base: Respondents who read privacy statements (39% of the whole sample) 

 



Special Eurobarometer 359  DP + e-ID 

- 117 - 

A socio-demographic breakdown does not yield significant differences, with the 

exception of white collar workers who are most likely to say they did adapt their 

behaviour (74%). Managers are remarkable in the sense that 40% of them say that 

they have already at least once decided not to use an online service. Those who are 

concerned about their behaviour being recorded on the Internet are more likely to 

have adapted their behaviour after reading privacy statements than those who are 

not concerned (64%).  

 

 
Base: Respondents who read privacy statements (39% of the whole sample) 
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2.2.3 Reasons for not reading privacy statements on the Internet 

 

- Knowing that these websites have a privacy policy is sufficient for 41% 

of those who do not read or ignore privacy statements - 

 

Those respondents who usually do not read privacy statements on the Internet were 

asked about their reasons for not doing so20; four in ten think it is sufficient for them 

to see that websites have a privacy policy (41%); around a quarter believe the law 

will protect them in any case (27%), or conversely, that the websites will not honour 

the privacy statements anyway (24%).  

 

 
Base: Respondents who do not read privacy statements (21% of the whole sample) 

 

Turning to the results per country regarding respondents’ reasons for not reading 

privacy statements, the following countries have majorities replying that it is 

sufficient for them to see that websites have a privacy policy: Finland (66%), 

Slovenia (56%), Sweden (55%), the Netherlands (54%) and Slovakia (51%). This 

was also the most frequent response in 18 of the 27 EU Member States.  

 

Member States with the highest proportion of respondents saying they believe the law 

would protect them in any case are Austria (45%), Hungary and Portugal (37% in 

each country) and Poland (35%). This was the most frequent response in these four 

countries.  

 

Countries where respondents most frequently answered that they think the websites 

will not honour the privacy statements anyway are Greece (49%), Bulgaria (44%), 

the Czech Republic (40%), Cyprus (36%) and Slovakia (35%). It was also the most 

cited answer in Lithuania (32%).  

 

                                           
20 QB20 - What are the reasons why you usually do not read them or you usually ignore them? 
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Base: Respondents who do not read privacy statements (21% of the whole sample) 

 

Note: results for countries with a small number of respondents who do not read the privacy statements 

(fewer than 150) should be interpreted with caution. Countries with large enough numbers of respondents 

are Bulgaria, Greece, Italy, Cyprus, Hungary, Malta, Portugal and Romania. For precise numbers, readers 

should refer to the annexes.  
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A socio-demographic breakdown demonstrates that respondents saying it is 

sufficient for them to see that websites have a privacy policy are most likely to be 

found amongst the unemployed (46%). Respondents who left school at the age of 15 

or younger (31%) are most likely to believe they are protected by the law in any 

case.  

 

Retired interviewees (28%) and respondents who have difficulties with paying their 

bills most of the time (32%) seem to have some reservations about the 

trustworthiness of Internet websites, as they more often think the websites will not 

honour privacy statements anyway as compared to the youngest respondents aged 

15-24 (20%) and students (20%), who are the least inclined to think so. 

 

 
Base: Respondents who do not read privacy statements (21% of the whole sample)
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2.2.4 Incidence of informed consent when joining a social network site or 

registering for a service online 

 

- Over half of Internet users are informed about the data collection 

conditions and the further uses of their data when joining a social 

networking site or registering for a service online - 

 

People intending to join a social networking site or register for a service online are 

usually asked to disclose personal information. All respondents who use the Internet 

were asked if they had been informed, on such occasions, about the conditions for the 

collection of data and the further uses of their data under these circumstances.  

 

A majority of the European Internet users surveyed say they were always or 

sometimes informed about the conditions and further uses (54%, 62%)21, whereas 

close to three in ten say they were rarely or never informed (28%, 32%).   

 

 
Base: Internet users (66% of the whole sample) 

 

                                           
21 The first percentage is based on the whole sample; the second on the sample excluding the respondents 

who answered  ‘not applicable’  
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The country by country analysis reveals significant differences: the highest 

proportions of interviewees who are informed when asked to disclose personal 

information are found in Hungary and Portugal (both 68%), Ireland, (65%), Cyprus, 

Malta and Slovakia (63%); the lowest proportions were recorded in Austria (38%), 

France (39%), and Lithuania (43%).    

 

 
Base: Internet users (66% of the whole sample) 

 

From a socio-demographic point of view, groups most likely to be informed about 

the conditions and further uses of the personal information they are asked to disclose 

when joining a social networking site or registering for a service online include the 

younger age groups 15-24 (64%) and 25-39 (59%), and students (65%).  
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Base: Internet users (66% of the whole sample) 
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2.2.5 Satisfaction with information provided by social network sites about 

the possible consequences of disclosing personal information  

 

- Almost half of social network and/or sharing sites users feel sufficiently 

informed, but almost half do not - 

 

Those respondents who use social networking or sharing sites were then asked 

whether these sites sufficiently inform their users about the possible consequences of 

disclosing personal information22: social network users and online shoppers hold 

similar views on this issue. Almost half of the respondents say they are sufficiently 

informed (49%). However, an almost equal proportion says that they are not (46%).  

 

 

 
Base: Social Networking Sites users (40% of the whole sample) 

 

 

                                           
22 QB8a  Please tell me whether you agree or disagree with the following statement: social networking sites 

and/ or sharing sites sufficiently inform their users about the possible consequences of disclosing 
personal information. 
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The countries with the largest proportions of sufficiently-informed respondents are 

Portugal (73%), Hungary (67%), Italy (65%), Malta (64%) and Ireland (60%). 

Conversely, the lowest proportions are recorded in Luxembourg (32%), France 

(35%), the Netherlands, and Germany (both 37%). A national pattern seems to 

emerge here, with countries like Portugal, Hungary and Ireland having a high 

proportion of respondents who feel sufficiently informed (whether about the 

conditions and further uses of the personal information they are asked to disclose, or 

the possible consequences of disclosing personal information) whereas this feeling is 

much less widespread in Luxembourg, France or Germany.  

 

 
Base: Social Networking Sites users (40% of whole sample) 
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Socio-demographic analysis shows that the youngest respondents aged 15-24 

(54%) and manual workers (54%) most often say that social networking or sharing 

sites sufficiently inform their users about the possible consequences of disclosing 

personal information. On the other hand fewer older people (37% of the 55+ group, 

37% of the retired) and managers (38%) think that this information is sufficient. Here 

again, trusting Internet companies or telecoms providers to protect personal 

information suggests that respondents feel well-informed by the social networking or 

sharing sites: those who trust Internet companies (63%) and telecoms providers 

(61%) feel well informed (vs. 42% and 41% respectively of those who distrust these 

companies). 

 

 
Base: Social Networking Sites users (40% of whole sample) 
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2.3 Perceived control over personal data 

 

2.3.1 Perceived control over information disclosed on social network sites 

 

- Eight in ten social network users who disclosed personal information  

feel in control - 

 

Respondents who had disclosed personal information on social networking or sharing 

sites were asked how much control they felt they had over the information they had 

disclosed, such as the ability to amend, delete or correct this information23.  

 

A large majority feel they have some control (78%), whereas one-fifth of the 

respondents do not feel in control at all (20%). Of the interviewees who feel in 

control, two-thirds feel they have only partial control and one-third feel they have 

complete control (52% and 26% respectively of all respondents who had disclosed 

personal information).  

 

 
Base: Social Networking Site users who disclosed information (36% of the whole sample)  

 

                                           
23 QB6a  How much control do you feel you have over the information you have disclosed on social 

networking sites and\ or sharing sites, e.g. the ability to change, delete or correct this 
information? 
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In every single Member State, a majority of the respondents who had disclosed 

personal information on social networking or sharing sites feel in control of this 

information, in particular in the Netherlands, Portugal, Finland (each 89%), Cyprus, 

Hungary (each 87%), and Malta (each 86%).  

Furthermore, the largest proportions of respondents feeling in complete control are 

recorded in Cyprus (52%) and Malta (45%). In these two countries, it is the majority 

view. Portugal has the largest proportion of respondents feeling partially in control 

(64%), followed by Austria (62%), Finland (61%), and Poland (60%).  

The countries with the largest proportions of interviewees feeling they have no control 

at all are Germany, France (both 29%), Latvia, and Romania (both 27%).  

 

 
Base: Social Networking Site users who disclosed information (36% of the whole sample)  
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Socio-demographic analysis shows that feelings of complete control over personal 

information disclosed on social networking or sharing sites are most common among 

those aged 15-24, students, and house persons (all groups 31%). No control at all 

was mentioned most frequently by respondents who had left school at the age of 15 

or younger (33%), those aged 55+ (29%), retired people (29%), and respondents 

who have difficulties paying their bills most of the time (27%).  

 

2.3.2. Perceived control over information disclosed when shopping online 

 

- Seven in ten online shoppers who  

disclosed personal information feel in control - 

 

Turning now to the interviewees who had disclosed personal information when 

shopping online, they were also asked how much control they felt they had over the 

personal information they disclosed24.  

Of the respondents who had disclosed personal information when shopping online, a 

majority (though smaller than with social networking) feel in control (68%): a similar 

proportion as in social networking feel partially in control (50%), while fewer feel in 

complete control (18%). Three in ten feel not in control at all (30%), which is more 

than in social networking.  

Interestingly, online shoppers feel in control less often and less strongly than social 

network users.  

 

 
Base: Online shoppers who disclosed information (38% of the whole sample)  

 

                                           
24 QB6b How much control do you feel you have over the information you have disclosed when shopping 

online, e.g. the ability to change, delete or correct this information?  
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A majority of the respondents who had disclosed personal information when shopping 

online feel in control over this information in every single Member State. The highest 

proportions are recorded in Portugal (89%), Hungary, Malta (both 87%), Cyprus 

(84%), Poland (81%) and Ireland (80%).  

 

These countries also have largest proportions of interviewees feeling that they have 

complete control, in the case of Cyprus (47%) and Malta (42%), or partial control in 

Portugal (66%), Ireland (60%), and again Hungary (59%). Respondents who feel no 

control at all are most common in Germany (41%) and France (38%).  

Interestingly, these countries with highest percentages of respondents feeling in 

control are also the countries with the largest percentages of sufficiently-informed 

respondents – as was discussed in a preceding section in this chapter. The converse is 

true for the countries where most respondents feel they have no control at all: they 

are also the countries with the least sufficiently-informed interviewees.  

 

 
Base: Online shoppers who disclosed information (38% of the whole sample)  

 

Note: results for countries with a small number of respondents who disclosed personal information when 

shopping online (less than 150) should be interpreted with caution. These countries are: Portugal, Bulgaria, 

Romania and Greece. For precise numbers, readers should refer to the annexes.  
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A socio-demographic breakdown shows that respondents in the 15-24 age group 

(23%), and students and house persons (each 22%) are most likely to feel they have 

complete control over personal information disclosed when shopping online. Further, 

the 15-24 age group (57%) and students (59%) also have the highest percentages of 

feeling partial control. In contrast, highest percentages of no control at all are 

recorded among the older age groups 40-54 (36%) and 55+ (38%), respondents who 

had left school at the age of 15 or younger (40%), retired people (39%), self-

employed respondents and managers (both 36%), and those who place themselves 

low on the social scale (35%). 
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2.4 Identity theft and data loss 
 

- Awareness of issues in relation to data losses and identity theft is 

widespread; personal experience remains marginal - 

 

All Europeans surveyed were asked whether they had heard of or experienced issues 

related to data losses and identity theft in the last 12 months25.  

 

Over four in ten interviewees answer no (44%) to this question. Over four in ten 

respondents also say they have heard about this issue through television, radio, 

newspapers, and the Internet (42%), and far fewer respondents say through word of 

mouth (13%).  

 

Few respondents had experienced issues related to data losses and identity theft 

affecting their acquaintances (7%), a member of their family (3%), or themselves 

directly (2%). 

 

 
Base: Whole sample  

 

Countries where respondents are most likely to have heard of or experienced issues 

related to data losses or identity theft are the countries with the lowest percentages 

saying no, which are Latvia (26%), Sweden (27%), Ireland (28%), Denmark (29%), 

Finland (31%), and the UK (34%). 

 

In every single EU Member State, hearing through television, radio, newspapers and 

the Internet was by far most frequently mentioned, with the largest majorities in 

Latvia (69%), Sweden (62%), Denmark (61%) and Finland (59%). Hearing through 

by word of mouth happens most frequently in Ireland (25%) and Austria (23%). 

                                           
25 QB30  In the last 12 months, have you heard about or experienced issues in relation to data losses and 

identity theft? 
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Experiences of issues related to data losses or identity theft affecting an acquaintance 

are most frequent in Sweden (14%) and Greece (12%); those affecting a family 

member in the UK (7%) and Ireland (6%); and those affecting respondents 

themselves in the UK and Sweden (both 5%).  

 

 
Base: Whole sample  
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A socio-demographic breakdown demonstrates that the oldest age group aged 55+ 

(50%), the least educated who had left school at the age of 15 or younger (54%), 

retired persons (52%) and those who never use the Internet (53%) are the most 

likely not to have heard of or experienced issues related to data losses and identity 

theft in the last 12 months. 

 

Hearing through television, radio, newspapers and the Internet is by far most likely 

among those who are educated until the age of 20 or beyond (52%), managers 

(54%), and people who use the Internet every day (49%); hearing through word of 

mouth is most common among the youngest respondents (those aged 15-24), 

students, and managers (all three 17%). Experiences affecting acquaintances are 

most likely among students (11%). 

 

 
Base: Whole sample  
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2.5 Summary 
 

This chapter has addressed the question of how knowledgeable Europeans are 

regarding how to protect their identity and personal information.  

 

Europeans use various types of credentials; three-quarters use credit cards and 

bank cards; around two-thirds use national identity cards or residence permits, 

government entitlement cards, or driving licences. Almost half use customer cards, 

such as loyalty cards and frequent flyer cards, and more than four out of ten use a 

passport. One-third of the respondents have an account they use on the Internet, 

such as email, or for social networking or commercial services. One in twenty use a 

student card. 

 

To protect their identity in daily life, around six out of ten Europeans give the 

minimum required information or do not disclose their bank details or PIN numbers, 

while almost half disclose information only to people and organisations they trust, or 

do not disclose their user names and passwords. Around three out of ten respondents 

use cash instead of recorded transactions such as bank cards and transfers; they 

shred old bills, bank statements, credit card receipts, etc.; they do not disclose 

payment card details online; and they adjust the information they disclose to different 

contexts, for example depending on whether they are dealing with a company, a bank 

or a website. Less than one in ten Europeans provide false information.  

 

To protect their identity on the Internet, around four in ten European Internet 

users apply tools and strategies to limit unwanted emails and spam, check that a 

transaction is protected or that the site has a safety logo or label, or use anti-spy 

software. Around one in three respondents delete cookies. Slightly more than one-

fifth of the Internet users change the security settings of their browser to increase 

privacy, or avoid providing the same information to different sites. Other “protection 

techniques” are cited by 15% Europeans or less.  

 

With regard to respondents’ awareness of the possible accessibility of their personal 

data to third parties, almost six in ten Internet users usually read privacy 

statements, and the majority of those who read them adapt their behaviour on 

the Internet: it seems that informing Europeans about personal data can help to 

raise awareness and to persuade them to be more cautious when disclosing personal 

information. 
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When interviewees who do not usually read them are asked their reasons for not 

reading privacy statements, four in ten say that it is enough to see that websites 

have a privacy statement, while around a quarter believe the law will protect them in 

any case, or that the websites will not honour the privacy statements anyway.  

 

Over half of European internet users say they are ‘always’ or ‘sometimes’ informed 

about the conditions for the data collection and the further uses of their data when 

they join a social networking site or register for a service online; Still, almost three in 

ten say they were rarely or never informed.  

 

Almost half of the social networking or sharing sites users say that these sites 

sufficiently inform them about the possible consequences of disclosing; However, an 

only slighter proportion say that is not the case.  

 

A majority of Europeans who have disclosed personal information on social 

networking or sharing sites feel in control of their personal data, e.g. the ability 

to change, delete or correct this information; a quarter feel in complete control, over 

half feel they have partial control, while one-fifth do not feel they have any control at 

all. 

 

A majority of the respondents who have disclosed personal information when 

shopping online feel in control; less than one-fifth feel in complete control, half feel 

partially in control, while three in ten do not feel in control at all. 

 

More than four in ten Europeans have heard about issues related to data losses and 

identity theft in the last 12 months through television, radio, newspapers, and the 

Internet, while only just over one in ten respondents have heard about these issues 

by word of mouth.  

 

Less than one in ten Europeans have experienced issues related to data losses and 

identity theft affecting their acquaintances; only very few have experienced it within 

their families, or personally. 

 

In conclusion, substantial proportions of Europeans appear to be in need of 

information on personal data.  

 

* * * 
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3 PROTECTION OF PERSONAL DATA 
 

 

The preceding chapters of this report discussed Europeans’ actual disclosure of 

personal information. 

  

This chapter presents respondents’ opinions about ways to protect such personal 

data. Firstly, identity protection in daily life and on the Internet will be addressed, 

followed by a discussion of interviewees’ expectations of organizations holding 

personal data: their trust in such organizations, their concern about the further uses 

of personal data, whether they would like to be able to grant or withhold consent to 

use these data, and whether they would like to be informed about any personal data 

loss.  

 

The chapter ends with respondents’ perceptions about access to their personal data: 

their willingness to pay for access to personal data held, their reasons for deleting 

such data, the importance they attach to portability of personal data across service 

providers, whether and how often they change their privacy settings on social 

networking sites, and, if not, their reasons for not changing these settings. 

 

 

3.1 Expectations of organizations holding personal data 
 

3.1.1 Trust in institutions and companies  

 

- A majority of Europeans trust institutions to protect their information but not 

commercial companies – 

 

Different authorities (government departments, local authorities, agencies) and 

private companies collect and store personal data. Respondents were asked to what 

extent they trust the following institutions to protect their personal information26. 

 

                                           
26 QB25  Different authorities (government departments, local authorities, agencies) and private companies 

collect and store personal information. To what extent do you trust the following institutions to 
protect your personal information? 
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Base: Whole sample 

 

The majority of the Europeans interviewed trust health and medical institutions 

(78%), national public authorities such as tax authorities and social security 

authorities (70%), banks and financial institutions (62%), and European institutions 

such as the European Commission and the European Parliament (55%).  

 

However, fewer people trust shops and department stores (39%); phone companies, 

mobile phone companies and Internet service providers (32%); and Internet 

companies such as search engines, social networking sites and e-mail services (22%).  

In short, authorities and institutions are trusted more than commercial companies. 

 

As we have seen in chapter 1, a majority of Europeans were concerned about their 

behaviour being recorded via payment cards, their mobile phone or on the Internet. 

That concern might be related to the limited trust in commercial organisations that 

collect these data.   

 



Special Eurobarometer 359  DP + e-ID 

- 139 - 

Further cross-analyses regarding feelings of control and informed consent as 

discussed in chapter two reveals that those who distrust the public authorities are 

more likely (29%) to feel no control at all over the personal information they disclose 

on social networking and sharing sites compared to those who do trust the public 

authorities (17%). In addition, considerably fewer of the interviewees who do not 

trust Internet companies and telecoms providers (50% and 49% respectively) had 

been informed about the conditions for the data collection and the further uses of 

their data, compared to those who do have trust in these companies (64% and 62% 

respectively were informed). 

 

A country-by-country analysis shows that health and medical institutions are 

trusted by majorities in every EU Member State, led by Denmark (93%), Belgium 

(91%), Luxembourg and Finland (both 90%). These majorities are smallest in Greece 

(58%), Romania (61%) and Poland (63%).  

 

Majorities in all EU Member States also trust national public authorities such as tax 

authorities and social security authorities. The majorities are largest in Denmark 

(92%), Luxembourg (88%), Finland (87%) and Sweden (86%) and smallest in 

Greece (52%), Poland and Romania (both 61%).  

 

Banks and financial institutions are trusted by majorities in all but two Member 

States. They are trusted most in Denmark (92%), Finland (91%) and Sweden (88%) 

and least in Romania (43%) and Greece (21%). Unsurprisingly, Greece is also the 

only Member State with a majority saying they do not trust these institutions (78%). 

 

The graph below shows that there is a correlation between trust in national public 

authorities and trust in banks and financial institutions. At the top, Nordic countries, 

the Netherlands and Estonia – countries where respondents are least concerned about 

their behaviour being recorded in general - record a large majority of citizens who 

trust both banks and national authorities. The level of trust is lower in Romania, 

Poland and Italy. 

 

Interestingly, the level of trust of institutions therefore seems more related to 

national contexts than to the institutions themselves. 
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Base: Whole sample 

 

European institutions such as the European Commission and the European Parliament 

are trusted by majorities in all but four Member States. Trust is most widespread in 

Hungary, Slovakia, Luxembourg and Belgium (all 73%) and lowest in the UK (38%) 

and Greece (46%); Greece again being the only Member States where a majority do 

not trust the institutions (52%). In two other countries only small majorities trust the 

European institutions, nevertheless still larger than the proportion of respondents who 

do not trust them: Germany (48% versus 45%) and Cyprus (47% versus 34%).  
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Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

EU27 78% 20% 2% 70% 28% 2% 62% 35% 3% 55% 35% 10%

BE 91% 9% 0% 80% 19% 1% 77% 23% 0% 73% 25% 2%

BG 73% 22% 5% 76% 20% 4% 65% 29% 6% 54% 24% 22%

CZ 79% 21% 0% 73% 26% 1% 70% 29% 1% 56% 37% 7%

DK 93% 6% 1% 92% 7% 1% 92% 7% 1% 71% 22% 7%

DE 79% 20% 1% 71% 28% 1% 56% 43% 1% 48% 45% 7%

EE 87% 12% 1% 84% 14% 2% 86% 12% 2% 62% 21% 17%

IE 80% 16% 4% 74% 21% 5% 53% 43% 4% 56% 23% 21%

EL 58% 42% 0% 52% 48% 0% 21% 78% 1% 46% 52% 2%

ES 85% 14% 1% 69% 30% 1% 59% 40% 1% 61% 31% 8%

FR 86% 13% 1% 77% 22% 1% 62% 36% 2% 54% 34% 12%

IT 68% 30% 2% 63% 34% 3% 52% 45% 3% 60% 34% 6%

CY 78% 21% 1% 64% 29% 7% 74% 23% 3% 47% 34% 19%

LV 70% 28% 2% 65% 34% 1% 73% 24% 3% 51% 31% 18%

LT 71% 26% 3% 63% 33% 4% 73% 23% 4% 60% 24% 16%

LU 90% 9% 1% 88% 10% 2% 86% 13% 1% 73% 21% 6%

HU 83% 17% 0% 83% 17% 0% 67% 30% 3% 73% 19% 8%

MT 89% 9% 2% 75% 22% 3% 86% 12% 2% 58% 22% 20%

NL 83% 16% 1% 84% 15% 1% 79% 20% 1% 64% 29% 7%

AT 79% 19% 2% 81% 17% 2% 75% 23% 2% 61% 32% 7%

PL 63% 31% 6% 61% 34% 5% 61% 33% 6% 54% 27% 19%

PT 79% 19% 2% 76% 21% 3% 64% 33% 3% 65% 23% 12%

RO 61% 31% 8% 61% 30% 9% 43% 46% 11% 58% 25% 17%

SI 82% 17% 1% 71% 27% 2% 79% 20% 1% 60% 33% 7%

SK 84% 15% 1% 82% 16% 2% 80% 19% 1% 73% 20% 7%

FI 90% 9% 1% 87% 12% 1% 91% 9% 0% 62% 32% 6%

SE 88% 12% 0% 86% 13% 1% 88% 12% 0% 66% 27% 7%

UK 83% 15% 2% 63% 35% 2% 75% 23% 2% 38% 49% 13%

European institutions (European 
Commission, European 

Parliament, etc.)

QB25. Different authorities (government departments, local authorities, agencies) and private companies collect and store personal information. To 
what extent do you trust the following institutions to protect your personal information?

Health and medical institutions
National public authorities (e.g. 
tax authorities, social security 

authorities)
Banks and financial institutions

 
Base: Whole sample 

 

Trust in shops and department stores is highest in Finland (63%), Estonia (57%), and 

Ireland (56%). These are also the only three Member States where clearly more 

respondents trust them than not (36%, 40% and 39% respectively). Respondents 

trust shops and stores least in Greece (23%) and Bulgaria and Romania (both 28%).  

 

Estonia (65%) stands out with the highest percentages of interviewees who trust 

phone companies, mobile phone companies and Internet service providers, followed 

at some distance by Finland (55%) and Malta (52%). The lowest percentages are 

found in Greece (14%) and Germany (20%).    
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In every single Member State, more people do not trust than trust Internet 

companies such as search engines, social networking sites and e-mail services. 

Nevertheless, trust levels are highest in Finland (33%), Estonia, Slovakia and 

Denmark (all 32%).   

  

In conclusion, Finland stands out as the country with highest levels of trust in almost 

all institutions or companies involved in the protection of personal information; 

followed firstly by Denmark, Luxembourg and Estonia (the latter only for companies), 

and then by Belgium, Sweden, and Slovakia. In contrast, the country standing out for 

the lowest trust levels is Greece, in all institutions and companies, followed by 

Romania, and, at some distance, by Poland.    
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Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

Total 
'Trust'     

Total 'Do 
not trust'

Don't 
know

EU27 39% 57% 4% 32% 63% 5% 22% 62% 16%

BE 51% 48% 1% 38% 60% 2% 23% 68% 9%

BG 28% 64% 8% 35% 50% 15% 20% 45% 35%

CZ 35% 63% 2% 37% 61% 2% 25% 63% 12%

DK 47% 50% 3% 44% 54% 2% 32% 61% 7%

DE 34% 64% 2% 20% 78% 2% 16% 74% 10%

EE 57% 40% 3% 65% 31% 4% 32% 46% 22%

IE 56% 39% 5% 41% 45% 14% 29% 45% 26%

EL 23% 75% 2% 14% 85% 1% 14% 77% 9%

ES 47% 50% 3% 27% 70% 3% 18% 62% 20%

FR 35% 62% 3% 28% 67% 5% 16% 70% 14%

IT 37% 59% 4% 30% 66% 4% 23% 64% 13%

CY 43% 53% 4% 50% 44% 6% 12% 54% 34%

LV 40% 56% 4% 48% 46% 6% 28% 53% 19%

LT 46% 49% 5% 50% 45% 5% 28% 42% 30%

LU 39% 57% 4% 49% 47% 4% 17% 68% 15%

HU 36% 60% 4% 48% 48% 4% 24% 55% 21%

MT 33% 55% 12% 52% 39% 9% 20% 49% 31%

NL 33% 65% 2% 30% 68% 2% 20% 75% 5%

AT 31% 66% 3% 33% 64% 3% 21% 67% 12%

PL 36% 53% 11% 42% 47% 11% 25% 48% 27%

PT 40% 51% 9% 32% 60% 8% 26% 57% 17%

RO 28% 57% 15% 36% 47% 17% 22% 43% 35%

SI 44% 55% 1% 39% 57% 4% 22% 64% 14%

SK 41% 55% 4% 47% 50% 3% 32% 58% 10%

FI 63% 36% 1% 55% 43% 2% 33% 54% 13%

SE 41% 57% 2% 28% 70% 2% 26% 67% 7%

UK 48% 47% 5% 43% 52% 5% 30% 54% 16%

Shops and department stores
Phone companies, mobile phone 
companies and Internet Services 

Providers

Internet companies (Search 
Engines, Social Networking 

Sites, E-mail Services)

QB25. Different authorities (government departments, local authorities, agencies) and private companies collect 
and store personal information. To what extent do you trust the following institutions to protect your personal 

information?

 
Base: Whole sample 

 

A socio-demographic breakdown reveals that age, education, financial situation and 

social position make a difference, while occupation and gender are of less relevance. 

A general pattern emerges with the respondents aged 15-24 showing the most trust 

in all institutions and companies, as do students. This is particularly the case for the 

European institutions with 67% of the youngest age group saying that they trust 

them to protect their data, compared with only 53% of the respondents aged 40-54 

and 48% of the oldest group, who also record a high level of “don’t know” answers, 

13%.  
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In contrast, the opposite is true of respondents who left school at the age of 15 or 

younger, except in the case of health and medical institutions and shops and 

department stores. Furthermore, respondents who have difficulties with paying their 

bills most of the time and interviewees who place themselves low on the social scale 

are least likely to trust all institutions and companies. It is especially interesting to 

note that 70% of respondents who position themselves high on the social scale trust 

the banks and financial institutions compared with only 55% of those who are at the 

bottom. 

 

Finally, the Internet-use index shows that the more active the users the more likely 

they are to trust the bodies holding their information. Trust levels stand at 36% for 

both social networking site users and sharing site users compared to 22% and 24% 

respectively of those who do not use these websites.  
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Health and 
medical 

institutions

National public 
authorities (e.g. 
tax authorities, 
social security 

authorities)

Banks and 
financial 

institutions

European 
institutions 
(European 

Commission, 
European 

Parliament, etc.)

Shops and 
department 

stores

Phone 
companies, 

mobile phone 
companies and 

Internet 
Services 
Providers

Internet 
companies 

(Search 
Engines, Social 

Networking 
Sites, E-mail 

Services)

EU27 78% 70% 62% 55% 39% 32% 22%

Sex

Male 77% 69% 62% 56% 37% 33% 23%

Female 79% 71% 63% 54% 39% 32% 21%

Age

15-24 83% 76% 70% 67% 47% 45% 38%

25-39 78% 71% 64% 59% 38% 35% 27%

40-54 74% 67% 59% 53% 34% 27% 19%

55 + 78% 69% 59% 48% 38% 29% 13%

Education (End of)

15- 77% 65% 55% 44% 40% 26% 11%

16-19 78% 70% 63% 54% 39% 33% 22%

20+ 77% 73% 66% 60% 33% 32% 24%

Still studying 84% 76% 71% 70% 47% 45% 40%

Respondent occupation scale

Self-employed 76% 69% 57% 57% 34% 28% 23%

Managers 76% 71% 64% 59% 31% 27% 24%

Other white collars 77% 74% 66% 62% 38% 34% 28%

Manual workers 79% 71% 65% 54% 41% 34% 25%

House persons 75% 66% 58% 53% 38% 28% 17%

Unemployed 77% 64% 58% 52% 37% 31% 21%

Retired 78% 68% 60% 46% 38% 29% 12%

Students 84% 76% 71% 70% 47% 45% 40%

Difficulties paying bills

Most of the time 71% 61% 52% 45% 35% 29% 16%

From time to time 75% 68% 57% 56% 37% 31% 22%

Almost never 81% 72% 67% 56% 40% 33% 23%

Self-positioning on the social staircase

Low (1-4) 76% 66% 55% 48% 34% 28% 17%

Medium (5-6) 78% 70% 63% 55% 40% 32% 22%

High (7-10) 80% 76% 70% 63% 41% 36% 28%

Use of the Internet's index

++ 83% 76% 75% 65% 45% 44% 39%

+ 82% 75% 69% 63% 40% 36% 33%

- 78% 71% 64% 56% 34% 31% 25%

-- 75% 66% 55% 48% 37% 27% 11%

QB25. Different authorities (government departments, local authorities, agencies) and private companies collect and store personal information. To what extent do you trust 
the following institutions to protect your personal information? - % Total 'Trust'

 
Base: Whole sample 
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3.1.2 Concern about the further uses of personal data than the ones it was 

originally collected for 

 

– Seven Europeans out of ten are concerned about the potential use that 

companies may make of the information disclosed – 

 

Companies holding personal information may sometimes use it for a purpose other 

than that for which it was collected (e.g. for direct marketing or targeted online 

advertising), without informing the individuals concerned. Respondents were asked 

how worried they were about this use of their information.27 A large majority of 

respondents are concerned (70%). Only 27% say they are not. The potential misuse 

of personal information may be one explanation of the general distrust Europeans 

have in commercial companies to protect their data. 

 

 
Base: Whole sample 

 

                                           
27 QB26 Companies holding information about you may sometimes use it for a different purpose than the 

one it was collected for, without informing you (e.g. for direct marketing, targeted online 
advertising). How concerned are you about this use of your information? 
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A country-by-country analysis shows that in all but one EU Member State, a 

majority of respondents are concerned. The highest percentages are found in the UK, 

Ireland (both 80%), France (79%), while the lowest percentages are recorded in 

Sweden (37%), Estonia (51%) and Slovenia (54%). In Sweden, indeed, a majority of 

respondents are unconcerned (61%).  

 

 
Base: Whole sample 

 

There are only a few socio-demographic differences: respondents aged 15-24 

(63%) and students (61%) are least likely to be concerned, while managers are most 

concerned (76%). Gender is of no influence here.  
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Base: Whole sample 

 

 

3.1.3 Perceptions on individual's consent for the processing of their 

personal data 

 

– Nearly all Europeans would like to give their specific approval before the 

collection and processing of their personal information – 

 

All respondents were asked whether their specific approval should be required before 

any kind of personal information is collected and processed.28 A large majority say 

their approval should be required in all cases (74%). Only around one in ten says yes, 

in the case of personal information collected on the Internet (12%), or yes, in the 

case of sensitive information (health religion, political beliefs or sexual preferences - 

8%). 

 

                                           
28 QB24 Should your specific approval be required before any kind of personal information is collected and 

processed? 
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Base: Whole sample 

 

 

A country-by-country analysis reveals that respondents in Greece and Cyprus 

(each 98%), the Czech Republic (97%), and Ireland, Malta, Slovakia, and Bulgaria 

(all 96%) are most likely to say that their specific approval should be obtained. Large 

majorities also hold this opinion overall in all other Member States, the lowest score 

being 83% in Portugal.   

 

The detailed results show that Sweden (60%), Austria and the Netherlands (both 

61%) and Finland and Belgium (66% each) are the countries where respondents are 

least likely to want to give specific approval before all categories of personal 

information are collected and processed. It should be remembered that Sweden, 

Finland and the Netherlands are countries where the level of trust in data collection 

and use is generally the highest. This could explain why the largest number of 

respondents in these countries would like the opportunity to give specific approval for 

data use in a given context and not all the time.  
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Base: Whole sample 

 

A socio-demographic breakdown did not reveal any differences, except that 

respondents who left school at the age of 15 or younger (88%) and retired 

interviewees (89%) are less likely to want to approve any use of their data.  

The youngest respondents – respondents who have the most trust in data collection 

in general – are less likely to want specific approval in all cases (66%) than the other 

age groups (77% of the 40-54s).  

 



Special Eurobarometer 359  DP + e-ID 

- 151 - 

 
Base: Whole sample 

 

 

3.1.3 Information to individuals about personal data loss or theft 

 

– Nearly nine Europeans out of ten wish to be informed in the event of lost or 

stolen information – 

 

Respondents were asked if they wanted to be informed by a public authority or by a 

private company whenever information they hold about the respondents is lost or 

stolen29. A large majority (87%) want to be informed, only 9% do not. 

 

                                           
29 QB31 Would you want to be informed by a public authority or by a private company whenever 

information they hold about you is lost or stolen? 
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Base: Whole sample 

 

A country by country breakdown shows that almost all respondents in Malta, 

Denmark (both 97%), Slovenia (96%), and Sweden (95%) want to be informed in 

the event of personal data loss. The lowest percentages are found in Hungary, Austria 

(78%), and Romania (79%). 
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Base: Whole sample 

 

There are very few significant socio-demographic differences on this question, with 

a huge majority of respondents wishing to be informed in the event that their 

personal information is lost or stolen.  

 

Education is one of the few variables that play a role here. 91% of respondents who 

studied until the age of 20 or beyond want to be informed, compared with 82% of 

those whose education ended before the age of 16. This may be explained by the fact 

that the most educated group are more exposed to data disclosure.  

 

Crossing the Internet-use index with these results also yields interesting results: 93% 

of ‘++’ Internet users want to be informed compared with 83% of ‘- -’ Internet users. 
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3.2 Respondents’ access to their personal data held by others 

 

3.2.1 Willingness to pay for access to personal data held by organisations 

 

- More than a quarter of Europeans are prepared to pay to access 

their personal data - 

 

More than a quarter of respondents (28%) are prepared to pay for access to personal 

information stored by public or private entities, whereas a majority of 66% say they 

are not willing to pay30.  

 

Though a majority Europeans believe that they are responsible for their own data, 

paying to obtain personal information is not an option: it should be a free service. 

 

 
Base: Whole sample 

 

 

 

 

                                           
30 QB27 According to EU data protection rules, you have the right to access your personal information 

stored by public or private entities, in order to change, block or delete it. EU rules do not specify 
whether access to personal information should be free of charge. In some EU Member States, you 
have to pay in order to be granted such access. Would you be prepared to pay to have access?  
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A country by country analysis reveals that there are significant differences between 

Member States. In Sweden, a majority of respondents are prepared to pay (50%): 

35% say “only a small amount (e.g. postage or communication costs), less than (2 

EUR)”, 12% “yes, up to (20 EUR)” and 3% “Yes, more than (20 EUR)”. This is the 

only country where a majority are prepared to pay to access this information. A fairly 

high proportion is prepared to pay for access in Slovakia (44%), Finland (42%) and 

Austria (40%). 

 

In contrast, the lowest percentages are found in France (18%), in Portugal (12%) and 

in Spain (8%).  

 

 
Base: Whole sample 
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A socio-demographic analysis reveals that age, education, occupation, financial 

situation and social position are all of relevance. Respondents aged 55+ (23%) are 

least willing to pay, and respondents aged 25-39 (34%) most willing. The longer 

respondents spent in education, the more likely they are to be willing to pay: 37% of 

respondents who were educated until the age of 20 or beyond compared to 17% of 

respondents who left school at the age of 15 or younger. Managers (43%), other 

white collar workers (36%) self-employed respondents (34%) and students (33%) 

are more likely than average to be willing to pay for access to their personal data. 

Furthermore, respondents who have difficulties with paying their bills most of the 

time (22%) and interviewees who place themselves low on the social scale (22%) are 

least likely to pay to access their data. 

 

Finally, the higher the Internet-use index, the more willingness to pay: -- (20%) 

compared to ++ (39%).  

 

Quite logically, the more they are exposed to data disclosure, the more likely 

respondents are to be willing to pay for access to their data. 
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 Base: Whole sample 
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3.2.2 Reasons for deleting personal data 

 

- 3/4 of Internet users want to be able to delete their personal data whenever they 

decide to do so - 

 

Respondents who use the Internet were asked under what circumstances, if any, they 

would like personal information stored and collected through a website to be 

completely deleted.31 

 

Three-quarters of Internet users want to delete this information whenever they decide 

to do so (75%), while far fewer say they want to do so when they stop using the 

website (24%) or when they change their Internet provider (13%). Clearly, the 

majority of European Internet users would want to claim ‘their right to be forgotten’.  

 

 
Base: Internet users (66% of whole sample) 

 

A country-by-country breakdown shows that in every single Member State a 

majority want to delete personal information whenever they decide to, with the 

highest proportions in Malta (83%) and the Czech Republic, Cyprus and Sweden (all 

82%), and the lowest in the Netherlands (64%), Bulgaria (66%) and Italy (68%).   

 

The highest percentages saying they would like to delete their data when they stop 

using the service are found in Denmark (50%), Sweden (48%) and the Netherlands 

(43%); the lowest are recorded in Romania (11%) and Hungary (12%).  

                                           
31 QB28 In what circumstances, if any, would you like personal information stored and collected through a 

website to be completely deleted?  
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Changing Internet provider is mentioned as a reason most often in Sweden (21%) 

and least often in Latvia (6%), and Lithuania and Poland (each 7%). 

 

Whenever you decide 
to delete it

When you stop 
using the service\ 

website

When you change 
your Internet 

provider
Never

Don't 
know

EU27 75% 24% 13% 4% 3%

BE 75% 29% 12% 5% 1%

BG 66% 26% 12% 2% 12%

CZ 82% 14% 10% 3% 1%

DK 70% 50% 15% 2% 2%

DE 81% 24% 16% 3% 2%

EE 76% 32% 16% 3% 6%

IE 74% 20% 17% 2% 5%

EL 73% 25% 11% 2% 1%

ES 81% 25% 12% 3% 4%

FR 79% 32% 17% 2% 2%

IT 68% 18% 15% 6% 4%

CY 82% 30% 16% 2% 1%

LV 74% 19% 6% 2% 3%

LT 73% 15% 7% 7% 5%

LU 79% 33% 12% 2% 3%

HU 77% 12% 9% 3% 2%

MT 83% 20% 8% 0% 3%

NL 64% 43% 14% 5% 3%

AT 70% 20% 15% 5% 3%

PL 72% 14% 7% 7% 6%

PT 72% 14% 11% 6% 4%

RO 75% 11% 9% 2% 10%

SI 75% 27% 13% 4% 2%

SK 74% 23% 15% 2% 2%

FI 71% 31% 12% 2% 3%

SE 82% 48% 21% 1% 2%

UK 72% 21% 10% 4% 4%

QB28 In what circumstances, if any, would you like personal information stored and collected through a 
website to be completely deleted?

Highest percentage per country
Highest percentage per item

Lowest percentage per country
Lowest percentage per item

 
Base: Internet users (66% of whole sample) 

 

There are no socio-demographic differences, except that respondents who left 

school at the age of 15 or earlier are less likely to mention whenever you decide to 

delete it or when you stop using the service/ website. 
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3.2.3 Importance of the portability of personal data across providers and 

platforms 

 

- More than seven in ten Internet users believe that it is important to be able to 

transfer personal data - 

 

Respondents who use the Internet were asked how important it was for them to be 

able to transfer personal information that was stored and collected through a website 

when they decide to change providers or stop using a service.32  A majority of 

European Internet users think this is important (71%), while a quarter say it is not 

(24%). 

 

 
Base: Internet users (66% of whole sample) 

 

A country-by-country analysis shows that in every EU Member State, a majority of 

respondents say that it is important to be able to transfer personal information when 

changing Internet providers or ceasing to using a service. The highest proportions are 

found in Greece (91%), Cyprus (90%) and Portugal (89%) and the lowest in 

Germany (53%), Sweden, and Denmark (each 56%).  
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Base: Internet users (66% of whole sample) 

 

No socio-demographic differences were found, except that respondents aged 55+ 

(66%) and retired respondents (63%) are less likely to stress the importance of the 

portability of personal data.  

However, the level of Internet use does have some little impact on the answers given 

to this question. Social networking or sharing site users (both 75%) are more likely to 

think that the portability of personal data is important than those who are not 

involved in these activities (both 67%).  

                                                                                                                               

 

 

 
32 QB29 When you decide to change providers or stop using a service, how important or not is it for you to 

be able to transfer personal information that was stored and collected through the website?  
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Base: Internet users (66% of whole sample) 

 

 
Bases: Social networking site users (40% of whole sample) 
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3.2.4 Incidence of changing privacy settings on social networking sites 

 

- More than half of social networking site users protect themselves on these 

websites - 

 

Respondents who use social networking or sharing sites were asked if they had ever 

tried to change the privacy settings on their personal profile from the default settings 

on a social networking site and/or sharing site.33 More than half of them had 

previously tried to change the privacy settings (51%), while almost half had not 

(46%). 

 
Base: Users of social networking or sharing sites (40% of whole sample) 

 

A country-by-country breakdown shows that users of social networking or sharing 

sites who reside in the UK (68%) were most likely to change the privacy settings on 

their personal profile, followed by those in the Nordic countries Finland (62%), 

Sweden (61%) and Denmark (59%), and also Estonia (60%). 

Conversely, this was least common in Bulgaria (33%) and the Czech Republic (35%). 

 

                                           
33 QB10a Have you ever tried to change the privacy settings of your personal profile from the default 

settings on a social networking site and/ or sharing site? 
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Base: Users of social networking or sharing sites (40% of whole sample) 

 

A socio-demographic analysis shows that large differences exist between age 

groups and between different levels of education; occupation and finances are also 

influential, while gender is of less relevance here. The younger respondents are, and 

the longer they spent in education, the more likely they are to change their privacy 

settings, as are managers (57%) and students (64%) compared to 24% of retired 

respondents. 
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Base: Users of social networking or sharing sites (40% of whole sample) 
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3.2.5 Ease of changing privacy settings on social network sites 

 

– A vast majority of social networking or sharing site users who tried to change 

their profiles found it easy – 

 

The large majority of respondents who use social networking or sharing sites and who 

had tried to change the privacy settings on their personal profiles found it easy 

(82%), compared with almost one-fifth who found it difficult.34 

 

 
Base: Users of social networking or sharing sites who tried to change privacy settings (20% of whole 

sample) 

 

A country by country analysis reveals that in every Member State, a majority of 

those who use social networking or sharing sites find it easy to change the privacy 

settings on their personal profiles, led by those in Cyprus (93%) and Lithuania and 

Bulgaria (92%); the lowest score was recorded in Austria (63%).  

 

 

 

                                           
34 QB11a How easy or difficult did you find it to change the privacy settings of your personal profile?  
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Base: Users of social networking or sharing sites who tried to change privacy settings (20% of the whole 

sample) 

 

A socio-demographic breakdown reveals some differences: students (87%) are 

most likely to find it easy to change their privacy settings, while respondents aged 

55+ (75%), respondents who have difficulties with paying their bills most of the time 

(76%) retired interviewees (73%), and managers (77%) are less likely to find it easy.  

 

It is interesting to note that the perceived level of control over data disclosed has an 

impact on the answers given to this question. Indeed, 91% of the social networking 

and sharing site users who say that that they have complete control over the data 

they disclose say that they find it easy to change their profile settings, compared with 

82% of those who feel that they have partial control and only 67% of those who say 

they have no control at all. 
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Base: Users of social networking or sharing sites who tried to change privacy settings (20% of the whole 

sample) 

 

 

3.2.6  Reasons for not changing privacy settings on social network sites 

 

– Trust is the first reason mentioned for not changing privacy setting on social 

networking sites – 

 

Those respondents who use social networking or sharing sites and had not tried to 

change the privacy settings on their personal profile gave various reasons for not 

doing so.35 

 

The reason mentioned most frequently is that they trust the site to use appropriate 

privacy settings (28%). Furthermore, around one in five did not know that they could 

change the settings (23%), are not worried by having personal data on social 

networking or sharing sites (20%), or do not know how to change these settings 

(19%). Fewer say they have no time to look at the available options (12%).  

 

                                           
35 QB12a Why did you not try to change these privacy settings?  
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Base: Users of social networking or sharing sites who did not try to change privacy settings (19% of whole 

sample) 

 

Users of social networking or sharing sites who did not try to change the privacy 

settings on their personal profiles in Hungary (40%) are most likely to trust the site 

to set appropriate privacy settings. This was the main reason given by respondents in 

sixteen EU Member States.    

 

In six Member States, the main reason for not trying to change the privacy settings 

on personal profiles is that respondents did not know that they could change the 

settings. This is mentioned most frequently in the Czech Republic (38%) and Slovakia 

(35%). Note that in two countries, Italy and Latvia, this reason is mentioned as often 

as the first reason discussed above.   

 

In another six Member States, the most important reason is that respondents are not 

worried by having personal data on social networking and/or sharing sites, in 

particular in Denmark (35%) and Sweden (34%).  

 

Respondents in Estonia (36%) are most likely to say they do not know how to change 

these settings, and in Cyprus (28%) that they had no time to look at the available 

options.   
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You trust the site 
to set 

appropriate 
privacy settings 

You did not know 
that you could 

change the 
settings

You are not 
worried by 

having personal 
data on social 

networking and\ 
or sharing sites

You do not know 
how to proceed to 

change these 
settings

You did not find 
the time to look 
at the available 

options

Other 
(SP.)

Don't 
know

EU27 28% 23% 20% 19% 12% 10% 8%

BE 32% 25% 20% 25% 14% 9% 1%

BG 30% 20% 22% 25% 15% 1% 4%

CZ 24% 38% 14% 25% 21% 4% 2%

DK 30% 27% 35% 24% 13% 8% 6%

DE 29% 31% 21% 26% 11% 10% 9%

EE 24% 32% 28% 36% 7% 7% 4%

IE 27% 22% 18% 24% 19% 3% 6%

EL 13% 17% 30% 19% 21% 8% 5%

ES 36% 16% 17% 10% 16% 10% 7%

FR 17% 23% 16% 21% 12% 14% 12%

IT 26% 26% 22% 18% 12% 7% 4%

CY 12% 20% 27% 20% 28% 6% 7%

LV 26% 26% 17% 14% 14% 0% 10%

LT 18% 21% 27% 9% 17% 16% 6%

LU 19% 11% 27% 23% 14% 16% 9%

HU 40% 17% 16% 18% 15% 6% 8%

MT 31% 11% 26% 19% 13% 2% 8%

NL 35% 14% 29% 14% 7% 19% 4%

AT 37% 27% 21% 31% 12% 4% 3%

PL 37% 25% 11% 15% 11% 3% 11%

PT 33% 16% 20% 13% 14% 7% 10%

RO 10% 21% 30% 27% 20% 5% 10%

SI 28% 11% 23% 13% 19% 19% 4%

SK 34% 35% 19% 25% 18% 1% 3%

FI 29% 9% 25% 16% 15% 21% 5%

SE 34% 25% 34% 19% 15% 15% 4%

UK 27% 12% 15% 15% 5% 19% 15%

QB12a Why did you not try to change these privacy settings?

Highest percentage per country
Highest percentage per item

Lowest percentage per country
Lowest percentage per item

 
Base: Users of social networking or sharing sites who did not try to change privacy settings (19% of whole 

sample) 

 

A socio-demographic analysis shows the influence of age, occupation, and finances; 

gender is also a factor, as more women (26%) than men (19%) did not know that 

they could change the settings.  
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Respondents aged 15-24 are most likely to trust the site to use appropriate privacy 

settings (33%) and not to be worried by having personal data on social networking 

and/or sharing sites (27%); respondents aged 55+ were least likely to cite this 

answer (19% and 14% respectively).  

 

Turning to occupation, self-employed interviewees are most likely to have no time to 

look at the available options (19%), while manual workers are most likely to trust the 

site to set appropriate privacy settings (33%). Students are not worried by having 

personal data on social networking and/or sharing sites (25%), and house persons 

(26%) and retired respondents (25%) are more likely to not know how to change 

these settings.  

 

Respondents who have difficulties with paying their bills most of the time also said 

that they did not know how to change their settings (24%), followed by having no 

time to look at the available options (18%). 

 

 
 Base: Users of social networking or sharing sites who did not try to change privacy settings (19% of whole 

sample 
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3.3 Summary 
 

The aim of this chapter was to present Europeans’ opinions about various ways of 

protecting personal data, including their own identity management, their expectations 

of organisations holding personal data, and how they handle their own data.   

 

Europeans trust authorities and institutions to protect their personal data 

more than commercial companies. Of every ten Europeans interviewed, just under 

eight trust health and medical institutions, seven trust national public authorities such 

as tax and social security authorities, more than six trust banks and financial 

institutions, and more than five trust European institutions such as the European 

Commission and the European Parliament.  

 

However, fewer than four in ten Europeans trust shops and department stores, and 

less than one-third trust phone companies, mobile phone companies and Internet 

service providers. More than two in ten trust Internet companies such as search 

engines, social networking sites and e-mail services. 

 

Indeed, seven in ten Europeans are concerned that companies may use personal 

information for a purpose other than that for which it was collected without informing 

them (e.g. for direct marketing or targeted online advertising).  

 

Nearly three-quarters of Europeans say their approval should be required in all 

cases before any kind of personal information is collected and processed..  

 

Nearly nine in ten Europeans want to be informed by a public authority or by a 

private company if information held about them is lost or stolen. Less than one in 

three of Europeans are prepared to pay for access to their personal information 

stored by public or private entities.  

 

Three-quarters of European Internet users say that they would like personal data 

stored and collected through a website to be deleted whenever they decide to do so, 

while less than a quarter say they want to delete their personal data when they stop 

using a website or service. Even fewer respondents say they would like to delete their 

date when they change their Internet provider.  

 

More than seven out of ten European Internet users think it is important to be able to 

transfer personal information that was stored and collected through a website 

when they decide to change providers or stop using a service.  
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Just over half of the Europeans who use social networking or sharing sites tried to 

change the privacy settings from the default settings on their personal profile on a 

social networking site and/ or sharing site. More than eight out of ten of those who 

had tried found it easy to change the privacy settings of their personal profile.  

 

The reasons for not changing privacy settings are various. Almost one in three 

trust the site to set appropriate privacy settings; around one in five did not know that 

they could change the settings, are not worried by having personal data on social 

networking or sharing sites, or do not know how to go about changing these settings. 

One in eight say they had not found the time to look at the available options. 

 

Finally, young respondents and active Internet users are less likely to be concerned 

about their personal data handling than other socio-demographic categories.  

         

* * * 
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4 REGULATION AND REMEDIES 
 

This chapter examines Europeans’ views on the regulatory protection of personal 

data. Firstly, their knowledge of the national Data Protection Authority in their country 

will be presented. Next, the general rules will be discussed, including the 

responsibility for the safe processing of personal data, the importance of equal data 

protection rights across the EU, at which level of administration rules should be 

enforced, the perceived effectiveness of Data Protection Officers in companies, and 

desired measures that should be imposed on companies that use people's data 

without their knowledge. The chapter will then discuss a few specific remedies: the 

special protection of genetic information, protecting and warning children, and police 

access to personal data.  

 

4.1 Knowledge of the national Data Protection Authority 
 

- The majority of Europeans have not heard  

of their national Data Protection Authority - 

 

The majority of the Europeans surveyed (63%) have not heard of any public authority 

responsible for protecting their rights regarding their personal data36. However, one-

third are aware of such an organisation (33%).  

 

 
Base: Whole sample 

                                           
36 QB38 Have you heard about a public authority in (OUR COUNTRY) responsible for protecting your rights 

regarding your personal data? 
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The countries with the largest proportions of interviewees who are aware of a public 

authority responsible for protecting their rights regarding their personal data are 

Hungary (51%), which is the only country where a majority have heard of this public 

authority, Slovenia (48%), and Greece (46%). Conversely, the smallest proportions 

were recorded in Spain (16%), Bulgaria (17%), and Austria (19%), Romania and 

Belgium (both 20%). 

 

 
Base: Whole sample 
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A socio-demographic breakdown reveals that interviewees who are aware of a 

national public authority responsible for protecting their rights regarding their 

personal data are more likely to be those who studied until the age of 20 or beyond 

(46%), self-employed respondents (40%), managers (54%), other white collar 

workers (39%), those who use the Internet every day (41%), and respondents who 

place themselves high on the social scale (42%).  

 

 
Base: Whole sample 
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4.2 General regulation 
 

4.2.1 Responsibility for safe handling of personal data 

 

4.2.1.1 On social networking and/or sharing sites 

 

- A majority of Internet users think that they should  

be responsible for the safe handling of personal data  

on social networking and/or sharing sites - 

 

Respondents who use social networking or sharing sites were asked who they think 

should make sure that their information is collected, stored and exchanged safely on 

these sites.37 

 

First, the interviewees were asked to name the first actor that should be responsible 

for the safe handling of personal data (Firstly?), with one answer only; then, they 

were asked for their second answer (Secondly?), also with one answer only. The 

answers to both parts of the question were combined to give an overall ranking. In 

this report, we focus on the results for the first responsible entity or person cited (first 

answer), but also on the combined result (total answers).  

Initially, half of the respondents point to themselves (49%), while one-third point to 

the social networking or sharing sites (33%). Even fewer identify the public 

authorities (16%).  

 

When the interviewees are given the opportunity to name a second responsible entity 

or person, the total results mention social networking or sharing sites (73%) and the 

respondents themselves (74%) almost equally; public authorities are cited much less 

(45%). 

 

                                           
37 QB9a  Who do you think should make sure that your information is collected, stored and exchanged 

safely on social networking sites and/ or sharing sites? Firstly? And secondly? 



Special Eurobarometer 359  DP + e-ID 

- 178 - 

 
Base: Social Networking Sites users (40% of the whole sample) 

 

A country-by-country analysis of the first answers shows that in 23 of the 27 EU 

Member States, respondents primarily hold themselves responsible for the safe 

handling of personal data, most strikingly in Cyprus (68%), Ireland and Romania 

(both 65%), and Malta (64%); the lowest scores were recorded in Spain (37%) and 

Italy (38%).  

 

In the remaining four Member States, more or at least similar percentages of 

respondents point to social networking or sharing sites as hold themselves 

responsible: Denmark (49% and 41%), Finland (46% and 45%), the Czech Republic 

(44% and 42%), and Sweden (44% for both site types). Holding social networking or 

sharing sites responsible is reported least often in Romania, Malta, and Cyprus (all 

15%). 

 

Public authorities are not the primary entity held responsible in any of the Member 

States, though they were mentioned most often in Spain (33%), Greece (30%) and 

Italy (28%), three Mediterranean countries. Public authorities are least often held 

responsible for safe data handling in Ireland (7%) and the UK (8%); the Nordic 

countries Finland, Denmark (each 9%) and Sweden (10%); and the Eastern European 

countries Romania, Bulgaria, and Slovakia (all 10%).  
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You – as you need to 
take care of your 

information 

The social networking 
sites and\ or sharing sites 
you are dealing with – as 
they need to ensure they 
process your information 

fairly

Public authorities – as 
they need to ensure that 

citizens are protected
Other (SP.) Don't know

EU27 49% 33% 16% 0% 2%

BE 52% 30% 16% 1% 1%

BG 54% 27% 10% 0% 9%

CZ 42% 44% 13% 0% 1%

DK 41% 49% 9% 0% 1%

DE 48% 34% 16% 0% 2%

EE 50% 36% 13% 0% 1%

IE 65% 24% 7% 0% 4%

EL 42% 27% 30% 1% 0%

ES 37% 29% 33% 0% 1%

FR 54% 29% 16% 0% 1%

IT 38% 31% 28% 1% 2%

CY 68% 15% 15% 0% 2%

LV 41% 39% 18% 0% 2%

LT 47% 37% 14% 0% 2%

LU 58% 22% 15% 0% 5%

HU 51% 36% 12% 0% 1%

MT 64% 15% 21% 0% 0%

NL 52% 32% 15% 0% 1%

AT 45% 40% 14% 0% 1%

PL 45% 37% 16% 0% 2%

PT 57% 26% 15% 0% 2%

RO 65% 15% 10% 0% 10%

SI 61% 26% 11% 1% 1%

SK 50% 39% 10% 0% 1%

FI 45% 46% 9% 0% 0%

SE 44% 44% 10% 1% 1%

UK 55% 34% 8% 0% 3%

  Lowest percentage per country
    Lowest percentage per item

QB9a1 Who do you think should make sure that your information is collected, stored and exchanged safely on social 
networking sites and\ or sharing sites? Firstly?

Highest percentage per country
Highest percentage per item

 
Base: Social Networking Sites users (40% of whole sample) 

 

A socio-demographic analysis reveals few differences between the different 

categories of respondents: retired people (53%) most often hold themselves 

responsible for the safe handling of data on social networking or sharing sites and 

students least often (45%). Conversely, students (37%) are most inclined to hold the 

social networking or sharing sites responsible, compared with retired respondents 

(22%) and respondents aged 55+ (25%). The highest percentages holding the public 

authorities responsible are found amongst the oldest group aged 55+ (21%), self-

employed respondents, and retired respondents (both 20%). Respondents in all 

categories think that they themselves should have the first responsibility for the safe 

handling of data. 
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4.2.1.2 On shopping sites 

 

- Online shoppers hold the shopping sites at least as responsible as 

themselves - 

 

When respondents who use shopping sites are asked who they think should make 

sure that their information is collected, stored and exchanged safely when they buy 

goods or services on the Internet38, their first reaction is that they hold themselves 

responsible almost equally often as the online shopping sites (41% and 39% 

respectively); public authorities are mentioned much less (19%).      

 

Naming a second responsible entity or person, the total result is that the online 

shopping sites (76%) are held responsible even more often than the interviewees 

themselves (67%). Public authorities are mentioned least (51%). This result is 

different from that obtained for social network sites, where the respondents hold 

themselves and the sites equally responsible, and the public authorities much less so. 

Hence, online shoppers are much more likely than social networkers to mandate 

responsibility to public authorities.    

      

 
Base: Online Shopping Sites users (40% of the whole sample) 

 

                                           
38 QB8b1 Who do you think should make sure that your information is collected, stored and exchanged 

safely when you buy goods or services via the Internet? Firstly? 
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A country-by-country analysis of the first answers generally reveals a similar 

pattern as for social networking. The countries with highest percentages holding users 

themselves responsible for the safe handling of data are Ireland (61%), Portugal 

(59%), Malta (58%), Cyprus (57%) and Romania (55%) whereas the lowest 

percentages are found in Spain (29%), the Czech Republic and Italy (each 32%),and 

the Nordic countries Sweden (23%), Denmark (25%), and Finland (32%). 

In turn, the Nordic countries Sweden (64%), Denmark (62%), and Finland (58%) 

stand out for most often citing the shopping sites, compared to Romania (23%), 

Malta (25%) and Cyprus (26%). Public authorities are mentioned most often in Italy 

(37%), Spain (34%), Greece (31%) compared to Slovenia (4%), Bulgaria (5%), 

Ireland (7%), the UK, Finland, and Estonia (all 9%).   

 

A socio-demographic breakdown shows that gender, age, education, occupation, 

and financial situation are of influence. Women are more likely than men to hold the 

shopping sites responsible (42% versus 36%), but they are less likely to mention 

public authorities (16% versus 21%). The youngest respondents, those aged 15-24, 

hold the shopping sites responsible more often than respondents aged 55+ (43% 

versus 34%), but are less likely to mention the public authorities (15% versus 21%). 

Respondents who left school at the age of 15 or younger (35%) are less likely to hold 

the shopping sites responsible than interviewees who spent longer in education. 

Turning to occupation, manual workers (47%) and retired respondents (46%) more 

often hold themselves responsible than white collar workers (35%), unemployed 

respondents (36%) and students (37%). The latter two groups in turn are more likely 

to mention shopping sites (47% and 45% respectively) than retired respondents 

(31%). House persons (19%) are the least likely of all occupational groups to point to 

public authorities. Finally respondents who have difficulties with paying their bills 

most of the time tend to point more to the shopping sites (44%) and less to public 

authorities (15%) than those without such difficulties 

 

 

4.2.2 Importance of harmonised protection rights across EU 

 

- An immense majority of Europeans are in favour of having the same rights 

and protection over their personal information in all EU countries - 

 

Nine out of ten of the Europeans surveyed (90%) think it is important for them to 

have the same rights and protection over their personal information, regardless of the 

EU country in which it is collected and processed; while only a small minority (7%) 

think it is not important.39  

                                           
39 QB32  How important or not is it for you to have the same rights and protections over your personal 

information regardless of the EU country in which it is collected and processed? 
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Base: Whole sample 

 

A country-by-country analysis shows that this is felt by a large majority in every 

single Member State, most strikingly in Greece, Cyprus, Finland, the UK (all 95%) and 

Ireland (94%), and slightly less often in Romania (79%) and Latvia (82%).  

Romania (13%) and Latvia (14%) also have the highest percentages of respondents 

who do not think it important. However, all Europeans seem strongly in favour 

of a harmonisation of the data protection laws within the EU. 
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Base: Whole sample 

 

A socio-demographic breakdown shows that all categories are strongly in favour of 

equal rights in all EU Member States. However, some differences can be found as this 

belief is even more pronounced among respondents who were educated until the age 

of 20 or beyond (94%), managers (96%) and other white collar workers (94%) and 

active internet users with IA index + and ++ (both 95%). It is least widespread 

among the oldest respondents (84%), those who left school at the age of 15 or 

younger (83%), retired respondents (83%), respondents who have difficulties with 

paying their bills most of the time (86%), those who place themselves low on the 

social scale (86%), and people with IA index - - (84%). 
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4.2.3 Desired administrative level for the enforcement of rules 

 

- A relative majority of Europeans believe that rules should be enforced at 

European level - 

 

Asked about the administrative level at which personal data protection rules should be 

enforced, more than four in ten Europeans surveyed opt for the European level 

(44%), while a somewhat smaller number prefer the national level (40%); only one in 

ten mention the regional or local level (10%).40 

 

 
Base: Whole sample 

 

A country-by-country analysis shows that most respondents choose the European 

level in Latvia (58%), Luxembourg (57%), Germany (56%), and France (56%). It is 

the first response in 15 Member States. In contrast, it is mentioned least in the 

western European countries the UK (17%) and Ireland (26%); in Slovenia (27%); 

and in the Nordic countries Sweden (20%), Denmark (27%) and Finland (33%).  

 

Instead, the Nordic countries have among the highest percentages of respondents 

preferring the national level for the enforcement of personal data protection rules: 

Sweden (66%), Denmark (60%) and Finland (53%), together with Slovenia (59%), 

the UK (61%) and Ireland (52%).  

 

The UK and Ireland are also the Member States with the highest percentages of 

interviewees who want a regional or local level of enforcement: Ireland (15%) and 

the UK (16%), closely followed by Austria (17%). This level was mentioned least in 

the Netherlands (5%).  

                                           
40 QB37  In your opinion, the enforcement of the rules on personal data protection should be dealt with 

at…? 
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LV 58% SE 66% AT 17%

LU 57% UK 61% UK 16%

DE 56% DK 60% IE 15%

FR 56% SI 59% IT 14%

BE 55% FI 53% BE 13%

… … … … … … … …

DK 27% BE 31% HU 7%

SI 27% LV 31% BG 6%

IE 26% RO 31% EL 6%

SE 20% FR 30% LU 6%

UK 17% ES 29% NL 5%

Countries with highest preference per administrative level

Countries with lowest preference per administrative level

QB37 In your opinion, the enforcement of the rules on personal data protection should be dealt with 
at…?

European level National level Regional or local level

 
Base: Whole sample 

 

A socio-demographic analysis reveals several differences regarding age, education, 

household composition, occupation, and Internet use. Gender is of minor importance, 

with slightly more men (47%) than women (43%) preferring the enforcement of 

personal data protection rules at the European level. In general, the older, the more 

highly educated and the more active on the Internet respondents are, the more likely 

they are to opt for the European level. These categories are often also more in favour 

of the European Union, for all other topics addressed.  
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Base: Whole sample 

 

 

4.2.4 Perceived effectiveness of Data Protection Officers in companies 

 

- A majority of Europeans believe that a Data Protection Officer in companies 

would make things better - 

 

Almost two-third (64%) of respondents think that their data would be better 

protected in large companies if these companies were obliged to have a specific 

contact person in charge of ensuring that people’s personal data is handled 

properly41. However, over a quarter (27%) disagrees. The remaining 9% ‘don’t know’.  
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Base: Whole sample 

 

A country-by-country analysis shows that in every single Member State at least half 

of the interviewees believe a specific contact person would ensure better data 

protection. The countries with the largest proportions of respondents who agree with 

this proposal are Finland (79%), Hungary (76%), the UK (76%), and Estonia and 

Ireland (both 73%). These countries, as we saw in the preceding section, are also 

most in favour of regulation at a national level - though less emphatically in the case 

of Hungary. They are also countries with relatively smaller proportions of respondents 

who disagree. Rather large minorities of the latter, however, are found in Germany 

(44%), the Netherlands (39%), Denmark (36%), the Czech Republic (34%), and 

Belgium and France (32%).   

 

 

 

 

 

 

 

                                                                                                                               

 

 

 
41 QB36  Do you think that your data would be better protected in large companies if they were obliged to 
have a specific contact person in charge of ensuring that your personal data is handled properly? 
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Base: Whole sample 

 

A socio-demographic breakdown reveals that age, education, occupation and 

internet activity are all of relevance. In general, the younger and the more highly 

educated respondents are, the more likely they are to agree that special contact 

persons in companies will lead to better data protection. Furthermore, students and 

unemployed people are more likely to have this opinion, in particular when compared 

to retired interviewees.  

However, it should be noted that the groups least inclined to think a Data Protection 

Officer would be effective in large companies, namely the oldest, the less educated, 

and retired people, are also the groups who most often say they don’t know.  
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Base: Whole sample 
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4.2.5 Sanctions for breaches of data protection rights  

 

- Imposing a fine on companies that use people’s data without their 

knowledge should be the first priority of the public authorities - 

 

Some companies use people’s personal data without their knowledge, creating 

inconvenience ranging from spam to financial loss. Respondents were asked what 

they thought the public authorities’ main priorities for tackling these practices should 

be; they were asked to choose four from the 12 priorities presented42. 

 

 
Base: Whole sample 

 

Over half of the Europeans surveyed say a fine should be imposed on these 

companies (51%). Four out of ten think such companies should be banned from using 

such data in the future (40%), or compelled to compensate the victims (39%).  

 

Around three out of ten respondents are of the opinion that public authorities should 

find a better technical solution that preserves users' privacy and safety (30%), 

                                           
42 QB39  Some companies use people’s personal data without them being aware, creating inconvenience 

ranging from spam to financial loss. What should be the public authorities’ main priorities to fight 
these practises?  
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provide legal support for those willing to take the case in court (29%), or give people 

more direct control over their own personal data (28%).  

 

Around one in five interviewees say public authorities ought to raise awareness of the 

implications of unsafe disclosure (22%), make greater use of warnings and signs to 

signal possible unsafe disclosure (19%), or allocate more resources to monitoring and 

enforcing existing regulations (18%).  

 

One in ten believe public authorities should provide formal education and guidelines 

on safe disclosure (11%), provide an out of court procedure to sort out the problem 

(10%), or put people in a similar situation in touch to start joint legal action (10%).  

 

A country-by-country analysis reveals that imposing a fine on these companies is 

the most important priority in 22 of the 27 Member States. It is mentioned most often 

in Slovenia (76%), Cyprus (73%), Ireland and Romania (63%), but least often in 

Finland (35%) and Austria (38%).  

 

Absolute majorities in Cyprus (66%) and Bulgaria (58%) think that companies should 

be banned from using such data in the future, whereas fewer than one-third agree in 

Poland (30%) and Malta (25%). This priority is the first cited by respondents in 

Luxembourg (48%) and Finland (39%), equally with give people more direct control 

on their own personal data). 

 

Compelling companies to compensate the victims receives the most mentions in 

Bulgaria (55%), Sweden (49%) and Portugal (48%), and the least in Finland (28%) 

and the United Kingdom (31%).  
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Impose a fine to 
these companies

Ban them from 
using such data in 

the future

Compel them to 
compensate the 

victims

Find better 
technical solution 

that preserve 
users' privacy and 

safety

Provide legal 
support for those 
willing to take the 

case in court

Give people more 
direct control on 

their own 
personal data

Raise awareness 
of the implications 

of unsafe 
disclosure

Make greater use 
of warnings and 
signs to signal 

possible unsafe 
disclosure

Allocate more 
resources to 

monitoring and 
enforcing existing 

regulations

Provide formal 
education and 

guidelines on safe 
disclosure

Provide an out of 
court procedure 
to sort out the 

problem

Put people in 
similar situation in 
touch to start joint 

legal action 

Other (SP.) Don't know

EU27 51% 40% 39% 30% 29% 28% 22% 19% 18% 11% 10% 10% 1% 6%

BE 45% 39% 34% 32% 33% 33% 28% 27% 14% 12% 10% 13% 1% 1%

BG 61% 58% 55% 24% 34% 18% 11% 9% 14% 8% 13% 10% 0% 5%

CZ 45% 41% 39% 40% 28% 38% 28% 20% 11% 11% 8% 14% 0% 1%

DK 49% 47% 46% 42% 38% 33% 34% 20% 26% 6% 5% 5% 0% 2%

DE 49% 42% 40% 46% 33% 31% 14% 25% 32% 5% 7% 11% 0% 4%

EE 49% 35% 44% 28% 35% 17% 19% 27% 16% 7% 10% 8% 0% 7%

IE 63% 45% 40% 24% 32% 29% 26% 19% 20% 16% 16% 15% 0% 4%

EL 59% 45% 47% 26% 33% 20% 17% 17% 17% 16% 13% 13% 0% 2%

ES 60% 36% 41% 19% 23% 24% 17% 12% 12% 15% 8% 9% 1% 3%

FR 51% 45% 44% 28% 32% 32% 37% 24% 12% 6% 6% 9% 0% 6%

IT 41% 35% 39% 25% 31% 24% 17% 14% 13% 16% 18% 13% 2% 7%

CY 73% 66% 46% 24% 36% 24% 15% 11% 10% 7% 13% 5% 0% 4%

LV 52% 42% 44% 28% 22% 22% 15% 15% 7% 9% 6% 9% 0% 5%

LT 44% 38% 47% 26% 24% 24% 19% 21% 8% 7% 15% 5% 1% 7%

LU 47% 48% 37% 25% 31% 27% 24% 22% 10% 8% 11% 7% 0% 7%

HU 52% 44% 33% 27% 26% 30% 20% 15% 18% 11% 12% 14% 0% 4%

MT 60% 25% 46% 15% 36% 23% 16% 13% 18% 14% 14% 8% 0% 7%

NL 52% 34% 30% 42% 32% 35% 30% 32% 33% 8% 4% 10% 1% 3%

AT 38% 42% 45% 41% 33% 36% 18% 27% 37% 11% 14% 16% 1% 2%

PL 54% 30% 29% 22% 27% 18% 20% 15% 13% 16% 8% 8% 0% 10%

PT 46% 45% 48% 16% 29% 16% 16% 12% 11% 12% 15% 12% 0% 6%

RO 63% 44% 45% 20% 28% 16% 7% 7% 8% 7% 14% 10% 0% 7%

SI 76% 45% 42% 27% 26% 21% 20% 14% 16% 8% 13% 9% 2% 1%

SK 51% 37% 35% 36% 24% 30% 32% 23% 16% 13% 10% 14% 0% 2%

FI 35% 39% 28% 35% 21% 39% 31% 29% 26% 17% 5% 11% 1% 2%

SE 49% 38% 49% 47% 34% 30% 34% 25% 23% 8% 5% 4% 1% 2%

UK 50% 41% 31% 25% 23% 33% 27% 18% 16% 14% 9% 5% 1% 10%

QB39 Some companies use people’s personal data without them being aware, creating inconvenience ranging from spam to financial loss. What should be the public authorities’ main priorities to fight these practises?

Highest percentage per country
Highest percentage per item

Lowest percentage per country
Lowest percentage per item

 
Base: Whole sample 
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A socio-demographic analysis reveals almost no differences with respect to the top 

three priorities. Nevertheless, a similar general pattern was found for age, education, 

and occupation (but not gender) in five of the nine remaining priorities. These are to 

find a better technical solution that preserves users' privacy and safety; to give 

people more direct control over their own personal data; to raise awareness of the 

implications of unsafe disclosure; to make greater use of warnings and signs to signal 

possible unsafe disclosure; and to allocate more resources to monitoring and 

enforcing existing regulations. 

 

This general pattern is as follows. The respondents who left school at the age of 15 or 

younger, house persons, retired people, interviewees who have difficulties with paying 

their bills most of the time, respondents who place themselves low on the social 

scale, and interviewees with IA index - - , are less likely to mention all five priorities. 

In contrast, managers or other white collar workers tend to mention these priorities 

more often, as do active Internet users. These priorities are perhaps perceived as 

quite technical or abstract and therefore are less selected by less privileged groups. 
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4.3 Rules on specific categories of personal data 
  

4.3.1 Special protection of genetic information 

 

- The vast majority of Europeans want genetic data to have the same special 

protection as data on health, sex life, ethnicity,  

religion and political opinions - 

 

EU data protection rules nowadays provide for special protection for the processing of 

sensitive personal data, such as data related to health, sex life, ethnic origin, religious 

beliefs, political opinions, etc. The vast majority (88%) of Europeans surveyed think 

that genetic information such as DNA data should also have the same special 

protection, while only 7% say it should not.43 

 

 
Base: Whole sample 

 

 

                                           
43 QB33  EU data protection rules nowadays provide for special protection for the processing of sensitive 

personal data, such as data related to health, sex life, ethnic origin, religious beliefs, political 
opinions, etc. Do you think that genetic information such as DNA data should also have the same 
special protection? 
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A country-by-country analysis shows that vast majorities in every single Member 

States agree that DNA data should have special protection. These majorities are 

largest in Slovakia (96%), Greece (95%), and Cyprus and Slovenia (94%) and 

smallest in Romania (80%) and Lithuania (78%). Lithuania also has one of the 

highest proportions of people who disagree (10%), along with Finland, Italy, 

Lithuania, Luxembourg and Sweden (all 10%), and to an even greater extent Belgium 

and Denmark (both 13%). 

 

 
Base: Whole sample 
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A socio-demographic breakdown shows a few differences regarding age, education, 

occupation, and Internet use. Respondents aged 55+ (84%) are least likely of all age 

groups to say that genetic data should have special protection. Respondents who 

were educated until the age of 20 or beyond (93%) are more likely to want special 

protection for genetic data than those who left school at the age of 15 or younger 

(82%); as do managers (94%) more than retired respondents (83%), and active 

Internet users ++ (93%) more than less active users - - (84%). 

Despite these small differences, the main finding is that large majorities agree that 

genetic information such as DNA data should have the same special protection as 

other sensitive personal data, such as data related to health, sex life, ethnic origin, 

religious beliefs, or political opinions.  

 

 

4.3.2 Protecting and warning minors 

 

- Almost all Europeans agree that minors should be protected from and 

warned against disclosure of personal data - 

 

Strongly convinced as they are that genetic information should have the same special 

protection as other sensitive information, the Europeans surveyed are even more 

convinced that minors should be specially protected from the collection and disclosure 

of personal data (95%) and also that minors should be warned of the consequences 

of collecting and disclosing personal data (96%).44 

 

 
Base: Whole sample 

 

                                           
44 QB34  Please tell me whether you totally agree, tend to agree, tend to disagree or totally disagree with 

the following statements regarding the protection of personal data of minors.  
 QB34.1 Minors should be specially protected from the collection and disclosure of personal data 
 QB34.2 Minors should be warned of the consequences of collecting and disclosing personal data 
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A country-by-country analysis shows these opinions are shared by vast majorities 

in all EU Member States. The lowest proportions are found in Italy (91% for each 

statement), the country which also has the largest proportion of respondents who 

disagree (7% for each statement).  

A socio-demographic breakdown did not reveal any differences between groups, 

except that the youngest respondents (aged 15 to 24) agree less emphatically: they 

answer ‘totally agree’ slightly less than the other age groups, maybe because some of 

them are minors themselves.  

 

There is a consensus in European public opinion on these ideas: minors should be 

specially protected from the collection and disclosure of personal data, and they 

should be warned against the possible consequences that may follow disclosure. 

 

 

4.3.3 Police access to personal data 

 

- Europeans’ opinions are divided on the circumstances  

for police access to personal data - 

 

The police sometimes access and analyse individuals' personal data to carry out their 

activities. Respondents were asked in what circumstances the police should be able to 

access individuals' personal data.45 

 

Responses are quite varied on this issue. While one-third (33%) of the Europeans 

surveyed say the police should be able to access personal data for all general crime 

prevention activities, a somewhat larger proportion (37%) think the police should be 

allowed to do so only with regard to specific data in connection with a specific 

investigation, and a quarter (26%) say the authorisation of a judge should be 

required.  

 

                                           
45 QB35  The police sometimes access and analyse individuals' personal data to carry out their activities. In 

what circumstances should the police be able to access individuals' personal data? 
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Base: Whole sample 
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Only specific data 
within the 

framework of a 
specific 

investigation

For all general 
crime prevention 

activities

Only with the 
authorisation of a 

judge
Never (SP.) Don't know

EU27 37% 33% 26% 1% 3%

BE 38% 30% 28% 3% 1%

BG 40% 24% 30% 1% 5%

CZ 46% 29% 23% 1% 1%

DK 42% 30% 27% 0% 1%

DE 37% 33% 28% 1% 1%

EE 52% 17% 27% 1% 3%

IE 38% 36% 21% 1% 4%

EL 35% 31% 30% 3% 1%

ES 24% 37% 35% 0% 4%

FR 29% 30% 38% 1% 2%

IT 38% 40% 18% 2% 2%

CY 31% 25% 40% 2% 2%

LV 32% 37% 29% 1% 1%

LT 40% 18% 37% 1% 4%

LU 30% 29% 38% 1% 2%

HU 44% 29% 25% 1% 1%

MT 25% 35% 32% 2% 6%

NL 46% 29% 24% 0% 1%

AT 39% 21% 36% 2% 2%

PL 47% 26% 23% 0% 4%

PT 34% 33% 26% 3% 4%

RO 27% 41% 19% 4% 9%

SI 29% 26% 40% 2% 3%

SK 47% 27% 22% 3% 1%

FI 50% 35% 13% 1% 1%

SE 47% 27% 25% 0% 1%

UK 41% 37% 19% 1% 2%

  Lowest percentage per country
 Lowest percentage per item

QB35 The police sometimes access and analyse individuals' personal data to carry out their activities. In 
what circumstances should the police be able to access individuals' personal data?

Highest percentage per country
Highest percentage per item

 
Base: Whole sample 

 

A country-by-country analysis shows that a specific investigation is mentioned by 

half of the respondents in Estonia (52%) and Finland (50%) compared to a quarter in 

Spain (24%), Malta (25%) and Romania (27%).  
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Most mentions of all general crime interventions are found in Romania (41%) and 

Italy (40%), but also in Spain, Latvia, the UK (37% each) and in Malta (35%): except 

in the UK, it is the first answer cited in these Member States. Respondents in Estonia 

(17%), Lithuania (18%) and Austria (21%) are the least likely to give this response.  

The authorisation of a judge is mentioned most often in Cyprus and Slovenia (both 

40%, first answer cited), and least often in Finland (13%) and Italy (18%). It is also 

the first response in France and Luxembourg (38% in both countries). 

Some of the variations between countries in this matter of a delicate balance between 

citizens’ safety and their privacy may well reflect historical and cultural differences.  

 

A socio-demographic analysis reveals differences regarding gender, education, 

occupation, finances, and Internet activity.  

 

Less educated interviewees (38%) are more likely than more educated respondents 

(28%) to approve police access to personal data for all general crime prevention 

activities. House persons (37%) cite this item more often than managers (28%).  

 

In connection with a specific investigation is most likely to be mentioned by managers 

(42%), other white collar workers (41%), students (41%), and active Internet users 

++ (42%), and least by unemployed (32%) and retired respondents (33%).  

 

More men (29%) than women (24%) think a judge’s authorisation should be 

required, and so do more of the respondents who were educated until the age of 20 

or beyond (30%), unemployed interviewees (32%), respondents who have difficulties 

with paying their bills most of the time (31%), and moderately active Internet users – 

(30%). Further, interviewees who place themselves to the left of the political 

spectrum (32%) are more likely to want a judge’s authorisation before the police may 

access personal data than respondents who are placed more to the right (23%).    
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Base: Whole sample 
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4.4 Summary 
 

The aim of this chapter was to gain insight into Europeans’ wishes regarding the 

regulatory protection of personal data.  

 

Only one-third of Europeans are aware of the existence of a national public 

authority responsible for protecting their rights regarding their personal data. 

 

Three-quarters of the Europeans who use social networking or sharing sites think they 

themselves are responsible for safe data handling, that is for the safe collection, 

storage and exchange of their information on these sites. Nonetheless, an equal 

proportion also think that these sites should take responsibility.  

 

The proportion of online shoppers who think that online shopping sites should be 

responsible (three-quarters) outnumbers those who feel they should be personally 

responsible (two-thirds).  

 

Nine out of ten of the Europeans surveyed say it is important for them to have 

harmonised protection and rights across the EU with respect to personal data, 

regardless of the EU country in which it is collected and processed. 

 

Asked about the desired administrative level of enforcement of regulation on 

personal data protection, more than four Europeans in ten say they prefer the 

European level, while a somewhat smaller number prefer the national level; only one 

in ten mention a regional or local level. 

 

Almost two-thirds of Europeans believe their personal data would be better protected 

in large companies if these companies were obliged to have a Data Protection 

Officer in charge of ensuring that people’s personal data is handled properly while 

over a quarter disagree.  

 

The sanctions which Europeans would like for companies that use people’s data 

without their knowledge are as follows. Half of the respondents say that a fine 

should be imposed on companies. Four out of ten think such companies should be 

banned from using such data in the future, or compelled to compensate the victims. 

Three out of ten say that public authorities should find better technical solutions that 

preserve users' privacy and safety, provide legal support for those willing to take the 

case in court, or give people more direct control over their own personal data. Other 

sanctions are mentioned by less than a quarter of Europeans.  
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Close to nine out of ten Europeans also think that genetic information such as DNA 

data should have the same special protection as data related to health, sex life, ethnic 

origin, religious beliefs, and political opinions.  

 

Almost all Europeans believe that under-age children should be specially 

protected from the collection and disclosure of personal data and also that minors 

should be warned of the consequences of collecting and disclosing personal data.  

 

Europeans are rather guarded in considering the circumstances under which 

police should access individuals’ personal data. While one-third say the police 

should be able to access personal data for all general crime prevention activities, a 

somewhat larger proportion think the police should be given such access only with 

regard to specific data required within a specific investigation. Furthermore, a quarter 

say the authorisation of a judge should be required. 

 

 

 

* * * 
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CONCLUSION 
 

In the light of the ever-increasing role digital technologies have played in society 

during the last decade, enabling the unprecedented large-scale collection, storage and 

processing of personal data, the purpose of this study was to gain insight into 

Europeans’ disclosure of personal information, with a special focus on the Internet. 

More specifically, this report addresses Europeans’ actual disclosure of personal 

information, their awareness of and perceived control over their personal data, their 

ways of protecting personal data, and the data protection regulation they would like 

to see. Insights into these issues can help develop regulation and tailor it to 

Europeans’ specific needs and vulnerabilities with respect to personal data protection. 

 

Throughout the report two types of Internet users were distinguished: users of social 

networking sites or sharing sites for photos, videos and movies on the one hand and 

users of e-commerce sites for purchasing goods or services on the other. 

Furthermore, there has been a particular focus in this report on identifying ‘digital 

natives’. A digital native can be defined as a young person who was born during or 

after the general introduction of digital technology, and through interacting with 

digital technology from an early age, has a greater understanding of its concepts.  

 

Disclosure of personal information 

A majority of the Europeans see disclosing personal information as an increasing part 

of modern life. Information considered as personal is, above all, financial information, 

medical information, and national identity numbers (or card or passport); also 

fingerprints, home address, and mobile phone number are mentioned by more than 

half of Europeans.  

 

Europeans’ actual online disclosure of personal information mainly involves their 

names, home addresses, mobile numbers, nationalities – and for online shoppers also 

financial information. The most important reason for disclosure is to access an online 

service. More than four in ten Internet users report that they have been asked for 

more personal information than necessary when they intended to obtain access to or 

use an online service, resulting in considerable concern among those who had had 

this experience.  

 

Turning to Europeans’ concern about disclosure of personal information, around half 

are concerned about their behaviour being recorded via payment cards, or via mobile 

phone or mobile Internet; around four in ten worry about being recorded in a private 

space, or being tracked via store or loyalty cards, or on the Internet. Over half of the 

Internet users feel uncomfortable with profiling on the Internet. The most significant 
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risks associated with disclosure on the Internet are being a victim of fraud 

(particularly by online shoppers), having one’s information used without one’s 

knowledge, and having one’s information shared with third parties without one’s 

agreement. Online identity theft and information being used to send unwanted 

commercial offers were also mentioned, though less often. All in all, Europeans 

appear to be fairly concerned about their privacy. 

 

Awareness of and perceived control over personal data 

Identity management concerns not least the type of credentials Europeans use: 

mostly credit cards and bank cards, national identity cards or residence permits, 

government entitlement cards, or driving licences. One-third of respondents have an 

account they use on the Internet, such as email, or for social networking or 

commercial services. To protect their identity in daily life, Europeans use passive 

strategies, such as withholding personal information, more than active strategies, 

where one takes action. To protect their identity on the Internet, the most common 

strategies are technical or procedural, such as tools and strategies to limit unwanted 

emails and spam, and to check that a transaction is protected or that the site has a 

safety logo or label, and the use of anti-spy software; whereas the less frequent 

methods involve some kind of individual initiative on the part of the internet user, 

such as maintaining awareness through search engines.  

 

Turning to Europeans’ awareness of their personal data possibly being accessible to 

third parties, almost six in ten Internet users usually read privacy statements and the 

majority of those who read them adapt their Internet behaviour. However, almost 

three in ten Internet users report that they are rarely or never informed about the 

conditions for data collection and the further uses of their data when they want to join 

a social networking site or register for a service online. In particular almost half of 

users say that social networking or sharing sites do not provide sufficient information 

about the possible consequences of disclosing personal information. 

 

A majority of the interviewees who had disclosed information on the Internet feel 

partly or completely in control of their personal data; just over a quarter of social 

network users and even fewer online shoppers feel in complete control.  

 

Protection of personal data 

Europeans’ expectations of organisations regarding the protection of personal data 

vary. Authorities and institutions – including the European Commission and the 

European Parliament – are trusted more than commercial companies. Less than one-

third trust phone companies, mobile phone companies and Internet service providers; 

and just over one-fifth trust Internet companies such as search engines, social 

networking sites and e-mail services. A majority of Europeans are concerned that 
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their personal data held by companies may be used for a different purpose than that 

for which it was collected, and say their approval should always be required for any 

personal data handling, besides wanting to be informed if such data are lost or stolen. 

Those who distrust the public authorities regarding the protection of personal 

information are also more likely to feel no control at all over the personal information 

they disclose on social networking and sharing sites whereas this impression is less 

widespread among those who trust the public authorities. 

 

Turning to Europeans’ own data handling, less than one-third are prepared to pay for 

access to their personal information stored by public or private entities. A majority of 

Internet users believe it important to be able to transfer personal data, and over half 

of social network users tried to change the privacy settings on their personal profile 

from the default setting. 

 

Regulation on personal data protection 

Only one-third of Europeans are aware of the existence of a national Data Protection 

Authority responsible for protecting their rights regarding their personal data. Even 

though a majority of the European Internet users feel responsible themselves for the 

safe handling of their personal data, almost all Europeans do favour harmonised 

protection rights across the EU. More than four in ten Europeans prefer the European 

level of administration to enforce regulation, while a somewhat smaller number prefer 

the national level.  

 

Regarding the type of regulation aimed at companies to prevent them from using 

people’s personal data without their knowledge, Europeans mainly think that such 

companies should be fined, banned from using such data in the future, or compelled 

to compensate the victims. A majority believe that their personal data would be 

better protected in large companies if these companies were obliged to have a Data 

Protection Officer.  

 

Europeans’ opinions are divided with respect to the circumstances under which police 

should have access to personal data. In contrast, they almost all agree that minors 

should be protected from and warned against the disclosure of personal data; and are 

in favour of the special protection of genetic data.  
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Countries of interest 

 A general pattern – with few exceptions – emerged, with northern and western 

European countries having relatively more online shoppers, while users of 

social networking or sharing sites tend to be more common in the southern 

and eastern countries.    

 Over-disclosure of personal information is experienced most often by Internet 

users residing in the southern European countries, notably Portugal, Spain, 

Italy, Hungary and Greece but also in Ireland. 

 The countries with the largest percentages of online shoppers and social 

networking site users who do not feel in control over their personal data are 

also the countries where the fewest interviewees feel sufficiently informed by 

these sites about the possible consequences of disclosing personal information. 

This is most notable in Germany and France.   

 Trust in institutions, authorities and companies holding personal data is 

weakest in Greece, Romania and Poland.  

 

Digital natives and digital initiates 

Two types of digital experts emerged from the survey. Firstly, as expected, the ‘digital 

natives’: young persons born during or after the general introduction of digital 

technology. Secondly, another group emerged, ‘digital initiates’: they are not of that 

age by definition, but have become experienced by interacting with digital technology 

e.g. through work or education, and have different viewpoints from digital natives.  

 Digital natives are born and raised with digital technology: they are the 

younger Europeans aged 15-24, and students. These groups appeared to 

stand out with respect to a large number of issues addressed in this survey. 

They are the most likely to agree that disclosing personal information is not a 

big issue for them, that they do not mind disclosing personal information in 

return for free services online, such as a free email address, and that they feel 

obliged to disclose personal information on the Internet. They are also the 

most likely to disclose various types of personal information on social 

networking sites; to disclose personal information on social networking sites 

‘for fun’; to usually not read privacy statements on the Internet, but to feel 

sufficiently informed about the conditions for data collection and the further 

uses of their data when joining a social networking site or registering for a 

service online; to trust all authorities, institutions and commercial companies; 

to have changed their personal profile from the default settings on a social 

networking site or sharing site; and to hold the social networking or sharing 

sites responsible for safe handling of data. 

 

Conversely, digital natives are the least likely to say that there is a risk that 

their information may be used to send them unwanted commercial offers; to 

say that websites will not honour their privacy statements; to protect their 
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identity, either in daily life or on the Internet; or to be concerned about the 

personal information held by companies being used for a purpose other than 

that for which it was collected. 

 

 Digital initiates are familiar with the Internet through their work or higher 

education rather than because of their age. In occupational terms, they are 

likely to be managers. In contrast to digital natives, they have considerable 

concerns, as reflected by their surprisingly deviating viewpoints on several 

issues.  

They are the least likely to think that disclosing personal information is not a 

big issue for them, and they feel the least often in control of their personal 

data, e.g. the ability to change, delete or correct this information, when 

shopping online as well as when using social networking sites. 

In contrast, they are most likely to protect their identity in daily life and on the 

Internet, and in most various ways; managers are most likely to be prepared 

to pay for access to personal information stored by public or private entities; 

and to have changed the privacy settings on their personal profile from the 

default settings on a social networking or sharing site.  

 

In general, although the majority of Europeans have accepted the disclosure of 

personal information as fact of modern life, they appear to be quite concerned about 

their privacy. Substantial proportions of Europeans appear to be in need of 

information on personal data. Reading privacy statements on the Internet is proven to 

change their behaviour.  

 

Therefore, informing Europeans about personal data can help to raise awareness and 

persuade them to be more cautious when disclosing personal information. More than 

half of respondents trust European institutions such as the European Commission and 

the European Parliament regarding the protection of personal data. Almost all 

Europeans favour harmonised protection rights across the EU and a relative majority 

would prefer regulation to be enforced at the European level of administration.  

 

 

*           *           * 




