o v
SEMIC 2019
Streamlining governmental
data processes by putting

Professorciusk;renr;nvteicr\k;\?erf?echnology Citizens in ContrOI
of their own data — Solid

IDLab — Ghent University Belgium

Katrien Mostaert
Program manager Informatie
Vlaanderen Belgium

#SEMIC2019



o lvé
SEMIC

2019 Difficulties for
governments in
Flanders today

* Governments create lots of authenticpersonaldata

* Re-use of these dataisrestricted because of GDPR and the
unbalanced relationship between citizens and government

* Ownership of official data lays within administrations
» Citizens can’t easily re-use their own official data
for their own purposes

* Personal datasuch as e-mail accounts or telephone numbers
are difficult to keep up to date
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Lrkingbaa Challenges for citizens

and governments

* Cangovernmental processes be streamlined by putting
citizensin control of their data?

* How can citizens share their data with government
administrations withinthe context of GDPR?

* How can citizensreuse their personal data stored in
government systems in a different context?
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Linking Data

Spaces for Citizens

data are centralized in platforms / data and
application are “integrated”

this hurtsinnovation: developers dependon centralized
platforms (e.g. facebook, ...) for identity and data

people lose control of their data and cannot easily
switch to other apps (customers are locked in)

high vulnerability - data are centralized in platforms
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2019 Project in Flanders:
Solid and my citizen
profile

* Solid: Web-based ecosystem that separates data from their
applications by providing people with their personal data
pod, in which they can store dataindependently of the
applications that they or others use to access that data

* My citizen profile:an application which provides an overview
of allauthenticgovernment informationand status
information of interactions with the government

* Project: how can Solid’s decentralized principlestackle some
of these challenges?
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Spaces for Citizens

People choose where they store
every single piece of data they produce

Author's name and latest profile picture
stored in author's personal data pod

Work-related opinion about an article
stored in data pod of author’s company

Discussed article title and photo
stored in news website's data pod

Likes on this post
each one in different individuals’ data pods

Comments on this post
each one in different individuals’ data pods
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They can grant apps and people access
sl to very specific parts of their data

centralized Web applications decentralized Web applications

Facebook LinkedIn

feed meeting

scheduler
S
Iaia
Doodle R L
=

my pictures personal My contact list

i agenda i NM-/

my contact list 1 my contact list 2

'H multiple
- data silos

my pictures 1

my agenda 1
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Spaces for Citizens

drives permissionless innovation

single market for centralized apps

Facebook
data+service
innovative
competitor

trouble entering market
because of lack of data

Linkedin
data+service
Twitter
data+service

competition based
on data ownership

separate data and app markets

competition based
on service quality

social
feed X

social
feed Z

compatible with
any data pod

social
feed Y
app market
data market
data pod\ competition based /data pod
limited i : secure
gl gee on service quality backups
data pod
high-speed
transfer

Separating app and storage competition
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incompatible

server

server-
specific

incompatible

Sarver interface

incompatible

server server

hard-coded
sequence of
interface-
specific
requests

The current approach to APlIs
doesn’t play well with decentralization

application-specific logic

client of centralized Web app
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30 When clients do not bind to specific requests,
St apps and interfaces can evolve independently

Linking Data
interface A
data pod inercels reusable query engine library
interface C
: result stream
data pod data pod

Spaces for Citizens

dynamic application-specific logic

interface C int -
data pod g interjace :
interface D specific d lized Web abplicat;
requests : ecentralized Web application
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S My citizen profile: one personal digest
bl Of your government services

Linking Data
Spaces for Citizens
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https://invis.io/5MDYYHSSP

Spaces for Citizens

No wrong door

Citizens are always guided to the services they need, wherever
they enter the government-network

https://invis.io/lUVEKV6ZED
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Use case: a citizen can
share personal

Linking Data M . o
e information through his
pod

® Acitizen can share an e-mail address with a government
applicaton 7 R

Contactvoorkeuren en privacy

e Thedataremainsinthe pod
o There are no copies A e S 10 SR 6 R R M
o The e-mailis always up to date et g ot
Cantactvoorkeuren

® nextstep:acitizen can “download” government
information to his pod and share thisinformation with
people/organisations of his choice
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Linking D

Spaces for Cit 3 <« =2 C & citizen-62080599816.solid. community/profile/ e Q °
0 Log inJ Sign Up for Solid J
@ Login - Google Chrome - (=) >
8 solid.community/lcgin?scope=opend&client 1d=25f3df0184c7831981e1c654156dc1eel oy &
Login
Usarmame citizen-62080599816
Password coned

Forgot password?

Log in with Certificate (Webld-TLS)

New to Solid? Create an account

e
ﬂ Commission



Linking Data
Spaces for Citizens

= @ citizen-620805938 16.solid community/prof Tr Q G i

9 Log inJ Sign Up for Solid J

= Al
' * card

remailtxt [ & @

adriaangvlaanderen.be
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“— _ # citizen-62080599816.salid community/profile/ Tr B o °

Sharing for file email.txt

Owners can read, write, and control sharing.
L Demo2
O
Editors None can read and change information
Viewers can read but not change information

i 3 MijnBurgerprofiel

Stop specific sharing for this file -- just use
+ default for profile
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&« > C @ testgastwebsite-acm.burgerprofiel.dev-viaanderen.be/profile Ve Q °

7& Gastwebsite met ACM ANNA e Ja) WL NoDIG (D)

Aanmelden (redirect)
Aanmelden (API)
Hallo Anna Afmelden (redirect)
Afmelden (API)
Rapporteer sessie status
¥ Report Immediately

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Curabitur a quam et dui pulvinar gravida @ Session Configure

nec vestibulum tellus. Etiam molestie, risus in facilisis suscipit, orci magna viverra mauris, a @ Session Extend
eleifend ipsum ex efficitur nulla. Proin sem arcu, lacinia at fermentum efficitur, placerat id nisl. e e,

: . . g . . ! 3 ¥ Logout Expired
Fusce imperdiet placerat sapien eget suscipit. Aliquam et lorem nec dui hendrerit pulvinar.

¥ Logout Inactivity
Suspendisse a aliquam urna, sit amet finibus justo. Vivamus egestas leo vel purus molestie ¥ Logout User

rhoncus. Vestibulum vel orci quam. Nunc viverra elit sit amet orci interdum, id sollicitudin arcu
= = Eulvpesan
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& C @ testgastwebsite-acm burgerprofiel.dev-viaanderen.be/profils w Q o
Linking Data 2
Spaces for Citizens f(\, Gastwebsite met ACM ANNA @ fal HuLp NoDiG ()

anderen.be Q
— | o | Mijn Burgerprofiel

Alle meldingen
Uw gegevens bij de overheid

Contactvoorkeuren en privacy

[ Afmelden
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< C' @& testgastwebsite-acm.burgerprofiel.dev-viaanderen.be/profile W Q c
@‘, Gastwebsite met ACM ANNA Q Q HuLp noDiG ()

@ Anna Janssens Contactvoorkeuren en privacy il |
A
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MELDINGEN U & UW GEIIN WOONST & WERK VOORDELEN & ONDERWUS ATTESTEN HINDER IN UW
VASTGOED BELASTINGEN BUURT

Contactvoorkeuren en privacy

Op deze pagina vindt u uw persoonlijke gegevens en uw contactvoorkeuren bij de overheid.

De overheid hecht veel belang aan uw privacy en wil zelf zo transparant mogelijk zijn
Bekijk het overzicht van overheidsdiensten die uw gegevens hebben opgevraagd en waarvoor.

Persoonlijke gegevens  Contactvoorkeuren

Contactvoorkeuren

In dit overzicht vindt u de contactvoorkeuren die de overheidsdiensten van u kennen. U kunt deze hier beheren.

° Sond Community adriaan@vlaanderen.be
Verbonden met uw Solid POD
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& testgastwebsite-acm.burgerprofiel.dev-viaanderen.be/profile

%& Gastwebsite met ACM
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VOORDELEN & ONDERWUS ATTESTEN
BELASTINGEN

Op deze pagina vindt u uw persoonlijke gegevens en uw contactvoorkeuren bij de overheid.

De overheid hecht veel belang aan uw privacy en wil zelf zo transparant mogelijk zijn.

Bekijk het overzicht van overheidsdiensten die uw gegevens hebben opgevraagd en waarvoor

Persoonlijke gegevens  Contactvoorkeuren

Contactvoorkeuren

In dit overzicht vindt u de contactvoorkeuren die de overheidsdiensten van u kennen. U kunt deze hier beheren,

® Solid Community
Verbonden met uw Solid POD

U heeft Mijn Burgerprofiel succesvol verbonden met solid.community ®

E-mailadres (uit Solid) adriaan@vlaanderen.be
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Linking Data
Spaces for Citizens

Next steps

* Pilots with member states
* Tackle challengesin other use cases
* Within a member state (exchange experiences)

e cross-member state collaboration

* Pilotswith commercial partners
* pod-suppliers
* application-suppliers

e Data-brokers
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Linking Data
Spaces for Citizens

lmec

Imec aims to be the world-leading R&D and innovation hub in
nanoelectronics and digital technologies.

As a trusted partner for companies, startups and academiawe
bringtogether brilliant minds from all over the world in a
creative and stimulating environment.

By leveraging our world-class infrastructure and local and global
ecosystem of diverse partners across a multitude of industries,
we are accelerating progress towards a connected, sustainable
future.
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Flanders information

308
a g e n Cy 978 municipalities
ublic
pgrtners

The mission of the Informatie Vlaanderen agencyis to develop a
coherent, government-wide information policy and to support

and help realise the transition of the Government of Flanders I ’;Iandet',’s o
into an information-driven administration. niormation
2068 Agency
private ‘
partners 2
y
/
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