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TOP FIVE
OBJECTIVES

Set up a European
Procurers’ Platform

Make the procurement model for
cloud services simpler

Provide a range of best practices for
implementing results

l Set out a realistic roadmap for cloud
< procurement over the next 5 years

Lay the foundations for future
joint procurement actions
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PICSE Wi izard: Cloud service
procurement made easy

PICSE Wizard

Z An easy-to-use web-based
service to help public research
° ° o Cloud service procurement made eas
organisations make informed oot e o s e i s

than ever, procurement officials, IT managers and procurement initiators need to know how best to procure cloud
services. The PICSE wizard is an easy-to-use service to help you make informed decisions about how to procure

decisions about how to procure ===
cloud services
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Find the best cloud procurement model Assess how suitable your current

for you procurement process is for procuring
Answer just 8 questions and find out which cloud service cloud services
procurement model is most suitable for you. Be it
pre-commercial, commercial or public procurement of
innovatien, the PICSE wizard will equip you with the right
information to make the best choices.

Complete our short interactive questionnaire and find out
how you can enhance your current procurement process
so that it suits the cloud environment. Compare your
existing process with the PICSE best practice model to
identify gaps and areas for improvernent.

Start Now .
Start Now .
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/ Why public research organisations?

< Commercial & public cloud services are suitable for scientific workloads
Z PROs are now ready to procure cloud on a significant scale
Z ... still too many unanswered questions

How can | compare
contracts & SLAs?

What happens to
my IT staff?

hat are
the others
doing?

What if | get
locked in?

/ How do I get .
~agood deal?

Are there relevant
tandards | should be

fow can | allocate’,  |ooking into?
costs?

happens to
my data?

wiz.picse.eu



V7,
J Who is the PICSE Wizard for?

Procurement officials IT managers Procurement initiators

Public Research Organisations willing to procure

cloud services through a tender procedure
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Two main functions

2§

Find the best cloud
procurement model

l..

@5« ¢, Assess how suitable your

current procurement
process is for procuring

~ cloud services
wiz.picse.eu




Find the best cloud procurement
model for you

Input: The user answers to 8 multiple choice questions

Output: Cloud Procurement checklist & useful tips

Procurement Steps Procurement Checklist

Planning & preparatory phase Make sure you are procuring what you need
Platform as a Service is the most suitable cloud service model for your needs
Public cloud is the most suitable cloud deployment model for your needs
Lower organisational/culturzl barriers in your organisation and put in place change management strategies

Run & preliminary needs assessment and disseminate 2 "Call for Interest™

Examples taken from the
Commercial Procurement et o e e
p rocess Draft 2 Procurers’ Agreement

Make sure that technical, legal 2nd financial compatences related to cloud computing are covered by your procurement team.

Identify the technical, legal & financial requirements of the procurement action. Defining anly technical reguirements is not enough!
Consider the need for a pilot phase
Carry out pre-procurement market consultation & engagement

Selection of the most suitable procurement Select the most suitable procurement procedure that best fits your procurement & organisationzl needs
procedure

Identify the mast suitable joint procurement model

Tender request/evaluation Prepare tender documents

Define objective evaluation criteriz & relevant eligibility criteriz for Cloud Service Providers

Owr Tips

OURTIPS

OUR TIPS

OURTIPS

OURTIPS

OURTIPS

OURTIPS

OURTIPS

OUR TIPS

OUR TIPS

OUR TIPS

OUR TIPS

OUR TIPS

OUR TIPS

OUR TIPS

OUR TIPS
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Some examples (1/2)

Based on your responses, Platform as a Service (Paa$S) is the most suitable cloud service model for your needs.

Cloud Security Alliance definition of PaaS: Platform as a service, is the delivery of a computing platform and solutio Type Of C I ou d ilitate
deployment of applications without the cost and complexity of buying and managing the underlying hardware and s g bilities. This
provides all of the facilities required to support the complete life cycle of building and delivering web applications and services

NIST de . . . m bted using
rosan Platform as a Service is the most suitable <«

includin . sibly configuration settings for the application-hosting
=ven cloud service model for your needs
MNow you've defined your service model, 1Its ime 10 define your cloud deployment model.
Successful procurement actions demonstrate that it is fundamental that the procuring organization has a very good knowledge of cloud.

Make sure that technical, legal and financial competences related to cloud computina are covered bv vour procurement team.
: rereaurements of ocurementot - Make sure that technical, legal and financial
S kl I I S Of t h e using the service. In addition, cloud servi I d | d .
. When procuring cloud services there shol Competences re ate to C Ou CompUtIng are
rOCU rln multiple competences in the same role.
p H ‘g Intlr:::tional p:curemen::flCT servlicet Cove red by your procurement team )
O rga n Isat I O n financial ofﬁcF:ars_ The legal expert then e‘valuates the contract and the procurer manages the contract terms and conditions. Cloud services require immediate

collaboration between all actors. This is partially due to the fact that ne standard frameworks are in place, and also to the fact that the definition of the service is
mainlv a check of what different oroviders propose (especiallv in the case of PaaS. SaaS and public cloud). The role of the legal expert becomes prominent right from

ConSider the need for a piIOt phase zgulatory requirements, which may shape the type

01 SErvice requirea Is a runaamential racior.

In addition, as you are performing a joint procurement action, you need to make sure that your procurement action is well coordinated.

There are two different procurement meodels that can be selected to perform joint procurement:

_ _ o - R Guidelines
zurer among them, that is responsible for all the proce . .
|dentify the most suitable joint procurement g P P on joint

vith the other procurers.
model external legal entity. The second option is usually mor

procurement

As cloud procurement processes should hn ~e chart ne maccibln tha land artharibe madol e ctnmoactad

Th_el Iez_l_d authority will be responsible for Draft a PrOCU re rS' Ag reement = largest participating
wiz.picse.eu




Some examples (2/2)

Service Level Agreements

Remember:

* You should attentively read and analyze the SLAs;
* You should also verify whether the cloud service agreement provides for remedies to service levels breaches or if it sets out
(such as money back rebates or monetary compensation).

How to assess
Check the compliance with laws and regulations. C I ou d Offe rs

Contractual arrangements regarding the jurisdiction and the apj

Check the data protection roles between the parties; Compllance Wlth IaWS and reQUIatlonS

Choose a cloud service provider who guarantees compliance with European data protection law;
Define the degree of autonemy left to the cloud service provider — acting as data processor - in the choice of methods and technical or organizational measures;
Bind the data cloud service provider — acting as a data processor - by means of a specific data processing agreement, or at least make sure that the boundaries
of the data processing are clearly defined in the cloud service agreement and that the activities outsourced to the cloud service provider are adequately
circumscribed;

* Avoid providers who use a complex chain of sub-contractors located outside the EU.

The contract should outline the governing law by which any legal disputes will be settled and the jurisdiction (place) where the dispute will be decided.

ns with mature IT systems already have implemented in-house packaged applications. Having spent years with these systems and making significant
n hardware, software and management of these systems, they are reluctant to let go of these sy -t - bisb boeen cao ek - ao e S fai- o

AS peCtS to ou have executive commitment! Trai n I ng COStS

consil d er al/cultural barriers to cloud adoption are very important and should be taken into consideration especially when the organisation is procuring cloud for

when
agement strategies and the set up of new governance mechanisms should be taken into account already at the time of procurement, as they may incur

evaluating &=

fact that some staff members will not transition well to the cloud and that some will need help to get there. As in any technology shift, some staff members
COStS o become proficient, while others will not. Be careful in considering training costs in your cloud business case.

wiz.picse.eu



4

Assess how suitable your current procurement
process is for procuring cloud services (input)

Input: The user does an
assessment of its current cloud
procurement process in 5
measurement areas

M Policy & Organization M Processes W Staff M Tools M Cloud Service Providers

Policy & Organization
Salect the senfenca That bast describes your curmant procsdurs.

Cloud strategy in place
(2 Ho choud strategy In placs
O Chowd strategy edsis and Is documanied. The doud peocurement s1afY |s unfamiliar with the: siratogy
':i:' Chowd strategy edsis and Is documanied. The doud peocurement taam ks Tamiliar with the strafegy

O Srrategic plan axdsts and IS documended Tha cloud procuremant team s Tamblar with plan; axecuthe managemant has approved and resourced the plan

Procurement policy for cloud services
() Mo such documsnt
() Docwment exdsts; Incamplese or nat updatod
':i:' Documant exdsis @van I not updeted; the coud procuremant taam s familar with the documant

O Documant edsis; complata and updatad; cloud procuremant taam ks familiar with the documant

Procurement policy aligned with a consumption based model

O The: o policy of tha anty alkovws tha procurement of softwars and hardwars
(® The procursmant policy aliows tha procaren
(0 The procuwamant policy aliows tha procenen

(0 The procuwamant policy aliows tha procenen

Example: Policy & Organisation
Executive support

(T Executive massgamant ks unfamillar wih G cun g

-:i:- Exacutive managamant ks famillar with dioud comgeting

O Exacutive managamant ks Tamillar with coud compefing; has demonsinated some degras of suppart

(O Evmcutive maragamant i familar with cioud COTEtng: has Ssmonsrated S0ms of subatamtial degrs of suppart through budgst, AlnCsfion Of rAS0WDEs, or thi ks
Cloud best practices documented

() Mo cloud best practioss o teim o5 & refennce
(&) Clood besk practices ar prasent In the crpanisation el The stalt Is nof Tamillar with them
O Chowd bast practices ars the starting point of cach cloud procurament action

() koot bt prachicas @ the Mfarancs DIk 5r a&ch HOud CROCUTEITASTE BCTN GNd &re Droduss aftsr SRCh NawW Coud DIDCErTEnt

16/11/2015
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ﬂ’ Assess how suitable your current procurement

process is for procuring cloud services (output)

Output: Your total score

compared to the best practice
(for each measurement area)

. . Your procurement process must be improved! Download the report to understand
Policy & Organization 145 the best practices you should follow!
Your procurement process must be improved! Download the report to understand
Processes WL the best practices you should follow!
Staff 1.50 Your procurement process must be improved! Download the report to understand
. the best practices you should follow!
Tools 1.65 Your procurement process is in quite a good shape for cloud. Download your
: report to understand what to improve
) . Your procurement process i in quite a good shape for cloud. Download your
Cloud Service Providers 1.5 report to understand what to improve
11
16/11/2015 wiz.picse.eu




é What’s behind the PICSE tool?

Z An extensive consultation of existing
use cases and best practices

Z The advice of the PICSE Task Force

Z The input from the Helix Nebula
Initiative & its Procurement Task
Force

Procuring cloud services foday
Experiences and lessons learned’ .

Z The CERN cloud procurement
experiences (Nov 2014; Nov 2015)

www.picse.eu
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~’ Closing remarks

Z There are still a set of challenges in procuring cloud for PROs

\\

\\

\\

\\

&

Many existing procurement processes do not foresee provisioning services on-demand

&

Having the right skill-set is fundamental

&

Writing an effective cloud tender is challenging
Developing a standalone test to verify the suitability and ROl is not easy
Things are clearer for procuring laa$, the level of confidence for SaaS/PaaS is not the same

R &

&

Joint procurement gives more opportunities

&

PCP is a new instrument

Changes to the procurement process in the public research sector are
necessary to benefit from a dynamic Digital Single Market

The PICSE Wizard collects in one place the most relevant recommendations &
tools (e.g. ENISA certification schema) that can support PROs in procuring cloud

The Wizard cannot replace the legal & procurement advice provided by experts
but can facilitate the approach of PROs to cloud procurement

The self assessment tool included in the Wizard can help PROs filling the gaps in
their current procurement process

wiz.picse.eu



é What’s next?

Z December 2015: A set of best practices for cloud
procurement

Z February 2016: A realistic roadmap for cloud
procurement over the next 5 years

Z ...and what about sustainability?
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é Thank you

Hit the ground running with the
PICSE Wizard! wiz.picse.eu

Contact us:

Sara Garavelli
s.garavelli@trust-itservices.com

@saragaravelli
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