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Architecture approach Decentralised  

Summary 

ID CR09 

Initiative ECRIS 

Short description Decentralised system with peer-to-peer communication. 

Owner DG Justice 

Contact JUST-CRIMINAL-RECORD@ec.europa.eu 

Type Framework 

Sub-Type Specification 

Context Cross-border, Cross-sector 

Base Registry type Business (criminal records) 

Operating model This strategy as concept can be applied in multiple sectors and/or 

contexts. It is an alternative when facing architectural challenges. 

IPR Not Available/Not Found  

Status Operational 

More details 

Aggregated 

business need 

ABN – 15 Need for common data sharing principles 

Functionalities In accordance with the ECRIS legal basis and with the answers from the 

Member States to the “Inception Phase Questionnaire”, only the 

decentralised communication approach is being considered.  

The Member States being clearly against using a centralised approach 

must avoid the following aspects: 

- Increased dependency to external structures 

- Increased complexity 

- Security concerns 

- Creation of a single point of failure 

 

The approach is to keep the same connectivity model as in NJR 

(Network of Judicial Registers). Concretely, this means that 

sTESTA is used as the common communication medium between 

Member States, leaving the particulars of how connectivity is achieved 

with sTESTA to each Member State to handle. Each 

Member States’ ECRIS application dialogues with the ECRIS 

applications of all other Member States, without intermediate software. 

The following diagram provides an overview on how connectivity is 

achieved between Member States using sTESTA. Please note that the 

local network topology and set-up of each Member State is abstracted 

and represented as a single entity, further referred to as "Local Member 

State Network", although in practice it is actually constituted of a chain 

of specific national and/or local networks. 



Design/Architecture The communication mode to be used for the ECRIS implementation is 

the following: 

- The technical transmission of each message is performed by a 

web service which in nature is a synchronous remote call. This 

means that the transmission process of the sending system is 

blocked and waiting until the call returns a value that informs of 

correct or incorrect completion of the call on the receiver’s side. 

The message being sent is an XML document. The validation of 

the XML message against the XSD definitions is to be done 

synchronously on the call of the web service. 

- Since the processing of each message cannot be performed 

immediately but may require human interventions, the functional 

response is provided asynchronously. This means that, in 

response to a synchronous transmission issued by a sender, 

another synchronous transmission is issued by the receiver later 

in time in order to carry the functional response to the first 

transmission. The sending system is not blocked in its execution 

while waiting for the response to be transmitted. This implies in 

particular that the messages must carry sufficient information so 

that they can be related one to another (i.e. message correlation 

information). 

The ECRIS communication mode proposed actually respects the 

following Enterprise Integration Patterns: 

- Point-To-Point channel, used for the communication between 

sending and receiving Member States 

- Message (and various extensions like Document Message, 

Event Message and Command Message) 

- Message Endpoint 

The following diagram depicts the usage of the patterns mentioned 

above, in a sample exchange between two Member States, were the 

central authority of one Member State is requesting information about 

an individual's criminal record to the central authority of another Member 

State. 

 



 

Technologies Java 

Specifications XSD, Unicode Standard 5.0.2, XML, WSDL, SOAP, Web Services. 

Management Not Available/Not Found  

Governance ECRIS’s governance model applies to all ECRIS’s solutions. The chart 

below represents the organisational model: 

 

Sustainability Not Available/Not Found 

Documentation http://register.consilium.europa.eu/doc/srv?l=EN&f=ST%2015456%2020

10%20INIT 

ADMS Not Available/Not Found  

Current Users 26 Member Sates 

EIRA 

View Technical View - Application 

Building Block Technical Specification 

Reusability 

http://register.consilium.europa.eu/doc/srv?l=EN&f=ST%2015456%202010%20INIT
http://register.consilium.europa.eu/doc/srv?l=EN&f=ST%2015456%202010%20INIT
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Criteria 

Not Applicable

Positive answer

Negative answer

IPR and licenses Legal Suitability of 
documentation

Maturity Extensibility

Designed for re-use
Planned re-use or 
extension to other 

domains 

Maintenance and 
support

Use of standardsScalability

Actual Reuse 
GranularityLanguage and 

location suitability

Impacts Testability

Not Available/Not Found

 
 


