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CZ_Data Boxes 

Summary 

ID CZ01 

Initiative Not Ava 

Short description The Datove Schranky / Data boxes are an electronic archival 

system that facilitates communications between citizens, 

businesses, and public administration bodies in the Czech 

Republic. The system’s web interface replaces the traditional 

exchange of printed documents, such as submitting tax 

returns, and allows for immediate access from any Internet-

connected computer. Technical specifications of the system 

are publicly available, and applications for mobile devices are 

offered by third parties. The use of the system is mandatory 

for the state administration and legal entities, and citizens 

may choose to set up a data box of their own if they so 

choose. In that case, the state administration is obliged to use 

the data box for communicating with them. 

Owner Czech Republic 

Contact https://www.datoveschranky.info/kontakty  

Type Service 

Sub-Type Operational application 

Context Cross-sector 

Base Registry type Persons, Business, Public Administration 

Operating model A data box can be controlled in two ways. Either via the data 

boxes web portal, which is a free online application operated 

as a part of the data box system, or using software developed 

and supplied by a third party. 

Third-party applications use the publicly available API of the 

ISDS. The use of the application interface is free and requires 

no registration by data box users. 

The method of communication – through data boxes – 

completely replaces the classic method of delivery in paper 

form because the law on data boxes gives equal value to 

paper and electronic versions of documents. Public authorities 

and certain groups of legal entities and businesses have their 

data boxes set up automatically by law, while all others do so 

at their own discretion. 

https://www.datoveschranky.info/kontakty


The goal of data boxes is to arrive at a more efficient – that is, 

quicker, cheaper, and more reliable – public administration. 

IPR Not Available/Not Found 

Status Operational 

More details 

Aggregated 

business need 

ABN – 8 Need for a technology solution enabling the data 

exchange 

Functionalities The data box is an electronic repository that is designed to: 

a) delivery of public authorities, 

b) of interacting with public authorities 

c) delivery of documents of individuals, self-employed natural 

persons and legal entities. 

 

The data box individuals 

 

(1) The data mailbox individuals set up free of charge at the 

request of the Ministry of the natural person who is fully 

qualified to perform legal acts, within 3 working days of the 

request. 

(2) A natural person is entitled to set up a data mailbox 

individuals. 

(3) The requirements for an application for the establishment 

of a data mailbox individuals are 

a) the name or names, surname and any amendment thereto, 

b) maiden name, 

c) the date, month and year of birth, 

d) the place and district of birth, if a natural person born in a 

foreign country, the place of birth and the state in which the 

born 

e) citizenship, unless an individual citizen of the Czech 

Republic. 

(4) An application for the establishment of individual data box 

must contain the signature of a certified person. 

(5) Where the application for setting up a data mailbox 

individuals requirements set out in paragraphs 3 and 4, the 

Ministry will establish a data box of a natural person, or an 

individual after previous futile challenge to eliminate 

shortcomings in the application shall inform that individual 

data box can not be established . If an individual has 



established a data box individual or if full legal capacity, it 

shall notify the Department that the data box individuals 

cannot be established. 

 

Data box-employed individual 

 

(1) The data mailbox enterprising individuals set up free of 

charge at the request of the Ministry of the person within 3 

working days of the request. 

(2) Entrepreneurs are entitled to set up a data mailbox 

enterprising individuals. 

(3) The data mailbox enterprising individuals set up free 

ministry lawyers, tax advisers and insolvency administrators 

immediately after receiving information about their inclusion in 

the statutory records. The provisions of paragraph 2 shall 

apply to lawyers, tax advisers and insolvency administrators’ 

analogy. 

(4) The requirements for an application for the establishment 

of a data box enterprising individuals are 

a) the name or names and surname or company name, 

b) maiden name, 

c) the date, month and year of birth, 

d) the place and district of birth, if a natural person born in a 

foreign country, the place of birth and the state in which the 

born 

e) citizenship, if a natural person is a citizen of the Czech 

Republic, 

f) identification number, if assigned; 

g) place of business or residence. 

(5) An application for setting up a data mailbox employed 

individual must include a certified signature enterprising 

individuals. 

(6) Where the application for setting up a data mailbox 

employed individual requirements set out in paragraphs 4 and 

5, the Ministry will establish a data box-employed individual, 

business or individual after previous futile challenge to 

eliminate shortcomings in the application shall inform the data 

box business individuals cannot be established. If a natural 

person has established a data box enterprising individuals 



Ministry will notify the data box-employed individual can set 

up. 

 

Additional information on the Data Box 

 

(1) Data Box is an information system of public administration 

4), which contains information about the data boxes and their 

users. 

(2) The administrator of the information system of data boxes 

is the ministry. The operator of the information system of data 

boxes is the postal license holder. Reward postal license 

holder for the operation of the information system of data 

boxes is determined by price regulations 5). Costs associated 

with the operation of the information system of data boxes 

covered by the state from the state budget allocated by the 

Ministry's proposal for the stated purpose in the chapter 

General Treasury Administration 5a). 

(3) The information system of data boxes to keep the 

information on data boxes: 5) 

a) data box identifier (hereinafter "identifier"); 

b) the date of the creation, access, disablement and 

withdrawal data box indicating the hours, minutes and 

seconds 

c) the date the person authorized to access the data box in 

the data box indicating the hours, minutes and seconds, and 

information identifying the person 

d) the date of dispatch of the document or perform an act from 

the data box indicating the hours, minutes and seconds, and 

information identifying the person who sent the document or 

act done, 

e) the name or names, surname, date and place of birth, 

address of permanent residence or another residence in the 

Czech Republic or home address outside the Czech Republic, 

a natural person for which it was established data box, 

f) the name or names and surname or company name 

enterprising individuals for which it was established data box, 

date and place of birth, address of permanent residence for 

citizens of the Czech Republic, the place where he has a 

residence permit or a permanent residence in the Czech 



Republic, including the address, and the address of residence 

abroad in the case of foreigners, address of residence in a 

Member State of the European Union, in which it is 

established, if it is a national of a Member State of the 

European Union that does not have a residence permit or for 

permanent residence in the Czech Republic, place of 

business and identification number, if assigned; 

g) the trade name or corporate name for which it was 

established data box, seat and identification number, if 

assigned; 

h) the name and address of the branch of a foreign legal 

entity registered in the Commercial Register, has been set up 

data box, 

i) the name of the public authority for which it was established 

data box, seat and identification number, if assigned; 

j) the name or names, surname, date of birth, address of 

permanent residence or another residence in the Czech 

Republic or home address outside the Czech Republic a 

person authorized to access the mailbox, access data, access 

data links to access information about an individual user 

accounts pursuant to § 14a, the extent of access and the date 

of creation and destruction of authorized access to the data 

box indicating the hours, minutes and seconds 

k) the name or names, surname, date of birth, address of 

permanent residence or another residence in the Czech 

Republic or home address outside the Czech Republic, the 

administrator and the date of the determination and 

termination administrator indicating the hours, minutes and 

seconds 

l) e-mail address, or a similar figure for the delivery notification 

message data into the mailbox, or contact address to which it 

should be delivered to the addressee, a list of contact 

addresses for which consent for publication, heads the 

Department in a manner allowing remote access, 

m) The date and time of the events associated with the 

operation of the information system of data boxes. 

(4) The information referred to in paragraph 3 are private and 

cannot give to others, with the exception of the addresses to 

which is to be delivered to the addressee, if it was given 



consent to its publication. Ministry to identify data box so that 

it could be to delivered. 

(5) The administrator and operator information system data 

box provides adequate safety measures information system of 

data boxes. 

(6) The administrator or operator of an information system of 

data boxes are not authorized to access the data boxes of 

others. 

 

 

Design/Architecture EGON Shared Services in the Czech Republic 

 

EGON is a marketing interpretation of eGovernment in the 

Czech Republic. EGON does not bend legislation so it fits 

information technology. EGON respects long-term existing 

administrative processes in public administration. EGON 

consists of components mapped as parts of human body: 

 

 
 

 Czech POINT (fingers) 

 Databox system (blood) 

 Base Registry (brain) 

 KIVS (veins) 

 Legislation changes (heart) 

Technologies Not Available/Not Found 

Specifications ISO / IEC 27001 series: 2006 - Information Security 

Management System ISMS  

Moreover, Extensible Markup Language (XML) and Web 

Services are used to guarantee a high degree of flexibility, 
openness and easy expandability, which comes directly from 
the basic conception of an information system platform and 
that is the focus on the use of standardized technologies. 

Management Entering the Data Box Identifier 



 

When a new data box is made available, the ISDS enters a 

corresponding data box identifier into the Register of Entities 

or the Register of Inhabitants (depending on whether the data 

box was created for a private individual, an entrepreneur, a 

legal entity, or a public authority). A prerequisite for the entry 

is that a company registration number (IČO) is assigned to the 

data box created in the ISDS, and an entity with that 

registration number is entered in the Register of Entities. 

When a data box is cancelled, the ISDS removes the entry 

from the respective register. 

 

Entering into the Register of Rights and Duties 

 

The act on Base Registers requires that upon each change of 

reference data in the Base Registers, an entry is recorded in 

the Register of Rights and Duties about the decision that led 

to the change. The Ministry of the Interior is, with regard to 

data boxes, expected to edit a single piece of reference data 

– the data box identifier. So, the ISDS records a new entry in 

the Register of Rights and Duties every time this identifier is 

either entered into or erased from the Register of Entities or 

the Register of Inhabitants. 

 

Use of Data from the Base Registers 

 

The Ministry of the Interior uses reference data from the Base 

Registers extensively for managing the data boxes. Base 

Registers are therefore the most important source of data on 

the basis of which data boxes are created and their users’ 

identification data is updated. 

 

Establishment of Data Boxes by Law 

 

Based on information from the Register of Entities, data boxes 

are established for entities that are required by law to have 

one. This is the case for all legal entities, with the exception of 

a small set of entities that do not have entries in the Register 

of Entities because they have not been assigned an 

identification number (public authorities without legal status). 

 

Freezing Data Boxes 

 



Data boxes are frozen for entities that have had a termination 

date entered in the Register of Entities. Similarly, once an 

individual person has had the date of their death entered in 

the Register of Inhabitants, their data box is frozen from that 

date. 

 

Updating Data Box Information 

 

Identification data about entities with records in the Base 

Registers that is stored with data boxes of all types is 

automatically updated based on changes entered into the 

Base Registers. This means that changing the name of an 

entity or a company address does not need to be reported to 

the Ministry of the Interior – the changes are reflected 

automatically. 

 

Adding / Removing Authorised Agents 

 

Authorised agents for data boxes of those entities that are 

registered in the Register of Entities are updated to reflect 

changes in the list of statutory representatives kept for a given 

entity in the Register of Entities. So, if a new statutory 

representative is entered into the Register, an authorized 

agent account is automatically created for them for their 

company’s data box. The same works the other way round as 

well: if a statutory representative is removed from the 

Register, the authorized agent account for the respective data 

box is cancelled. 

 

Updating the Personal Data of Data Box Users 

 

For all users of data boxes, the Ministry of the Interior 

attempts to automate their identification to the relevant entry 

in the Register of Inhabitants. For users whose identification 

succeeds, current reference data from the Register of 

Inhabitants is automatically utilised in the ISDS. For example, 

changes in name or address are automatically reflected. 

 

Governance Data boxes are set up and administered by the Ministry of 

the Interior (hereinafter referred to as the "Ministry"). 

 

14a – Role of the Ministry 

 



(1) The Ministry may, at the request of the person providing 

their services on the internet, which are accessed through her 

individual user accounts operated by recipients of such 

services (hereinafter "ISP"), allow the use of the information 

system interface, data boxes, which are used for managing 

access of data and the identity of the persons authorized to 

access the data boxes and access data links these people to 

access information to individual user accounts (the "Access 

Interface"). The application includes a description of the use 

of access points. 

(2) The Ministry shall decide on the application within three 

months from the date of its submission. Meets the ISP 

material, personnel, technical, safety and organizational 

conditions, the Ministry may issue a permit him to use access 

points. Permit is issued for a period of 5 years. 

(3) The Ministry establishes material, personnel, technical, 

safety and organizational conditions for the use of access 

points and published in the Bulletin of the Ministry and in a 

manner allowing remote access. If the Department provides 

new conditions under the first sentence, the obligation internet 

service provider must meet the following conditions occurs 

first on the first day of the third calendar month following the 

calendar month in which they were published, unless the 

ministry for a long time. 

(4) ISP pays for the use of access points annual fee 

calculated by multiplying the amount of CZK 100 and the 

number of user accounts to its services, which, in a given 

calendar year used access points. The fee is paid by 31 

January of the following calendar year. The fee income of the 

state budget, it selects the Ministry. 

(5) The Internet Service Provider is responsible for any 

damage caused in connection with the use of access points. 

ISP liability relieved, if he proves that the damage could not 

be prevented even with all effort that can be required to. 

(6) The Ministry monitors your Internet service provider filling 

material, personnel, technical, safety and organizational 

conditions for the use of access points. 

(7) The Ministry shall decide to revoke the license to use the 

access interface 



a) failing ISP material, personnel, technical, safety and 

organizational conditions for the use of access points and if it 

happens within 3 months from the date on which the Ministry 

pointed to this fact, for correction, or 

b) if requested by the ISP. 

(8) The Ministry shall maintain a list of ISPs who use the 

access interface, and publish it in a manner allowing remote 

access. 

 

Sustainability Not Available/Not Found 

Documentation https://www.datoveschranky.info/ 

http://www.vlada.cz/en/media-centrum/aktualne/novelties-in-

communication-with-the-authorities-data-boxes-60252/ 

https://joinup.ec.europa.eu/community/epractice/case/data-

boxes-%E2%80%93-easy-economic-and-environmentally-

friendly-delivery-official-d 

http://www.mvcr.cz/mvcren/article/data-box-another-step-in-

electronification-of-public-administration.aspx 

ADMS Not Available/Not Found 

Current Users One of the main current users are Base registers, that is, 

Individual registers, which together form a system called 

“Base Registers”. They are the main users of the Data Box 

Information System (ISDS). 

 

Moreover, based on Act No. 300/2008 Coll., from now on it is, 

for all public institutions, (e.g. government offices, local 

governments, institutions established by local or state 

government etc.) obligatory to use data boxes (or so-called 

eBoxes) instead of traditional paper form. 

EIRA 

View Technical View - Application 

Building Block Application Service 

Reusability 

http://www.vlada.cz/en/media-centrum/aktualne/novelties-in-communication-with-the-authorities-data-boxes-60252/
http://www.vlada.cz/en/media-centrum/aktualne/novelties-in-communication-with-the-authorities-data-boxes-60252/
https://joinup.ec.europa.eu/community/epractice/case/data-boxes-%E2%80%93-easy-economic-and-environmentally-friendly-delivery-official-d
https://joinup.ec.europa.eu/community/epractice/case/data-boxes-%E2%80%93-easy-economic-and-environmentally-friendly-delivery-official-d
https://joinup.ec.europa.eu/community/epractice/case/data-boxes-%E2%80%93-easy-economic-and-environmentally-friendly-delivery-official-d
http://www.mvcr.cz/mvcren/article/data-box-another-step-in-electronification-of-public-administration.aspx
http://www.mvcr.cz/mvcren/article/data-box-another-step-in-electronification-of-public-administration.aspx
https://joinup.ec.europa.eu/elibrary/case/base-registries-universal-database-information
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Criteria 

Not Applicable

Positive answer

Negative answer

IPR and licenses Legal Suitability of 
documentation

Maturity Extensibility

Designed for re-use
Planned re-use or 
extension to other 

domains 

Maintenance and 
support

Use of standardsScalability

Actual Reuse 
GranularityLanguage and 

location suitability

Impacts Testability

Not Available/Not Found

 

 


