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Introduction 
Source Code Control recommends and independent source code review as part of an overall risk 

management strategy. The service will automatically profile source code for legal/IP, security and 

operational risks.  

This transparency will aid promoting the quality assurance of our clients and their development 

standards to customers and prospects. This will also provide a competitive differentiation.  

Source Code Control 
Source Code Control specialises in helping customers leverage the benefits of adopting Open Source 

Software while minimise the associated risks.  The risks are summarised below: 

• Legal risk/licence compliance 
• OSS licence analysis, legal obligations as well as potential intellectual 

property (IP) risks 
• Security vulnerabilities 

• security vulnerabilities contained within components 
• Operational risk 

• evaluates if components meet your technical and architectural standards 
• Community support 

Determines developer activity and resulting component viability based on 

commit history 

 

What we do 
• Ease the adoption of Open Source Software 
• Increase confidence in the use of Open Source Software applications 
• Create a structure to enable compliance with OSS licence requirements and security policies 
• Enable greater use of OSS across the organisations  

• Quality code 
• Compliant Code 
• Secure code 

 

 

Service Description 
The service proposed is a fully managed service to govern and risk manage the source code of 

applications developed for our clients and can be extended to any third party developers who 

produce code for them. 

Source Code Control will provide monthly consolidated reports to client’s management and the 

stakeholders of the projects in the following areas: 

• Security vulnerabilities 
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• security vulnerabilities contained within Open Source components including 
the level of security 

 
• Open Source License Compliance in line with clients’s Open Source Policy 

• OSS licence analysis, legal obligations as well as potential intellectual 
property (IP) risks  

 
• Community support 

• Determines component risk to developer activity and resulting component 
viability based on commit history 

 
• Remediation Status 

• Outstanding issues that have already been reported but not resolved 
 

• Software maintenance reporting 
• Quality of code maintenance for each project 

• Time to resolve issues 
• Responsiveness 

 
 
 
 
The service will be underpinned by a cloud based source code scanning solution (Figure 1.). 
Designated staff will be granted access to the portal and will be able to authorise Source Code 
Control to provide access to relevant stakeholders in the project team of the relevant project. 

 
Figure 1. – Summarised View of Project Status 

 
 
At the initiation of the service the source code for the project will undergo a full deep code scan and 
a report will be issued detailing all vulnerabilities and risks including their severity. Source Code 
Control will also provide interpretation of the data and recommendations. The types of 
recommendations would advise on: 
 

1. Licensing conflicts 
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2. Licensing that does not meet the requirements of a client’s Open Source Software Policy 
3. Security assessment. If a client has defined a threshold of the minimum severity rating for 

component vulnerabilities in their Open Source Software Policy that are mandatory to be 
remediated they will be summarised. Otherwise, Source Code Control will take a zero 
tolerance approach and flag all vulnerabilities 

4. Summarise components being used with a low level commit history and community 
supporting the component 
 

 

Activities: 
The following activities will be included in Service: 

 Breakdown of the Software Portfolio into audit segments if required in consultation with 

Client representative  

 Full automated scanning, analysis and reporting using the scanning application  

 Consult with software vendor to resolve copyrights, standard headers and author tags 

discovered in the portfolio 

 Analyse, verify modules and issue regular audit progress reports  

 
Delivery of audit reports as described below, review of the reports with client’s management and 
designated stakeholders, answering questions within 30 days of delivering the reports. 
 

Deliverables: 
The following reports (“Reports”) will be delivered to the client.  

 Audit Report: A high level executive report, containing high level information and graphic 

representation of licences, copyrights, OSS projects, security vulnerabilities and encryption 

content within Software Portfolio. The Audit report is delivered in pdf format. 

 Overview Report and Detailed file-by-file Reports: verified machine-generated reports on 

Software Portfolio. Overview Report shall be delivered in pdf format. Detailed file-by-file 

Report shall be delivered in CSV (readable by Microsoft Excel application) format. 

 Concatenated Licence List report: containing the consolidated text of all available licences 

within Software Portfolio in pdf format. 

 Security Vulnerability Report: A cross reference of all security vulnerability information as 

reported by the National Vulnerability Database in pdf format. 

 Encryption Report: list of OSS projects detected in the portfolio that could be subject to 

export control, in pdf format. 

 Access to hosted code review platform to relevant stakeholders  
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Timeline 
Entire code review per project as described by Service is expected to be completed within 7 days of 

access to Client software source code portfolio. 

 

 

Security Vulnerabilities 
Source Code Control will identify security vulnerabilities reported by the National Vulnerability 

Database (NVD) . 

The National Vulnerability Database (NVD) is a public resource, managed by the US government, 

tracking security vulnerabilities reported for all types of software. The managed service will 

automatically dynamically cross reference vulnerabilities posted by the NVD. 

Each vulnerability will be reported and include a severity ranking that can also be used to filter alerts 

provided as part of the managed service (Figure 2.) 

Once the vulnerability is flagged and it is above the severity threshold defined by the client’s Open 

Source Software Policy, Source Code Control will alert stakeholders of the project, of the 

vulnerability, set as the target date for remediation if defined in an SLA. Source Code Control will 

then report on the actual date the vulnerability was fixed. Project stakeholders can use this 

information to monitor and improve quality assurance and code maintenance procedures. 

 

https://nvd.nist.gov/
https://nvd.nist.gov/
https://nvd.nist.gov/
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Figure 2. Security Vulnerabilities 

Full disclosure details of vulnerabilities will be available including how the vulnerability is scored: 

Base Score, Exploitability and Impact. (Figure 3.) 

 

 

Figure 3. Security Vulnerability Disclosure 
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Licensing and Licence Compliance 
It is imperative that we define as part of their Open Source Policy guidance to software developers 

around the issue of software licensing. Not only is there a need to be mindful of licensing obligations 

are being met but the desire to ensure, by default, all code created in by a client is part of a library of 

assets for-reuse. Conflicting IP components used that are reciprocal such as GPLv2, GPLv3 and for 

hosted solutions AGPL may put a client’s own IP at risk and lead to any competitive advantage being 

lost. 

If in the short term if a client is not in a position to define an Open Source Policy then the managed 

service will report and highlight: 

1. All open source components and their associated licensing 

2. High level licensing risk 

3. Incompatible licences e.g. Free Software Foundation views Apache 2.0 to be incompatible 

with GPL2 but compatible GPL3. 

4. Commentary and advice regarding licensing the application based on the audience and 

roadmap of the product. 

5. Flag potential copyright issues 

6. Future proofing issues related to the types of licensing being used.  

Figure 4. Shows how the licensing will be reported. 

Although the perceived threat of legal risk today with Open Source Software licensing might be that 

it is a minor hazard, the significant rise in adoption of Open Source Software also means there is an 

increase in legal activity related to IP and copyright infringement. This is only going to increase and 

could be a stumbling block to the adoption of open source applications in risk averse end user 

management. 

It is much more difficult to undo licensing issues in code that has been deployed, used and which has 

evolved over time and the sooner a policy is defined the better for this reason. 
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Figure 4. Licensing Reporting 

 

Operational Risk 
The managed service will also include in both the on-boarding report and the monthly summary 

reports details on open source software components that contain operational risks by highlighting 

those that have fallen into disuse or have very slow commit activity, as well as versions that are far 

out of date.  
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Figure 5. Operational risk reporting 

 


