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e-TrustEx Demo Framework

1. OVERVIEW

The e-TrustEx demo framework consists of test cases to assist the user in running
test cases for the e-TrustEx platform.

2. TEST CASES

The test cases in this demo suit are bundled as a SoapUI project that the user can
execute after installing and configuring the e-TrustEx platform.

2.1. Instructions e-TrustEx

Install the e-TrustEx platform either on a local machine or a test server as detailed
in the instruction manual.

Ensure that all the database configuration scripts are executed, including the scripts
to configure the demo user details.

2.2. Instructions SoapUI
2.2.1. Installation

SoapUI is an open source test tool for web-service testing. A free version without
restrictions is available and this free version is sufficient to run the projects in this
package.

Download SoapUI free via http://www.soapui.org/ and follow the installation
instruction on the website.

The demo suite contains a script to clean the test messages from the e-TrustEx
database. Since this script requires a database connection to be created from a
groovy script, the proper database driver needs to be installed. To install the
MySQL Connector/], go to http://dev.mysql.com/downloads/connector/j/ and
choose the proper version. Extract the .jar file to the SoapUI "lib" installation folder
and restart your SoapUI instance before running the tests.

2.2.2. Configuration

Inside SoapUI, create a new workspace (File->New Workspace) and load the demo
project in this package (File->Import Project).

The project is based on the user details as defined in the database configuration
script. If another username/password is required, it can be configured in the
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Request Properties of each service request (and the database scripts that delete the
test messages will need updates as well).

The project is based on the e-TrustEx platform to be installed on the localhost. If
another server is used, update the WSDL URLs and service endpoints of the demo
suite before executing the tests.

2.2.3. Executing the demo suite

Inside the e-TrustEx project, a separate test suite is created for each service to test
the basic flow of that service. This test suite contains a test case that automatically
calls the required service endpoints and checks the resulting response.

A description of the steps in a test case is shown when the mouse pointer is pointed
at the test case or by opening a test case and clicking the description tab.

| File Tools Desktop Ty Help ’

X documentBundleBinding
X documentWrapperBinding
& X inboxRequestBinding
X retrieveRequestBinding
=B Administration
- & Clean Database
3= Test Steps (1)
A Delete Test Messages
@ Load Tests (0)
8 Security Tests (0)
B Submit Bundle
& of Submit Rundle L
i Test§n this scenario the party TRUSTSUPPARTYA first stores a binary file (jpg) in e-TrustEx using the DocumentWrapper.
@ Load| Then the party TRUSTSUPPARTYL sends a Bundle (that refers to the earlier submitted DocumentWrapper) to the party TRUSTCUSTPARTYL.
@ SecufFinally a StatusRequest is made that results in the StatusCode "1" indicating that the Bundle has been "Received".
B Store DocumentWrapper
B Retrieve D
B Delete DocumentWrapper
B Inbox Request
- B Retrieve Request
BB Status Request
- B Retrieve InterchangeAgreements

AR08 80 Search For... F )
z = & Submit Bundle & — X | [a-box
& ey TeSt T o=
S| @@ Fll ® X4 =wm e X 06 [Defaut - ®
S| =@
@) UC116 Retrieve InterchangeAgreements
&-B) UC117 Submit Application Response
B) UC118 Query Request [ TestSteps | TestCase Coverage | TestCase Requirements | TestCase Debugging | Test On Demand
@ UCL36 View Request BAZIHOBNTRAERCLERS
=B e-Trustex )
@ X ApplicationResponseBinding &) Store DocumentWrapper
- X QueryRequestBinding @ Delay [5000]
- X Retri [&8) Submit Bundle
X StatusRequestBinding @ Delay 2 [5000]

(58] Status Request

TestCase Description

In this scenario the party TRUSTSUPPARTYI first stores a binary file (jpg) in e-TrustEx using the DocumentWrapper.
Then the party TRUSTSUPPARTY1 sends a Bundle (that refers to the earlier submitted DocumentWrapper) to the party TRUSTCUSTPARTYL.
Finally a StatusRequest is made that results in the StatusCode "1" indicating that the Bundle has been "Received"r

TestCase Properties | Custom Properties |

| pescription (RS e

Property [ Value
Name Submit Bundle 0O X
TestCase Log|
Properties |

Figure 1 - Test description
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To run the test case for a specific service, press the green play/send button to
execute all test steps and see the results.

| File Tools Desktop Try Help |

AR08 X80 Search For... )
a aEl(g — « Submit Bundle 2 — x| [2a-ox
2 e-Trustl -
% | @ X ApplicationResponseBinding B Q& o~ & [Defautt (2]
= #- X QueryRequestBinding
#- X RetrievelnterchangeAgreementsRequel
¥ 1 sutwRequeifinding [ TestSteps | TestCase Coverage | TestCase Requirements | TestCase Debugging | Test On Demand
X documentBundleBinding B g | Ehesstass hequitemel e EoNggIng [ £t Deman
#- X documentWrapperBinding @ EIICeMRT R LAETYeeLERO
& X |nbf)xRequeﬂBmfi|n.g @ Store DocumentWrapper
#- X retrieveRequestBinding
5 8 Administration @ Delay [5000]
& Clean Database @ submit Bundle
3= Test Steps (1) @ Delay 2 [5000]
"~ Delete Test Messages @ Status Request
@ Load Tests (0)
W Security Tests (0)
5 8 Submit Bundle
=& Submit Bundle
-$= Test Steps (5)
@ Store DocumentWrapper
@ Delay [5000]
(@ Submit Bundle
@ Delay 2 [5000]
(@ Status Request
@ Load Tests (0)
® Security Tests (0)
B Store DocumentWrapper
#- B Retrieve DocumentWrapper
B Delete DocumentWrapper
#- B Inbox Request
TestCase Description
TestRequest Properties | Custom Properties In this scenario the party TRUSTSUPPARTYI first stores a binary file (jpg) in e-TrustEx using the DocumentWrapper.
Then the party TRUSTSUPPARTY1 sends a Bundle (that refers to the earlier submitted DocumentWrapper) to the party TRUSTCUSTPARTYL.
| property | lie; Finally a StatusRequest is made that results in the StatusCode "1" indicating that the Bundle has been "Received".
Name Store DocumentWrap... | 4.
Description
Message Size 1345
Encoding UTF8 | Descrpton
Endpoint http://d0. puon
Timeout 3
Bind Address SRR
Follow Redirects true Test started at 2013-09-30 15:09:38.971
[Interface documentiWrapperBi.. @ Step1 [Store Document 1OK: took 5228 ms
Operation storeDoy
Decring TRUSTUSRL @ Step 2 [Delay] OK: took 5055 ms
Password i @ Step 3 [Submit Bundle] OK: took 2248 ms
Domain
|Authentication Type  Global HTTP Settings @ Step [Delay 2] Ok: took 4999 ms
IWSS-Password Type @ Step 5 [Status Request] OK: took 2685 ms
IWSS TimeToLive TestCase Log

ISSI Kevstare b

Properties

Figure 2 - Running a test case

The details of the requests and responses can be seen by opening a test step.

The request is shown on the left window and the response is shown in the right
window.
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| File Tools Desktop Ty Help

29RO X80

|Authentication Type
WSS-Password Type
IWSS TimeToLive
ISSI Kevstore.

Global HTTP Settings

Properties

Headers (8)

Search For... 2
z =  Submit Bundle | @ Submit oy [e-ox
& (@& eTrustx T i
2 e 2 ;
2| @ X ApplicationResponseBinding e i* [ 08 B [{submit Bundle [e-Trustbx/Submit Bundle/Submit Bundle/Submit Bundie] %+ @
= #- X QueryRequestBinding 5 <scapenv:Envelope xml tep://schemas xmlsoap.org/sal Ay /3_‘ <ds :DigestValue>+iXhF1 4]
i i = penv:: b </ds:Reference>
#- X StatusRequestBindin =] <ec:Header> = </ds:SignedInfo>
q 9 2
#- X documentBundleBinding = <eci:BusinessHeader> &2 <ds:Si 1 qM3DEVLST
X documentWrapperginding (=) <stan:Sender> g (| oo vT4q je1
X inboxRequestBindin <stan:Identif: </stan:Identif: | CZCd2/S5QidFsUS+ked=</ds:SignatureValue>
e cing </stan:Sender> 3l <ds:ReyInfo>
X retrieveRequestBinding = 2 > . .
Py stan:Receiver> = <wsse:SecurityTokenReference wsu:Id="XWSSC
B Administration <stan:Identifier>TRUSTCUSTPARTY1</stan:Identifi % <wsse URI="$#XWSSGID-1:
&-& Clean Database </stan:Receiver> § SR Be by abar e Eas ey
3= Test Steps (1) </ecl:BusinessHeaders 3 </ds:KeyInfo>
% Delete Test Messages </ec:Header> = </ds:Signatures
@) Load Tests (0) </soapenv:Header> </wsse:Security>
B Security Tests (0) El  <soapenv:Body> =] <ec:Header>
(=) i 1 3
B Submit Bundle (=] <ecl:BusinessHeader xmln:
e = <ec:DecumentBundle> = A e
mit Bundle
:“ A <urnl:ID>ID01</urnl:ID> <stan:Identifier>TRUSTSUPPARTY1</stan:Ide
&35 Test Steps (5) <urnl:I 13-03-01</urnl: T </stan:Sender>
(@ Store DocumentWrapper <urn:SenderParty/> (=] <stan:Receiver xmlns:stan="http://www.unece.
@ Delay [5000] <urn:ReceiverParcy/> <stan:Identifier>TRUSTCUSTPARTY1</stan: Id
L .Submi‘tBundle =] <ecl:DocumentWrapperReference> fstan-Racaivers
@ Delay 2 [5000] . S </ecl:BusinessHeader>
- @ tatus Request S TyP TNARY</urnl Typ </ec:Header>
L@ Load Tests (0) </ecl:DocumentirapperReference> </SOAP-ENV:Header>
® Security Test: </ec:DocumentBundle> [  <SOAP-ENV:Body wsu:Id="XWSSCID-1380546591363-86151418
ecurity Tests (0) </ec:SubmitDocumentBundleRequest> = i 1 xmlnszec="
B8 Store DocumentWrapper </soapenv:Body> (=] <nsS:Ack xmlns:nslO="ec:schema:xsd:CommonBasicC
- B Retrieve DocumentWrapper </scapenv:Envelope> <ns6:I 201 /ns6:T
- B Delete DocumentWrapper <ns10:AckInd true</ns10:AckIndicat
£ B Inbox Request = <ns4:AcknowledgedDocumentReference>
(=] <ns3:DocumentReference>
<ns6:ID>ID01</ns6:ID>
TestRequest Properties ’/C"mm Properties | <n=é:DocumentTypeCode>BDL</ns& : Documen
Property | Siine ‘ </ns3:Documentleference>
Name Submit Bundle - = sod-genderbarnyy
Descviption <ns€:EndpointID>TRUSTSUPPARTY1</nsé
MeeSee 1466 </ns3:SendexParty>
Encoding UTF-8 = <ns3:ReceiverParty>
Endpoint http://dﬂZdilOlOGB: <nsé:EndpointID>TRUSTCUSTPARTY1</ns6:E:
st </ns3:ReceiverParty>
Bind Address ‘g Mk‘ 2
Follow Redirects true bt i
Interface documentBundileBin... Bt -
Operation submitDocumentBun... TSORS N Body>
Username TRUSTUSRL EIE02 L BNV _Enveliope>
Password L
Domain

Figure 3 - Test request and response

Each test request contains several assertions that perform specific checks on the
response of web-service request. To see the details, click the Assertions tab in the
bottom of the screen.
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File Tools Desktop Try Help

A0S 80 1 XPath Match Configuration
z = & Submit Bundle | Specify xpath expression and expected result s _Ox
5 [ @ e Trustix 4 £ ey declare namespaces with declare <prefiive’ v by
Y X ApplicationResponseBinding e @O i i + @
= #- X QueryRequestBinding [ <soapenv:]  XPath Expression onc] 4]
X RetrievelnterchangeAgreementsRequel B <socape:
Decl
X StatusRequestBinding El <ac{l (& Declare P— . ”
X documentBundleBinding g i e ; ficati : 2 ey
X documentWrapperBinding declare namespace m='http://www.openuri.org/’; ja13eT
X inboxRequestBinding
X retrieveRequestBinding a /fectiAckindicator = 'true’ )
5 B Administration and — B
& Clean Database //“d’"lﬁm: L
= an
Ll P //um:DocumentTypeCode = "BDL"
‘-4 Delete Test Messages </edl | hd
D Load Tests ©) o S22%P] |/umSenderparty/umEndpointiD = “TRUSTSUPPARTYVL"
W Security Tests (0) = "’:PE and
- B Submit Bundle = #¢] |/7um:ReceiverParty/umi:EndpointID = "TRUSTCUSTPARTYL"
&~ Submit Bundle av
= Test Steps (5) Expected Result
Store DocumentWrapper Select from current Test [] Allow Wildcards  [] Ignore namespace prefixes [ Ignore XML Comments  Select Content ¥ ece.
@ Delay [5000] In: Iae
@ Submit Bundie &} true
@ Delay 2 [5000]
(@ Status Request
@ Load Tests (0)
W Security Tests (0)
#- B Store DocumentWrapper
#- B Retrieve DocumentWrapper
#- B Delete D
B Inbox Request o X X & v ®
'@ SOAP Response - VALID
TestRequest Properties | Custom Properties | || (@ Schema Compliance - VALID

‘@ Not SOAP Fault - VALID

Property [ Value
Name Submit Bundle ||| e RsER VA
Description
Message Size 1466
Encoding UTF-8
Endpoint http://d02dil0108738...
Timeout
Bind Address
Follow Redirects true
Interface documentBundieBin...
[Atetfac et
Usemame TRUSTUSRL
Password e
Domain

Authentication Type  Global HTTP Settings

LS o=

WSS TimeTolive I 11
1SSI Kevstore be

[ Properties|

Figure 4 - Test assertions

Each test case can be run independently from the other test cases. However, before
running a specific test case for the second time, the "Clean Database" script in the
"Administration" test suite should be executed. If this action is not done, then some
test steps will fail since the system does not allow the same combination of ID and
document type to be sent twice by the same user.
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