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1. INBOX

After a successful login, the user is directed to the Inbox section, where the messages received are
displayed with its corresponding details (Subject, Sender Party, warning message about the expiration
of the attachments, received date, etc).

On the top right of the screen there is a drop down menu, where the user can choose the desired
language. The logged in party is displayed on the top section and if the user has more parties assigned
to him/her, there will be a dropdown with all assigned parties.

The User can search the received messages by Subject and filter them by Unread/All messages.

The left side of the main page shows, besides the "Inbox", the "Sent" and "Draft" sections.

Refresh Inbox

Choose Party inbox

Messages can be filtered by subject,

(drop down menu) Choose Ia_nguage

entering a key word. The user can also

Compose a new

n n " "
message see "All" messages or only the "Unread

l English v I

glrustEx - Web/access
Trusted Exchange Platform

EUROPA = European Commmitsion > eTrustExc Helo Administration Logout

Party” GUIT NP 10C0 PARTY v Logged in as: Maria

E New | % Refresy Subject Q
Messages =

Inbox w

All | | Unread Received

o inbox(224)

" Sent ¥ 1est_20191015_1043
GUI3_NP_IOCO_PARTY
JA Drait12s3) AQBEIVABECZIHNOBIKKANMY B I 2 68 S E W PR3 S 3RS RS
B A S A R ilE N FE T MEBRaNT 2saaTira:?5zalesiinoeds_eaidoad eaidpEh?
\ajn—Ffa:7aqa:fodSnuin s waiws.s
TEST_GUIZ_NP_IOCO_PARTY
test 20191014 1337
TEST_GUIZ_NP_IOCO_PARTY
test_20191010_1038
TEST_GUIZ_NP_IDCO_PARTY
test_20191007_1554
GUI3_NP_IDCO_PARTY
test_20191004_1509
TEST_GUIZ_NP_IOCO_PARTY
§  test 20191003 1649
TEST_GUI2NP_0CO_PARTY

&

&

&

&

@ test
TEST_GUI2_NP_IDCO_PARTY

©  Tesl_20190927_1612
TEST GUIZ_NP_I0C0_PARTY
S———

D 4 iest_20190306_1605
TEST_GUIZ_NP_I0CO_PARTY

H410i25 PN

eTrustEx vETRUSTEX-5627_activateMessage StatusNotifications-1-TEST - 03-12-2019 10:11

Red icon indicates that the attachments Messages can be ordered by
expired due to the retention policy (after the received date

12 weeks, the attachments are not

available anymore to the user).

See more messages

Details about the message received: Subject ("test") and
Sending Party (TEST_GUI2_NP_I0CO_PARTY)
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The warning sign can also be yellow, informing the User that the attachments will expire on a specific date.

EUROPA = European Commmission = eTrustEx

B Ngw | ™ Refresh | Subject Q
Messages ~
Inbo:
L mbox{1945)
Al Unread

’ Sent % hTESTﬁEDMAJ-JPﬁHC27PARTY - ENCRYPTED asraezueiknmuionpcTydopw 1_ATTACHMENT 30F5 ON NOV24 AT 15-00
- ST BDL91374369151804

A Draft{2) Attachments are gaing to expire on 16/02/2018
- = YPTED aBrae3ueiknumuionperycdxyw 1_ATTACHMENT 40F5 ON NOV24 AT 15-00

> M g1374360157804
TEST_EDMA_B2_APP_PARTYZ
< /4 TEST_EDMA_NP_I1C2_PARTY - ENCRYPTED 28rAe3MOIKTMHIONRCTY XYW 1_ATTACHMENT 10F5 ON NOV24 AT 15-00
S5BpL91374369151804
TEST_EDMA_BZ_APP_PARTYZ
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2. RECEIVED MESSAGE DETAILS

2.1. Opening a message

Clicking on a message on the inbox section will redirect the user to the selected message content. The below
screen will be displayed, containing the subject of the email, Sender Party ("From"), received date, comments
(optional field) and the list of files to download.

English v

eTrustEx - Web access

European
Trusted Exchange Platform
EUROPA > European Commmission > eTrustEx Help Administration Logout
Party: GUIT NP I0CO PARTY - Logged in a5 Maria
Return to messages
Messages
Received message
W nbox(224) Subject:  test_20191015_1049
A s From:  GUI3_NP_IOCO_PARTY
y‘ Draft(1283)

Comments

test

List of files

Hide successful downloads C Select all @

Special Characters.docx 23.14KiB T

Total size' 28 14 KiB

Download s

Return to messages

If the message was signed, the user will get a popup window when the message opens, where he/she can
verify the details of the signature and decide to trust it or not.

mstmgcemeae —

@ The message's digital signature cannot be verified. Do you trust the following certificate?

CGommon Mame(CN) GUI2_1C2

Organization Unit{OU): DIGIT

Organization Name(Q) EC

Locality Name(L) BRUSSELS

State Name(ST): BE

Country(C) BE

Email(E)

Certificate Expiry Date 30-09-2028 04:55:20 PM +0200

Yes No Always Trust

2.1.1. Downloading files

The user can download all files received using the check box "Select all" (automatically checked by default).
He/she can uncheck the "Select all" box and select only the files desired with the check boxes beside each file.
After selecting which files to download, the user has to click on the "Download selected files" button.

Once clicking on the "Download selected files" button, the user is able to see three progress bars for:

- downloading the files

DIGIT
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- verifying the integrity of the files and

- archiving the files.

Downloading “

Zipping

The window that shows the progress bars closes automatically once the files have been downloaded.
The user can check the downloaded files on the destination folder selected.

If the message is encrypted, there will be a section for the decryption certificate and the user will have to first
add the certificate and password before clicking on "Download selected files" button.

List of files

Decryption information

Certificate:

Q, Select cerfificate

Password: ﬁ{ Password |

+ The message's digital signafure was trusted and validated Show certificate
Hide successful downloads [ Select all #

. Excell.xlsx 17.23 KiE =
. Excel2 xlsx 17.23 KiE =
. JPG1.jpa 213 MiB 5]
. JPGZ.jpg 2.13 MiB =
. PDF1.pdf £34.02 KiB =
. PDF2.pdf £34.02 KiB =
Total size: 5.33 MIB

DIGIT
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After entering the certificate information the user should click on "Load Identities" button. The certificate
details will be displayed below the decryption section and the user will be able to download the encrypted
message.

List of files

Decryption information

Certificate:

e | guil_ilc2p12

Certificate identities:

Alias Subject name Valid from Valid until
guil_ilc2 C, BE; ST, BE; L, BRUSSELS; 0, EC; OU, DIGIT; CN, Q/30/2019, 454:24  ©/30/2029, 4:54:24
GU_NCc2 PM P

3. SENDING A NEW MESSAGE

3.1. Sending a message

User clicks on the "New" button (main screen of eTrustEx GUI)

English v

eTrustEx - Web access

Trusted Exchange Platform
EUROPA > European Commmission > eTrustEx Help Administration Logout
Party. GUI1 NP 10CO PARTY v Logged in as: Maria
Messages > Refresh | Subiect Q
Inbox
Ml moox223) ALl | Unread Received
A sent §  test 20191015 1049
GUI3_NP_IOCO_PARTY
| Drait(1283) AaBRTYASEEZIHNOANKKANUE W S SEAERIE M  F2R48 R3O0 SCRSERkias
VOSSR AR R BRAIT sssamra25zazjosinoecs eaidoad eaduik?
\aJnu-fa iga:foSnuinswaiwes
TEST_GUI2_NP_IDCO_PARTY
Q  test 20191014 1337
TEST_GUI2_NP_IDCO_PARTY
@ test_20191010_1038
TEST_GUI2_NP_IOCO_PARTY
§  test 20191007 1554
GUI3_NP_IOCO_PARTY
©  test 20191004 1509
TEST_GUI2_NP_IDCO_PARTY
Q  lesL_20191003_1649

TEST_GUI2_NP_IDGO_PARTY

The below screen is shown and the user can see the receiver party ("To"), fill in the subject, add comments and
upload the files. If the user has more parties available to send, a dropdown list will be present to choose it
from.

DIGIT
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Engiish v

eTrustEx - Web access
Trusted Exchange Platform

EUROPA > European Commmission > eTrustex

Help Ad
Party: GUI1 NP 10CO PARTY v
NIESSﬂgES Wl Save | Send | 4 Cancel
New
) inbox(223)
To: GUIZ_NP_IOCO_PARTY
A == Subject:
A Drafi1283) 250 max
Signature: Sign the message
Comments
List of files
Files to upload: 0 Total files: 0

Hide uploaded

Total size: 0.00 B

+ Add files H + Add folder H @ Start upload H & Remove all files

Wl save | Send | 4 Cancel

3.1.1. Signing

If the user wants to sign a message, he/she needs to check the "Sign the message" box. Once the box
is selected, a new section will be displayed to enter the signature certificate.

W Save | Send & Cancel
New
To: GUI3_NP_IDCD_PARTY
Subject: &]
250 max

Signature: ¥ 3ign the message
Certificate: +| Q Select certificate | %
Password: | Password Load identities

—

The user needs to enter the certificate and password and click on Load Identities button. The details
of the selected certificate will be displayed.

Signature: ¥ Sign the message

Certificate:

Q, Select certificate ‘ gui2_ilc2.p12
Certificate identities:

Alias Subject name

Valid from Valid until
gui2_i1c2 C, BE; ST, BE; L, BRUSSELS; O, EC; OU, DIGIT; CN, GUI2_I1C2 %/30/2019, 4:55:20 PM 9/30/2029, 4:55:20 PM

DIGIT
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3.1.2. Uploading files

In order to upload files, the user has to click on the "Add files" button and select the files that he/she
wishes to upload. To upload a folder, the user has to click on the "Add folder" button and select the
folder to upload. The files and folders selected will be displayed on the "List of files" field.

The user can also drag and drop the files or folders directly in the "List of files" area.

It is possible to remove individual files/folders from the list by clicking on the red "x" beside each
file/folder or remove all by clicking on the "Remove all files" button.

List of files

iy

Files to uplead: 23 Total files: 23 Hide uploaded: UJ

—
*  EpponsfckdaT cnas & CEMSBSTE0 0T A2MOKRETHSH 2S0ON2SNCHl CTRSHM, PRWSHH O3 18,48 KiB X~
paS0TAT 282040 38 MWP W SnaroasKcTEMe doox
*  demoiratickych evropskych statd, kieré se zavazaly spolupracovat v z8jmu zachavani miru 15.22 KiB x
3 prospesity. Meni to stét, jehod docx
»  Gradeni drisvs koje zsjednickim naporima tefe uspostavi mira i blegostanjs. docx 15.50 KiB : 4
= Férening i méngfald &r en familj |&nder som gatt samman for att verks for fred och 15.08 KiB b 4
valstand.docx H
*  LaUnion europes (UE) as una familia de palses europeos democraticos.doox 15,14 Ki5 b 4
»  padomestls obstojece drizve, temves je ved kot kateras kol mednsrodns organizacijs.docx 15.50 KiB : 4
»  Eurdpska dnis {EU)spolodenstvom Stitov spolupracovat na dosishnuti Etét, ktory nahradit 15.57 KiB : 4
Staty, &imsi ktorakolvek ind medzinarodna.docx
*  Europenii unif in diversitate Uniunes Europeana (UE) este o familie da (& democratice 15.85 KiB LA

Total size: 354.13 KiB

HI + Add files | + Add folder I‘ @ Start upload ‘I T Remove sl files H

ml Save | Send & Cancel

In order to upload the files, the user has to click on the "Start upload" button. Two progress bars will
be shown on the screen: "Preparing" and "Uploading" the files.

Preparing

Uploading |

DIGIT
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Once the upload is complete, the window closes automatically and the status of each file is displayed

beside them.

List of files

-

Files to upload: O Total files: 23

*  EEDONEACKWAT ChHEE & CEMEACTED 0T ASMOKDSTHUHA BEPONSNCHN CTREHM, PEWEHH 48
paSoTAT 288040 38 MWP W SnarogescTEne docs

»  demokraticiych evropskoich statl, kieré se zavézaly spolupracovat v z&jmu zschavani miru
= prosperity. Meni to stét, jehoZ doox

- Gradani drisva keje zsjedniékim naporima teZe uspostavi mirs | blagostanja.docx

- Férening i méngfakd & en familj |&nder som gatt samman for att verka for fred och
vilstand.docx

. La Unign europes (UE) e= una familia de paises europeos democréticos.docx
*  nadomestils obstojece driave, temves j2 ved kot katers koli mednarodna organizecia.docx

= Eurdpska inia (EU)spolodenstvom Statov spolupracovat na dosishnuti Stat, ktory nahradif
Staty, Cimsi ktorakaolvek ind medzinarodns.docx

*  Europenii unit in diversitate Uniunea Europeand (UE) este o familiz de t3r demaeratice

i —— e

+ Add files | + Add folder ‘ ® Start upload ‘ ‘ i Remove all files

W Save | Send ‘ Cancel

16.40 KiB

15.38 KiB

16.50 KiB
16.00 KiB

15.14 KiB
18.80 KiB
18,87 KiB

1585 KB

Hide uploaded:

SUCCESS x -
SUCCESS 4

SUCCESS »

SUCCESS ?_l
SUCCESS x
SUCCESS x
SUCCESS x

SUCCESS X -

Total size: 35413 KiB

On the top of the List of files it is possible to check the number of files that still need to be uploaded
and the total number of added files. By selecting the "Hide uploaded" check box, only the files that

do not have the status "Success" will be displayed.

List of files

"

Files to upload: 2 Total files: 25

Hide uploaded: ¥

. nstructions. o

*  Brudns X0pa o pERasThN

+ Add files

| + Add folder ® Start upload ‘ ‘ T Remove all files

DIGIT
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0.0oE FAILED b 4
FAILED »

512.00 MiB

Total size: 512.35 MiB
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In order to be able to send the message, all files need to have the status "Success".

After that, the user has to click on the "Send" button.

Messages Wl Save | d Cancel

GUIZ_NP_IDCO_PARTY

New
L Inbox(223)
To:
VA et Subject:
o fj Draft(1283)
Signature:
Comments
List of files

250 max

) Sign the message

Files to upload: O Total files: 23

EE00nefckitAT 0208 & CEMSICTED 0T J2MOKDETWLHM SS00NSic CTRSHM, PRWSERY 08
PaSoTAT 388QH0 38 MWp W SnarcaescTene.docx

demokratickych evropskych stétd, kieré se zavazaly spolupracovat v z&jmu zachovani miru
= prosperity. Meni to stat, jehos. docx

Gradani driava koje zajedniékim naporima tefe uspostavi mirs | blagostanjs.decx

Farening i mé&ngfaid &r en famil] 1&nder som gatt samman for att verka for fred och
walstand. docx

La Unidn europes (UE) ez una familiz de palses europeos democrsticos.docx
nadomestila obstojede driave, temved ja ved kot katers koli mednarodna organizacis.docx

tnia (EUjspolod Stétov spal ' na desishnuti Stat, ktory nahradit
Staty, £imsi klordkolvek ind medzindrodns docx
Eun

nii uniti in diversitate Uniunea Eurcpesna (UE) este o familie de tari democratice

| =+ Add files

| + Add folder | ® Start upload || & Remove all files

Wl Save | & Cancel

DIGIT
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1642 KiB

1538 KiB

15.50 KiB
15.08 KiB

15.14 KiB
1580 KiB
1587 KiB

15.95 KiB

SUCCESS

SUCCESS

SUCCESS
SUCCESS

SUCCESS
SUCCESS
SUCCESS

SUCCESS

Hide uploaded: [

-

-

Total size: 354.13 KiB
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4. SAVING A MESSAGE AS DRAFT

The user can save a draft when creating a new message. He/she needs to click on the "Save" button.

It is not possible to save messages with attachments. In case the user wants to save a message that

already has attachments, they need to be removed first for the Save button to be enabled.

Send g Cancel
To: GUI3_NP_IOCD_PARTY
Subject: * new message subject
250 max
Signature: Sign the message

Comments

The EU's overall political goals are developed collectively by its institutions. Find out how the EU's strategy is developed and translated info policies and initistives by the Eurcpaan Commissien.

The list of draft messages can be found in the "Draft" section of the main page of eTrustEx GUI.

h,r_'[essages § New | 3 Refresh | Subject &
Draft
Inbox(24)
All | WUnread Saved Delete
Sent Subject 10 ’
- GUIT NP 10C0 PARTY -
j Draft{2) Subject 9 ;
GUIT NP 10C0 PARTY -
Subject 3 y
GUI1 NF 1000 PARTY -
Subject 7 ;
GUI NP 10CD PARTY -~
Subject & y
GUIT NP 10C0 PARTY -~
Sub 5 ’
GUIT NP 10C0 PARTY -
Subject 4 v
GUIT NP 10C0 PARTY -
DIGIT
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